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Constant Trust & Investment Management (VTAM) is a commercial company that preserves important data about its clients. Recently, the organisation encountered troubles with cyber-attacks, such as a phishing attack and an effort to distribute ransomware. The Board needs a new security strategy centred on the Zero Trust idea because of this. In a Zero Trust system, no one is immediately regarded as trustworthy. Every user and device must be verified before they can get in. This study talks about how VTAM could become safer by: identifying new cyber dangers, making improved safety regulations, utilising better security technologies, always looking for assaults, and teaching workers to keep aware. These safeguards will assist in keeping the organization's details confidentiality and its customers confidential.
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Task_1 Identification of Modern Threats
Determine out which of the most serious cyber threats are to Vigilant Trust & Asset Management's operations right now, especially with hybrid work, cloud platforms, and financial data.
1.Clearly identify current and emerging internal threats
	Threats
	Description
	Example Impact

	
Ransomware-as-a-Service
	Criminal groups rent ready-made ransomware kits to others, making attacks faster and more frequent.
	
Systems encrypted and data leaked; ransom demanded.

	AI-powered social engineering
	Attackers use AI-generated voices or deepfakes to impersonate executives or vendors.
	Staff tricked into giving credentials or approving payments.

	supply chain compromises
	Attackers breach a trusted vendor or software supplier.
	Malicious updates or vendor access used to enter your network.

	Cloud Misconfiguration
	Weak identity settings or open storage in cloud services.
	Sensitive client data accidentally exposed online.

	Phishing that Bypasses Filters
	Sophisticated emails that evade security tools.
	Employee clicks link and attacker steals login details.





2.Clearly identify current and emerging external threats
	Threats
	Description
	Example Impact

	
Insider Threats
	Negligent or malicious employees misuse access.
	Data leaks or sabotage.

	
Privilege Misuse
	too many users have admin rights; no periodic review.
	Attackers spread quickly after one account is hacked.

	Shadow IT / Unmanaged Devices
	staff use personal apps or laptops for work.
	Malware or data loss from unmonitored devices.










3.Why These Matter
Hacking and scams often target finance companies along with other financial organisations. Hybrid position makes you more susceptible (to distant devices and home network connections) [1].If not initially set up correctly, using cloud computing makes the threat's surface larger[2]. Attackers may currently fool workforce easily with artificial intelligence techniques[3].
 4. Visual Summary 
Attackers can come from many directions  email, phone, vendors, cloud, or remote devices. The Zero Trust approach helps stop or detect these attacks early by always checking user identity, access requests, and system activity before allowing access[4].
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To create security rules that protect the company using the Zero Trust model and follow best practices from NIST, CISA, and ISO 27001. 
1.What is Zero Trust? 
Zero Trust means no one is trusted automatically not staff, devices, or systems. Every access request must be checked, verified, and monitored before allowing entry[5]. 
 2. Main Security Policies for VTAM
	Policy Area
	What It Means (Simple)
	Example for VTAM

	
Identity & Access Control
	Only the right people can access the right data.
	Use Multi-Factor Authentication (MFA) for all users. Review access every 3 months.

	
Device Security
	Only safe and updated devices can connect to company data.
	Use antivirus, encryption, and regular software updates on all laptops.

	
Network Security
	No open or flat networks; separate systems by importance.
	Use network segmentation and firewalls to limit movement of attackers.

	
Data Protection
	Keep sensitive information safe and private.
	Encrypt all data at rest and in transit. Use data labels (Public/ Internal / Confidential).

	
Cloud Security
	Control access and settings in cloud systems.
	Use Cloud Security Posture Management (CSPM) to find and fix misconfigurations.

	Vendor & Third-Party Access
	Check and control what vendors can access.
	Give vendors time-limited accounts; review vendor access every quarter.

	Monitoring & Logging
	Always watch systems for strange activity.
	Use SIEM tools to collect and check security logs 24/7.

	
Incident Response
	Have a clear plan if an attack happens.
	Define steps: detect = contain = fix = recover =review.

	Training & Awareness
	Make staff part of the defence.
	Regular phishing and vishing simulations with feedback.









3. Why These Policies Matter
· Stop attacks early by verifying every user and device.
· Protect client data and financial systems.
· Limit damage if an attacker gets inside.
· Meet compliance standards (ISO 27001, NIST CSF).

4.Example Policy Statement
“Vigilant Trust & Asset Management will apply Zero Trust principles across all systems. Every user, device, and connection must be verified before access is granted[5]. Access will follow the least-privilege rule, and all activity will be continuously monitored and logged.”
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Task _3 Technical Mitigation Measures
1.Identity and Access Controls
· All users should use multi-factor authentication (MFA).
· Set up Single Sign-On, or SSO, to ensure that people may sign in once and be safe.
· Use the Minimum Access in order to give users the access these individuals need.
· For administrator accounts, use Private Control of Access (PAM).
· Verify all accounts and authorisations every three months for accuracy[4].

2.Device and Endpoint Security
· Install Endpoint Detection and Response (EDR) on all of the servers and desktops.
· Be certain to use encryption, update, and protect your gadgets with antivirus software.
· Before establishing contact, use MDM, or Mobile Device Management, to check the condition of the device.
· Restrict or prevent utilisation from both authorised and unapproved equipment.
      
3.Network and Cloud Protection
· Replace old VPNs with Zero Trust Network Access (ZTNA) – users only reach what they need.
· Use Network Segmentation – separate finance, HR, and IT systems.
· Set up firewalls and intrusion detection to monitor traffic.
· In the cloud, use Cloud Security Posture Management (CSPM) to find weak settings.
· Use CASB (Cloud Access Security Broker) to control which cloud apps staff can use[1]





4.Data Protection and Backups
· Encrypt all data when stored and when sent.
· Use Data Loss Prevention (DLP) to stop information leaks.
· Keep immutable backups – can’t be changed or deleted by ransomware.
· Test backup recovery every 3 months. 

5.Monitoring and Response 
· Every one of your safety logs in a security event management (System for Safety Information and Event Administration) system of record.
· Use the acronym SOAR (which stands for Security Orchestration for Automation and Response) as a way for automated reactions.
· Observe unusual actions with the UEBA program (User and Entity Activity Analytics) software[2].
· Set up a monitored detection and Action (MDR) or a Security Operations Centre (SOC) that is open all the time.
· Install up notifications and search for threats on frequently.

6.Why These Controls Matter
· They help detect and block attacks early.
· They limit damage if a breach happens.
· They help VTAM meet industry and regulatory standards[3].
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To illustrate how proactive Trust & Asset Control (VTAM) can rapidly identify, respond to, and eventually recover from cyberattacks with continuously monitored as well as cutting-edge tools such as SIEM and SOAR[4].
 1. Why Monitoring Matters
· Cyber threats can appear any time, even outside business hours.
· Constant monitoring helps find and stop attacks before serious damage happens.
· A good system must collect, analyse, and respond to security alerts automatically.
2. Tools and Systems
	Tool / System
	What It Does
	Example Use at VTAM

	SIEM (Security Information and Event Management)
	Collects logs from servers, emails, networks, and cloud systems in one place to detect suspicious activity.
	Microsoft Sentinel or Splunk collects all security logs 24/7.

	SOAR (Security Orchestration, Automation and Response)
	Automates security responses like blocking an IP or isolating a device.
	Automatically disables a user account when a threat is found.

	UEBA (User and Entity Behaviour Analytics)
	Detects unusual behaviour by users or devices.
	Alerts when an employee logs in from a new country at midnight.

	Threat Intelligence Feeds
	Provides information on known global threats and active vulnerabilities.
	CISA’s Known Exploited Vulnerabilities (KEV) catalog helps prioritise patching.

	Security Operations Centre (SOC)
	Team (or service) that monitors all alerts 24/7 and handles incidents.
	In-house or outsourced SOC monitors all VTAM systems continuously




3. The Monitoring Process (SIEM + SOAR)
A flow chart
[image: A diagram of a system

AI-generated content may be incorrect.]
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The flow chart illustrates how security alerts go to sources of data to the security information and event management tool for evaluation, then to a SOAR platform to perform automatic reactions, and then to the Security Operations Centre (SOC) for processing and examination to gain knowledge from the source[5][6].






4. Incident Response Stages
 Based on the NIST Cybersecurity Framework (CSF) and NIST SP 800-61 (Computer Security Incident Handling Guide):
	Stage
	What Happens

	1. Detect
	SIEM identifies suspicious activity or alert from user.

	2. Analyse
	SOC checks the alert, finds the source and impact.

	3. Contain
	Isolate infected device or block user account.

	4. Eradicate
	Remove malware or close security hole.

	5. Recover
	Restore systems and data from backups.

	6. Review
	Analyse what happened and improve controls



5. Example Incident Response Plan (for VTAM)
	Incident Type
	Immediate Action
	Responsible Team

	Phishing or Account Breach
	Disable account, reset password, check email logs.
	IT Security / SOC

	Ransomware Attack
	Isolate devices, disable network access, start backup recovery.
	IT Security / Management

	Cloud Misconfiguration
	Lock account, fix settings, review access permissions.
	Cloud Admin / Security

	Vendor Compromise
	Cut vendor access, contact vendor, assess data risk.
	Vendor Risk Team / Legal

	Insider Threat
	Monitor user activity, gather evidence, HR involvement.
	SOC / HR









 6.Reporting and Continuous Improvement
· Each occurrence needs to have been documented and examined at.
· Rules and training for employees should be adjusted based on what has been discovered[7].
· periodic tests, such as simulation tests, allow teams to prepare for actual dangers.
· To keep in front of current threats, tracking must involve keeping track of patches towards CISA's Known and exploited Vulnerability ( KEV ) list of threats[8].



7.Benefits to VTAM
· More rapid detection and response to cyber incidents.
· A decreased likelihood of malicious software dissemination.
· Complying with the rules established by the NIST CSF, also known as ISO 27001, and the banking sector.
· It makes customers and authorities depend on your trustworthy[9][10]
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In order to make certain that every staff member know how to keep firm data safe and can recognise cyber risks like phishing, vishing, and hacking. A strong sense of security can help prevent attacks prior to they take place[11].
1.Why Training Matters
Individuals tend to be the most vulnerable part of cybersecurity. Team members clicking on malicious websites or sharing login details may bring down even the most advanced networks. Ongoing, engaging training helps everyone spot risks immediately and report them. 

	2. Key Elements of the Training Program
	Area
	Description (Simple)
	Example for VTAM

	
Awareness Training
	Teach staff how to spot phishing emails, fake phone calls, and unsafe links. 
	Short online videos or quizzes each month. 

	Simulated Attacks
	Test staff with fake phishing or vishing messages.
	Send test emails and track who reports them.

	Role-Based Training
	Special training for high-risk roles (finance, IT admins).
	Finance team learns to detect fake payment requests.

	Incident Reporting
	Encourage quick reporting of anything suspicious.
	“Report Phishing” button in email; no punishment for mistakes.

	Hybrid & Remote Work Security
	Remind staff to secure home Wi-Fi, use VPN/ZTNA, and avoid sharing devices.
	Quarterly reminders and checklist for remote staff.

	Vendor Awareness
	Teach staff to verify vendor calls and emails.
	Always confirm identity before giving access or info.




3. Training Schedule Example
	Frequency

	Activity
	Purpose

	Monthly
	Phishing or vishing simulation
	Keep staff alert and test awareness.

	Quarterly
	Refresher video or quiz
	Update knowledge about new threats.

	Twice a year
	Tabletop exercise (mock cyber incident)
	Practise how to respond to real attacks.

	Annually
	Full security policy update
	Ensure everyone understands Zero Trust rules.



4. Building a Security Culture
· provide rewards for staff members who submit odd messages or conduct.
· select "Security leaders" in every division to talk about recommendations.
· Tell clear tales of achievement, such "We successfully stopped the phishing attempt thanks to rapid alerting!"
· Short shows, short games, or tests are superior than lengthy lessons for keeping training informative and easy[12].
5. How This Supports Zero Trust 
· Zero Trust is far more than just a device; it's an approach of thinking differently.
· Before confidence in emails, devices, or links, everyone must check, enquire, and submit reports.
· Workers assist in maintaining Zero Trust daily because they receive ongoing training[13]
6. Benefits for VTAM 
· Fewer successful phishing or ransomware attacks.
· Faster reporting and response to suspicious activity[14].
· Better compliance with NIST CSF “Protect” and “Respond” functions.
· Stronger overall company culture around cybersecurity.
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[bookmark: _Toc215586245]conclusion
Active Trust & Investment Management needs enhanced protection towards new cyber threats like ransomware, spear scams, and attacks on the supply chain.
The company may more effectively control who and what may utilise its computer systems by using a Zero Trust architecture.
New safety regulations, contemporary instruments like SIEM, SOAR, and ZTNA, as well as and continuous monitoring around the clock will lower risks along with speed up reactions.
Training staff on a regular schedule will also help build a safe environment.
These processes work together to make a firm that is safer, stronger, and secures information about consumers while still meeting standards like NIST and CISA and keeping client confidence.
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