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[bookmark: _Toc227703894]Abstract
FinSure Bank (FSB) is at risk of cyber attacks, data breaches, and regulatory duties because digital financial services are growing so quickly. This report looks at ISO/IEC 27001:2022, the NIST Cybersecurity Framework (CSF) 2.0, ITIL 4, and the Zero Trust Architecture (ZTA) model to help FSB design its governance and security in a way that is digital-first and cloud-dependent. A structured Security Governance Architecture includes identity and access management, cloud security controls, BYOD policy governance, GDPR-aligned data protection, formalized risk management, contingency planning, and Service Level Agreement governance. The report looks at the need to change security standards to keep up with new threats, technology, and morals. Section 1.4 lists all of the assumptions made in the FSB scenario.
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[bookmark: _Toc227703895]1. Introduction
According to IBM Security (2023), financial services companies are responsible for a large number of data breaches around the world. Institutions that are moving toward digital-first service delivery are making the attack surface bigger by adding cloud infrastructure, mobile apps, third-party integrations, and personal devices. FinSure Bank (FSB), a digital-native financial services company that operates in several countries, shows how bad fintech's security problems are. FSB's information security is weak and scattered. There is no unified governance model, formal risk management strategy, or structured compliance audit program. More than 90% of its infrastructure is hosted externally on cloud platforms, and BYOD access policies and cross-border regulatory frameworks create serious operational and regulatory risks. This report meets two main goals set out in the ACCA7028 assessment brief: first, it compares the security frameworks and governance models of ISO/IEC 27001, NIST CSF 2.0, ITIL 4, and Zero Trust Architecture using original diagrams, tables, and figures; and second, it creates a full, workable security governance plan for FSB and critically examines why con Structure of the report: Section 2 has the framework review. Section 3 shows the proposed FSB governance structure for seven security areas, along with three new diagrams. Section 4 critically analyzes the necessity for regulatory reform; References come after the conclusions and recommendations in Section 5. The assessment brief says that all of the analysis in this report must be based on the following ideas: (1) Jurisdiction: FSB is subject to UK GDPR, EU GDPR (Regulation 2016/679), the Data Protection Act 2018, and FCA regulatory oversight across the UK and EU; (2) Infrastructure: All cloud services are hosted on third-party platforms like AWS, Microsoft Azure, or Google Cloud Platform, with no on-premises data centers; and (3) BYOD. (4) Governance Maturity: FSB doesn't have a CISO, DPO, or dedicated SOC, so the security function needs to be built from scratch. (5) Risk Maturity: Its cybersecurity maturity is at NIST CSF Tier 1 (Partial), which means it is ad hoc, reactive, and doesn't have repeatable documented processes. (6) Threat Actors.


[bookmark: _Toc227703896][bookmark: _Hlk227695576]2. Review of Security Frameworks and Models
[bookmark: _Toc227703897]2.1 ISO/IEC 27000 Family of Standards
ISO 27000 is a set of regulations used worldwide to set up, administer, maintain, and improve an Information Security Management System. The major standard is ISO/IEC 27001:2022. Risk-based ISMS follows the Plan-Do-Check-Act (PDCA) approach. ISO/IEC 27002:2022 recommends 93 organizational, people, physical, and technological security controls (ISO, 2022). 
Modern risks were addressed by eleven new controls in 2022. Threat Intelligence (5.7), Cloud Security (5.23), ICT Readiness for Business Continuity (5.30), and Secure Coding (8.28). All of these rules apply to FSB's cloud-based, software-driven operational architecture. A corporation with ISO 27001 accreditation is trusted by authorities, auditors, and commercial clients. Due diligence during procurement cycles is also easy (Disterer, 2013).
	ISO 27001 Clause
	Focus Area
	Relevance to FSB

	Clause 4
	Context of the Organisation
	Maps FSB's internal/external security context and stakeholder requirements

	Clause 6
	Risk Assessment & Treatment
	Structures FSB's approach to identifying and treating BYOD, cloud, and insider risks

	Clause 8
	Operational Security Controls
	Deploys technical and procedural controls across all FSB information assets

	Clause 9
	Performance Evaluation
	Enables continuous monitoring and internal/external audit programmes

	Clause 10
	Continual Improvement
	Drives post-incident learning and iterative ISMS enhancement


Table 1: ISO/IEC 27001:2022 Key Clauses Mapped to FSB Requirements
[bookmark: _Toc227703898]2.2 NIST Cybersecurity Framework (CSF) 2.0
NIST CSF risk-based cybersecurity management methodology, designed for US critical infrastructure, is utilized worldwide. Identify, Protect, Detect, Respond, and Recover were expanded to include Govern in Version 2.0 (NIST, 2024). This feature elevates cybersecurity governance to the executive and board levels, bridging the gap in most firms, including FSB, where security is an IT issue but not a corporate policy.
The framework's four implementation levels—Partial, Risk-Informed, Repeatable, and Adaptive—help firms assess security maturity and create improvement plans. FSB's undocumented, reactive security posture is Tier 1 (Partial) and should be Tier 3 (Repeatable) in 24 months with codified policies, risk-informed processes, and enterprise-wide implementation.
[bookmark: _Toc227703899]2.3 ITIL 4 and Information Security Management
ITIL 4 is a complete framework for managing services that includes a practice for keeping information safe. ITIL 4 SVS includes security in the design, transition, and operation of services. Every IT service has built-in information security (Axelos, 2019). 
FSB uses ITIL 4 to handle partnerships with cloud providers and create SLA frameworks that include security commitments that can be enforced. The ITIL principle "Progress Iteratively with Feedback" is the same as agile security governance. This helps the FSB gradually make banking safer without stopping services. Before using ITIL's Change Management approach, it checks all changes to cloud configurations for security problems.
[bookmark: _Toc227703900]2.4 Zero Trust Architecture (ZTA)
The architecture described in NIST SP 800-207 (Rose et al., 2020) is called Zero Confidence Architecture (ZTA). By default, it doesn't trust users, devices, workloads, or network segments. There are three main parts to ZTA:
· Verify Explicitly: Use all available data points to verify and approve each access request.
· Use Least Privilege Access: Give users only the minimum access they need and use just-in-time and just-enough-access.
· Assume Breach: Design systems as if attackers are already there, limit the blast radius, and make it easy to find them.
The network perimeter is gone because of cloud hosting and BYOD rules. ZTA is great for FSB. ID is the new security boundary. You can use cloud identity providers like Microsoft Entra ID or Okta.
[bookmark: _Toc227703901]2.5 Comparative Framework Summary
	Framework
	Type
	Primary Focus
	Regulatory Alignment
	FSB Application

	ISO/IEC 27001:2022
	Standard
	ISMS & Risk Controls
	GDPR, PCI-DSS, DORA
	Governance & certification baseline

	NIST CSF 2.0
	Framework
	Risk-based lifecycle
	FedRAMP, SOC 2
	Maturity roadmap & risk structure

	ITIL 4
	Service Mgmt
	Security in IT services
	SLA & vendor governance
	Cloud SLA & change management

	Zero Trust (NIST 800-207)
	Architecture
	Identity & access control
	NIST 800-207
	BYOD & cloud access enforcement


Table 2: Comparative Security Framework Analysis for FSB


[bookmark: _Toc227703902]3. Proposed Security Governance Architecture for FSB
This part shows a hybrid, multi-layered security governance architecture for FSB that combines the best parts of the four frameworks that were looked at. ISO/IEC 27001 is the framework for governance; NIST CSF 2.0 is the framework for the risk management lifecycle; Zero Trust is the framework for access controls; and ITIL 4 is the framework for managing vendors and cloud services. There are seven important security domains in the architecture, and each one is covered in the sections below.
[bookmark: _Toc227703903]3.1 Security Governance Architecture Overview
Figure 1 illustrates FSB's proposed four-layer governance architecture, spanning strategic decision-making through to the technology infrastructure layer.
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Figure 1: FSB Four-Layer Security Governance Architecture (Author's Own)
The architecture has four layers: 
· The Strategic Governance Layer, which sets the risk appetite and regulatory direction.
· The Management Layer, which coordinates operational security through the Information Security Governance Committee (ISGC).
· Six Operational Security Domains that cover IAM, cloud security, risk management, compliance, incident response, and business continuity.
· The Technology Infrastructure Layer, which includes the tools and platforms that enforce security controls.
[bookmark: _Toc227703904]3.2 Governance and Strategic Planning
FSB needs to quickly set up an official Information Security Governance Committee (ISGC) with a new CISO, Chief Risk Officer (CRO), Data Protection Officer (DPO), and people from IT, Legal, and Compliance. This committee should follow an Information Security Policy (ISP) that has been approved by the board and is in line with ISO 27001 Clause 5 (Leadership) and the NIST CSF Govern function. Governance needs to be set up in three levels:

	Governance Tier
	Responsible Party
	Key Responsibilities
	Review Cycle

	Strategic
	Board / CISO
	Risk appetite, compliance oversight, budget approval
	Quarterly

	Management
	ISGC / DPO / CRO
	Policy enforcement, vendor governance, audit management
	Monthly

	Operational
	SOC / IT Security Team
	Threat monitoring, incident handling, access reviews
	Continuous


Table 3: FSB Three-Tier Security Governance Model
3.3 Identity and Access Management — Zero Trust Implementation
Identity is the de facto security perimeter because FSB has a BYOD environment and a cloud-first infrastructure. Figure 2 shows the Zero Trust Architecture that FSB uses. It shows how a central Policy Engine checks every access request, no matter where it comes from or what network it comes from, before giving access to protected resources.
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Figure 2: FSB Zero Trust Architecture — Policy Engine and Access Control Flow (Author's Own, adapted from NIST SP 800-207)

Some important technical controls that help with the ZTA implementation are: 
· Multi-Factor Authentication (MFA): All users who need to access corporate systems must use it. If someone does something strange, risk-adaptive step-up authentication will be used.
· Privileged Access Management (PAM): Giving access to all administrators and contractors at the right time (JIT) and recording their sessions.
· Role-Based and Attribute-Based Access Control (RBAC/ABAC): The principle of least privilege is used for all access to cloud resources.
· Mobile Device Management (MDM): Before getting access, personal devices must meet basic compliance standards, such as encryption, OS patching, and endpoint protection.
· User Behavior Analytics (UBA): Keeping an eye on how people access things all the time to find insider threats and stolen credentials.
[bookmark: _Toc227703905]3.4 Data Protection and GDPR Compliance
The Data Protection Act 2018, the UK GDPR, and the EU GDPR (Regulation 2016/679) all apply to FSB. The main duties are to have a legal reason for processing, to respect the rights of the people whose data is being processed, to limit the amount of data collected, to limit the purpose of data collection, and to tell the supervisory authority about any breaches within 72 hours (ICO, 2023).
· Data Classification Policy: There are four groups for all data: Public, Internal, Confidential, and Highly Confidential. Each group has its own way of encrypting and controlling access. 
· Encryption: When it is not being used, all customer PII and financial data is encrypted with AES-256. When it is being sent, it is encrypted with TLS 1.3.
· Data Loss Prevention (DLP): Cloud-based DLP tools that stop data from being sent out via email, cloud storage, or removable media. 
· Privacy by Design (GDPR Article 25): All new goods and services must have privacy and security built in from the start. 
· Records of Processing Activities (RoPA): GDPR Article 30 says that a full RoPA must be kept up to date. 
· Data Protection Officer (DPO): Required by Article 37 of the GDPR because FSB deals with a lot of personal financial information.
[bookmark: _Toc227703906]3.5 Risk Management Strategy
FSB must implement a formalised ISO 27001-aligned risk management process. The following extract from the proposed FSB Risk Register illustrates the approach:






	Risk Scenario
	Likelihood
	Impact
	Score
	Recommended Treatment

	Compromised BYOD device granting network access
	High
	Critical
	15
	Zero Trust IAM, MDM enforcement, endpoint detection & response (EDR)

	Cloud provider data breach or misconfiguration
	Medium
	Critical
	12
	Shared Responsibility Model clarity, CSPM tools, encryption, SLA audits

	Phishing attack leading to credential theft
	High
	High
	12
	MFA, email filtering, phishing simulations, security awareness training

	Insider threat and data exfiltration
	Medium
	Critical
	12
	DLP, PAM, UBA, strict off-boarding procedures

	GDPR non-compliance and regulatory breach
	Medium
	High
	9
	DPO appointment, RoPA maintenance, annual compliance audit

	Third-party/vendor security vulnerability
	Medium
	High
	9
	Vendor risk assessments, ISO 27001 requirement in contracts, right-to-audit


Table 4: FSB Information Security Risk Register (Extract) — Likelihood × Impact Scale 1–5
[bookmark: _Toc227703907]3.6 Security Policies, Procedures, and Awareness
FSB governance is based on a full set of ISGC-approved policies that are looked at every year. The master Information Security Policy, the BYOD and Acceptable Use Policy, the Remote Access Policy, the Password and Credential Management Policy, the Cloud Security and Data Residency Policy, the Incident Response and Breach Notification Policy, and the Third-Party Vendor Management Policy are all important. 
When they are hired, all employees and contractors must go through security awareness training. They must do this every year after that. Quarterly fake phishing tests should check how well employees know about social engineering, which is the most common way hackers get into networks in the financial sector (ENISA, 2023).
[bookmark: _Toc227703908]3.7 Contingency Planning, BCP, and Service Level Agreements
The following conditions must be met for FSB's BCP and DRP to be in line with ISO 22301 (Business Continuity Management):
· The Recovery Time Objective (RTO): For all Tier-1 banking services is four hours. 
· Recovery Point Objective (RPO): 1 hour. This is done by continuously replicating data to secondary regions that are far away from each other. 
· Testing the BCP once a year: Tabletop exercises, component failover tests, and a full business continuity simulation. 
· Incident Response Plan (IRP): This plan lays out the steps to take when something goes wrong, how to communicate, how to notify the authorities (72-hour GDPR), and how to keep forensic evidence safe. 
As for SLA governance, since more than 90% of the infrastructure is hosted outside, all cloud and technology vendor SLAs must include clear security requirements, such as minimum-security certification requirements (ISO 27001, SOC 2 Type II), 24-hour security incident notification obligations, right-to-audit clauses, and GDPR-compliant Data Processing Agreements (DPAs) under Article 28.
[bookmark: _Toc227703909]3.8 Incident Response and Risk Process Flow
Figure 3 below shows the full FSB Incident Response and Risk Management Process Flow. It includes the NIST CSF 2.0 lifecycle, the ISO 27001 requirement for continuous improvement, and the GDPR requirement for breach notification within 72 hours.
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Figure 3: FSB Incident Response and Risk Management Process Flowchart — Aligned with NIST CSF 2.0 and GDPR Article 33 (Author's Own)
The flowchart shows the whole process, from finding and controlling assets to detecting them, triaging them, assessing GDPR notification, containing them, recovering them, and reviewing the incident afterwards. The continuous improvement loop, which is in line with ISO 27001 Clause 10, makes sure that what you learn from each incident is added to the risk register and updated governance policies.


[bookmark: _Toc227703910]4. The Imperative of Evolving Regulations and Standards
[bookmark: _Toc227703911]4.1 The Dynamic Cyber Threat Landscape
Standards for information security need to change as cyber threats grow, new ways of attacking become available, and laws change. Schneier (2019) persuasively contends that security constitutes a process rather than a product, rendering compliance a futile singular endeavor. AI-powered attacks, ransomware-as-a-service (RaaS) ecosystems, and supply chain breaches, such as the 2020 SolarWinds incident and the 2023 MOVEit exploitation, demonstrate that yesterday's defenses are ineffective against today's attackers. 
The 2013 version of ISO 27002:2022 did not have Threat Intelligence, Cloud Security, or Secure Coding as controls. The 2013 controls would not have given banks and other financial institutions clear rules for dealing with cloud security threats, which is where FSB is most vulnerable (ISO, 2022).
[bookmark: _Toc227703912]4.2 Cross-Jurisdictional Regulatory Convergence
The reality is that the regulatory landscape can be extremely complicated, and constantly evolving, so for an institution like FSB that operates in multiple countries, this means there is always a lot going on behind the scenes. Drawing substantially beyond the requirements of ISO 27001, the EU Digital Operational Resilience Act (DORA) applies binding ICT risk management, incident reporting and performance assessment obligations to all financial entities conducting business in the EU, effective January 2025(European Parliament, 2022). In parallel, the UK FCA Operational Resilience Policy Statement (PS21/3) requires that UK financial firms identify 'important business services', set impact tolerances and provide proof of self-assessment on an annual basis (FCA, 2021).
FSB runs the risk, without permanent regulatory monitoring, of falling out of compliance unwittingly as new obligations take hold and faces resulting sanctions and/or restrictions to market access. All that changes if you proactively work to meet evolving standards — ISO 27001 certification turns regulatory burden into strategic advantage by speeding up enterprise client procurement approvals and also strengthens investor confidence.
[bookmark: _Toc227703913]4.3 Technology-Driven Standard Updates
More than only technology advances, modify the risk environment in ways present norms cannot predict. Cloud computing upset on-premises data and application security architectures, requiring cloud-specific controls like ISO/IEC 27017 or complementing recommendations like the Cloud Security Alliance [CSA] Cloud Controls Matrix [CCM]. The fast increase of IoT devices, mobile banking apps, and API-first architectures drove OWASP's API Security Top 10 (OWASP, 2023) development. Lack of frequent standards updates would lead organizations to install old controls on fundamentally changing settings, resulting in a false sense of compliance with catastrophic implications.
[bookmark: _Toc227703914]4.4 Ethical Dimensions and Human Rights
Laws like GDPR embed core values of society – privacy as a fundamental human right, recognised by Article 8 of the EU Charter of Fundamental Rights. When the financial technology industry increasingly leverages artificial intelligence for credit scoring, fraud detection and personalised financial recommendations then new ethical issues arise — algorithmic transparency, biased by design, automated decision-making. The EU AI Act (2024) and GDPR §22 provisions on automated decisions are both regulatory responses to these concerns (Voigt and von dem Bussche 2017). FSB is required to stay aware of these changes in order to regulate that AI-driven high-quality services still keeps within the legal boundaries and ‘is good for society’.
4.5 Consequences of Non-Compliance
Following the rules pays off in almost every area, but the effect is huge. Fines for breaking GDPR rules could be as high as 4% of global revenue, or €20 million. If you break DORA rules, you could face fines and other consequences. It told the FCA to fine companies millions of pounds and fix big security holes in the system. When a company has a data breach, the damage to its reputation usually costs more in lost customers than the fine from the government (IBM Security, 2023). This could be deadly for FSB, which is growing. Security governance fosters trust and provides the institution with a competitive advantage.


[bookmark: _Toc227703915]5. Conclusion
The examination focused on integrating ISO/IEC 27001:2022, NIST CSF 2.0, ITIL 4, and Zero Trust Architecture principles into FinSure Bank's security governance model. To address FSB's top risks of Pause BYOD due to lack of control, Too much security-free cloud dependency with no operating obligations on security providers, GDPR regulatory exposure, and uncoordinated governance.

Anchoring the hybrid approach in ISO 27001, operationalizing it through the NIST CSF lifecycle, enforcing it with Zero Trust access control, and standardizing service management using ITIL as a regulatory framework gave FSB scalable security. Figures 1,2,3 illustrate three architecture diagrams and four ordered tables implementing this method. Three-tier governance assures Board, management, and operational security.

The deterioration of regulation shows that compliance requires constant commitment, investment, and scrutiny. FSB's top priorities are to (a) appoint a CISO and DPO, (b) introduce BYOD & an IDD policy, and (c) implement MFA/MDM across all access points - in line with NCSC guidelines - within 6 months of appointment of new management panel members who must certify ISO27001 ROI states the review every 18 months verify whether certification remains suitable providing sub-par work for aggregate omation increased customer sales if accessesкиe-doing reliability decreases delivery expectations policies profit results inadvertently challenging operational resilience 'due diligence salary per-per herd cannot hereafter reassure while payment runs'. This will streamline FSB's security posture into a governance-centric program that meets consumer protection and regulatory requirements while enabling institutional scalability.
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