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[bookmark: _Toc150523921]Introduction 
In this assignment the author has been task with writing a report on Cryptowall. First the report will talk about computer security threats, then will go more specifically into ransomware then talk about Cryptowall. The author will explain what is Cryptowall and how it works, then how to protect a device form Cryptowall. Then finally the author will explain why the company needs a backup plan and then will suggest a backup strategy that a small company can use to keep their data safe.
[bookmark: _Toc150523922]Computer Security Threats 
[bookmark: _Int_lJjhzYZl]Computer security threats can be many things like changing, deleting or accessing data [1, p. 2]. One of the most common threats is computer viruses. They are malicious software that are designed to attach to files and once the file opens the virus runs its code to change the settings of the computer to access data on the computer [1, p. 4]. Computer viruses can be installed in many ways like the user clicking advertainments or links from unknown contracts. 
[bookmark: _Toc150523923]Ransomware 
Ransomware is a malware that will either lock the user’s computer or encrypt file on the computer. Then the user then be told to allow access to the computer or have the files decrypted they would need to pay a ransom [1, p. 5]. The payment is done though cryptocurrency or credit card. The attackers will target individual people, businesses and organizations [2]. 
[bookmark: _Toc150523924]CryptoWall 
[bookmark: _Toc150523925]What is Cryptowall?
Cryptowall is a ransomware that will encrypt computer files. This software first showed up in 2014 and is being updated to this date to make it harder for users and antivirus to detect and remove. The reason why cybercriminals use Cryptowall is because it is easy to use, cheap and will spread fast [3]. 
[bookmark: _Toc150523926]How does cryptowall work?
[bookmark: _Toc150523927] How does Cryptowall infect a device?
Cryptowall can get on a device by many ways. One way is by email the attacker tricks the user to click on a link that downloads it. It can also infect a device by using advertisements that the attacker has either purchased or hacked [3].
[bookmark: _Toc150523928]What happens when Cryptowall has infected a device?
Once Cryptowall is downloaded on to the device it will scans the device for any files that match the file types that are listed below: [4]
[image: A screenshot of a computer

Description automatically generated]
Cryptowall attaches itself on to the Windows operating system then encrypts the file names and contents. Cryptowall also will try to delete any shadow copies of the files so the user cannot recover a backup. Once all the files on the device are encrypted, Cryptowall will download files on the device these files will explain that the user will need to download a browser and pay a ransom for the key to decrypt all their files. It is unlikely that the attacker will give the key [5].
[bookmark: _Toc150523929]How to protect from Cryptowall?
There are few ways to help protect a computer form Cryptowall that people can use. One way is to make sure that the user’s device is up to data as malware uses vulnerabilities in the software to infect a device. The user can also use an anti-vires scanner to help as they can protect a device from a lot of different malwares. A local firewall can help protect as well as it will protect the user from connections that are often used by malware. To help protect the user’s device the use can also make sure they do not click on links or download files that are from any unknow sources. They can make sure that the bowser is also up to date and be careful which websites and advertisements that they open and let run, make sure that they are trusted websites and advertisements. One way to make sure the device won’t lose all its data is that the user should keep a backup copy of all the data on both an online cloud storage and a hard drive that is not connected to the device [3].
[bookmark: _Toc150523930]Backup plan 
[bookmark: _Toc150523931]Why need a backup plan?
The reason why the company will need a backup plan is just in case of a system error or something outside of the company control. System error would be a hard drive dying or a malware like ransomware. When something outside of control would be theft, a flood or a fire [6]. All these would be cases that the company would lose data but if a good backup plan is in place the company would be able to restore their data.
[bookmark: _Toc150523932]Suggested backup plan
[bookmark: _Int_IsGLIzJs]The backup plan the author suggests is to have a cloud storage and on a hard drive that is in a different location. The system will be backup on to the hard drive at the end of the working day. This backup plan would help recover data from any natural disasters as the backup will be on the cloud. It will also help with malware as the hard drive will have a copy of the files before the malware infected them. It will help with ransomware as the hard drive as the files that are not encrypted. And to recover data after a natural disaster the company would need to get new computers and download the latest backup form the cloud or the hard drive. To recover from malware the company would need to get rid of the malware that is infect the computers then download the latest backup that is not infected on to the computers.
[bookmark: _Toc150523933]Collision 
In this report the author was task to give a general overview of computer security threats more specifically ransomware. Ransomware is a malware that stop the user accessing their computer or files for ransom. Then the author went and talked about an example of a ransomware called Cryptowall. 
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