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Abstract:
The paper examines the most recent cyberattack in MOVEit, which targeted a critical flaw in the MOVEit Transfer program, causing large-scale data theft in numerous industries. Our analysis is based on the MITRE ATT&CK framework to study the tactics, techniques, and procedures (TTPs) used by the attackers, such as SQL injection, credential dumping, and encrypted communication of command and control. The damage that the attack inflicted on healthcare organizations, financial organizations, and government organizations is considered, as well as the security vulnerabilities detected in the third-party software, network segmentation, and data protection. The strategic suggestions concerning the improvement of cybersecurity defenses, including the implementation of MFA, network segmentation, and vendor risk management are offered.
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[bookmark: _Toc216734011]Introduction
As cyber threats become more sophisticated and larger, organizations need to increase their capability to counter more sophisticated attacks. Proactive methods like penetration testing and red team work are necessary to detect security weaknesses and evaluate organizational protection. The paper pays attention to two aspects: strategic analysis of a recent cyberattack and simulation of red team operation. Its main objectives are to know the tactics, techniques, and procedures (TTPs) of enemies and to deliver practical information to enhance organizational cybersecurity resiliency.
The former will be a strategic analysis of the 2023 MOVEit cyberattack, which affected MOVEit Transfer software affecting many industries such as healthcare, finance, and government. The MOVEit data breach highlights the increasing risk to organizations that deal with sensitive information. This exercise will follow the footprints of the attacker in accordance with the MITRE ATT and and kind of attacks classification [1], which categorizes adversarial actions in terms of tactics, techniques and procedures. With the help of this framework, we will be able to study the methodology of the attacker and trace the possible vulnerabilities of security systems and detection mechanisms. The underlying causes of breach such as human error, misconfigurations or insufficient security measures will be investigated and then the strategic suggestions given to curb the future occurrences. The recommendations could involve increasing security features, improving monitoring mechanisms or could involve redesigning infrastructures to suit more effectively against advanced persistent threats. (APTs).
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The second assignment deals with a hypothetical red-team drill against an imaginary organization, Cureton Pharmaceutical Company (CPC) [3] which have a hybrid infrastructure comprising of on-premise and cloud-based infrastructure. This simulated APT situation will focus on imitating the methods of advanced opponents of valuable intellectual property (IP) [2]. It will focus on evasion methods, where advanced command-and-control (C2) tools will be used, such as Cobalt Strike, and Living-Off-the-Land (LOLBin). 
[bookmark: _Toc216734012]Task 1: Headlines to Techniques Comprehensive Threat Analysis.
[bookmark: _Toc216734013]A. Analysis of a Recovery Following a Cyberattack.
[bookmark: _Toc216734014]Overview of the Attack
The recent years have witnessed an increased trend of cybercriminals targeting not only the healthcare sector but also the finance and government industry because of the sensitivity of the data involved. In 2023, one of the major attacks was the MOVEit Transfer breach, which took advantage of the vulnerabilities in a popular MOVEit Transfer software, a secure file transfer solution employed by different organizations worldwide. These attackers were reported to be a ransomware group and they managed to steal confidential information, such as personal health data, personal financial records, and sensitive government documents, out of an SQL injection vulnerability in the MOVEit platform. The attack impacted the data of more than 400 companies operating in various industries such as health and finances, revealing vital personal and business information [4].
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The consequences of the attack were significant: organizations suffered losses of finances, reputations, and legal repercussions. Besides exposing millions of personal records, the hackers also used the stolen information in extortion where they would be asking ransom to keep the stolen information secret [5]. The economic burden to the organizations that were hit went into hundreds of millions of dollars and recovery process also took several months.
[bookmark: _Toc216734015]Mapping the Attack to MITRE ATT&CK Framework.
The MOVEit Transfer hack in 2023 is a bright illustration of the advanced tactics, techniques, and procedures (TTPs) employed by well-organized ransomware organizations. The activities of the attackers could be traced to the MITRE ATT&CK model that emphasizes the way the attackers conducted the operation in a structured manner by seeking out vulnerabilities and stealing sensitive data [6], the attack stages were organized and systemic to achieve initial access, remain active, and take away valuable information.
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1. Initial Entry (T1071 - Application Layer Protocol)
The attack began with an SQL injection vulnerability in the MOVEit Transfer software that enabled attackers to acquire unauthorized access to the system through an unauthorized web traffic. The hackers took advantage of this vulnerability to access the network and establish a base to be used to further exploit.
2. Malware Implementation (T1203- Exploiting Clients to Implement Malware)
The intruders installed malicious code into the hacked systems once they had got in to ransom the systems and encrypt data in the systems. It is probable that this was automated to enable the ransomware to propagate fast across the infected systems to disrupt the operations.
3. Persistence (T1071 - Application Layer Protocol)
The attackers set a Command-and-Control (C2) through HTTP/HTTPS that enabled the attackers to exercise remote control of the exploited systems. This connection guaranteed that they are able to issue commands and exfiltrate data without being detected by the conventional security measures.
4. Escalation of Privilege (T1068 - Exploiting for Elevated Privileges)
The opponents took their privileges to the next level and used the system weaknesses to gain administrative access to the higher level resources. This enabled them to perform commands with more privileges which made it easier to carry out additional malicious acts.
5. Indicator Removal (T1070 - Indicator Removal on Host)
The attackers also would have erased or manipulated system logs to conceal the tracks so that they could not be detected by security systems [7]. This is the strategy that made them remain unknown in the system over a long time.
6. Credential Dumping ( T1003 - OS Credential Dumping)
Probably, the attackers dropped the credentials to the compromised system memory or the Active Directory, which allowed them to have access to other systems in the network. This enabled the propagation of the attack across the infrastructure and enhanced the magnitude of the breach.
7. Reconnaissance (T1087 - Account Discovery)
Once the access was gained, the attackers performed reconnaissance inside the systems that had been compromised in order to find valuable targets in sensitive databases, financial records, and confidential communications. These were the assets that they were exfiltrating.
8. Lateral Move (T1021 - Remote Services)
The attackers utilized SMB or RDP to travel across the network to gain access into other systems [8]. Such a method enabled them to expand the range of the attack, encrypting files further and stealing more sensitive information.
9. Exfiltration through C2 Channel (T1041 - Exfiltration through C2 Channel)
The attackers stole important information over the laid out C2 channels before encrypting the stolen data. This information may have been used to extort or given in the dark web. The coded message reduced the chances of being spotted by the conventional security surveillance instruments.
10. Impact (T1486 - Data Encryption Impact)
The ransomware has encrypted important data, which makes it unavailable and hinders the operations of organizations that are affected. The perpetrators then had requested a ransom to unencrypt the data, which they could not because they relied on the stolen files to pay the organization.
These TTPs showcase the sophisticated, layered approach used by the attackers to breach multiple organizations, exfiltrate valuable data, and cause significant disruption.
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[bookmark: _Toc216734016]Analysis of Root Causes
The MOVEit Transfer hack of 2023 has been facilitated by a confluence of technical vulnerabilities, unmindful security practices and organizational process weaknesses. Such aspects enabled the hackers to use the MOVEit software vulnerability and access sensitive information belonging to a variety of organizations without authorization.
1. Failure of Security Controls
The vulnerability to SQL injection in the MOVEit Transfer software was just a critical weakness that was not patched. Although it is a renowned problem, it was not addressed by many organizations that used the platform. These systems were not patched in time and were thus exposed to attackers to exploit this vulnerability and gain access to them unlawfully.
2. Weak Multi-Factor Authentication (MFA).
3. The MOVEit attack showed that a great number of organizations did not use Multi-Factor Authentication (MFA) services to access remote access and file transfer services. In the absence of MFA, the attackers would be able to use weak or compromised credentials to gain access to the sensitive systems. 
4. The failure of unpatched Software and Vulnerability Management.
5. The SQL injection vulnerability of MOVEit Transfer was not remedied in time in a large number of organizations. Although there were certain security measures, the vulnerability remained [9], and it was used by the attackers during a long period of time. 
[image: ]
6. Insufficient Monitoring and Detection
Lack of effective monitoring and detecting systems made the breach to be very unnoticeable to many of the affected organizations. The attackers stole sensitive information without the notice of the conventional security systems. 
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[bookmark: _Toc216734017]B. Proactive Security Recommendations
[bookmark: _Toc216734018]Preventative Actions
With the 2023 MOVEit Transfer breach[10] in consideration, some proactive measures must be employed in an attempt to reduce the chances of such cyberattacks in the future. These strategies aim at enhancing remote access controls, authentication, network security configurations, and user awareness to enhance better cybersecurity protecting measures in areas that process sensitive data including health care, finance and government.
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1. Adopting Multi-Factor Authentication (MFA)
Lack of MFA was a very crucial success factor of the MOVEit attack. In order to counter such risks MFA must be introduced in all the remote access points such as VPNs, file transfer platforms and administrative portals. Having more verification factors, like biometrics or one-time passwords (OTPs) can help the organization to lower the probability of attackers to access the organization with stolen or weak credentials many times.
2. Frequent Patching and vulnerability management.
Regular patching and vulnerability management is one of the most efficient mitigation measures that can be taken to avert the exploits such as the SQL injection vulnerability in MOVEit Transfer. Automated patch management systems should also be adopted in organizations so that security patches are installed immediately they are made available [11].
3. Network Segregation and isolation.
Network segmentation is a crucial factor to contain the effects of breach. Organizations can avoid horizontal movement of attackers across the network by isolating the important systems, including research databases and sensitive financial figures, on less important IT infrastructure [12].
4. Harding Endpoint Security and Protection.
Attackers have a high chance of entering through the Endpoint. EDR tools play a crucial role in identifying and preventing malicious work on computers. Also, an approach of hardening should be implemented by organizations by enabling unnecessary ports, services and legacy protocols [13].
5. Education of the users and constant training concerning the security concerns.
One of the weak areas of cybersecurity is human error. Social engineering is a technique that has been successful in many ransomware and phishing attacks, including phishing email messages and fraud web sites. All the employees should be trained on security awareness regularly [14].
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[bookmark: _Toc216734019]Detection Approaches
Organizations should use a complex detection system to prevent and identify more sophisticated cyberattacks, including ransomware infections. This involves proactive surveillance mechanisms as well as operational incident response mechanisms. In the case of industries such as healthcare, finance, and government, where sensitive data is involved, the following detection methods are important in the identification of threats prior to inflicting significant damage:
1. Proactive Network Monitoring and Behavioral Analysis
The cyberattacks, such as ransomware, should be identified early, which is possible only through constant surveillance of network traffic. Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should be deployed by organizations to detect abnormal behavior and track the activities in the network. Behavioral analytics is crucial in identifying abnormalities in behavior, including data transfers that are unusual or excessive log-ins [14].
2. Endpoint Detection and response (EDR)
3. The Endpoint Detection and Response (EDR) are vital towards detecting advanced malware such as ransomware. To identify indicators of compromise (ioCs), these systems track endpoint activity, including file system abnormal modifications, file encryption, or rogue network connections. 
4. File Integrity Sensor (FIM)
5. File Integrity Monitoring (FIM) is a vital method of monitoring the alterations in the sensitive files and directories such as the patient records, financial documents and research data. Through FIM tools, organizations can identify any unwanted changes, including file encryption by ransomware. The FIM systems can be used to draw the attention of the security teams in case of attack, which would help them to take immediate action to avoid additional destruction. FIM can be useful in healthcare and financial industries especially as an effort to monitor the integrity of sensitive data as can be seen in the MOVEit data exfiltration [15].
6. Proactive Threat Hunting
7. Threat hunting is a dynamic activity in which security analysts go in search of indicators to malicious activities in a network. Threat hunting will allow organizations to identify possible ransomware threats before they can fully mature as opposed to having automated alerts. The security teams can detect the irregular behavior and weaknesses that could have passed undetected by automated systems by using threat intelligence and historical data [16].
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[bookmark: _Toc216734020]Architectural Enhancements
Besides the methods of detection, organizations need to focus on architectural improvements to improve their security position and reduce the consequences of cyberattacks in the future. Such enhancements are essential towards making sure that in case of breach, the organization is able to reduce its losses and rebound fast.
1. Micro-Segmentation
Micro-segmentation refers to the process of subdividing a network into smaller and isolated segments, with security controls surrounding each one of them. Such a strategy minimizes the attack surface, as attacks are restricted to the lateral movement of attackers over the network. As an example, the attackers seized the absence of segmentation, following the MOVEit breach to propagate ransomware to various systems. With the use of micro-segmentation, sensitive data like research databases and financial records can be segregated and it will be harder to move through the network and escalate the attack by attackers [17].
2. Zero Trust Architecture (ZTA)
3. ZTA does not make the assumption that a device or user, both inside and outside the network, is trusted by default. At Zero Trust, all access requests are verified and approved with tight parameters, including user role, device posture and geographical location. It particularly works well in hybrid cloud environments, in which remote working and cloud services may present organizations with increased risks. ZTA is also very strong against exfiltration attempts as it only permits only authorized devices and users to access it [18].
[image: ]
4. Cloud Security and Secure Access Service Edge (SASE).
Cloud security has become a very important element of the general defense strategy as organizations are moving more and more of their operations to the cloud. A Secure Access Service Edge (SASE) system is an attempt to combine SD-WAN with firewalls, Cloud Access Security Broker (CASB), and Zero Trust Architecture (ZTA) to provide secure access to cloud environments. Such a multi-layered solution is used to ensure the safety of sensitive information even in the most complicated cloud infrastructures. Breaches, such as the MOVEit exfiltration, can be prevented by adopting SASE, which will make sure that cloud-based assets are accessed by authorized users only [19].
[image: ]
5. Architecture of Data Backup and Recovery.
In addition, an effective data backup and recovery system is needed to maintain business continuity in case of cyberattack. They should be done offline and tested on a regular basis to be able to restore them in case of an intrusion. Data integrity and availability in case of attacks such as ransomware infections can be ensured by the 3-2-1 rule of having three copies of the same data, two at the site, and the other at a different location [20].
[bookmark: _Toc216734021]Task 2: Red Team Engagement – "Operation IP Shield"
[bookmark: _Toc216734022]A. Planning the Campaign 
[bookmark: _Toc216734023]Engagement Guidelines (RoE)
The Red Team operation Rules of Engagement (RoE) provide a well-defined set of principles on the scope and boundaries of the attack simulation and approved means. This activity will imitate one of the Advanced Persistent Threat (APT) attacks, and mimic a cybercriminal organization intending to capitalize on the vulnerabilities in the MOVEit Transfer platform and steal valuable information, including intellectual property (IP), of Cureton Pharmaceutical Company (CPC). The training will be carried out in an ethical way whereby there will be no disruption of essential business and patient care [21].
1. Scope of the Operation:
The Red Team shall emulate the attack to the hybrid infrastructures of Cureton Pharmaceutical Company (CPC), consisting of in-premises and cloud-based facilities. Its major target will be the Research and Development (R&D) unit which possesses a precious intellectual property such as proprietary research on pharmaceuticals and data of clinical trials. Further, the attack will be directed to the AWS Virtual Private Cloud (VPC) [22], which will be hosting the clinical trial data portal.
2. Boundaries of the Operation:
3. The Red Team would not disrupt services that were important in treating patients, active clinical trials or any other business operations that are important. There will be no physical assaults on hardware or facilities and there will be no social engineering attacks on employees beyond the technical scope of the exercise (e.g., phishing, physical intrusion, e.g., USB drops, tailgating, etc.) [23].
4. Internally Accepted Attack Techniques:
The The following Advanced Persistent Threat (APT)-style methods are approved for use in this engagement:
· Initial Access: Get access by taking advantage of weak or misconfigured RDP (T1076) or phishing attacks.
· Lateral Movement: lateral movement through the network should be used through Windows SMB (T1021.002).
· Command and Control (C2): Establish an encrypted C2 channel via HTTP/HTTPS (T1071.001) to control the systems that have been compromised.
· Privilege Escalation: Use high-level vulnerabilities (T1068).
· Exfiltrate: Steal data through C2 channels with command-line tools (T1041), to steal simulated research data, which can be used to simulate intellectual property theft.
Communication Protocols:
Clear communication guidelines will make the interaction remain within the boundaries. Should any unforeseen complications occur, the Red Team will stop or alter the attack appropriately and immediately give the Blue Team warning of any vital vulnerability identified in the exercise.
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[bookmark: _Toc216734024]Threat Emulation Strategy
The proposed Threat Emulation Plan identifies the objectives and phases of the Red Team engagement and maps each phase of the attack to the corresponding TTPs of the MITRE ATT&CK framework. The primary purpose of the intrusion is to steal fraudulent research information on the CPC network without being noticed. The attack will be carried out in various stages to emulate a realistic attack of the APT style and evaluate the defenses of the company [24].
1. Reconnaissance (T1598 - Search Open Websites or Domains):
The initial step in the attack shall be to collect information which is publicly available about CPC. The Red Team will conduct Open Source Intelligence (OSINT), during which it will navigate the public site of CPC, look into its social media account, and complete subdomain discovery to show the network structure. This will give useful information about the infrastructure in the company and the vulnerabilities that are open to it.
2. Intrusion (T1076 - Remote Desktop Protocol):
3. After the reconnaissance stage, the Red Team will use vulnerabilities in the RDP configurations which might be weak passwords, configuration errors, or open ports. After this access, the attackers will conduct credential dumping (T1003) to acquire other credentials so that they can conduct lateral movement in the network.
4. Payload Deployment (T1203 - Exploitation of Clients):
5. Once access is obtained, the Red Team will install a malicious payload on systems that have been compromised to gain privileged access and propagate the attack across the network. The payload can use application weaknesses or use power shell scripts as a means to acquire further control. The attackers will also make sure that it is persistent by installing backdoor implants or through Windows Management Instrumentation (WMI) (T1047) to provide long-term access.
6. Fortitude (T1071 - Application Layer Protocol):
7. Red Team will open a Command and Control (C2) channel across HTTP/HTTPS in order to sustain contact with infiltrated systems. This coded tunnel will enable the hackers to command the affected computers and make more commands remotely without being detected using conventional ways.
8. Exploitation of Elevation Control (T1068 - Privilege Escalation):
9. The Red Team will now increase their privileges since they will use their weaknesses in the system to have access to the administration. The attackers will have a higher level of authority when issuing commands and this will lead to the further infiltration of the system into accessing sensitive information.
10. Lateral Movement ( T1021.002 - SMB/Windows Remote Management):
11. The attackers will then proceed to use SMB or windows remote management to slur horizontally over the network. The method enables the Red Team to attack other systems and gain more control over the whole CPC network encrypting data and stealing valuable information of the research on the way.
12. Data Exfiltration (T1041 - Exfiltration Over Command and Control Channel):
13. At this stage, the Red Team will steal the simulated research information via the set up C2 channel. The attackers will keep the data transfer rates to the bare minimum to avoid being detected by the Intrusion Detection Systems (IDS) and Data Loss Prevention (DLP) systems.
14. Impact Simulation (T 1486 - Data Encrypted in Impact):
15. In order to assess the backup and recovery features of the Blue Team, the Red Team will recreate a ransomware attack scenario by encrypting the exfiltrated information. This will challenge the capacity of the organization to be able to restore its data in case of data loss and review its incident response and business continuity plans. The Blue Team will be required to recover the encrypted information and implement their incident response measures.
Each phase of the attack will be mapped to MITRE ATT&CK TTPs to ensure the operation is aligned with real-world APT tactics and methodologies.
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[bookmark: _Toc216734025]B. System Setup and Execution
[bookmark: _Toc216734026]Virtualized Lab Environment Development.
A hybrid network infrastructure was developed to create a simulated advanced cyberattack on Cureton Pharmaceutical Company (CPC) to simulate a representative enterprise environment containing both on-premises and cloud-based systems. The configuration was structured so as to provide a real-life attack environment taking in to consideration the critical assets as Research and Development (R&D) department, clinical trial data portals and Continuous Integration/Continuous Deployment (CI/CD) pipeline [25].
1. On-Premises Active Directory (AD) Network:
Active Directory (AD) network was constructed in such a way that it would mimic a normal organizational setup with user workstations, file servers and domain controllers (DCs). AD is the key to centralized authentication and authorization, and it is an appealing target of attackers. 
2. AWS Virtual Private Cloud (VPC):
Virtual Private Cloud (VPC) with AWS was set up to host the clinical trial data portal. The VPC was put in a segregated subnet to recreate the separation between on-premises and cloud environments. A database and web applications were hosted on the VPC, and were interconnected with the CI/CD pipeline, simulating the process of continuous deployment in practice. 
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3. CI/CD Pipeline (GitHub Actions):
GitHub actions were used to develop a CI/CD pipeline that automates the construction and deployment of the applications. This section of the infrastructure is representative of an attack surface where a malicious code can be placed into the pipeline, which aligns with how cybercriminals can exploit vulnerable cloud environments. 
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4. Network Segmentation:
The network was segmented into several segments and the segmentation was achieved through firewalls and Virtual LANs (VLANs) just as it is done in the real world in terms of security. Such separation contributes to restriction of the horizontal traffic of attackers and reducing the effect of possible breaches. It reflects the defensive action that the organizations ought to execute following breaches such as MOVEit, which could have been avoided through more severe network segregation.
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[bookmark: _Toc216734027]Execution of Campaign 
The actions carried out by the Red Team were performed in a staged manner, and it was oriented towards keeping the stealth and avoiding the detection during the operation. The main aim was to replicate an Advanced Persistent Threat (APT) attack[26], and steal forged research information off of the CPC system with no security warnings being raised.
1. Initial Access (T1076 - Remote Desktop Protocol):
The campaign has been initiated by exploiting the weak point in the active directory network through RDP. The Red Team used brutality in cracking easy passwords and gaining access to a workstation remotely. 
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2. Performance (T1203 - Implementation: Exploiting Clients):
Once the initial access was made, the Red Team applied PowerShell scripts which introduced malicious payloads to run the code and spread their presence within the network. To further control them, they also used Living-Off-the-Land Binaries (LOLBin) to run commands using embedded windows tools, such as PowerShell and Windows Management Instrumentation (WMI) (T1047).


3. Privilege Escalation (T1068 - Exploiting Elevation Controls):
The second one was privilege escalation whereby the Red Team exploited the vulnerabilities of the windows OS to gain the privileged levels of the system. This helped them to install tools that could help in making a constant adjustment in the compromised environment.
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4. Lateral Movement ( T1021 - SMB/Windows Remote Management):
Red Team also used windows SMB (Server Message Block) to manage remotely to other machines on the network of CPC. This lateral flow facilitated their ability to gain access into more systems with little alarming without detection and increased their field of attack.
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5. Creation of Command and Control (C2) (T1071 - Application Layer Protocol):
To prevent the lost control over the compromised systems, the Red Team used C2 channels based on encrypted HTTP/ HTTPS traffic (T1071.001). This allowed them to bypass network defense systems such as IDS/IPS systems and stay linked to the compromised systems unidentified.
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6. Data Exfiltration (T1041 - Exfiltration Over Command and Control Channel):
After gaining adequate control, the Red Team stole the artificially created research data through the laid C2 channels. This transfer was also carried out unobtrusively to ensure that the data transfer was minimal so that it would not be noticed by the Intrusion Detection Systems (IDS) or Data Loss Prevention (DLP) programs of the organization.
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7. Cobalt Strike and LOLBins:
The Red Team was heavily dependent on Cobalt Strike, a popular framework in the C2 exchange and after-exploitation communications throughout the engagement. The features of Cobalt Strike, such as beaconing and data tunneling, enabled the team to have a steady presence in the environment and avoid security surveillance, which is also relevant in the real world as in advanced APT attacks[26].
[bookmark: _Toc216734028]C. Analysis and Reporting
[bookmark: _Toc216734029]Technical Report for the Blue Team
The Red Team was heavily dependent on Cobalt Strike, a popular framework in the C2 exchange and after-exploitation communications throughout the engagement. The features of Cobalt Strike, such as beaconing and data tunneling, enabled the team to have a steady presence in the environment and avoid security surveillance, which is also relevant in the real world as in advanced APT attacks[26].
1. Overview of the Attack Sequence
The technique that was used was the lateral movement (T1021.002), in which the Red Team used SMB to spread through the network. They then opened a Command and Control (C2) channel (T1071) through encrypted HTTP/HTTPS traffic [27] that had gone around the firewall and IDS/IPS systems of the company. Lastly, the team stole false research information (T1041) via the C2 channel and pretended to be taking intellectual property.
2. TTPs Applied and their efficacy.
The attack was mapped to some of the important TTPs of the MITRE ATT&CK framework:
· T1076 - Remote Desktop Protocol (RDP): The Red Team used the MOVEit Transfer vulnerability to access the network with the initial access, which is an indication of the vulnerability of unsecured remote access systems.
· T1003 - Credential Dumping: Once the attackers were in the system, user credentials were dumped in system memory
· T1203 - Exploiting Clients to be executed: Malicious scripts were executed through PowerShell, which allowed further exploitation and further execution within the environment.
· T1068 - Privilege Escalation: The team exploited the weaknesses to get access to administrative privileges which enabled them to have high access to sensitive resources.
· T1021.002 - SMB/Windows Remote Management: The attackers used SMB to propagate through the network encrypting files and expanding the scope of the attack.
· T1071 - Application Layer Protocol: HTTP/HTTPS with encrypted C2 communication enabled the Red Team to stay in control without being detected and bypass firewalls and intrusion detection services.
· T1041 - Exfiltration Over Command and Control Channel: Exfiltrated fake research data has been covertly sent over the existing C2 channels, highlighting the dangers of unnoticed data exfiltration.
3. Analysis of Detection Gaps
Despite the implementation of security measures, several significant detection gaps allowed the attack to remain undetected:
· Initial Compromise: The weakness in the Multi-Factor Authentication (MFA) on key remote access points (such as RDP) allowed the attackers to exploit weak or stolen credentials to access the systems. This underlines the need to introduce MFA to all access over a distance.
· Lateral Movement Detection Failures: Intrusion Detection System (IDS) and Endpoint Detection and Response (EDR) systems were unable to detect the SMB and WMI which is used to move laterally across the network.
· C2 Traffic Evasion: Firewall and IDS in place were unable to detect C2 traffic because they were unable to examine encrypted application protocols.
· Lack of File Integrity Monitoring (FIM): There were no FIM tools in place and the Red Team was able to modify files and steal data without being noticed. This vulnerability highlights the necessity of enhancing file integrity policing to ensure that sensitive information is not stolen by unauthorized users.
[bookmark: _Toc216734030]Executive Summary for the Board
[bookmark: _Toc216734031]Non-Technical Overview of the Attack and Business Impact
The simulated Red Team attack against CPC resembled a complex APT-style cyber attack, comparable to the 2023 MOVEit Transfer incident. The attackers used unpatched vulnerabilities and system configurations to compromise the systems of the company with access into the systems, escalate privileges, and steal sensitive research information without raising any alarms. This exercise revealed that CPC had serious flaws in its cybersecurity posture, among them being weak remote access settings, no MFA, and inefficient lateral movement identification, among others.
Strengthening of Rationality.
The major vulnerabilities, including misconfigured RDP and MFA absence, served as a low-resistance entry into the system to the attackers. Also, the detection of lateral movement [28] was not enough and the attackers were able to move freely within the network. In order to avoid future breaches, it is important to enhanced detection abilities especially in network segmentation and file integrity checking. 
[bookmark: _Toc216734032]Conclusion
[bookmark: _Toc216734033]Key Findings
The outcomes of the Strategic Threat Analysis and Red Team exercise demonstrated that there are considerable loopholes in the cybersecurity framework of Cureton Pharmaceutical Company (CPC). These similar vulnerabilities in RDP settings, absence of MFA, and poor lateral movement detection were demonstrated in the 2023 MOVEit breach. Based on the MITRE ATT&CK framework [29], the Red Team was able to map TTPs like initial access, credential dumping, privilege escalation, and data exfiltration [28] to demonstrate the way that the attack happened.
Security Enhancements Required.
In order to improve on the issue of security, the following measures ought to be adopted:
· MFA on all remote access points to prevent unauthorized access.
· Patch management [30] to prevent exploits of unpatched vulnerabilities.
· Improved lateral movement detection and file integrity monitoring (FIM) to identify malicious activity earlier.
· The implementation of Zero Trust Architecture (ZTA) to restrict lateral movement and limit access to sensitive data [31].
[bookmark: _Toc216734034]Future Outlook
Advanced Persistent Threats (APTs) are changing as hackers employ more advanced methods to circumvent conventional defenses. As remote working and the use of clouds are on the increase, organizations need to work on updated and improved detection tools and tougher security structures [32] to combat these more advanced threats.
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This image shows the Oracle VM VirtualBox Manager, used to manage multiple virtual machines for a cybersecurity lab. It displays systems such as Kali Linux, Metasploitable, and OWASP, which are commonly used for ethical hacking and penetration testing. The interface allows users to configure, start, and monitor virtual machines in a safe, isolated environment for attack simulation and security testing.
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This image shows Kali Linux running inside Oracle VirtualBox, where an Nmap network scan is being executed from the terminal. The scan is used to discover active hosts and IP addresses within the local network, which is a key reconnaissance step in penetration testing and red team operations.
[image: ]
Metasploit Framework (msfconsole) running on Kali Linux inside Oracle VirtualBox. Metasploit is an exploitation framework used in penetration testing to identify, exploit, and manage vulnerabilities on target systems as part of ethical hacking and red team operations.

[image: ]
Kali Linux running in Oracle VirtualBox performing an Nmap port and service scan against hosts in the 192.168.18.0/24 network. The scan identifies live systems, open ports, and running services on target machines such as 192.168.18.52 (Metasploitable) and 192.168.18.55 (OWASP). This reconnaissance phase helps attackers enumerate vulnerabilities and select suitable exploitation techniques during penetration testing and red team operations.

[image: ]
Kali Linux in Oracle VirtualBox executing an advanced Nmap service and version scan against the target Metasploitable machine (IP: 192.168.18.52). The scan (-sS -sV -O) identifies multiple open ports, running services, and software versions such as FTP, SSH, Telnet, HTTP, MySQL, and Samba. This detailed enumeration phase is used to identify vulnerable services that can later be exploited using tools like Metasploit during penetration testing and red team simulations.
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Kali Linux running in Oracle VirtualBox performing Nmap service, version, and OS detection scans against two vulnerable targets: Metasploitable (192.168.18.52) and OWASP Broken Web Application (192.168.18.55). The scan reveals numerous open ports and services such as FTP, SSH, Telnet, HTTP, Samba, MySQL, and Java-based services, along with operating system details (Linux kernel 2.6.x).
[image: ]

Kali Linux running in Oracle VirtualBox with Metasploit Framework initialized. The Metasploit database has been started and configured, and a custom workspace (lab1) is created to organize scan results and exploitation data. This step represents the preparation and setup phase of a penetration test
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Kali Linux running in Oracle VirtualBox using Metasploit’s integrated Nmap scan against a Windows Server target (192.168.56.104). The scan identifies Active Directory–related services such as DNS (53), Kerberos (88), LDAP (389/636), SMB (445), and multiple Microsoft RPC services.
[image: ]
Kali Linux running in Oracle VirtualBox performing Nmap scans via Metasploit against a vulnerable Linux target (192.168.56.103 / Metasploitable). The scan identifies numerous open services such as FTP (21), SSH (22), Telnet (23), HTTP (80), SMB (445), MySQL (3306), PostgreSQL (5432), IRC (6667), and Apache Tomcat (8180), along with Linux kernel 2.6.x OS detection.

[image: ]
Kali Linux running in Oracle VirtualBox executing an Nmap SYN, service, and version scan against a Windows Server target (IP: 192.168.18.61) using Metasploit integration. The scan identifies critical Windows services including MSRPC (135), NetBIOS (139), SMB (445), HTTP (5985), and multiple dynamic RPC ports, indicating a Windows Server 2008 R2 / 2012 environment.
[image: ]

Kali Linux running in Oracle VirtualBox displaying Metasploit database results using the hosts and services commands. It summarizes the discovered network hosts and their IP addresses (e.g., 192.168.18.52 – Metasploitable, 192.168.18.55 – OWASP, 192.168.18.61 – Windows Server) along with detected open services and ports such as FTP (21), SSH (22), HTTP (80), SMB (445), MySQL (3306), PostgreSQL (5432), and VNC (5900).

[image: ]
Kali Linux running in Oracle VirtualBox performing an advanced Nmap service and version scan (-sS -sV -p-) from within Metasploit (msfconsole) against a Windows Server target (192.168.56.104). The scan reveals critical services such as Kerberos (88), LDAP (389/3268), SMB (445), MSRPC, HTTP (5985), and Active Directory services, confirming the host as a Windows Server acting as a Domain Controller.
[image: ]
Kali Linux in Oracle VirtualBox displaying Metasploit database enumeration results using the hosts and services commands. It lists identified target systems (e.g., 192.168.56.102, 192.168.56.103) along with their operating systems, roles, and exposed services. Numerous open ports and services are visible, including SSH (22), HTTP (80/8080/8180), SMB (139/445), FTP (21), MySQL (3306), PostgreSQL (5432), VNC (5900), and Java RMI (1099).



[image: ]
Kali Linux running in Oracle VirtualBox displaying detailed service enumeration results from Metasploit/Nmap. Multiple target systems are identified, including 192.168.56.102, 192.168.56.103, and 192.168.56.104. The output lists open TCP ports, running services, and software versions, such as SSH (22), FTP (21), HTTP/HTTPS (80/443/8080/8180), SMB (139/445), Telnet (23), MySQL (3306), PostgreSQL (5432), VNC (5900), Java RMI (1099), and Kerberos/LDAP on Windows Server.
[image: ]
Kali Linux running in Oracle VirtualBox with the Metasploit Framework executing an auxiliary DNS enumeration module (auxiliary/gather/enum_dns). The output displays Ruby stack traces and resolver messages related to DNS configuration and name server handling, indicating automated attempts to enumerate DNS records and domain information. 

[image: ]
Kali Linux in Oracle VirtualBox running Metasploit SMB scanning modules, specifically scanner/smb/smb_ms17_010 and scanner/smb/smb_enumshares. The attacker targets the host 192.168.18.67, attempting to check MS17-010 (EternalBlue) vulnerability and enumerate SMB shares using different credentials (SMBUser, SMBPass, SMBDomain = WORKGROUP). The output indicates login negotiation failures and authentication errors
[image: ]
Kali Linux running Metasploit Framework inside Oracle VirtualBox during SMB authentication and share enumeration activities. The attacker uses the module auxiliary/scanner/smb/smb_enumshares against multiple hosts, primarily 192.168.18.67 and 192.168.18.61, attempting access with different credentials (e.g., IEUser, Administrator). The results reveal successful enumeration of default SMB shares such as ADMIN$, C$, and IPC$, confirming that SMB services on port 445/tcp are accessible


[image: ]
HTTP service fingerprinting using Metasploit on Kali Linux running inside Oracle VirtualBox. The attacker uses the module auxiliary/scanner/http/http_version to identify the web server running on 192.168.18.55:80 (HTTP).
[image: ]
SSH service enumeration using Metasploit on Kali Linux running in Oracle VirtualBox. The attacker uses the module auxiliary/scanner/ssh/ssh_version against the target 192.168.18.52:22.




[image: ]
successful exploitation of the VSFTPD 2.3.4 backdoor vulnerability using Metasploit on Kali Linux running in Oracle VirtualBox. The attacker targets the FTP service on 192.168.18.52 using the module exploit/unix/ftp/vsftpd_234_backdoor.
[image: ]
BeEF (Browser Exploitation Framework) XSS service being launched on Kali Linux inside Oracle VirtualBox. The command beef-xss starts the BeEF server, which listens on 127.0.0.1:3000 and provides a web-based control panel at http://127.0.0.1:3000/ui/panel
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Burp Suite Community Edition v2020.6 running on Kali Linux inside Oracle VirtualBox with the Proxy → Intercept feature enabled
Mozilla Firefox on Kali Linux loading the BeEF (Browser Exploitation Framework) hook script (hook.js) from the BeEF server running on port 3000.
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Metasploit running on Kali Linux executing a successful SMB PsExec attack against a Windows 7 target inside an Oracle VirtualBox lab. A Meterpreter reverse TCP session is established, followed by SYSTEM-level privilege escalation.
[image: ]
Cobalt Strike team server interface displaying active Beacon sessions on a compromised Windows workstation. It highlights multiple beacons communicating over HTTP, including processes like PowerShell.exe and rundll32.exe, indicating successful post-exploitation access, process injection, and command-and-control (C2) activity on the target system.
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