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1. Introduction
This report documents the continuation of the virtualised enterprise network built in Coursework 1. The foundational topology - comprising a Windows Server (S-DC – 192.168.1.1/24) and a Windows client (192.168.1.10/24) on the Swansea network (192.168.1.0/24), a Debian Server (L-DC – 192.168.2.1/24) and Debian client (192.168.2.10/24) on the London network (192.168.2.0/24), and a transit link (10.10.10.0/30) connecting them - was established previously. 
This coursework extends that infrastructure with routing services, domain configuration, encrypted VPN connectivity, user management, DHCP, file sharing, web services, and remote desktop access.




















2. Routing
2.1 Routing in the Swansea network
Routing and Remote Access Service (RRAS) was installed on S-DC (Windows Server 2022) to allow for routing between the Swansea network (192.168.1.0/24) and London network (192.168.2.0/24) via a transit network (10.10.10.0/30).
Configuration steps:
· Installed Routing and Remote Access Service (RRAS) via Server Manager (Server Manager > Add Rolles and Features > Remote Access > Routing)
· Configured a statis route to the London network: 192.168.2.0/24 via 10.10.10.1.
· Created a firewall rule to allow ICMP traffic through the Windows firewall (for ping)
[image: ]
Figure 1: Creation of Firewall Rule to allow ICMPv4 traffic

2.2. Routing in the Debian network
As the RRAS is configured on the Window Server (S-DC), the Debian server (L-DC) needs to act as a router between the London and Swansea network. To do this, IP forwarding was enabled so it can act as a router.
To do this, the following file needed to be configured:
/etc/sysctl.conf
to have its ip_forward parameter set to 1 instead of 0.
[image: ]
Figure 4: ip_forward set to 1

A static route was then configured to reach the Swansea network using the following command:
ip route add 192.168.1.0/24 via 10.10.10.2



[image: ]
Figure 3: Ping from Debian client to Windows client via Debian and Windows servers


1. Domain Server
3.1. AD DS and Domain Controller Promotion
An Active Directory forest named omar.acca was created on S-DC. The server was promoted to a Domain Controller using Server Manager > Add Roles and Features > Active Directory Domain Services (AD DS).
[image: ]
Figure 4: AD DS Installation
[image: ]
Figure 5: New forest creation named omar.acca
[image: ]
Figure 6: S-DC promoted to a domain controller



3.2. DNS A Records
Forward lookup zone omar.acca was configured with A records for all infrastructure by going through DNS Manager > Forward Lookup Zones > omar.acca > New Host (a or AAAA):

[image: ]
Figure 7: DNS Manager showing A records












3.3. Reverse Lookup Zones and PTR Records
Two reverse lookup zones were created:
· 192.168.1.x for the Swansea network (intswa)
· 192.168.2.x for the London network (intlon)
PTR records were created within each zone to enable reverse DNS resolution.
[image: ]
Figure 8: intswa Reverse Lookup Zone & PTR records
[image: ]
Figure 9: intlon Reverse Lookup Zone & PTR records















2. Site-to-Site VPN
A site-to-site VPN was configured between S-DC and L-DC using IKEv2 with pre-shared key authentication which will provide encrypted communication via the transit network.

4.1. Debian Server VPN Configuration
On Debian, IPSec - the I security suite of protocols used to encrypt packets of data over the internet – is not installed by default. strongSwan is the standard IPSec implementation for Linux operating systems. 
strongSwan was downloaded using the following command:
sudo apt install strongswan strongswan-charon -y
and its configuration file (/etc/ipsec.conf) was set to the following:
config setup
    charondebug="ike 2, knl 2, cfg 2"

conn swansea-london
    type=transport
    auto=start
    keyexchange=ikev2
    authby=secret
    left=10.10.10.1
    right=10.10.10.2


   











Transport mode was chosen because it encrypts all of the data traversing the transit network while not enforcing restrictive policies like tunnel mode does, which interfered with how data as able to pass from ClientL1 to the intswa network via L-DC.




The pre-shared key was configured in /etc/ipsec.secrets to include the following:
10.10.10.1 10.10.10.2 : PSK "NotebooK@123VPN"

[image: ]
Figure 10: ipsec.conf configuration









4.2. Windows Server VPN Configuration
On the Windows Server (S-DC), a VPN connection was established via the GUI under Routing and Remote Access > S-DC > Network Interfaces > New Demand-Dial Interface:
[image: ]
Figure 11: LondonVPN set up on S-DC













VPN Troubleshooting
Once both S-DC and L-DC were set up for the Site-to-Site VPN, I attempted to connect on S-Dc and received the following error:
[image: ]
Figure 11: Policy mismatch between S-DC and L-DC

It stated that there was a policy mismatch.
In order to investigate, I needed to check the policy on L-DC. I used the command:
sudo journalctl -u strongswan --no-pager | tail -30
which produced the following:
[image: ]
Figure 12: Policy as shown on L-Dc
It looks as though the SHA2, SHA1, AES and HMAC plugins are missing, which means that encryption cannot take place on L-DC. 
I installed them using the following command:
sudo apt install strongswan-swanctl libstrongswan-standard-plugins –y


and then attempted to connect again:
[image: ]
Figure 13: VPN is connected
Which was successful.
The VPN is now active.























5. Users
Users within the Active Directory on S-DC were bulk-created using a PowerShell script that imports data that has been provided in the file titles users_list_updated.csv.
There were issues encountered with the user data:
· There were duplicate names that needed to accounted for (i.e. if there were two Byron Gilis present, one username would be bgilis and the other would be bgilis2).
· For some reason, the Trim() function within PowerShell causes a previous string data type to be interpreted as an object variable, so that needed to be accounted for
· The initial default password did not meet the domain’s complexity requirements. Therefore I needed to change it. It was originally P@ss0rd123, but I changed it to NotebooK@123!
· SAM names within AD have a limit of 20 characters, therefore the names were truncated to match this
The script is as follows:
Import-Module ActiveDirectory

$users = Import-Csv "C:\userlist\users_list_updated.csv"
$samTracker = @{}

foreach ($user in $users) {
    if ($user.domain.Trim() -eq "YOURNAME.ACCA") {
        $first = $user.first_name.Trim()
        $last = $user.last_name.Trim()
        $baseSam = ($first.Substring(0,1) + "." + $last).ToLower()

        if ($samTracker.ContainsKey($baseSam)) {
            $samTracker[$baseSam]++
            $sam = $baseSam + $samTracker[$baseSam]
        } else {
            $samTracker[$baseSam] = 1
            $sam = $baseSam
        }

        if ($sam.Length -gt 20) { $sam = $sam.Substring(0,20) }
        $upn = "$sam@omar.acca"
        $name = "$first $last"
        if ($samTracker[$baseSam] -gt 1) { $name = "$first $last $($samTracker[$baseSam])" }
        $dept = $user.department.Trim()
        $comp = $user.company.Trim()
        $title = $user.job.Trim()
        $city = $user.city.Trim()

        New-ADUser `
            -SamAccountName $sam `
            -UserPrincipalName $upn `
            -Name $name `
            -GivenName $first `
            -Surname $last `
            -DisplayName $name `
            -Department $dept `
            -Company $comp `
            -Title $title `
            -City $city `
            -Path "CN=Users,DC=omar,DC=acca" `
            -AccountPassword (ConvertTo-SecureString "Notebook@123!" -AsPlainText -Force) `
            -Enabled $true `
            -ChangePasswordAtLogon $true
    }
}

[image: ]
Figure 14: User list data transformed into users






6. Domain Membership
All machines were joined to the omar.acca domain.

Windows Server – S-DC
Is already a part of the domain as it is set up on there.

Windows Client - ClientS1
Joined via System Properties > Change > Domain > omar.acca, and authentication donne with domain Administrator credentials.

Debian Server – L-DC
Checking the contents of /etc/resolv.conf, it has the SOAC  domain nameservers in there, which relate to the domain the computer labs are in. These were removed and replaced with:
domain: omar.acca
nameserver: 192.168.1.1
[image: ]
Figure 15: /etc/resolv.conf amended to include omar.acca domain and nameserver
[image: ]
Figure 16: nslookup confirming omar.acca is being resolved to 192.168.1.1

The domain was then joined using the following command:
sudo adcli join omar.acca -U Administrator

Debian Client – ClientL1
The /etc/resolv.conf file was amended in ClientL1 also to include the resolution address relating to the omar.acca domain.
[image: ]
Figure 17: ClientL1 /etc/resolf.conf config
The following command was used to join the Debian client to the domain:
adcli join omar.acca -U Administrator --domain-controller=192.168.1.1
The –-domain-controller parameter was included here as the nslookup returned several IP addresses so it needed to be specified.


As can be seen on S-DC, all infrastructure is present on the domain:
[image: ]
Figure 18: S-DC, CLIENTS1, L-DC AND CLIENTL1 on omar.acca domain





















7. DHCP Server
7.1. S-DC DHCP Server Configuration
The DHCP server role was installed on S-DC via Server Manager. The following scopes were created.
	Swansea Scope
	London Scope

	Range: 192.168.1.10 – 192.168.1.20
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
DNS Server: 192.168.1.1
Domain: omar.acca

	Range: 192.168.2.10 – 192.168.2.20
Subnet mask: 255.255.255.0
Default gateway: 192.168.2.1
DNS Server: 192.168.1.1
Domain: omar.acca





[image: ]
Figure19: London Scope configuration showing London and Swansea scopes





L-DC was set up as a DHCP relay by using the isc-dhcp-relay package by running the following command:
sudo apt install isc-dhcp-relay -y
The package runs through a manual configuration wizard, where the following were entered:
     SERVERS="192.168.1.1"
INTERFACES="intlon"
[image: ]
Figure 20: DHCP Relay configuration









8. DHCP Server
A second virtual disk was added to S-DC via VirtualBox. It was allocated 10GB of dynamically allocated VDI.
[image: ]
Figure 21: Adding a 10GB VDI in VirtualBox
The following was then performed within the operating system of S-LC:
1. Initialise the disk as GPT in Disk Management
2. Create a new simple volume with drive letter E: and an NTFS filesystem
3. Create a folder in E: titled SwanseaFiles
4. Shared this folder via Advanced Sharing, giving the following permissions:
a. Share Permissions:
i. Domain Users: Full Control
ii. Everyone: Read
b. NTFS Permissions:
i. Domain Users: Full Control
ii. Everyone: Read & execute
[image: ]
Figure 22: Formatting of drive

[image: ]
Figure 23: Assigning permissions to E:

The share is accessible from all machines on the network.
9. IIS Server
The Web Server (IIS) role was installed with the Windows Authentication feature enabled (via Server Manager > Add Roles > Web Server > Security > Windows Authentication).
The configuration is as follows:
· Site name: webs.omar.acca
· Physical path: C:\inetpub\webs
· Binding: HTTPS, port 443, host name webs.omar.acca
· SSL Certificate: Self-signed certificate named webs.omar.acca
· Authentication: Windows Authentication enabled and Anonymous Authentication disabled

A default page for the website called index.html (as is convention for all websites) was placed in c:\inetpub\webs which simply contains a line “Welcome to Swansea website”.

A DNS A record that maps “webs” to 192.168.1.1 was also created for name resolution.
[image: ]
Figure 24: Windows Authentication enabled
[image: ]
Figure 25: A Record mapping webs to 192.168.1.1

The website is accessible from all machines, and available via any user account on the Active Directory Domain:
[image: ]
Figure 26: Visiting the homepage

10. Remote Desktop Services (RDS)
The following RDS roles were installed on S-DC:
· Remote Desktop Web Access
· Remote Desktop Session Host
The following were created in order to allow for RDS to be used:
· DNS A record: Mapping “rds” to 192.168.1.1
· SSL Certificate: Self-signed certificate named rds.omar.acca
· IIS Binding: HTTPS binding added to ‘Default Web Site’ with host name rds.omar.acca on port 443
· Remote Desktop enabled in System Properties
[image: ]
Figure 28: Install of RDS roles
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Figure 29: A Record creation mapping 'rds' to 192.168.1.1
[image: ]
Figure 30: Creation of Self-Signed certificate
[image: ]
Figure 31: Creation of Site Binding of https to rds.omar.acca over port 443
[image: ]
Figure 32: Enabling Remote Desktop
Can access the IIS Windows Server on client machines, using domain user logins
[image: ]
Figure 33: rds website












11. Test and Troubleshoot
Full connectivity between all machines can be verified:
	Source
	Destination
	Result

	CLIENTS1
	CLIENTL1
	Working

	CLIENTS1
	S-DC
	Working

	CLIENTS1
	L-DC
	Working

	CLIENTL1
	CLIENTS1
	Working

	CLIENTL1
	S-DC
	Working

	CLIENTL1
	L-DC
	Working

	L-DC
	CLIENTS1
	Working

	L-DC
	CLIENTL1
	Working

	L-DC
	S-DC
	Working

	S-DC
	L-DC
	Working

	S-DC
	CLIENTL1
	Working

	S-DC
	CLIENTS1
	Working



The VPN tunnel encrypts all traffic between the London and Swansea sites via the transit network with AES-GCM-256 encryption.















Ping tests
Ping from S-DC to L-DC:
[image: ]

Ping from L-DC to S-DC:
[image: ]

Ping L-DC from CLIENTS1:
[image: ]





Ping S-DC from CLIENTL1:
[image: ]

Ping CLIENTL1 from CLIENTS1:
[image: ]

Ping CLIENTS1 from CLIENTL1:
[image: ]
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