ACCA4024 – Networks and Cyber Security Essentials





[bookmark: _Toc237436409]Table of Contents
Table of Contents	1
1. Introduction	2
2. Identification of Threats	2
2.1 Internal Threats	2
2.2 External Threats	2
3. Security Policies	3
4. Mitigation Measures	4
5. Monitoring and Response	4
6. Training and Awareness	5
7. Conclusion	6
References	7
Appendix: Board Presentation Slides	8

[bookmark: _Toc237436410]1. Introduction
SteelForm Manufacturing Ltd (SFM) has adopted Industry 4.0 technologies, including IoT-enabled sensors, automated machinery and a cloud-based production management system to remain competitive in the automotive and aerospace supply chain. This increased connectivity has, however, expanded SFM's attack surface. The company has recently experienced malware infections, phishing attempts against procurement staff and unauthorised access attempts on its production network. This report identifies the internal and external threats facing SFM, proposes a set of security policies aligned with recognised standards, details practical mitigation measures, outlines a monitoring and incident response plan, and describes a staff training programme, structured around the CIA triad (Confidentiality, Integrity, Availability) and informed by ISO/IEC 27001:2022 [1] and the NIST Cybersecurity Framework 2.0 [2].
[bookmark: _Toc237436411]2. Identification of Threats
Threats to SFM's operational and information systems fall into two broad categories, summarised in Figure 1 and mapped against the confidentiality, integrity and availability of its data and production systems.
[bookmark: _Toc237436412]2.1 Internal Threats
1. Phishing susceptibility among procurement staff, who routinely exchange invoices and purchase orders with external suppliers and are therefore prime targets for business email compromise.
1. Insider misuse or accidental exposure of design and customer data by employees with excessive or poorly reviewed access rights.
1. Weak or shared credentials and a lack of multi-factor authentication on internal systems, increasing the impact of any single compromised account.
1. Unpatched legacy operational technology (OT), including older automated machinery that cannot easily be updated without halting production.
[bookmark: _Toc237436413]2.2 External Threats
1. Ransomware targeting industrial control systems, illustrated by the 2019 LockerGoga attack on aluminium manufacturer Norsk Hydro, which forced a switch to manual production across 40 countries and cost an estimated $71 million to remediate [3].
1. Supply-chain and third-party compromise: Verizon [4] found that manufacturing breaches are dominated by System Intrusion and Social Engineering, with 73% of manufacturing sector breaches originating from external actors.
1. Industrial espionage motivated by SFM's automotive and aerospace component designs; ENISA [5] reports a near sixfold rise in espionage-motivated breaches against the manufacturing sector.
1. Exploitation of unsecured IoT sensors and remote-access points, often via default or unpatched credentials, providing a route into the production network.
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Figure 1. Internal and external threats facing SFM, mapped against the CIA triad.
[bookmark: _Toc237436414]3. Security Policies
The following policies (Table 1) are recommended to give SFM a structured, auditable basis for protecting its systems and data, aligned with ISO/IEC 27001:2022 [1], the NIST Cybersecurity Framework 2.0 [2] and, where personal or customer data is processed, GDPR principles [6].
	Policy
	Purpose
	Framework alignment

	Access Control Policy
	Enforces least privilege, role-based access and mandatory MFA for all remote and administrative access.
	ISO/IEC 27001:2022 [1], Annex A.5, A.8

	Network Segmentation Policy
	Separates corporate IT from production OT networks via firewalls and a demilitarised zone (DMZ).
	NIST CSF 2.0 [2] – Protect

	Data Governance Policy
	Classifies data by sensitivity and mandates encryption in transit and at rest for design and customer data.
	ISO/IEC 27001:2022 [1], Annex A.8; UK/EU GDPR [6]

	Vendor & Supply Chain Policy
	Requires security due diligence and contractual controls before third parties are granted network access.
	NIST CSF 2.0 [2] – Govern (supply chain)

	Patch & Vulnerability Management Policy
	Sets patching cadence for IT systems and compensating controls for legacy OT devices that cannot be patched.
	NIST CSF 2.0 [2] – Protect, Identify

	Acceptable Use & Email Security Policy
	Defines safe use of company systems and mandates anti-phishing controls (SPF/DKIM/DMARC, attachment sandboxing).
	ISO/IEC 27001:2022 [1], Annex A.5

	Incident Response Policy
	Defines roles, escalation paths and reporting timelines for suspected or confirmed security incidents.
	NIST SP 800-61 Rev. 2 [7]


Table 1. Proposed security policies and their alignment with recognised standards.
Together, these policies address the Govern, Identify and Protect functions of the NIST CSF 2.0 [2], giving the board a clear governance structure while leaving the technical detail of implementation to the mitigation measures described in Section 4.
[bookmark: _Toc237436415]4. Mitigation Measures
Each policy above is translated into specific, implementable controls.
1. Network segmentation: separate VLANs and firewalls between corporate IT and production OT networks, with a DMZ for any system that must communicate across the boundary, limiting how far ransomware can spread if IT is compromised.
1. Multi-factor authentication (MFA): enforced on all remote access, cloud production management accounts and privileged administrative accounts.
1. Email security gateway: SPF, DKIM and DMARC enforcement plus attachment sandboxing to reduce phishing emails reaching procurement staff.
1. Endpoint detection and response (EDR) on IT endpoints, paired with passive network-based anomaly detection on OT segments where installing agents on legacy machinery is not feasible.
1. Immutable, offline backups following the 3-2-1 rule (three copies, two media types, one off-site/offline), tested quarterly – the single control most credited with Norsk Hydro's recovery without paying ransom [3].
1. Vulnerability and patch management, with compensating controls (network isolation, virtual patching) applied to OT devices that cannot be patched directly without production downtime.
1. Vendor risk assessments and minimum security clauses in supplier contracts before any third party is granted network access.
[bookmark: _Toc237436416]5. Monitoring and Response
Continuous monitoring should combine a Security Information and Event Management (SIEM) platform aggregating logs from IT and OT segments with passive intrusion detection sensors on the production network, avoiding active scanning that could disrupt sensitive machinery. Given SFM's size, engaging a managed security service provider (MSSP) for 24/7 tier-one alert triage is likely more cost-effective than building an in-house Security Operations Centre.
Incident response should follow the four-phase lifecycle defined in NIST SP 800-61 Rev. 2 [7], shown in Figure 2: Preparation, Detection and Analysis, Containment/Eradication/Recovery, and Post-Incident Activity. This is a continuous cycle rather than a linear process – lessons from each incident feed back into preparation for the next.
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Figure 2. Incident response lifecycle for SFM, adapted from NIST SP 800-61 Rev. 2 [7].
A named Incident Response Team, with clear escalation paths to the board, should be established, and a communication plan should specify how staff, customers and, where personal data is affected, regulators are notified. Where GDPR-relevant personal data is involved, notification to the relevant supervisory authority within 72 hours may be required [6].
[bookmark: _Toc237436417]6. Training and Awareness
Because procurement staff have already been targeted by phishing, SFM's training programme should be risk-based rather than one-size-fits-all, in line with SANS Institute [8] guidance.
1. Role-based phishing simulations, run more frequently for procurement, finance and any staff with system administration rights than for the wider workforce.
1. Micro-learning delivered within 24 hours of a failed simulation, which SANS Institute [8] identifies as the highest-leverage design choice for changing employee behaviour.
1. Security induction for all new starters, covering acceptable use, password hygiene and how to report suspicious activity without fear of blame.
1. OT-specific awareness training for machine operators and engineers, covering the physical and safety risks of connecting unauthorised devices to production equipment.
1. Tabletop incident-response exercises with senior management at least twice a year, rehearsing the lifecycle in Figure 2 before a real incident occurs.
Industry benchmarking shows that sustained, continuous training of this kind can reduce phishing susceptibility (“phish-prone rate”) by roughly 80–86% over twelve months, compared with untrained staff [8], giving the board a measurable target against which to track the programme's success.
[bookmark: _Toc237436418]7. Conclusion
SFM's adoption of smart manufacturing technology has brought clear productivity benefits but has also created new routes for ransomware, espionage and supply-chain compromise to reach its production environment. The layered approach recommended in this report – governed by clear policies aligned with ISO/IEC 27001:2022 and NIST CSF 2.0, supported by practical technical mitigations, continuous monitoring, a rehearsed incident response plan and risk-based staff training – gives the board a realistic and phased path to a materially stronger security posture. No single control eliminates risk; the priority for the next six to twelve months should be network segmentation, MFA and offline backups, since these three measures alone would have prevented or significantly reduced the impact of the incidents SFM has already experienced.
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[bookmark: _Toc237436420]Appendix: Board Presentation Slides
The following slides accompany this report and were prepared for a 10-minute presentation to the SFM Board of Directors, summarising the findings and recommendations above.
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AGENDA

What We'll Cover Today

Why This Matters Now

Recent incidents and the industry threat picture

Threat Landscape

Internal and external risks facing SFM

Security Policies
A governance framework aligned to ISO 27001 & NIST CSF 2.0

Mitigation Measures

The technical controls we recommend, in priority order

©00

Monitoring & Response

How we detect, contain and recover from incidents

Training & Culture

Building a security-aware workforce

Roadmap & Recommendation

What we're asking the Board to approve
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THE BUSINESS CASE

Why This Matters Now

Over the past few months SFM has experienced malware infections, phishing attempts against procurement staff, and unauthorised access attempts

on the production network. This is not unique to us — it reflects a sector-wide trend.

2,305 20% 3%

of manufacturing breaches now
espionage-motivated — up from 3% a
year earlier

of manufacturing breaches originate
from external attackers

manufacturing security incidents
recorded in 2024

Verizon DBIR, 2024 ENISA, 2025 Verizon DBIR, 2024
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SECTION 1

The Threat Landscape

INTERNAL EXTERNAL
@ Phishing susceptibility among procurement staff Ransomware targeting industrial control systems
@ Insider misuse or accidental data exposure Supply-chain / third-party vendor compromise

Weak credentials & excessive access rights Industrial espionage and IP theft

Unpatched legacy OT machinery Exploitation of unsecured loT sensors

Framed against the CIA triad — confidentiality, integrity and availability — every item above threatens at least one pillar of SFM's ability to operate safely and protect customer
designs.
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A CAUTIONARY TALE

What Happens Without These Controls

In 2019, ransomware (“LockerGoga”) hit Norsk Hydro — a global
aluminium manufacturer much like SFM in its reliance on connected $71M
production systems.

They refused to pay the ransom and recovered using offline backups —
switching briefly to manual, pen-and-paper production. This is exactly 40
the resilience this policy is designed to give SFM.

Weeks

Source: DNV, 2025

remediation cost

countries affected

to fully recover
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SECTION 2

Security Policies We're Proposing

Access Control Network Segmentation Data Governance
Least privilege, role-based access, mandatory MFA Separate IT from production OT networks Classify data; encrypt in transit and at rest
Vendor & Supply Chain Patch & Vulnerability Mgmt Acceptable Use & Email

Regular patching plus compensating controls for

Security checks before granting partner access legacy OT

Anti-phishing controls: SPF, DKIM, DMARC

Full policy set (7 policies) aligned to 1SO/IEC 27001:2022 and NIST CSF 2.0 is detailed in the accompanying report.
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SECTION 3

Priority Mitigation Measures

These four controls address the incidents SFM has already experienced and give the fastest reduction in risk per pound invested.

Network Segmentation Multi-Factor Authentication

Contains ransomware spread by isolating production OT from Blocks account takeover even if a password is phished or
corporate IT leaked

Email Security Gateway Immutable Offline Backups

SPF/DKIM/DMARC + sandboxing stop phishing before it The single control that let Norsk Hydro recover without

reaches staff paying ransom
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SECTION 4

Monitoring & Incident Response

A continuous cycle, adapted from NIST SP 800-61 — not a one-time fix. Lessons from
every incident feed back into preparation for the next.

SIEM platform aggregates logs from IT and OT; a managed security provider (MSSP)
delivers 24/7 tier-one alert triage without SFM needing to staff an in-house SOC.

1. Preparation

Assets, policies, IR team, backups

4. Post-Incident Review 2. Detection & Analysis

Root cause, lessons, policy updates SIEM/IDS alerts triaged

3. Containment & Recovery

Isolate, remove threat, restore
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SECTION 5

Training & Awareness

Role-based phishing simulations

Higher frequency for procurement, finance & admins — the staff already targeted

24-hour micro-learning

Short lesson triggered immediately after a failed simulation

OT-specific safety training

reduction in phishing susceptibility
after 12 months of continuous, role-
based training

For machine operators connecting equipment to the network

Board-level tabletop drills

Source itute Rehearsing the incident response plan twice a year
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SECTION 6

Implementation Roadmap

Quick Wins

® Enforce MFA everywhere
® Segment IT / OT networks

® Deploy immutable backups

3-6 Months

Foundation

® Ppublish full policy set
® Stand up SIEM + MSSP monitoring

® | aunch phishing simulations

6-12 Months

Maturity

® Vendor risk assessments live
® Tabletop IR exercises

® |ndependent security audit

10
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OUR RECOMMENDATION

What We're Asking the Board to Approve

@ Approve budget for the 0-3 month quick-win controls (MFA, segmentation, backups)
@ Sponsor a security-first culture, starting with mandatory training for procurement and finance

@ Commit to a 12-month roadmap review, tracking phishing risk and audit readiness

Adopting this layered approach — governance, technical controls, monitoring and training — gives SFM a realistic, phased path to a materially stronger
security posture and protects the trust of our automotive and aerospace customers.
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Thank You

Questions & Discussion

IT Security Management | SteelForm Manufacturing Ltd
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EXTERNAL THREATS

Ransomware targeting
industrial control systems

Confidentiality

Supply-chain / third-party
vendor compromise

Industrial espionage and
IP theft by competitors

Int&grity Availa

Exploitation of unsecured
loT sensors and remote access
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1. PREPARATION
Asset inventory, policies,
tools, IR team roles, backups

2. DETECTION &
CONTINUOUS ANALYSIS

Root-cause review, lessons MONITORING SIEM/IDS alerts triaged,
learned, policy updates severity and scope assessed

3. CONTAINMENT,
ERADICATION & RECOVERY
Isolate affected segment,
remove threat, restore from
clean backup
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SteelForm Manufacturing Ltd

Analysing and Mitigating Cybersecurity Threats in
Smart Manufacturing

The Case of SteelForm Manufacturing Ltd

Prepared for the Board of Directors
IT Security Management | 13 August 2026




