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[bookmark: _Toc102066524]Introduction
The second component to the Network operating systems and services assignment is based on managing and maintain network resources and its services. While also applying suitable policies and drafting security and redundancy practices.


[bookmark: _Toc102066525]Practical Work
The second component was based on managing the created network from the first component and then adding policies and security practices to user groups and accounts. It then moved onto routing and packet filtering which involved the use of RAS and routing to connect devices on two different networks together and limiting the traffic between them.
[bookmark: _Toc102066526]Admin set security
The first task was based on user and group policies that limited user interactions and functionality. At first a basic task of limiting users on a single machine was done by using the Document properties and permissions panels.
To do this, a folder was created, and the existing permissions were removed and replaced with the admin user [F1]. From there the admin user was given full control over the folder and the contents. Next was to add a second user with only read and execute privileges [F2]. Once logged out of the admin account and logged in as the execute and read account. An attempt to edit an existing file was made. But a pop up showing that permissions were limited were shown [F3].
[bookmark: _Toc102066527]Network Share
Next was the creation of a network share that allows users to edit and save files over the network instead on a single machine. This was done by going into the server manager and creating a new Share within t he File and Storage Services. From there a new share called “Share_Files_NOSS$” was created [F4]. And security settings were applied to the created share [F5]. From there the user can connect to the network drive and access it [F6].
[bookmark: _Toc102066528]Policy based network security
Next was to create policies within the active directory. A new “Organizational Unit” was made to specify users to certain privileges [F7]. From that group policies were added [F8]:
· NoCtrlPanAccess (Disables control panel from being used)
· NoCmdPrmptAccess (Disables to use of command prompt)
From this if a user tried to access control panel [F9] or command prompt [10. They were restricted from opening the programs and shown an error message.
The next policy that was added was to restrict all removable storage. When done, a user was shown a “Access is denied” message when trying to access the CD Drive or USB drive [F11].
Lastly, restriction to software installs was added. This was done by creating a new Active Directory group called NWClient Computers and adding the device that as connected to the server. After that was done a policy called “NoUnauthSoftwareInstall” was created to stop users from being able to execute installers [F12]. When setup and applied, when the user tried to install google chrome, they could not without the need of admin credentials [F13].
[bookmark: _Toc102066529]Enforcing Password Policies
After the network-based policies were applied and working. Enforcing new password policies were on the list. This was done by going into the group policy management editor and editing the password policy [F14]. This was done to create stronger password for users on the network and to prevent passwords from being used for too long. 
Once the policies were applied. When trying to create a new user account with the old policies in mind. An error was shown since the minimum password length was changed [F15].
[bookmark: _Toc102066530]Deploying service
For this task, an FTP web server was created o the second server to allow users to connect from the local network. This was done within the server manager where a web server role was added with the FTP Server + Service role services. After that was setup, a new user was created called “ftpuser22” to connect to the FTP server. 
Once the service was installed, the FTP site was created and configured [F16]. After creating and configuring the FTP site a folder and file was created on the computer on the same network so the FTP connection could be tested. From there a command prompt was opened and allowed the user to connect to the FTP server [F17]. 
After connecting a test to see if a user could upload a file was done [F18]. It was found that the user could upload the file to the FTP server.
[bookmark: _Toc102066531]Routing and Remote Access
After deploying and testing the FTP site. Routing and remote access was added to the network. This allowed the two private networks to communicate with each other. This was done by adding yet another server role called “Remote access” and adding the “DirectAccess and VPN (RAS)” and “Routing” role services. After applying the changes and waiting for the service to install. Configuration was then done on the service. This was done by going into the Routing and Remove Access wizard and setting up the server [F19]. Once done a new protocol called “RIP V2” was added to allow the communication between the two private networks via the public network [F20].
To check to see if the servers could still communicate over the network a test was done [F21]. As shown, server 1 could ping server 2 still. And it was found that after waiting a second or two, client 1 could ping client two after disabling all the firewalls on both servers and clients [F22].
[bookmark: _Toc102066532]IP Packet Filter
The last task was to create a basic filters to stop certain environments. The first example was to stop anything from pinging “192.168.1.1”. To do this a filter that stops packets from going to server 1 was added and it was applied to the filter [F23]. And after trying out pinging Server 1 from Client 1. It was unable to ping the server [F24]. But as before, client 1 could still connect to client 2.
The second example was to stop connections from Private network 1 from connecting to the FTP server. To do this a filter was added so that anything going to the destination “192.168.10.2” (Server 2 FTP Server) would be stopped if trying connect from 192.168.1.0/24 (IP range between 192.168.1.1 – 192.168.1.255). After applying this connecting from Client 1 to Server 1 could not be used [F25].


[bookmark: _Toc102066533]Password principles in modern network environments
The use of passwords within networking can be a big factor within the base security of the entire network. Having strong password principles within a network can prevent many threats and attacks. 
[bookmark: _Toc102066534]Default Passwords
Devices and created accounts come with a predefined default password or no password altogether. This means if the device / account’s default password is public knowledge this could make it a target to malicious attacks to exploit the weak passwords [1].
It is recommended that all default passwords are removed, and unique and complex passwords are assigned to each device and account. With this the default password threat can be abolished from the many weaknesses within a network.
[bookmark: _Toc102066535]Strong Passwords
When replacing default passwords, its recommended to apply strong passwords. With strong passwords, it reduces the threat of malicious users from gaining the passwords from brute force / dictionary attacks. It is recommended to create passwords by meeting the following criteria [1]:
· Using the different character classes (Upper & lowercase characters, numbers and special characters)
· At least 15 characters long
· Not based on words
· No similarity to usernames
· Not related to the network, organisation, location or interests
· No similarity to last used passwords
[bookmark: _Toc102066536]Unique passwords
When assigning the same password to multiple devices / accounts. This could lead to a malicious user to gaining access to a single device and leading to them reusing the same password to further gain access. The best way to prevent this from happening is to assign unique passwords to each device and account. This prevents malicious users from gaining access to everything relating to a single user. Meaning that only one account / device would be compromised. Using the past techniques this can further advance the security within a network.
[bookmark: _Toc102066537]Changing passwords
When creating password policies within a network. Forcing users to change their passwords periodically can lead to stronger security but could also lead to weaker passwords as well [1]. But if a strong password policy is in place as well as a periodic change. Then those two combined could lead to a very strong security.  


[bookmark: _Toc102066538]Failover clustering for high availability systems/services
Failover clustering is a technique that is used within networking to support applications to be utilized with minimum down-time. It works by using a group of nodes that act as one to deliver a service. These services can be, web services, storage services or database services. Any service that needs a high uptime with minimum downtime will need a failover cluster. 
Failover clusters can be used on both a local-network (LAN) or a wide-area network (WAN). They can also both be utilized to gain the advantage to prevent local faults as well as networking faults [2]. Main reasons why applications can go down could be, software issues, hardware issues and networking issues. Meaning that having a redundancy of devices on a cluster allows the user of switching users between faulty services to working services.
An example of a needed failover cluster would be a high-capacity website that has a lot of traffic from different countries throughout the day-to-day basis. From this having a WAN based failover clustering would lead to minimal downtime since even if one datacentre goes down, other datacentres connected to the cluster can be used to pickup the traffic from the failing location.
Next, would be a local organisation that have Active Directories that allow the local employees to login to their devices to access the local storage system. With this a LAN type cluster can be used to replicate the main storage system and multiple different access points can be used within the cluster to allow users to log in as well. With this the downtime for the organisation would be minimal without risking threats externally.
Fianly, an example of a service that doesn’t need a failover service would be a local NAS service that’s only utilized to store low priority data that don’t need to be accessed all the time.
Within windows server OS, failover clustering can be used and configured. For the example given we will have three nodes within the cluster.

· Node1 (This will be the first failover cluster)
· Node2 (This will be the second failover cluster)
· Node3 (This will be used to host the virtual disks)
First, Node1 will need to install the failover clustering feature within the server manager [F26]. This then needs to be added to node2 as well. Once installed on both failover clusters, on Node1 go to the server manager and then navigate to Manage > Failover Cluster Manager.
Once done click Validate Configuration…
Next, we select the servers that we want to add to the failover cluster [F27]. And then run all tests to check if they are valid for the clustering. Once all valid, the cluster can be created. Going to the create cluster wizard. The nodes can be selected, and a cluster name can be specified.
After that’s all-setup disks can be added to the cluster that has been created. And once done any services that want to be created on the nodes can now be added. Services like Active Directory, FTP services and other services like that which can be installed on the windows server can be used with the failover clustering. 


[bookmark: _Toc102066539]Enterprise Network
As a network administrator for an enterprise network which operates in multiple locations nationwide. For my base I would setup mesh network for WAN that connects the locations together [F28]. This is because if one location goes down, the other locations are not affected. Comparing this to a ring network that could be used. If one location goes down, then the whole ring network won’t be affected. But if two networks within the ring goes down. Then this could divide the connected networks in two. But unlike a mesh network a ring network uses up less connections meaning that setting up the networking between locations can be cheaper compared to a mesh network. For the servers within each location, multiple failover nodes will be introduced to reduce the downtime to a minimum. As well as two storage nodes will be used in each location that are mirrored to stay the same anywhere around nationwide. Meaning that if the storage system goes down in one location. Connections can be made externally, and nothing should be lost. 
For access to locations the use of biometrics should be used instead of keys / fobs. Since key / fobs can be replicated unlike biometrics. Using this would reduce unauthorised access to locations that are restricted on site. The only downside to biometrics is that people can be unfavourable towards having their biometric data stored within the organisation. 
Any remote accessing external to the organisations network should be made via VPN that connects to one of the organisations locations. This would allow for traffic to be monitored as well as keep traffic secured. 
A password policy where passwords must be at minimum of 15 characters long, use upper and lowercase characters, numbers and special characters will be put into place for accounts. Critical accounts like administrative accounts will be forced to change their passwords periodically compared to lower privileged accounts. This is due to the fact that if a security break is made via a admin account, a major impact can be made compared to a lower privilege account. 
Another network policy that would be put into place would be to stop users from executing external applications and installers. And as well as accessing applications on their devices that they don’t need to use (Control panel, command prompt, system settings, etc). This will hopefully stop any malicious applications from being ran on network devices.
Network monitoring tools will be used for analysis of traffic and accounts to detect any malicious and unusual traffic / interactions within the network to possibly detect / prevent any security issues.  
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226 DC2-NWT FTP SITE
200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): ftpuser22

331 password required

password

530 User cannot log in.

Login failed.

Ftp> quit

221 Goodbye..

C: \Users\Client 2>ftp 192.168.11.1
Connected to 192.168.11.1.

226-Microsoft FTP Service

226 DC2-NWT FTP SITE

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): DC2-NWT\ftpuser22

331 Password required

password

236 User logged in.

Ftp> 1cd C:\MyFTPFiles

Local directory now C:\MyFTPFiles

Ftp> dir

200 PORT command successful

125 Data connection already open; Transfer starting.
04-26-22 04:42PM <DIR> MyFTPUploads

226 Transfer complete.

Ftp: 56 bytes received in .6@Seconds 56060.6Kbytes/sec

Ftp> cd MyFTPUploads
256 CUD command successful
Ftp> _
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s\system32\cmd.exe

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Adninistrator>ping 192.168.10.2

Pinging 192.168.16.2 with 32 bytes of data:
Reply from 192.168.10.2: bytes=32 time<ims
Reply from 192.168.10.2: bytes=32 time<ims
Reply from 192.168.10.2: bytes=32 time<ims
Reply from 192.168.10.2: bytes=32 time<ims

Ping statistics for 192.168.16.2
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrator>,
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C:\Users\NWT-ZE>ping 192.168.11.2

Pinging 192.168.11.2 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

ping statistics for 192.168.11.

192.168.11.2: bytes=32 time<ims TTL=128
192.168.11.2: bytes=32 time<ims
192.168.11.2: bytes=32 time<ims
192.168.11.2: bytes=32 time<ims

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems

C:\Users\NWT-ZE>
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RecycleBin

C: \Users\NKT-ZE>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data
Request timed out.
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C: \Users\NKT-ZE>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

C: \Users\NKT-ZE>Ftp 192.168.16.2
> ftp: connect :Connection timed out
Ftp>
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