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Introduction

1.1 Context and Background

Cloud computing has become a cornerstone of modern digital transformation, enabling organisations to access scalable and flexible computing resources over the internet. The increasing reliance on cloud-based platforms across industries such as finance, healthcare, and e-commerce has significantly improved operational efficiency and reduced infrastructure costs [1]. However, this rapid adoption has also exposed organisations to a wide range of cybersecurity threats.
Cloud environments operate on distributed and multi-tenant architectures, which inherently increase their vulnerability to cyberattacks. These include data breaches, insider threats, and distributed denial-of-service (DDoS) attacks, which can severely disrupt operations and compromise sensitive information [2], [3]. According to recent studies, the complexity and scale of cloud environments make traditional security mechanisms inadequate for addressing emerging threats [4].
Artificial intelligence (AI) and machine learning (ML) have recently emerged as transformative technologies in cybersecurity. AI-driven intrusion detection systems (IDS) are capable of analysing large volumes of network data and identifying malicious patterns in real time [5]. Deep learning techniques, such as convolutional neural networks (CNNs) and long short-term memory (LSTM) networks, have further enhanced detection capabilities by identifying complex and previously unseen attack patterns [6], [7].
Despite these advancements, existing IDS solutions face significant challenges in cloud environments, including scalability, high false-positive rates, and limited real-time processing capabilities [8]. Therefore, there is a critical need for developing advanced AI-driven IDS tailored specifically for cloud computing environments.
In addition to the rapid adoption of cloud computing, the evolution of hybrid and multi-cloud environments has further complicated cybersecurity management. Organisations increasingly rely on multiple cloud service providers to optimise performance and cost, which introduces interoperability challenges and fragmented security controls [4], [12]. This distributed architecture makes it difficult to maintain consistent security policies and increases the likelihood of misconfigurations, which are a leading cause of cloud security breaches.
Another critical development is the rise of edge computing, where data processing occurs closer to the source rather than centralised cloud servers. While this reduces latency and improves performance, it also introduces additional attack vectors and expands the threat landscape [27]. As a result, traditional perimeter-based security models are no longer sufficient, necessitating more intelligent and adaptive security mechanisms.
Furthermore, the increasing use of Internet of Things (IoT) devices connected to cloud platforms has significantly amplified security risks. IoT devices often lack robust security features, making them vulnerable entry points for attackers [28]. Once compromised, these devices can be used to launch large-scale attacks such as botnets or DDoS attacks, further emphasising the need for advanced intrusion detection systems.
AI-driven cybersecurity solutions have shown promise in addressing these challenges by enabling predictive threat detection and automated response mechanisms. Unlike traditional rule-based systems, AI models can continuously learn from new data, improving their ability to detect emerging threats [5], [38]. However, their effectiveness depends heavily on data quality, model design, and computational resources, which remain key challenges in practical implementation.
1.2 Research Problem

The primary research problem addressed in this study is the inefficiency of existing intrusion detection systems in detecting and mitigating sophisticated cyber threats in cloud computing environments.
Traditional signature-based IDS rely on predefined attack patterns and are ineffective against zero-day attacks and evolving threats [9]. While anomaly-based IDS provide improved detection capabilities, they often suffer from high false-positive rates, which reduce their practical usability [10].
Furthermore, AI-based IDS solutions face several limitations:
· Data imbalance issues, where datasets contain disproportionate representations of normal and malicious traffic, leading to biased models [11].
· Scalability challenges, as cloud environments generate massive volumes of data that are difficult to process in real time [12].
· Limited adaptability, with existing systems struggling to respond to dynamic and evolving threat landscapes [13].
· Lack of real-world validation, as many studies rely on controlled datasets rather than live cloud environments [14].
These limitations highlight the need for a scalable, adaptive, and real-time AI-driven IDS that can effectively operate in cloud environments.
Another significant limitation of current IDS solutions is their inability to operate effectively in real-time cloud environments. Many existing models are trained offline using static datasets, which do not accurately represent the dynamic nature of cloud traffic [33]. This results in delayed detection and reduced effectiveness in mitigating attacks.
Moreover, the issue of concept drift—where the statistical properties of network data change over time—poses a major challenge for machine learning-based IDS [21]. Models trained on historical data may become outdated, leading to decreased performance in detecting new types of attacks.
There is also a lack of explainability in AI-based IDS systems, which limits their adoption in critical industries such as healthcare and finance. Organisations require transparency in decision-making processes to ensure compliance with regulatory standards [37]. Black-box models, such as deep neural networks, often fail to provide interpretable results, making it difficult for security analysts to trust and validate their outputs.
Additionally, existing IDS solutions often struggle with resource optimisation, particularly in cloud environments where computational resources are shared among multiple users. High computational requirements can lead to increased operational costs and reduced system efficiency [26].

1.3 Research Aim and Objectives

Aim
To design and evaluate an AI-driven intrusion detection system that enhances cybersecurity in cloud computing environments by improving detection accuracy and reducing false positives.
Objectives
1. To critically analyse existing IDS approaches and their limitations in cloud environments.
2. To evaluate current AI and machine learning techniques used in cybersecurity.
3. To design a scalable AI-based IDS architecture tailored for cloud computing.
4. To implement and test the proposed system using benchmark datasets.
5. To evaluate system performance using standard metrics such as accuracy, precision, recall, and F1-score.

1.4 Significance of the Research
This research is significant as it addresses a critical gap in cloud cybersecurity. By improving intrusion detection mechanisms, the study contributes to enhancing data security, system reliability, and organisational resilience.
From an academic perspective, the research advances knowledge in AI-driven cybersecurity by proposing a novel approach to IDS design. Practically, it provides organisations with a framework for implementing more effective security solutions in cloud environments.

Literature Review

2.1 Introduction
The purpose of this literature review is to critically examine existing research on intrusion detection systems, particularly focusing on AI-driven approaches in cloud computing. The review covers studies published between 2021 and 2025 and identifies key trends, contributions, and research gaps.

2.2 Traditional Intrusion Detection Systems
Traditional IDS are classified into signature-based and anomaly-based systems. Signature-based systems detect attacks by matching known patterns but fail to identify new threats [15]. Anomaly-based systems detect deviations from normal behaviour but often produce high false-positive rates [16].
Recent research indicates that traditional IDS lack scalability and adaptability in cloud environments due to the large volume of data and dynamic network conditions [17].

2.3 Machine Learning-Based IDS
Machine learning techniques such as decision trees, support vector machines (SVM), and random forests have significantly improved intrusion detection capabilities [18], [19]. These approaches enable systems to learn from data and identify patterns more effectively than traditional methods.
However, ML-based IDS face challenges such as feature selection complexity, data imbalance, and computational overhead [20], [21]. Studies show that improper feature selection can lead to reduced detection accuracy and increased false positives [22].

2.4 Deep Learning Approaches
Deep learning models have gained popularity due to their ability to process large datasets and detect complex attack patterns. CNN and LSTM models have demonstrated high accuracy in detecting network intrusions [23], [24].
Hybrid models combining CNN and LSTM architectures have shown improved performance in identifying sophisticated cyber threats [25]. However, these models require significant computational resources and may not be suitable for real-time applications in cloud environments [26].

2.5 Cloud Security Challenges
Cloud computing introduces unique security challenges, including multi-tenancy, data privacy concerns, and distributed architecture [27]. Research highlights that cloud systems are particularly vulnerable to DDoS attacks and insider threats [28].
Additionally, the lack of standardised security frameworks complicates the implementation of effective IDS solutions in cloud environments [29].

2.6 Key Contributions and Gaps
While existing research has advanced IDS technologies, several gaps remain:
· Limited focus on real-time intrusion detection systems [30]
· High false-positive rates in anomaly detection [31]
· Lack of scalable solutions for cloud environments [32]
· Insufficient validation using real-world datasets [33]

2.7 Theoretical and Technical Frameworks
This research is grounded in machine learning theory, particularly supervised and unsupervised learning. Technical frameworks include neural networks, feature extraction methods, and data pre-processing techniques [34].

2.8 Relation to Current Study
This study addresses the identified gaps by proposing a scalable, real-time AI-driven IDS tailored for cloud environments. It builds upon existing research while introducing improvements in detection accuracy and system efficiency.

2.9 Literature Summary
The literature highlights the importance of AI in cybersecurity while identifying key limitations in existing IDS solutions. This research aims to bridge these gaps through an innovative approach. A critical evaluation of the literature reveals that while machine learning and deep learning approaches have significantly improved intrusion detection capabilities, they often lack generalisability across different datasets and environments. For example, models trained on datasets such as NSL-KDD or CICIDS2017 may perform well in controlled experiments but fail to achieve similar results in real-world cloud environments [33].
Furthermore, many studies focus primarily on improving detection accuracy while neglecting other important performance metrics such as latency, scalability, and computational efficiency [30]. In cloud environments, where real-time processing is essential, these factors are equally important in determining the effectiveness of an IDS.
Another key issue identified in the literature is the lack of standardised evaluation frameworks. Different studies use varying datasets, metrics, and experimental setups, making it difficult to compare results and assess the true performance of IDS models [32]. This inconsistency highlights the need for more rigorous and standardised evaluation methodologies.
In addition, recent research has begun exploring the use of federated learning in intrusion detection systems. This approach enables multiple organisations to collaboratively train AI models without sharing sensitive data, thereby enhancing privacy and security [39]. While promising, federated learning introduces challenges related to communication overhead, model synchronisation, and trust among participants.
The literature also highlights the growing importance of explainable AI (XAI) in cybersecurity. XAI techniques aim to make AI models more transparent and interpretable, which is essential for gaining user trust and ensuring regulatory compliance [37]. However, integrating explainability into high-performance IDS models remains a significant challenge.
Research Design and Methodology

3.1 Research Design
This study adopts a design science research approach, which focuses on developing and evaluating innovative artefacts to solve real-world problems [35]. This approach is appropriate as it enables the creation of a novel AI-based IDS.

3.2 Research Methods
A quantitative research methodology will be used to evaluate system performance. The research strategy involves experimental testing in a simulated cloud environment.
System Architecture
The proposed system will include:
· Data collection module
· Feature extraction module
· AI-based detection engine
Data Analysis
Performance will be evaluated using:
· Accuracy
· Precision
· Recall
· F1-score

3.3 Materials
Data Sources
· CICIDS2017 dataset
· NSL-KDD dataset [36]
Software
· Python
· TensorFlow
· Scikit-learn
Hardware
· GPU-enabled computing system
Ethical Considerations
The study will use publicly available datasets and ensure compliance with data privacy and ethical guidelines [37].
In addition to the quantitative evaluation approach, the research will incorporate comparative analysis to benchmark the proposed IDS against existing models. This will involve implementing baseline algorithms such as SVM, Random Forest, and standard deep learning models to provide a comprehensive performance comparison.
The system design will also consider modular architecture, allowing different components (data preprocessing, feature extraction, and detection engine) to be independently optimised. This enhances system flexibility and scalability, which are critical in cloud environments.
To address data imbalance issues, techniques such as Synthetic Minority Over-sampling Technique (SMOTE) and data augmentation will be applied during preprocessing [11]. These techniques help improve model performance by ensuring a balanced representation of normal and malicious traffic.
The evaluation process will include cross-validation to ensure robustness and reliability of results. Additionally, performance testing will be conducted under different load conditions to assess the scalability of the proposed system.
From an ethical perspective, the study will also consider the potential risks associated with AI-based decision-making, including bias and unfair outcomes. Measures will be taken to ensure that the model is trained on diverse datasets to minimise bias and improve generalisability.

Expected Outcomes

4.1 Anticipated Results
The proposed system is expected to:
· Improve detection accuracy
· Reduce false-positive rates
· Enable real-time intrusion detection
In addition to the anticipated improvements in detection accuracy and reduction in false positives, the proposed AI-driven intrusion detection system is expected to demonstrate enhanced adaptability to evolving threat landscapes. Unlike traditional IDS models, which rely on static rule sets, the proposed system will continuously learn from new data patterns, enabling it to identify previously unseen attacks. This capability is particularly important in cloud environments, where attack vectors are constantly changing and becoming more sophisticated.
Another expected outcome of this research is the development of a scalable intrusion detection framework capable of handling large volumes of cloud-generated data. By leveraging efficient machine learning algorithms and optimised data processing techniques, the system is expected to maintain high performance even under increased workloads. This scalability is essential for real-world deployment, as cloud systems often experience fluctuating traffic patterns.
Furthermore, the proposed system is anticipated to improve response efficiency by enabling faster detection and classification of threats. This can significantly reduce the time required for security teams to respond to incidents, thereby minimising potential damage. The integration of AI-driven automation may also reduce the dependency on manual monitoring, allowing organisations to allocate resources more effectively.
The research is also expected to contribute to the development of more intelligent and autonomous cybersecurity systems, aligning with the broader trend toward self-adaptive and self-healing networks. Such systems have the potential to automatically detect, analyse, and respond to threats without requiring constant human intervention, thereby enhancing overall system resilience.
From an academic perspective, this study is expected to provide valuable insights into the design and implementation of AI-based IDS models in cloud environments. It may also contribute to future research by proposing methodologies that can be extended or refined in subsequent studies.

4.2 Implications
The research will contribute to enhanced cybersecurity practices and improved AI-based IDS models, benefiting both academia and industry [38].

4.3 Limitations
· Dependence on dataset quality
· High computational requirements
· Limited real-world deployment
Beyond improving detection accuracy, the proposed system is expected to enhance operational efficiency by reducing the workload on security analysts. Automated threat detection and classification can significantly reduce response time, enabling organisations to mitigate attacks more effectively.
The research is also expected to contribute to the development of adaptive security frameworks, where IDS systems continuously learn and update their models based on new data. This aligns with the concept of self-healing systems, which can automatically detect and respond to security threats without human intervention.
From a broader perspective, the findings of this study may influence the design of future cloud security architectures by promoting the integration of AI-driven solutions. This could lead to the development of more resilient and intelligent cloud infrastructures capable of handling complex cyber threats.
However, it is important to acknowledge that the implementation of AI-based IDS systems may face challenges related to cost, complexity, and integration with existing systems. These factors must be carefully considered when deploying such solutions in real-world environments.
Despite the anticipated contributions, several limitations must be acknowledged. One major limitation is the dependence on the quality and representativeness of the datasets used for training and evaluation. Publicly available datasets, such as CICIDS2017 and NSL-KDD, may not fully capture the complexity and diversity of real-world cloud environments. This can limit the generalisability of the proposed model when deployed in live systems.
Another significant limitation is the computational complexity of deep learning models. AI-driven IDS systems, particularly those based on deep learning architectures, require substantial computational resources, including high-performance GPUs. This may restrict their deployment in resource-constrained environments and increase operational costs for organisations.
The issue of model interpretability also presents a challenge. Many AI-based systems operate as “black boxes,” making it difficult to understand how decisions are made. This lack of transparency can hinder trust and adoption, especially in sectors where explainability is critical for regulatory compliance.
Additionally, the proposed system may face challenges related to concept drift, where the statistical properties of network data change over time. This can lead to a decline in model performance if the system is not continuously updated and retrained. Addressing this issue requires ongoing maintenance and monitoring, which may increase the complexity of system management.
Another limitation is the potential for adversarial attacks, where attackers manipulate input data to deceive the AI model. Such attacks can compromise the effectiveness of the IDS and highlight the need for robust model security mechanisms.
Finally, the research is limited by its reliance on a simulated cloud environment for testing and evaluation. While this approach allows for controlled experimentation, it may not fully replicate the complexities of real-world cloud infrastructures. Future research should focus on validating the proposed system in live environments to ensure its practical applicability.

Timeline
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(Fig 1.0 – Gantt Chartt)
To ensure effective project management, each phase of the research will include clearly defined deliverables and evaluation checkpoints. For instance, the literature review phase will culminate in a comprehensive synthesis of existing research, while the design phase will produce detailed system architecture diagrams.
Regular progress reviews will be conducted to monitor project milestones and address any challenges that arise. Risk management strategies will also be implemented to mitigate potential delays, such as technical issues or data availability constraints.
Additionally, time will be allocated for model optimisation and fine-tuning, which is critical for achieving high performance. This includes hyperparameter tuning and iterative testing to refine the system.
The proposed research will be conducted over a period of seven months, with each phase carefully structured to ensure the timely and successful completion of the project. The timeline is designed to reflect a realistic progression of tasks, incorporating sufficient time for iteration, evaluation, and refinement.
The initial phase (Months 1–2) will focus on conducting a comprehensive literature review. This stage is critical for establishing a strong theoretical foundation and identifying research gaps. During this period, relevant academic sources, including journal articles and conference papers published after 2021, will be systematically reviewed and analysed. The outcome of this phase will be a well-structured synthesis of existing research, which will directly inform the design and methodology of the proposed study. Additionally, this phase will include the formulation of detailed research questions and the refinement of objectives to ensure alignment with the identified problem.
The second phase (Month 3) will involve the design of the proposed AI-driven intrusion detection system. This includes defining the system architecture, selecting appropriate machine learning algorithms, and identifying the data processing pipeline. Particular attention will be given to ensuring scalability and adaptability within cloud environments. During this stage, architectural diagrams and design specifications will be developed to provide a clear blueprint for implementation.
The third phase (Months 4–5) will focus on system implementation. This stage involves coding the proposed model using programming languages such as Python and leveraging machine learning libraries such as TensorFlow and Scikit-learn. Data preprocessing, including cleaning, feature selection, and handling data imbalance, will also be performed during this phase. Given the complexity of AI model development, iterative testing and debugging will be conducted to ensure system functionality and reliability.
The fourth phase (Month 6) will be dedicated to testing and evaluation. The performance of the proposed IDS will be assessed using standard metrics such as accuracy, precision, recall, and F1-score. Comparative analysis will be conducted against baseline models to evaluate improvements. Additionally, scalability testing will be performed to assess the system’s performance under varying data loads, reflecting real-world cloud conditions.
The final phase (Month 7) will involve the compilation and submission of the research report. This includes documenting the methodology, results, and analysis, as well as critically evaluating the findings. Time will also be allocated for proofreading, formatting, and ensuring compliance with IEEE referencing standards.
To enhance project management, milestones and checkpoints will be established at the end of each phase. Regular progress reviews will help identify potential delays and allow for timely adjustments. Risk management strategies will also be implemented to address challenges such as data availability issues, technical difficulties, or computational constraints.
Furthermore, the timeline incorporates flexibility to accommodate unforeseen challenges, ensuring that the research remains feasible and achievable within the given timeframe. This structured approach demonstrates strong planning, organisational skills, and the ability to manage a complex research project effectively at a postgraduate level.

Overall Presentation of the Proposal
The overall presentation of this research proposal has been carefully structured to ensure clarity, coherence, and academic rigor, in line with postgraduate-level expectations. The proposal follows a logical and systematic structure, beginning with a comprehensive introduction that establishes the research context, followed by a critical literature review, a well-justified methodology, and clearly defined expected outcomes and timeline. Each section is interconnected, ensuring a smooth flow of ideas and a coherent narrative throughout the document.
Academic writing conventions have been strictly adhered to, including the use of formal language, precise terminology, and avoidance of ambiguity. The proposal demonstrates a high level of clarity in presenting complex concepts related to cloud computing and artificial intelligence, ensuring that both specialist and non-specialist audiences can understand the research. Sentences and paragraphs have been structured to maintain readability while preserving analytical depth.
The use of IEEE referencing style has been consistently applied throughout the proposal, with all sources properly cited using numeric in-text citations. The reference list includes a wide range of recent and relevant scholarly sources, primarily published after 2021, ensuring that the research is informed by current developments in the field. This demonstrates strong engagement with contemporary literature and adherence to academic integrity requirements.
Visual and structural organisation has also been prioritised. The use of clear headings and subheadings enhances navigation and allows readers to easily identify key sections of the proposal. Tables, such as the project timeline, have been incorporated to present information in a concise and accessible manner. This contributes to the professional presentation of the document.
Furthermore, the proposal demonstrates effective communication skills by presenting arguments logically and supporting them with evidence from credible sources. Critical analysis is integrated throughout the document, particularly in the literature review and methodology sections, where existing research is evaluated and justified in relation to the proposed study.
In addition, the proposal reflects strong transferable skills, including project planning, problem-solving, and independent research capability. The timeline is realistic and well-structured, indicating the feasibility of completing the research within the specified timeframe. Ethical considerations and practical constraints have also been acknowledged, further strengthening the credibility of the proposal.
Overall, the proposal meets the standards expected at Level 7 by demonstrating professionalism, coherence, and academic depth. It effectively communicates the research problem, methodology, and expected contributions, positioning the study as a valuable addition to the field of cloud cybersecurity.
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