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This report aims to examine three web services, SOAP, REST and GraphQL and give a breakdown of how they each function to then identify their benefits and drawbacks. The three technologies will be compared to identify how they contrast from one another in terms of the advantages and disadvantages each possess over the other. The comparison will look at the support, flexibility, simplicity, performance, scalability and the security of each to find which technology is best, if one is.
The research found that all three technologies have their place in the wider scope of the web as they each have distinct benefits which can make them suitable solutions depending on the problem needing to be addressed.
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	No.
	Term
	Definition

	1
	SOAP
	Simple Object Access Protocol

	2
	HTTP
	Hyper Text Transfer Protocol

	3
	SMTP
	Simple Mail Transfer Protocol

	4
	DCOM
	Distributed Component Object Model

	5
	COBRA
	Common Object Request Broker Architecture

	6
	XML
	Extensible Mark-up Language

	7
	WSDL
	Web Service Definition Language

	8
	API
	Application Programming Interface

	9
	REST
	Representational State Transfer

	10
	GQL
	Graph Query Language

	11
	CRUD
	Create Read Update Delete

	12
	URL
	Uniform Resource Locator

	13
	CSV
	Command Separated Value

	14
	JSON
	JavaScript Object Notation

	15
	RSS
	Really Simple Syndication

	16
	HATEOAS
	Hypermedia as the Engine of Application State

	17
	DoS
	Denial of Service




[bookmark: _Toc60923638]Introduction
Web services allow for the transfer of machine-readable file formats across the world wide web so electronic devices connected can load such services like web pages, web applications and more, regardless of the browser or platform (e.g. operating systems like Linux, Windows and Apple). Web technology has transitioned through many changes since its inception and many different approaches to solve the issue of communicating through the web have been invented [1]. 
This report aims to examine three technologies, SOAP, REST and GQL, that each utilise transfer over HTTP to deliver web services from server to client. An examination of how they function followed by an exploration of their distinct advantages and disadvantages will be done.
These technologies were created at different points in the web’s history, each a solution to information transfer from server to client while remaining platform independent, so a comprehensive examination and comparison of their benefits and drawbacks will be explored to determine which is better if one is [2].
The comparison will look at how well supported each are, their level of flexibility, how simple they are to implement, their performance over remote connections, how scalable they are for larger projects and the security of each to find which technology is best.
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SOAP is a set of communication rules, that was developed by Microsoft, IBM, Lotus and Userland to that allow web applications to communicate over the internet via transport protocols such as HTTP, SMTP and MQSeries. It was developed be interoperable and independent from any specific platform or operating system, as the internet is intrinsically complex and compiled of heterogeneous systems [1]–[3]. 
SOAP was designed to replace older technologies such as DCOM and COBRA that did not work well over the internet as they were reliant on binary messaging which could be interrupted or corrupted when transferring [2].
SOAP is based on XML which is a defined set of rules that allows information to be encoded in a format that is both human-readable and machine-readable [1], [2], [4]. The architecture of a SOAP message has an uncomplicated structure: an XML element with a child header element and a body element as shown in Figure 1.
[image: ]
Figure 1: Structure of a SOAP message. The envelope features child elements that contain the message header and body elements [3].
SOAP supports expansion with the inclusion of a myriad of standardised acronyms and abbreviations, including but not limited to WS-Security, WS-ReliableMessaging, WS-Policy, WS-Federation, WS-Coordination, WS-Addressing, WS-RemotePortlets and WS-AtomicTransaction. This makes SOAP highly extensible while only needing to use the standards that are relevant to that project [2], [3], [5].
Being a simple messaging protocol, SOAP does not on its own allow for meaningful communication between web services and clients. For web services to effectively communicate there needs to be a collection of predefined communication end points. WSDL does exactly this by describing a web services interface and provides users with an end point for communication [1], [2], [6]. 
SOAP has built-in error handling where if there is a mistake with a request the response will contain a diagnostic error message which will aid in fixing the issue. This feature is extremely valuable when communicating with an external web service API, that the developer may not have editing access to. The error message also provides standardised code, making it possible to handle errors automatically [1], [2], [5].
One of the main drawbacks of SOAP is the large amount of overhead that is encoded into the messaging format. This overhead means there is always more data being sent with each message which may result in poorer performance speeds [1], [2], [5], [7]. 
When working with languages like JavaScript, implementing SOAP can be rather tedious and cumbersome. When attempting to perform simple tasks, a lot of code needs to be written as the XML structure is required in each instance. This makes SOAP less preferred to other services like REST and GraphQL that have a more streamlined implementation [1], [2], [4], [8].
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REST attempts to solve the same problem that SOAP does, communicating over the internet with remote web services while remaining independent from any specific platform to ensure interoperability [2], [9], [10]. 
Instead of using XML, REST instead uses the URL to determine how to respond to the request. It achieves this by exposing communication end points representing CRUD operations that can be executed on a database, POST, GET, PUT, PATCH and DELETE [2], [9], [10].
When responding to requests, REST can output data in many different formats like CSV, JSON and RSS. This is one of the biggest advantages of REST as it allows for flexibility when obtaining data; returning it in a format that is easily recognised by the programming language used by the application [2], [9], [11].
When implementing a system with RESTful functionality, it is important to follow certain constraints to ensure the application gains advantageous attributes. These attributes include better performance, scalability, simplicity, modifiability, visibility, manageability and consistency [2], [9], [11]. The rules are as follows:
Client-Server Architecture:
Ensuring the client and server are two separate entities with their respective concerns being independent from one another. This improves the portability of the application making it more manageable [2], [12].
Uniform Interface:
This decouples the architecture of the system enabling each component the space to be developed independently [2], [12]. To achieve this, first, the individual resources need to be identified in the request and not directly linked to the server’s internal representations [2], [12]. Second, the client should have the ability to modify the resource’s state [2], [12]. Third, all messages need to have adequate information to describe how it should be processed. Fourth, hypermedia such as hyperlinks provided by the server should be the engine of the application state (HATEOAS) [2], [12]. 

Stateless:
The separation of the intrinsic state of the server and the extrinsic state of the application, making the information on the server shareable to multiple clients, and the clients information hidden [2], [12].
Layered System:
No reliance on the client being able to identify if it is directly connected to a server. This allows for intermediate systems like proxies or load balancers to be used which can improve system scalability and security [2], [12].
Cacheability:
The ability for the application to store previous responses from the server in a cached memory allows the traffic between client and server to be minimised as repeat requests for information will instead be taken from the local cache [2], [12].
REST is vastly popular, being a widespread industry standard, meaning it receives a lot of support and updates while also having a large amount of documentation [2], [13], [14].
One of the disadvantages of REST is over returning. When the application requests information from the server, the server will respond with all data relating to that request. The client may not need all the information given to it, which means that performance suffers as resources are used to communicate unnecessary data [2], [11], [15].
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GraphQL will be abbreviated to GQL for the purposes of this paper.

GQL is a query language for APIs that was designed to allow the client to request specific data with its requests over HTTP. It was developed by Facebook to solve an issue that RESTful applications had, over and under fetching, which was particularly troublesome for the ever-growing mobile platform [16]–[18]. 
Unlike REST, GQL only has one communication endpoint: POST. This endpoint instead posts the request query to the API, which then interprets it and responds with the specific data that was requested [16]–[18]. 
This approach allows for faster and easier development as instead of needing to create a new REST endpoint for each view in the application, or editing an already existing one, the front-end developers can instead change the fetch query [15]–[17].
One of the main driving forces behind GQL’s growth is how well it enables mobile phone applications with high responsiveness and low latency. This is due to the nature of GQL giving the client the power to fetch only the data it needs without wasting mobile data on unnecessary information [16], [17], [19].
Although GQL is gaining popularity, it is not without its faults. Without a method to get a globally unique identifier, as the same URL is used for all requests, there is no HTTP caching mechanism; meaning the application will inevitably make repeat requests to the server, forcing it to resend information that has been sent previously [16], [17], [20].
GQL implemented web services also have a weakness of being vulnerable to DoS attacks, as malicious users may attempt to submit a query designed to overload the server or database, although this can be avoided with the correct protections and validation checks [16]–[18].
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When comparing SOAP, REST and GQL, the following attributes of each should be considered, Updates and support, flexibility, simplicity, performance, scalability and security. Being an older technology, SOAP is no longer receiving feature updates or expansions to the SOAP API platform. On the contrary REST and GQL are receiving feature updates, with REST being a well-established industry standard with plenty of support and well written documentation and standards [2], [3], [9], [16], [19].
REST and GQL are vastly more flexible than SOAP, allowing for a greater variety of data types like JSON, CSV and RSS, whereas SOAP only allows XML. This makes REST and GQL superior as they can offer better support for browser clients [2], [3], [9], [16], [19].
SOAP is relatively simple with the XML format being the same in every instance its used, but when compared to REST’s use of standardised key words for each operation it is easy to understand why REST has become more popular. GQL improves on this with the application-end having control over what it requests in contrast to new end points being made, or existing ones being edited in a RESTful application [2], [3], [9], [16], [19]. SOAP is slow over network transfer due to the nature of XML formats being used for each request with each containing substantial overheads. REST is generally faster than SOAP as it uses less bandwidth only using the URL as the request carrier. GQL further improves on REST’s performance as it only returns the data relevant to the request, saving bandwidth [2], [3], [9], [16], [19].
 Although all are technically infinitely scalable, SOAP is at a disadvantage with only working with the XML format. GQL is better than REST and SOAP as the front-end and back-end have been decoupled, allowing for faster and more efficient development on both ends. On top of that, GQL is better when interfacing with multiple databases due to its nature of selective querying [2], [3], [9], [16], [19].
Being the older technology, SOAP has well established protocols and technologies, supporting WS-Security, making it more secure than REST and GQL. REST has decent security options with plenty of industry support and documentation. As the youngest technology, GQL is the most susceptible to security faults and time will reveal whether it can compete with existing technologies on this front [2], [3], [9], [16], [19]. 
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In summary, this report examined how SOAP operates as a platform independent communication tool which utilises web protocols like HTTP. The benefit of SOAP is its vast collections of industry standard libraries while its drawbacks are its inflexibility in being only formatted in XML and its poorer scalability when compared to other technologies of the same type [2], [3].
REST was shown to be a more versatile tool allowing for communication through the URL. REST has become very popular in industry, gaining a plethora of support in businesses giving it an advantage of constant updates and support with a vast amount of documentation to back it up, while its drawback being the over or under fetching of data making it less suitable for the mobile platform [2], [15].
GQL was found to be a step up from REST, using the URL in the same fashion but instead posting a data query to the server for it to interpret, giving the application the power over what data it obtained. This advantage is offset by the security weaknesses it may have when not implemented correctly [17], [18].
All in all, all three technologies have their place in the wider scope of the web as they each have distinct benefits which can make them suitable solutions depending on the problem needing to be addressed [2], [18].
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'use strict';
const express = require('express');
const app = express();
const path = require('path');
const router = express.Router();
const port = process.env.PORT || 1337;

app.use(express.static(path.join(__dirname+'/public')));

router.get('/', (req, res) => {
    res.sendFile(path.join(__dirname + '/public/views/index.html'));
});

app.use('/', router);
app.listen(port, () => console.log(`Listening on port ${port}...`));
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$(function () {
    $.ajaxSetup({ cache: false });

    $("#Get-Posts-Button").click((e) => {
        GetPosts();
        e.preventDefault();
        return false;
    });

    $("#Get-Posts-Button-Reset").click((e) => {
        e.preventDefault();
        $("#loadtext").html("Waiting...");
    });

    $("#POST-Post-Button").click((e) => {
        SendPost();
        e.preventDefault();
        return false;
    });

    $("#DELETE-Post-Button").click(function (e) {
        DeletePost();
        e.preventDefault();
        return false;
    });

    $("#GET-Post-By-ID-Button").click(function (e) {
        GetPost();
        e.preventDefault();
        return false;
    });
}); 

function GetPost() {
    var postId = parseInt($("#getid-text").val());

    $.ajax({
        cache: false,
        type: "GET",
        url: `https://jsonplaceholder.typicode.com/posts/${postId}`,
        data: '',
        contentType: "application/json; charset=utf-8",
        dataType: "json"
    }).done((json, status, req) => {
        var html = "";
        html += '<div class="row get-posts"><div class="col-2">ID: ' + json.id + '</div>'
            + '<div class="col-10">User ID: ' + json.userId + '</div>'
            + '<div class="col-2">Title:<br/>' + json.title + '</div>'
            + '<div class="col-10">Body:<br/>' + json.body + '</div></div>';
        
        
        $("#getbyidresults").html(html);
    }).fail((json, status, error) => {
        window.alert("AJAX error");
    });
}

function GetPosts() {
    $.ajax({
        cache: false,
        type: "GET",
        url: "https://jsonplaceholder.typicode.com/posts",
        data: {},
        contentType: "application/json; charset=utf-8",
        dataType: "json",
    }).done((json, status, req) => {
        var html = "";
        console.log(json);
        html += '<div class="row get-posts"><div class="col-2">Title</div>'
            + '<div class="col-10">Body</div></div>'
        for (p in json) {
            html += '<div class="row get-posts"><div class="col-2">' + json[p].title + '</div>'
                + '<div class="col-10">' + json[p].body + '</div></div>';
        }
        $("#loadtext").html(html);
    }).fail((json, status, error) => {
        window.alert(`${error}: AJAX error`);
    })
}

function SendPost() {
    var data = {
        title: $("#title-text").val(),
        body: $("#body-text").val(),
        userId: parseInt($("#user-id-text").val())
    };

    // Important: resource will not be really 
    // updated on the server but it will be faked as if.
    $.ajax({
        cache: false,
        type: "POST",
        url: "https://jsonplaceholder.typicode.com/posts",
        data: JSON.stringify(data),
        contentType: "application/json; charset=utf-8",
        dataType: "json",
    }).done((json, status, req) => {
        var html = "";
        console.log(json);

        html += '<div class="row get-posts"><div class="col-2">ID: ' + json.id + '</div>'
            + '<div class="col-10">User ID: ' + json.userId + '</div>'
            + '<div class="col-2">Title:<br/>' + json.title + '</div>'
            + '<div class="col-10">Body:<br/>' + json.body + '</div></div>';

        $("#postresults").html(html);
    }).fail((req, status, error) => {
        window.alert("AJAX error")
    });
}

function DeletePost() {
    var postId = parseInt($("#id-text").val());

    $.ajax({
        cache: false,
        type: "DELETE",
        url: `https://jsonplaceholder.typicode.com/posts/${postId}`,
        data: '',
        contentType: "application/json; charset=utf-8",
        dataType: "json"
    }).done((json, status, req) => {
        $("#deleteresults").html("<p>Success</p>");
    }).fail((req, status, error) => {
        window.alert("AJAX error");
    });
}
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.get-posts{
    background-color:lightgray;
    margin:5px;
}

#GetPostContainer{
    margin-top:5px;
    margin-bottom:5px;
}

.heading{
    font-size:20pt;
}

.page-title{
    background-color:lightblue;
    padding:5px;
}
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<!DOCTYPE html>

<html xmlns="http://www.w3.org/1999/xhtml">
<head>
    <meta charset="utf-8" />
    <title>Web Services Assignment</title>
    <script src="https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js"></script>
    <script src="../js/JavaScript.js"></script>

    <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.0.0-beta1/dist/css/bootstrap.min.css" rel="stylesheet" integrity="sha384-giJF6kkoqNQ00vy+HMDP7azOuL0xtbfIcaT9wjKHr8RbDVddVHyTfAAsrekwKmP1" crossorigin="anonymous">
    <link href="../css/styles.css" rel="stylesheet" />
</head>
<body>
    <div class="container">
        <div class="row heading page-title">Web Based Cloud Services Assignment - James Millns</div>
    </div>
    <div class="container" id="GetPostContainer">
        <div class="row">
            <form id="form1">
                <div class="row heading">Get All Posts</div>
                <input id="Get-Posts-Button" type="button" value="Get Posts" />
                <input id="Get-Posts-Button-Reset" type="button" value="Hide posts" />
            </form>
        </div>
        <div id="loadtext">Waiting...</div>
    </div>

    <div class="container">
        <form id="postdata-form">
            <div class="row heading">Add new post</div>
            <div class="row">
                <div class="col-1">
                    <label for="title-text">Title:</label>
                </div>
                <div class="col-2">
                    <input id="title-text" type="text" />
                </div>
            </div>
            <div class="row">
                <div class="col-1">
                    <label for="body-text">Body:</label>
                </div>
                <div class="col-2">
                    <input id="body-text" type="text" />
                </div>
            </div>
            <div class="row">
                <div class="col-1">
                    <label for="user-id-text">UserId:</label>
                </div>
                <div class="col-2">
                    <input id="user-id-text" type="text" />
                </div>
            </div>
            <div class="row">
                <div class="col-3">
                    <input id="POST-Post-Button" type="button" value="Add Post" />
                </div>
                <div id="postresults">Waiting...</div>
            </div>
        </form>
    </div>

    <div class="container">
        <form id="getdatabyid-form">
            <div class="row heading">Delete existing post</div>
            <div class="row">
                <div class="col-1">
                    <label for="id-text">Post Id:</label>
                </div>
                <div class="col-2">
                    <input id="id-text" type="text" />
                </div>
            </div>
            <div class="row">
                <div class="col-3">
                    <input id="DELETE-Post-Button" type="button" value="Delete Post" />
                </div>
                <div id="deleteresults">Waiting...</div>
            </div>
        </form>
    </div>

    <div class="container">
        <form id="readdata-form">
            <div class="row heading">Read a post</div>
            <div class="row">
                <div class="col-1">
                    <label for="getid-text">Post Id:</label>
                </div>
                <div class="col-2">
                    <input id="getid-text" type="text" />
                </div>
            </div>
            <div class="row">
                <div class="col-3">
                    <input id="GET-Post-By-ID-Button" type="button" value="Get Post" />
                </div>
            </div>
            <div id="getbyidresults">Waiting...</div>
        </form>
    </div>
</body>
</html>
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<SOAP:Envelope xmlns:SOAP=
“http://schemas.xmlsoap.org/soap/envelope/"”>
<SOAP:Header>
<I— content of header goes here —>
</SOAP:Header>
<SOAP:Body>
<I— content of body goes here —>
</SOAP:Body>
</SOAP:Envelope>





