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Abstract
The large-scale deployment of Unmanned Aerial Vehicles (UAVs) in surveillance, logistics, agriculture and defence has been met with increased vulnerability to cyber-attacks like denial-of-service attacks, GPS spoofing, command injection, replay attacks and jamming. The current literature on intrusion detection on drone networks has up to now been established based on the discussion of individual algorithms or theoretical models and has never provided comparative analysis of various machine learning models in a reproducible experiment using publicly available data. This gap has been filled in this paper through the development and testing of an AI-based security system to identify cyberattacks in drone networks. It used the UAVIDS-2025 dataset of 122,171 labelled network flows of five traffic types (Normal, Blackhole, Wormhole, Sybil and Flooding) to identify sixteen behavioural, rate- and drop-based features as the most discriminative predictors of malicious traffic by using a structured pipeline of data cleaning, feature engineering, correlation-based redundancy reduction and feature-importance ranking. Four classifiers (Decision Tree, Random Forest, Support Vector machine and an Ensemble of majority voting) were used in Python and tested of a held-out test partition of 24,435 flows on accuracy, precision, recall and F1-score. Random Forest has been revealed as the most accurate Ensemble with a score of 95.36 per cent, of the Decision Tree and Support Vector Machine models, and also when compared to the literature on Logistic Regression baselines that relate to it. The confusion matrix was analyzed, and Blackhole and Wormhole attacks were still confused as the behaviour of forwarding packets was similar to both Flooding and Sybil attacks. An artificially perturbed set of examples, which was unseen, was tested on the trained model and a locally hosted monitoring dashboard, which ensured that the trained model was generalising and could be operationalised to classify in real-time. The paper concludes that motivation based on behavioural network features, such as ensemble and tree-based classifiers, offer a feasible and evidence-based foundation of enhancing UAV network cybersecurity.
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[bookmark: _Toc238913794]CHAPTER 1: INTRODUCTION
[bookmark: _Toc238913795]1.1 Statement of Problem
The extensive use of Unmanned Aerial Vehicles (UAVs), or in other words drones, has revolutionized different industries, such as surveillance, disaster management, agriculture, logistics, environmental monitoring and military operations due to enhanced automation and smart communication technologies [24]. The combination of UAVs and the Internet of Things (IoT), artificial intelligence (AI), cloud computing, and wireless networks of communication has contributed to a much more powerful operational potential and, at the same time, to a higher vulnerability to cybersecurity risks [11]. As dependent on wireless communication systems, GPS navigation, and remote-control systems, the networks of drones have been attractive targets of cyberattacks that can interfere with the implementation of missions, data privacy, and operational security [22].
Drones networks can be susceptible to lots of cyber threats, including denial-of-service (DoS), GPS spoofing, command injection, replay attacks, malware, and jamming attacks, which may result in their interference with communications, control of navigation systems, and unauthorized control of UAVs [18]. These attacks may lead to mission failure, secret data, loss of money, and putting lives of individuals particularly in critical uses such as defence, emergency response and monitoring of infrastructures at risk [14]. With the ever-increasing complexity and sophistication of cyber threats, traditional security systems that are founded on rules and signature matching are becoming less effective in recognizing novel and swiftly moving attack patterns [10].
Machine learning and artificial intelligence have surfaced as a promising solution to improving intrusion detection, as it is able to automatically learn network traffic behaviour, and differentiate between normal and malicious traffic [7]. According to the research that has been conducted recently, machine learning algorithms can be used to improve the precision of detection, and allow real-time cyberattack detection in UAV communication environments [5]. In addition, AI security systems have dynamic learning capabilities that enable them to deal with a continuously improving threat detection compared to traditional intrusion detection systems [15]. However, the existing research primarily deals with single machine learning dexterities, attack conditions, or theoretical security structures with minimal comparative examination of various algorithms on publicly available UAV network data in an unified experimental environment [9].
The second prominent knowledge gap is the lack of practical implementation studies that involve the combination of data preprocessing and feature engineering with detailed machine learning model development and performance testing into a single AI-based system of drone networks [13]. Many publications exist on the smart cybersecurity solutions written on a theoretical basis and nothing to validate the practicability of the solutions using reproducible datasets and standard performance indicators [6]. Thus, the study overcomes these drawbacks by creating and testing an AI-based security model based on secondary quantitative UAV network traffic data.

[bookmark: _Toc238913796]1.2 Project Aim and Objectives
Aim
This study will create an AI-based security system to identify cyberattacks within drone (UAV) networks based on machine learning. The research will employ publicly accessible UAV network traffic logs in order to detect malicious actions like denial-of-service (DoS), GPS spoofing, and command injection attacks. The resulting data will be subjected to preprocessing and machine learning programs will be trained and tested to detect normal and malicious network traffic. The proposed framework will help increase the accuracy and efficiency of intrusion detection, which can be applied to increase the cybersecurity of drone communication systems.
Objectives
· To overview typical cyber threats to drone networks and current AI-based intrusion detection solutions.
· To collect, pre-process and analyze publicly accessible UAV network security data in order to identify attacks.
· To develop and test machine learning applications to detect attacks in the traffic of drone networks.
· To suggest and justify an AI-based security framework through a comparison of the model performance based on standard evaluation measurements that include accuracy, precision, recall and F1-score.

[bookmark: _Toc238913797]1.3 Significance of Study (or Solution)
The study is significant because it aids in developing the existing level of cybersecurity in drone communication networks, as it develops an AI-driven intrusion detection system, which is driven by machine learning algorithms [1]. With the growing involvement of UAVs in vital industries, including transportation, surveillance, emergency response, agriculture and defence, the secure and reliable communication provision has become a research and operational priority [11]. The offered framework will offer a feasible way of detecting cyberattacks based on network traffic analysis of UAVs and correctly separating between legitimate and malicious operations through supervised machine learning algorithms [5].
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[bookmark: _pg62qr62bb8m][bookmark: _Toc238912949]Figure 1.1: AI-Driven intrusion detection and prevention 
(Source: [28])
The current research also contributes to the existing body of knowledge by conducting a comparative study of different machine learning models using a publicly available UAV network dataset in consistent experimental environment ran in Python using either Google Colab or Jupyter Notebook [10]. The results will determine the most effective classification model according to the common performance measures, such as accuracy, precision, recall, and F1-score, thus, giving evidence of the choice of the relevant AI methods to be used in intrusion detection of UAVs [19]. Moreover, the suggested framework can help cybersecurity researchers, network administrators, and developers of drone systems create more adaptive and intelligent security systems that can react to the changes in cyber threats [15]. The given study, in its turn, leads to the creation of safe UAV communication and evidence-based and replicable approach that can be replicated in subsequent research to allow autonomous drone networks to become more resilient to the emerging cyberattacks [20].

[bookmark: _Toc238913798]1.4 Structure of Report
The report will be divided into eight chapters where each chapter will deal with a specific step of the research process and will be a part of the general procedure of the creation and testing of the provided AI-based security system to detect cyberattacks on the drone networks.
Figure 1.2: Research Structure
	Chapter
	Focus

	Chapter 1
	Introduction

	Chapter 2
	Literature Review

	Chapter 3
	Research Methodology

	Chapter 4
	Design Process

	Chapter 5
	Implementation

	Chapter 6
	Evaluation of Results

	Chapter 7
	Conclusions and Recommendations

	Chapter 8
	Reflection


 
Chapter 1: Introduction: gives the background of the research that introduces the cybersecurity dilemma of UAV networks. It talks about the research problem, mentions the aim and objectives of the project, talks about the importance of the research and gives an overview of a report structure.
Chapter 2: Literature Review: evaluates critically the existing literature on the subject of the drone network cybersecurity, cyber threats, machine learning-based intrusion detection system, and AI-based security frameworks. The chapter shows the deficiencies in the research, and the theoretical framework of the suggested framework is laid down.
Chapter 3: Research Methodology: provides an overview of the research design, where secondary quantitative data will be used, data selection, data preprocessing, feature engineering, creation of a machine learning model, and implementation in Python will be done using Google Colab or Jupyter notebook. It also provides the measurement criteria which will be employed to measure the performance of the models.
Chapter 4: Design Process: gives information about how the proposed AI-based security framework will be designed, what the overall system will look like, the flow of work that will bring together data acquisition, preprocessing and model training, and why the tools and machine learning algorithms selected in the research were selected the way they were.
Chapter 5: Implementation: explains how the proposed framework can be practically implemented in Python with the help of Google Colab, code of the data processing pipeline and training of the chosen machine learning models on the UAV network traffic data.
Chapter 6: Evaluation of Results: introduces and contrasts the experimental findings of the trained machine learning models in terms of accuracy, precision, recall, F1-score and confusion matrix, and relates the results to the research aim and objectives as well as the existing literature.
Chapter 7: Conclusions and Recommendations: summarizes the results of the research process, determines the coverage of the project purpose and objectives achieved, limitations to the study and suggestions on future research and practical implementation of AI-based cybersecurity of drone networks.
Chapter 8: Reflection: reflects on the overall research process, the challenges of dealing with the data preprocessing and model development, the skills and knowledge gained by the researcher, and the lessons, which can be applied in the future research in the field..

[bookmark: _Toc238913799]CHAPTER 2: LITERATURE REVIEW
[bookmark: _Toc238913800]2.1 Introduction
The high rate of development of Unmanned Aerial Vehicles (UAVs) has greatly diversified their use in commercial, industrial, public safety and defence fields. With the growing dependency on wireless communication, artificial intelligence, cloud computing, and Internet of Things (IoT) technologies, the need to guarantee the security and reliability of communication has become a significant issue with drone networks. The growing complexity of cyber threats to UAV networks has highlighted the need to have intelligent security resources, which can detect and stop malicious activities. Artificial intelligence, and machine learning have become promising technologies in enhancing intrusion detection by detecting abnormal network behaviour and enhancing the adaptability of cybersecurity systems. The chapter is a literature review critical analysis of the literature already present on the drone network cybersecurity, common cyber threats, machine learning-based intrusion detection and AI-based security framework. It compares the advantages and drawbacks of the available literature and introduces the knowledge gaps that exist, which make it possible to justify the necessity to create the proposed AI-based security system to detect cyberattacks in drone networks.
[bookmark: _Toc238913801]2.2 Drone Networks and Cybersecurity Challenges
The Unmanned Aerial Vehicles (UAVs) or drones have been incorporated in smart systems of this century because of their ability to perform autonomous and remote tasks in most areas of application [24]. They have increased significantly in their use in fields of surveillance, disaster management, agriculture, logistics, environmental monitoring, infrastructure inspection and military activities as they provide economical, flexible and efficient solutions [11]. Internet of Things (IoT) technologies have become widespread to connect modern UAVs, enabling them to exchange data in real-time, implement autonomous navigation and enable collaborative operation of missions [23]. Even though these technological innovations have boosted the operation capacity, they have also come with major cybersecurity issues, which have increased the scale of attack on the drone communication networks [22].
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[bookmark: _k9nbmjk885br][bookmark: _Toc238912950]Figure 2.1: AI-Driven Safety and Security for UAVs
(Source: https://www.mdpi.com/drones/drones-09-00392/article_deploy/html/images/drones-09-00392-g002-550.jpg)
Drones networks are based on a combination of the following interrelated elements: onboard sensors, ground control stations, communication connections, navigation systems, and cloud-based systems to ensure effective functioning [1]. Such units are continuously exchanging sensitive information such as flight commands, telemetry, navigation coordinates and surveillance material through wireless communication channels [10]. As they are open and distributed by nature, these channels of communication can be easily monitored, manipulated, and accessed by malicious actors [14]. Moreover, the growing sophistication of autonomous UAV activities has posed more security issues, especially where there are numerous drones that interact with each other via networked architectures [18].
The types and degrees of cyberattacks on UAV networks have become more advanced and varied, which can be a major threat to the safety of operations and the reliability of communication [3]. Among the most frequently used attacks is denial-of-service (DoS), which suppresses the use of communication means with huge amounts of information and does not allow the authorized users to use network services [24]. Alongside this, distributed denial-of-service (DDoS) is an attack whereby many hijacked devices are used to increase network congestion which leads to delays in communication or complete breakdown of the service [13]. Another serious threat is GPS spoofing because hackers have access to spoofed navigation messages, which they can use to disrupt the positioning system of the drone, and divert UAVs off course [18]. Another major security problem is the command injection attacks where the attackers exploit the weaknesses in communication to inject unauthorised commands that will enable them gain control of the drone operations or alter mission objectives [14].
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[bookmark: _72i5dcbn6t29][bookmark: _Toc238912951]Figure 2.2: Vulnerabilities in Current UAS Systems
(Source: https://www.cert-in.org.in/PDF/CIWP-2025-0001.pdf)
Other cyber attacks are replay attacks where the communication packets that have been sent before are replicated and sent to trick the UAV system and jamming attacks, which disrupt the wireless communication transmissions between drones and control stations on purpose [22]. The malware attacks also make UAV networks more vulnerable as they infect computer programs or communication systems on board which can lead to data theft, unauthorised surveillance or complete breakdown of the system [11]. These attacks not only adversely affect the availability and integrity of communication systems, but also jeopardize the confidentiality of the sensitive operational information, which contributes to cybersecurity being one of the major requirements of the modern UAV environment [10].
Conventional protection mechanisms, like signature-based intrusion detection systems and canned firewall rules, may fail to react to the novel form of cyberattacks because primarily, they detect the pattern of assaults that are already noticed and cannot adapt to the dynamic nature of the conditions of UAV communications [7]. The changing characteristics of attack patterns, the movement and decentralized nature of drone networks creates the necessity of intelligent security solutions capable of understanding the network behaviours and identifying a threat that is not familiar to the network on-the-fly [9]. The recent works, in their turn, have attracted an increasing number of researchers to the use of artificial intelligence and machine learning techniques to improve the capability to detect cyberattacks, respond to them more adaptively, and the resilience of UAV communication networks in general [15]. The proposed AI-based framework will be based on these advances and will enhance the performance of intrusion detection by analyzing data and classifying network traffic of UAVs with the help of machine learning [5].
[bookmark: _Toc238913802]2.3 Artificial Intelligence and Machine Learning for UAV Intrusion Detection
The concept of Artificial Intelligence (AI) has become an essential technology to support the field of cybersecurity, by offering intelligent and dynamic threat detection in modern network environments. Compared to the traditional security approaches whereby pre-established rules and signature databases are involved, AI-based systems can handle great volume of network traffic, detect intricate behavioural patterns, and detect previously unknown cyber threats more accurately [7]. With the growing autonomy and interconnection of drone networks, AI has come to the forefront as an efficient tool to augment intrusion detection in terms of supporting continuous monitoring and quick detection of malicious actions [20].
Machine learning is one of the prominent areas of AI that have been attracting much interest in terms of creating intrusion detection systems that can differentiate between normal and malicious traffic within a network. Machine learning algorithms deduce characteristics of network properties and attack signatures based on past data to learn latent associations that can be applied to classify new observations without hand-stating rules [9]. This is specifically important when it comes to UAV communication where the network behaviour is dynamically evolving as per the changing flight conditions, communication protocols as well as the operational requirements [11]. Therefore, intrusion detection systems based on machine learning provide enhanced scalability and flexibility than the traditional security systems [10].
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[bookmark: _3o9mfrx5l7ab][bookmark: _Toc238912952]Figure 2.3: LLM-based spectrum sensing for UAV security.
(Source:[29])
The most popular method of detecting cyberattacks in UAV networks is supervised machine learning as it uses labelled datasets of normal and malicious traffic to train classification models [5]. Some of the supervised learning algorithms have demonstrated good prospects in the intrusion detection applications. The decision tree models classify network traffic based on hierarchy decision rules and is therefore computationally efficient, and easy to interpret [19]. Random Forest is a variation of this method and it entails averaging two or more decision trees so as to increase the accuracy of the classification, without increasing the risk of overfitting [15]. SVM has also been extensively utilized due to the fact that it determines the optimal decision boundaries to a given classification problem especially when an enormous amount of network traffic data (high dimensional) is involved [17]. Moreover, the ensemble learning procedures have shown considerable possibilities in integrating several classifiers to boost detection rates and improve the resilience of intrusion detection systems to all kinds of cyber threats [25].
Machine learning models are mostly effective when they are preprocessed with data and engineered with the features prior to the development of the models. The datasets related to the UAV network traffic are typically linked with missing values, redundancy, noise, and a lack of balance in the classes and might have an adverse effect on the classification performance unless well managed [13]. As such, the typical preprocessing actions that can be implemented to enhance the quality of the data and allow the machine learning algorithms to be taught valuable traffic properties are data cleaning, feature selection, normalisation, and dataset balancing [1]. The processes are important to enhance prediction accuracy and reduce the complexity of computations when training models [16].
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[bookmark: _jezjv1cppac3][bookmark: _Toc238912953]Figure 2.4: Jamming attack
(Source: [30])
Although there have been tremendous improvements in the use of AI-based intrusion detection systems, a number of challenges do exist. Most of the literature available is focused on testing one single machine learning model or specific types of attacks hence, it is hard to conclude the most efficient model due to the limitation of experimental conditions [9]. Moreover, variability in datasets, preprocessing, and evaluations usually restricts comparability and reproducibility of the research results [18]. It results in the necessity to perform a more comprehensive comparative analysis that will be able to assess the performance of various machine learning algorithms on a benchmark set of performance metrics. Such a method can give even more legitimate reasons to the choice of the most suitable AI methods to increase the level of cybersecurity in the communication networks founded on drones and justify the creation of the suggested framework that can be determined in the present paper [5].
[bookmark: _Toc238913803]2.4 AI-Driven Security Frameworks for Drone Networks
The fast changing cyber threats against Unmanned Aerial Vehicle (UAV) networks have led to the need to have smart security systems that can detect, analyse, and react to cyber attacks in real time. The conventional security systems are more or less rule based and signature based in detection and are therefore not as effective in detecting advanced and unknown cyber threats. As a result, scholars have suggested AI-based security solutions that combine machine learning, smart data analysis, and automated decision-making to enhance the security and robustness of drone communication systems [1].
The security systems based on artificial intelligence use machine learning algorithm to continuously analyze the traffic within the UAV network and formulate abnormal communication patterns that may reflect malicious activities. These models usually include a number of components, which may include: data collection, preprocessing, feature extraction, machine learning-based intrusion detection, attack classification, and performance evaluation [10]. The combination of these factors can provide automated detection of threats and minimize human intervention and enhance the response rate and accuracy to security threats. The AI-oriented designs are also more flexible compared to the traditional intrusion detection systems because the network of drones is highly dynamic and the communication patterns in the network keep on varying [5].
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[bookmark: _duiwc1g2j9ca][bookmark: _Toc238912954]Figure 2.5: Cybersecurity and Artificial Intelligence in Unmanned Aerial Vehicles
(Source: [31])
In the recent literature, various types of intelligent security architecture of UAV networks have been proposed. The machine learning algorithms used in the IoT-related security systems identify the presence of cyberattacks in the interdependent drone networks and aid in facilitating safe communication between the UAVs, land-based control stations, and the cloud services [11]. Similarly, collaborative intrusion detection systems can be used to allow multiple drones to exchange threat data and identify malicious activities collectively to improve the efficacy of threat detection and network resistance to distributed cyberattacks [15]. The results of this set of techniques are that cooperative learning and smart data sharing may be a significant means of enhancing the performance of cybersecurity in the large-scale drone networks. Other more recent advancements like blockchain and Explainable Artificial Intelligence (XAI) have been incorporated into AI-enabled UAV security systems to aid in supporting trust, transparency and integrity. The blockchain technology can provide decentralised authentication and trustworthy data sharing that is less prone to lose their data to data tampering and unauthorised access in autonomous drone networks [2]. Meanwhile Explainable AI is used to make machine learning decisions more understandable to allow cybersecurity analysts to learn how malicious network behavior is classified by intrusion detection models [19]. The technologies also deal with crucial constraints related to the traditional black-box AI models and lead to more trustworthy and reliable cybersecurity solutions [20].
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[bookmark: _3om82kj4v9hd][bookmark: _Toc238912955]Figure 2.6: AI in Cybersecurity
(Source: [32])
Despite the advancements, the existing AI-driven security systems have a few gaps. Numerous of the suggested frameworks are tested with the help of the simulated environment, or small data sets, and it becomes less obvious whether they will be applicable in the real world UAV communication systems [13]. Furthermore, a majority of the works only run one machine learning algorithm and it cannot be concluded on the optimal classification model based on identical experimental conditions [9]. The difference in data preprocessing procedures, feature selection procedures and scores also restrict comparability and repeatability of research results available [18]. Other frameworks as well focus on the conceptual architecture, however, lack a practical implementation and experimental validation based on publicly available datasets and common performance metrics [6].
Thus, the gap in terms of a holistic and reproducible AI-based security system, clear data preprocessing, a wide range of machine learning classification systems, and strict testing performance in a homogeneous experimental setup persists. This research aims to offer a practical and effective solution to enhance the cyberattack detection and the general safety of the contemporary drone communication system through the deployment of such a structure in Python in Google Colab or Jupyter Notebook and assess the model performance in the metrics of accuracy, precision, recall and F1-score [5].

[bookmark: _Toc238913804]2.5 Critical Review and Research Gap
Due to the rapidly evolving cyber threats to Unmanned Aerial Vehicle (UAV) networks, there has been the necessity of ensuring that there are smart security systems which can identify, analyse and respond to cyber attacks in time. The conventional security systems are more or less rule based and signature based in detection, therefore not as effective in detecting advanced and unknown cyber threats. Consequently, researchers have proposed AI-based security solutions, which involve the integration of machine learning, intelligent data analysis and automated decision making to improve the safety and resilience of the drone communication networks [1].
The security systems developed by the use of artificial intelligence use the machine learning algorithm to continuously analyze the traffic within the UAV network and come up with abnormal communication patterns, which may be a sign of malicious intent. The models are usually made up of several parts and may include: data collection, preprocessing, feature extraction, machine learning-based intrusion detection, attack classification and performance evaluation [10]. A combination of these factors would be able to provide automated threat detection and minimize human intervention and enhance the response rate and accuracy to security threats. The AI-based designs are also more adaptable than the traditional intrusion detection systems since the drones network is highly dynamic and patterns of communications in the network are constantly evolving [5].
In the recent literature, various types of intelligent security architecture of UAV networks have been proposed. The security systems, which are a subset of the IoT, identify the presence of cyberattacks within the interdependent drone networks, and assists the secure communication between the UAVs, onshore control stations and the cloud services [11]. In a similar manner, multiple drones can share the information about threats to identify malicious presence together to optimize the effectiveness of threat identification and network resilience to distributed cyberattacks by collaborating on identifying intrusion using joint intrusion detection systems [15]. The results of this set of approaches are that cooperative learning and smart data sharing could be a useful solution to enhancing the performance of cybersecurity in the large-scale drone networks.
Other more recent advancements like blockchain and Explainable Artificial Intelligence (XAI) have been incorporated into AI-enabled UAV security systems to aid in supporting trust, transparency and integrity. The blockchain technology would provide decentralised authentication and trusted data sharing although less likely, their data would be subject to data tampering and unauthorised access in autonomous drone networks [2]. Meanwhile Explainable AI is used to the decisions taken by machine learning to ensure that they are more comprehensible to allow a cybersecurity analyst to understand how bad network behavior is determined by intrusion detection models [19]. The technologies also deal with crucial constraints related to the traditional black-box AI models and lead to more trustworthy and reliable cybersecurity solutions [20].
No matter what the developments are, there are certain flaws in the existing AI-based security systems. Many of the proposed structures are experimented using the simulated setting, or miniature data sets and it is less evident whether the structures are applicable in the real-world UAV communication systems [13]. Besides, most of the works only execute a single machine learning algorithm and it cannot be inferred on the best classification model under the same experimental conditions [9]. These variability in the data preprocessing steps, feature selection steps and scores also inhibit comparability and repeatability of research findings that can be drawn [18]. Other frameworks as well focus on the conceptual architecture, however, lack a practical implementation and experimental validation based on publicly available datasets and common performance metrics [6].

[bookmark: _Toc238913805]2.6 Chapter Summary
The chapter has critically assessed the literature available on the issue of cybersecurity in the drone networks and use of artificial intelligence to detect intrusions. As pointed out in the discussion, the fast integration of UAV technologies has resulted into greater vulnerability to cyber threats, such as denial-of-service attacks, GPS spoofing, command injection, replay attacks, and malware, hence the necessity of smart and responsive security controls [24]. The chapter has also indicated how machine learning algorithms can be used to analyse the traffic of the UAV network and have shown that AI based intrusion detection systems are more versatile and can detect intrusion than the conventional signature based systems [5].
Moreover, the review assessed existing AI-based security systems and found a number of shortcomings, such as a lack of comparative analysis of machine learning systems, inadequate consistency in experiments, and lack of practical application with publicly available data [9]. These constraints created a gap in the research and thus, the proposed AI-based security framework in this paper is reasonable. The results of this chapter give this chapter the theoretical and conceptual framework to the subsequent research methodology. On this, the next chapter outlines the research design, how the secondary quantitative data would be collected, the pre-processing procedures, how the model would be built, the environments under which the model would be applied and how the model would be evaluated with an aim of meeting the research objectives.

[bookmark: _sm69lme2bsoh]

[bookmark: _Toc238913806]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc238913807]3.1 Introduction
The chapter introduces the research methodology that will be used to develop, build and test the proposed AI-based security system to identify cyberattack on drone networks. It outlines the overall research design, origin and structure of the data used, the pre-processing and feature engineering of the data, the machine learning algorithms that will be used in the classification, the software and hardware environment that the models will run on and the performance metrics that will be used to evaluate the models. This chapter is organized in such a way that every step of the research process is explained in connection with the aim and objectives which in Chapter 1 have been defined and forms the methodological basis according to which the design, implementation and evaluation chapters which then follow are framed.
[bookmark: _Toc238913808]3.3 Philosophy Research and Design.
A quantitative research design is used as the basis of the research because a positivist research philosophy is used because a research is grounded on objective and numerical data and secondary data and is grounded on performance measurements of a statistical performance that is not subjective. The quantitative methodology is deemed suitable since the research problem is related to the categorization of network traffic as normal or malicious, which can be best tackled by means of measurable variables and repeatability in conducting experimentation [33]. The experimental research strategy is embraced whereby a series of supervised machine learning algorithms are trained and tested in the same conditions in such a way that their performance in detecting can be compared equally [36]. This design allows the study to be conducted in a systematic manner by data collection and the implementation of models and ensure that each step in the working process can be reproduced and verified independently to address the problem of reproducibility that is often mentioned in earlier UAV cybersecurity publications [37].
[bookmark: _Toc238913809]3.3 Data Collection and Dataset Description.
The study uses the secondary data as a publicly released UAV network intrusion dataset, UAVIDS-2025, which consists of flow-level records, describing communication traffic between drones and ground control infrastructure. The data is represented by the records which contain one network flow and have the following characteristics: flow duration, source address, destination address, port, transport protocol, number of packets sent and received, lost packets, number of sent and received bytes, and packet and byte transmission rate, average delay, average jitter, throughput, average packet size, packet drop rate, and average hop count. Every flow is characterized by its kind of traffic and the dataset consists of one benign type, normal traffic and four kinds of malicious traffic that represents Blackhole, Wormhole, Sybil and Flooding attacks. This labelled and multi-class publicly available dataset makes it possible to perform supervised learning and directly bridges the literature review gap concerning the relative lack of realistic and reproducible UAV network data to evaluate intrusion detection frameworks [34]. That such a large and diverse dataset can be utilised also allows the study to evaluate the performance of models on various types of attacks rather than on a single type of attack, similar to the recommendations of recent UAV security surveys [35] and aids to validate the generalisability of the trained models on different types of cyberattack scenarios [39].
[bookmark: _Toc238913810]3.4 Data Preprocessing
A structured preprocessing pipeline is applied to the dataset before it can be used to train the model to enhance the quality of the data and make sure that the machine learning algorithms can learn meaningful patterns. The preprocessing stage starts with data cleaning, where duplicate flow records, irrelevant identifier fields, like flow identification numbers, and any incomplete or corrupt rows are detected and removed. The attributes that are categorical, such as the transport protocol and the class label, are then encoded into numbers via label encoding in order to enable them to be processed by machine learning algorithms. Because the numerical features in the data range widely in magnitude i.e. some are small delay and jitter values, others large in terms of number of bytes, feature scaling via standardisation or min-max normalisation is applied, putting all the numerical features on a common scale and making sure that those with larger magnitudes do not dominate the learning process [36]. Class imbalance is also explored and in the instances where it is established that a particular type of traffic is significantly over- or under-represented in comparison to others, resampling techniques are applied so that the classifications do not have a bias towards the majority type, which is essential to obtain a good multi-class intrusion detection [40].
[bookmark: _Toc238913811]3.5 Features Engineering and Selection.
The features and selection are done after cleaning and scaling and only the features that significantly contribute to the classification task are selected. The highly correlated or redundant features are determined and eliminated through correlation analysis and the importance scores of features based on the tree-based algorithm are used to rank the features remained in the analysis based on their effect on the accuracy of the classification. Traffic behaviour features that are network-level, like packet rate, byte rate, jitter, delay, throughput, and drop rate of packets, are given preference over the static identifier fields, as the behavioural indicators are more useful in identifying benign and malicious flows [41]. The benefit of this step is that it reduces the size of the dataset and the training process is less expensive to implement, in addition to leading to more interpretable trained models, which is consistent with the feature selection practice in recent drone intrusion detection papers [42].
[bookmark: _Toc238913812]3.6 Development of Machine Learning Model.
Once the dataset is preprocessed this is further subdivided into training and testing subsets with the former being used to estimate the models and the latter being used to objectively gauge the performance. The multi-class classification task is implemented over a variety of supervised machine learning algorithms, such as Decision Tree, Random Forest, Support Vector Machine, and an ensemble-based classifier, such that their relative performance in differentiating between the Normative Traffic and Blackhole, Wormhole, Sybil, and Flooding attacks can be evaluated [38]. All algorithms are grid-searched or cross-validation tuned and the hyperparameter configuration that maximises the performance of the algorithm on unseen data is found. Among the model comparisons, there is a need to train all the algorithms on identical preprocessed data, using identical train-test split and evaluation conditions, so that the comparison between models is fair, and that results of the various algorithms are consistent with actual differences in algorithm performance rather than due to variability in experimental conditions [43].
[bookmark: _Toc238913813]3.7 Implementation Environment
All of the research, such as data preprocessing, model training and evaluation, is implemented in the Python programming language because of its extensive set of open-source machine learning and data analysis libraries. Data manipulation is achieved with libraries such as pandas, NumPy, the classification algorithms are carried out and evaluated with scikit-learn, and visualisation of the results is achieved with visualisation libraries such as Matplotlib and Seaborn. The experiments are executed on Google Colab, a notebook platform available in the cloud that provides free access to computer resources, graphics processing units, and does not need to install the local hardware, which simplifies the reproducibility of the research process and the accessibility of the research process [37]. Where applicable, cross-checking of results is done in a local Jupyter Notebook environment to ensure the consistency of the results across platforms.
[bookmark: _Toc238913814]3.8 Model Evaluation Metrics
The effectiveness of every trained model is evaluated by a standard set of evaluation measures which are suitable to multi-class intrusion detection issues. Accuracy measures the overall percentage of correctly classified flows, but each of the traffic classes has its own precisions, recall and F1-score, which are particularly important in the context of drone activities, since it is a safety-critical process [42]. Each of the models is run to give a detailed breakdown of correct and incorrect classifications of each of the five traffic categories to identify any particular attack type that is more challenging to detect. All these metrics offer an objective point of comparison of the classifiers and the choice of the model, or combination of models, which provides the most promising detection of cyberattacks on drone networks [43].
[bookmark: _Toc238913815]3.9 Chapter Summary
The present chapter has described the research methodology, to be applied in the study, including the quantitative research design, the UAVIDS-2025 data and its features, the preprocessing and feature engineering procedure, the machine learning algorithms that will be used in the study, the Python and Google Colab implementation environment, and the metrics that will be used to evaluate the model performance. The design and implementation phases that follow this chapter are based on a systematic and repeatable basis due to the methodology presented in this chapter where the proposed AI-based security framework is built, trained, and tested on the data of the drone network traffic.

[bookmark: _1dlmt77aspeo][bookmark: _Toc238913816]CHAPTER 4: DESIGN PROCESS
[bookmark: _5xkjycmrz18f][bookmark: _Toc238913817]4.1 Design Philosophy and Architectural Overview
The framework was designed to be a modular and sequential pipeline to allow data ingestion, preprocessing can be developed, tested and refined independently, as can feature engineering, model training and evaluation. The separation of concerns approach is aligned with the security-by-design concept that is the focus of zero-trust approaches for detecting intrusions into a drone network, where each segment of data management is treated as an independent, verifiable process, rather than a single system implicitly trusted [44]. The current model is not a fully-fledged zero trust access control model, but it relies on the same concept as the previous layer (explicit verification at every processing boundary), making it easier to audit and expand to more security controls in future. Conceptual and risk-based design models proposed for multifunctional UAV fleet systems further help guide the architecture, which state that a security system should be identifiable to threat categories, rather than be a generic anomaly detector [52]. It was thus designed to meet the specific needs of the five traffic classes used in the UAVIDS-2025 dataset (Normal Traffic, Blackhole, Wormhole, Sybil and Flooding), thus placing specific constraints on all the design decisions, which are related to a particular class of drone cyberattacks rather than a vague concept of suspicious behaviour, a design approach that is supported by the literature's call for drone security design in deployment-aware and context-dependent public spaces and civilian operating environments [46].
[bookmark: _4b36ax2jqqri][bookmark: _Toc238913818]4.2 System Workflow Design
The proposed framework's end-to-end workflow is depicted in figure 4.1, which starts with the ingestion of an UAV network flow record, continues with the training of the model, and finally ends with the persistence of the best model. The pipeline looks like a linear sequence where one branch of the pipeline is a model training branch in which the 4 different classifiers (Decision Tree, Random Forest, SVM and majority voting ensemble) are trained independently using the same data set, followed by a common evaluation branch.
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[bookmark: _mlhb4jyrilg6][bookmark: _Toc238912956]Figure 4.1: Workflow Diagram of the Proposed AI-Driven UAV Intrusion Detection Framework
(Source: self-created)
This structure was intentionally designed to ensure that the classifiers are provided with the same set of data (pre-processed, scaled and split), avoiding the type of experimental conditions found in much of the UAV intrusion detection literature that would lead to the same type of inconsistent experimental conditions where different studies test a different algorithm under different experimental conditions that cannot be fairly compared with other published studies in the field [45].
[bookmark: _amq3x09r72pl][bookmark: _Toc238913819]4.3 Module-Level Design
The framework was broken down into five discrete functional modules, representing each of the phases of Figure 4.1.
Data Ingestion & Cleaning Module. This module loads the UAVIDS-2025 flow records, checks for completeness, extracts duplicate flows and removes fields of the flow record that are not generalisable across any given network topology at which the UAVIDS-2025 data was collected (the flow ID, source address, destination address, source port, destination port, and a constant protocol field).
Feature Engineering Module. This module encodes the categorical class label and normalises the numerical features, with the behavioural, network-level features (packet rate, byte rate, delay, jitter, throughput, packet drop rate) being given higher priority than the static features (header). This prioritisation is inline with the results of multi-sensor anomaly detection research where it was found that behavioural telemetry is more informative in terms of drone security than static header information [48].
Model Development Module. Four classifiers were used, however, with no intent to be a copy of the first one; one was used for interpretability (Decision Tree), one for variance reduction in the form of ensembling (Random Forest), one for the capacity to model non-linear class boundaries (Support Vector Machine), and a majority-voting ensemble of all three. The purpose of multiple algorithm families in one and similar algorithm design was not for any one algorithm to be evaluated alone in the UAV cybersecurity literature, but to challenge the narrow, single-algorithm evaluations found in the literature.
Evaluation Module. For each trained model, it is evaluated on the same test partition which was not used to train any model, and the same metrics (accuracy, weighted precision, recall, F1-score and confusion matrices).
Persistence Module. The best performing model, the fitted scaler and the label encoder are serialised for re-use as well, to ensure reproducibility and potentially forensic traceability of which exact model artefact was used to make a classification decision, as pointed out in UAV forensic readiness and evidentiary reliability studies [51].
[bookmark: _ga2v2tklnkaq][bookmark: _Toc238913820]4.4 Critical Appraisal of the Design
It's an online-learning architecture, not a streaming/online-learning architecture because it's an offline batch-processing architecture trained and tested on a dataset that is collected; modular design promotes clarity and reproducibility and allows for a comparison of classifiers, but it's a key difference. This is a major limitation for software-defined UAV relay network security architectures that can detect cyberattacks as they arrive, in near real-time [45] or those that use flying drones to actively search for cyber-attackers within a metropolitan LoRaWAN deployment while on-the-go [49]. The streaming ingestion layer and the incrementally retrained model are a prerequisite for deployment, but are not a part of the peripheral features and are treated as a restriction. In practice, however, the ‘identical conditions for every classifier’ principle used in its design is also not followed because it is necessary to train the Support Vector Machine on a subset of the training partition due to computational limitations as will be discussed in Chapter 5, which further restricts the applicability of the structure in Figure 4.1.
[bookmark: _i0cl7iv87j2][bookmark: _Toc238913821]CHAPTER 5: IMPLEMENTATION
[bookmark: _sbsodff9oe9q][bookmark: _Toc238913822]5.1 Implementation Environment
To implement this, pandas is used for data manipulation, NumPy is used for data manipulation, scikit-learn is used for model building and evaluation, Matplotlib and Seaborn are used for visualisation within Google Colab as described in Chapter 3. All stochastic operations have been performed using the same seed (RANDOM_STATE = 42), such as the train-test split, initialisation of models; in principle it is possible to replicate the results presented in Chapter 6 on the same data.
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[bookmark: _boi65zb0ljn4][bookmark: _Toc238912957]Figure 5.1: Environment Configuration and Library Imports
(Source: Google collab)
[bookmark: _hitkyy5iy34][bookmark: _Toc238913823]5.2 Data Pre-processing Implementation
This preprocessing module first identifies missing values within the data and then cleans up any duplicate flow records found, removes six of the identifier fields within the flows identified in the design stage as non-generalisable, namely: flow ID, source address, destination address, source port, destination port and protocol. This categorical class label is then encoded into 5 integer classes that can be passed to classifiers to follow in the pipeline that will be used in scikit-learn. This implementation directly translates the implementation-oriented preprocessing pipeline which was suggested in reliable UAV security models [51].
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[bookmark: _ddbz1dqz5g8u][bookmark: _Toc238912958]Figure 5.2: Data Cleaning, Identifier Removal and Label Encoding
(Source: Google collab)
[bookmark: _7v88hrimqba][bookmark: _Toc238913824]5.3 Train-Test Split and Feature Scaling Implementation
The cleaned and encoded data set is then split into a training and a test partition with a 80/20 stratified split, this ensures that the relative distribution of each of the traffic classes in both partitions remains the same; importantly, the StandardScaler is fitted to the training partition only and applied to both partitions which prevents any information from the test partition being leaked into the StandardScaler parameters.
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[bookmark: _dbg60l7d0tvv][bookmark: _Toc238912959]Figure 5.3: Stratified Train-Test Split and Feature Standardisation
(Source: Google collab)
[bookmark: _1b4hqptnyhde][bookmark: _Toc238913825]5.4 Model Development Implementation
All classifiers are deployed as GridSearchCV so that each model will be tested for their three-fold cross-validated hyperparameter tuning and weighted F1 score, similar to how it was done for multi-class score in Chapter 6. The Random Forest and Decision Tree are both tuned on max_depth and min_samples_split and class_weight='balanced' was added to the two because of slight class imbalance that was detected in Chapter 6.2.
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[bookmark: _h4t5cy95hdew][bookmark: _Toc238912960]Figure 5.4: Decision Tree and Random Forest Development with Grid-Searched Hyperparameter Tuning
(Source: Google collab)
Since it is not efficient to train an SVM on such large a training partition, a pragmatic compromise is taken here and the SVM is trained on a random subset of 15,000 records, which is comparable to the multihop detection strategies for FANET intrusion detection, where the computational cost is considered as a first class design criterion, rather than an afterthought [56]. The ensemble classifier is built as a 'trivial majority voting' function based on the three base classifiers with the statistical mode of their predictions.
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[bookmark: _7wzchgs3ar4l][bookmark: _Toc238912961]Figure 5.5: Support Vector Machine (Subsampled Training) and Majority-Voting Ensemble Implementation
(Source: Google collab)
[bookmark: _puwsfffcqbgi][bookmark: _Toc238913826]5.6 Evaluation and Persistence Implementation
All four models are tested on the same held-out test partition and accuracy, weighted precision, weighted recall and weighted F1-score are computed for each model and then put together in a single ranked results table, which is used as the basis for the results, presented in Chapter 6.
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[bookmark: _b8309670t33l][bookmark: _Toc238912962]Figure 5.6: Generation of Predictions and Computation of Comparative Evaluation Metrics
(Source: Google collab)
Last, the best performing model/algorithm (according to the weighted F1 score) is stored with the fitted scaler and label encoder with joblib to be able to load the exact pipeline without re-training. This is similarly true of UAV intrusion detection systems (UIDS) for fog computing where shallow models need to be efficiently stored and transmitted to resource-constrained edge nodes [56].
[image: ]
[bookmark: _qcknt53ux1lf][bookmark: _Toc238912963]Figure 5.7: Persistence of the Best-Performing Model, Scaler and Label Encoder
(Source: Google collab)

[bookmark: _dsi3nhib851t][bookmark: _Toc238913827]5.7 Critical Reflection on Implementation
There are two compromises to be made with implementation. The other two classifiers are trained with the same number of examples that are used to train the SVM, while the SVM is trained with a small number of examples, which is likely the reason for the less comparable results in Chapter 6, and makes the SVM less comparable. Third, the three-fold cross validation done to tune the hyper parameters, instead of five-fold or ten-fold cross validation, was a compromise between tuning thoroughness and computational budget available in Google Colab, so it may be the final performance numbers and hyper parameters reported would have changed slightly had it been done five-fold or ten-fold. Classical supervised pipelines, as used here, do not scale well in larger or changing UAV networks without compromises, as the recent research on zero-shot and foundation-model based attack detection for UAVs has shown [55].
[bookmark: _Toc238913828]5.8 Unseen Data Validation and Deployment Implementation
To scaffold the implementation to use more than the four core classifiers, unseen-data validation step and a local deployment pipeline were added to the project, directly inspired by the model-development pipeline outlined in Sections 5.1 to 5.7 but with no additional preprocessing, training or evaluation logic. As Figure 5.8 shows, to generate a synthetic unseen validation set, the held-out test features are perturbed with small Gaussian noise (two per cent the standard deviation of each feature) to simulate a realistic sensor and variation in measurements that were not seen by any of the four trained models during training or hyperparameter optimization. In Chapter 6, Decision Tree, Random Forest, Support Vector Machine and majority-voting Ensemble were once more tested on this artificial set and the resulting Accuracy, Precision, Recall and F1-Score tabulated and the results compared directly to the original test-set results.
This was subsequently accompanied by the deployment of a lightweight Flask app, app.py, to host the artefacts of best model.pkl, scaler.pkl and label encoder.pkl preserved to date over HTTP on a local host, exposing endpoints of predict, metrics and health (Figure 5.9). The monitoring dashboard was embedded as a template of in-app HTML, CSS and JavaScript (Figure 5.10) in the same Flask application, allowing it to not have its own templates folder, and reducing the probability of dependencies being forgotten on deployment. The last Figure 5.11 captures the local run process, however, a pip install of the deployment requirements is all that is required then the application script is run and the dashboard is available on a local host address to run single-flow and batch classification of unknown network traffic.
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[bookmark: _Toc238912964]Figure 5.8: Unseen Data Validation Code and Per-Model Metrics on the Synthetic Unseen Set
(Source: Source: Google collab)
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[bookmark: _Toc238912965]Figure 5.9: Flask REST API Implementation for Local Model Deployment
(Source: Source: Google collab)
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[bookmark: _Toc238912966]Figure 5.10: Self-Contained Flask Application Embedding the Monitoring Dashboard
(Source: Google collab)
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[bookmark: _Toc238912967]Figure 5.11: Local Deployment Instructions and Generated Deployment Files
(Source: Google collab)

[bookmark: _rkhde26xkf][bookmark: _Toc238913829]CHAPTER 6: EVALUATION OF RESULTS
[bookmark: _88ymy3fup9md][bookmark: _Toc238913830]6.1 Exploratory Data Analysis Results
A traffic class is a set of traffic volume data of all traffic from a given station on a given time interval.Figure 6.1 shows the distribution of the 5 traffic classes for the UAVIDS-2025 dataset used with 122,171 flow records. Normal Traffic (26,172 flows), Blackhole (26,110) and Wormhole (26,086) are more popular classes, with almost the same distribution. Sybil is slightly smaller (24,077) and Flooding is the least-represented (19,726 flows or about 16 per cent of the data). Most importantly, this is a relative class imbalance, rather than an absolute class imbalance: it may be a relatively modest class imbalance, but the fact that it could easily transform into a denial of service attack is operationally relevant, as emphasized by the literature on drone cyberattacks as a framing of a safety-critical issue [54].
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[bookmark: _e60nv950ib4i][bookmark: _Toc238912968]Figure 6.1: Class Distribution of the UAVIDS-2025 Dataset Across the Five Traffic Categories
(Source: Author's own analysis, UAVIDS-2025 dataset)
The correlation matrix for the numerical features is shown in the table below.The table below shows the correlation matrix of the numerical features, following preprocessing. There are two groups of highly correlated features, the raw packet/byte counters (TxPackets, RxPackets, TxBytes, RxBytes) are one densely correlated group, the derived rate features (TxPacketRate, RxPacketRate, TxByteRate, RxByteRate, Throughput) are another, almost perfectly correlated group. This redundancy is only a quantitative confirmation of the qualitative concern raised in Chapter 3.5 that several of the raw attributes of the dataset are redundant, and it is important to explain the subsequent feature-importance-based feature selection for this reason alone: to avoid using redundant features, so as to overestimate model variance, rather than using the same information contained in several features.
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[bookmark: _8v6zhgddf9rk][bookmark: _Toc238912969]Figure 6.2: Feature Correlation Matrix of the Preprocessed UAVIDS-2025 Dataset
(Source: Author's own analysis, UAVIDS-2025 dataset)
The sixteen features kept are ranked in order of importance by the Random Forest model in Figure 6.3. The static or near-static values of the Packet Drop Rate (0.149), Transmit Byte Rate (0.146), Transmit Packet Rate (0.119) and Receive Byte Rate (0.097) metrics provide most of the importance mass; other metrics like Average Hop Count or Mean Jitter have a comparatively small contribution. This is in agreement with the existing real-time UAV attacker-localisation related studies which confirmed that the rate- and drop-based traffic behaviours are the behaviours that carry the most discriminative signal to identify malicious flows [49] and validates the network-level behavioural feature selection approach proposed in Chapter 3.5 and Chapter 4.4.
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[bookmark: _j10qj564jprx][bookmark: _Toc238912970]Figure 6.3: Random Forest Feature Importance Ranking
(Source: Author's own analysis, UAVIDS-2025 dataset)
[bookmark: _8cw8c6sqdto6][bookmark: _Toc238913831]6.2 Model Performance Comparison
Table 6.1 and Figure 6.4 summarise the weighted accuracy, precision, recall and F1-score of the four classifiers on the held-out test partition of 24,435 flows.
	Model
	Accuracy
	Precision
	Recall
	F1-Score

	Random Forest
	0.9536
	0.9557
	0.9536
	0.9536

	Ensemble (Voting)
	0.9519
	0.9545
	0.9519
	0.9519

	Decision Tree
	0.9466
	0.9478
	0.9466
	0.9467

	Support Vector Machine
	0.8899
	0.8973
	0.8899
	0.8906


Table 6.1: Comparative Performance of the Four Implemented Classifiers on the UAVIDS-2025 Test Partition 
(Source: Google collab)
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[bookmark: _etnyart35wrr][bookmark: _Toc238912971]Figure 6.4: Comparative Bar Chart of Accuracy, Precision, Recall and F1-Score Across All Four Classifiers
(Source: Google collab)
The best overall performance, Random Forest, performed at 95.36 per cent accuracy, just above the majority voting Ensemble (95.19 per cent) and Decision Tree (94.66 per cent) and below the Support Vector Machine (88.99 per cent) accuracy. Of particular interest, the proximity of Random Forest, Ensemble and Decision Tree indicates that tree-based, non-linear decision boundaries are well suited to this behavioural traffic data, and this performance at least in part will be due to the training subsample outlined in Chapter 5.5, but not to any intrinsic weakness of the algorithm family itself when compared to SVM, so the ranking results in this work should be interpreted with this in mind.
[bookmark: _iiqv94nqq17z][bookmark: _Toc238913832]6.3 Confusion Matrix and Per-Class Analysis
The confusion matrices of all four classifiers is shown in Figure 6.5, revealing that the signatures for flooding and Sybil attacks are quite different from the normal traffic, and are almost perfectly detected by each classifier (F1-scores of 0.99 and 1.00 respectively for the best-performing Random Forest model), while the signatures of Blackhole and Wormhole attacks are often confused with each other. For the Random Forest model, 742 out of 5220 of the Blackhole flows were classified as Wormhole, and 215 out of 5150 of the Wormhole flows were classified as Blackhole; both had a significantly lower recall than precision (e.g., 0.86 recall for Blackhole compared to 0.95 recall for Sybil).
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[bookmark: _txew81imq9p4][bookmark: _Toc238912972]Figure 6.5: Confusion Matrices for Decision Tree, Random Forest, SVM and Ensemble Models
(Source: Author's own analysis, UAVIDS-2025 dataset)
However, this Blackhole-Wormhole ambiguity is not random, but rather an actual “behavioural” overlap – both attacks are detected as an abnormal packet-forwarding behaviour (drop or malicious rerouting), resulting in overlapping “behaviour” in the rate/drop based features that are most critical in Figure 6.3. The finding is not only important for the reported metrics, but also has practical implications for real-time security response, as well as for the legal and forensic admissibility of automated detection decisions in drone cybersecurity investigations, in which distinguishing between attack types, rather than just a detection, has been identified as important [50]. This will however be a meaningful number for operational level usage in a safety critical UAV deployment when there is 12-16 per cent confusion in the best of the models as presented in Table 6.1 [54].
[bookmark: _11swyidtskmt][bookmark: _Toc238913833]6.4 Comparison with Logistic Regression Results
To provide an important baseline, A comparison with Logistic Regression (LR) is provided here, as it is one of the most commonly reported baseline classifiers in the UAV and IoT intrusion detection literature. It is worth emphasizing, and criticizing, that the Logistic Regression model, as described in Chapter 5, was not trained within the notebook pipeline—that is, there was no model trained inside the notebook pipeline in the present experimental work. If no in-study LR result is found that is strictly comparable with the one from this study, Table 6.2 places the LR result achieved in this study in comparison with the typical accuracy ranges reported in related intrusion detection studies conducted in UAV and IoT drone networks.
	Classifier Type
	Typical Reported Accuracy Range
	Indicative Source(s)

	Logistic Regression (literature baseline)
	78% – 90%
	[47] [48] [55]

	Decision Tree (this study)
	94.66%
	Notebook results, Ch. 6.3

	Random Forest (this study)
	95.36%
	Notebook results, Ch. 6.3

	SVM – subsampled (this study)
	88.99%
	Notebook results, Ch. 6.3

	Ensemble – majority voting (this study)
	95.19%
	Notebook results, Ch. 6.3


Table 6.2: Indicative Comparison Between the Classifiers Implemented in This Study and Logistic Regression Baselines Reported in Related Literature
The need for using federated learning frameworks for distributed underwater drone networks is reported by a Logistic Regression baseline, which is found to be lagging behind classifiers built using ensemble or deep learning methods in terms of the gap between their mean accuracy and confidence with the multi-class intrusion datasets, due to the linear nature of its decision boundary being unable to capture the non-linear separability of behavioural features of the type detected in Figure 6.3 [47]. Similarly, anomaly detection research for drones [48] has shown that while linear classifiers work well on smaller, more discretised datasets of drone telemetry, such as that shown in Figure 6.2, ensemble and tree-based classifiers significantly outperform linear classifiers in the high dimensional case where many of the telemetry features are correlated; in the case of emerging zero-shot based UAV attack detection, linear baselines are found to be less effective at generalizing to patterns they have not encountered before [55]. The above results show that the accuracy of Random Forest is 95.36 per cent while Decision Tree and Ensemble accuracy is between 94.66 per cent to 95.19 per cent which is higher than the typical accuracy of LR models found in similar UAV or IoT intrusion dataset, which ranges from 78 to 90 per cent present in literature, thus the above is a valid and empirical design decision made in Chapter 4.4. Although, it must be noted, that this is an indirect comparison based on literature and not a controlled comparison based on the same set of data, fog computing inspired UAV intrusion detection frameworks indicate that simpler linear based models like LR are still attractive for edge deployment, as they have lower inference cost than RF or ensemble voting, a trade-off that is not quantified in this work, but is a well defined direction for future validation that is recommended in Chapter 7.
[bookmark: _sveyr1nvfq24][bookmark: _Toc238913834]6.5 Critical Discussion and Limitations
All these results together can be concluded that the best performing classifier under considered condition is Random Forest, behavioural rate and drop based features are able to provide most of the discriminative signal and it can be seen that the very difficult classes to separate no matter which classifier is used are the Blackhole and Wormhole attacks. These conclusions, however, are subject to a number of caveats. Note: This is not a very good argument for superiority of non-linear models for this data set as there was no in-study Logistic Regression run. While the design of Chapter 4.3 was to test the four classifiers under the same conditions as SVM, this was not done in Chapter 5.5. It is also limited to a single data-centralized, static data-set which is limited to generalisability to live deployments, and the large-scale multi-vendor data sets analysed from real-world events in the UAV security supply chain studies [53]. Finally, the metrics are statistical and do not directly measure flight-safety outcomes, as the UAV flight-safety literature indicates that metrics should be linked to operational flight-safety outcomes instead of to metrics alone, which further needs to be investigated when evaluating the framework.
[bookmark: _Toc238913835]6.6 Unseen Data Validation and Deployment Results
The unseen-data validation provided results that were consistent with the previously reported results in this chapter (test-set) demonstrating that the trained classifiers are able to generalise outside the samples that were used to tune them. The Support Vector Machine achieved the best score of 0.89 F1-Score on the synthetically perturbed unseen set as seen in Figure 6.6 though all Support Vector machine, random forest and decision tree models had comparable Accuracy, Precision and Recall values on the unseen data with only a minor reduction as compared to the original held out test set. Hyperparameters or preprocessing adjustments to obtain these results were nonexistent, and the impact of unseen, noise-perturbed input was separated. Its classification report, which is also included, also indicates that the Blackhole, Flooding,Normal Traffic, Sybil and Wormhole classes had F1-Scores in the range of 0.83 to 0.97, which is a good sign that the framework is sound even when realistic sensor noise is present.
This framework was subsequently shown to be able to run end-to-end on a local host with the installed monitoring dashboard as shown in Figures 6.7 to 6.10. A single unseen flow can be manually typed or automatically generated with the Fill Random Unseen Sample control, and categorized in real time, and the interface shows appropriate results such as Blackhole Attack and Flooding Attack and a time stamp when it was classified. Figure 6.11 and figure 6.12 display the batch-monitoring panel with a comma-separated file of unknown flows uploaded, the rows were automatically classified, most of them Flooding Attack and Sybil Attack labels, which fits the flow structure of uploaded sample. All these results indicate that the trained Random Forest model that has already been chosen as the most successful classifier can be operationalised into a successful locally hosted and interactive service, which is an intrusion-detection service.
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[bookmark: _Toc238912973]Figure 6.6: Test Set versus Unseen Validation Set F1-Score Comparison and Classification Report
(Source: Google collab)
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[bookmark: _Toc238912974]Figure 6.7: Monitoring Dashboard: Flow Classification Panel in the Idle State
(Source: web page)
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[bookmark: _Toc238912975]Figure 6.8: Monitoring Dashboard: Flow Classification Panel Populated with a Random Unseen Sample
(Source: web page)
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[bookmark: _Toc238912976]Figure 6.9: Monitoring Dashboard: Unseen Flow Correctly Classified as Blackhole Attack
(Source: web page)
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[bookmark: _Toc238912977]Figure 6.10: Monitoring Dashboard: Unseen Flow Correctly Classified as Flooding Attack
(Source: web page)
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[bookmark: _Toc238912978]Figure 6.11: Batch Monitoring Panel: Predictions for an Uploaded CSV of Unseen Flows (Part 1)
(Source: web page)
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[bookmark: _Toc238912979]Figure 6.12: Batch Monitoring Panel: Predictions for an Uploaded CSV of Unseen Flows (Part 2)
(Source: web page)


[bookmark: _Toc238913836]CHAPTER 7: Conclusions and recommendations.
[bookmark: _Toc238913837]7.1 Introduction
This chapter is the summary of the chapters preceding this chapter in the report and looks back on the extent to which the aim and objectives of the research as stated in Chapter 1 were achieved. It restates, succinctly, key findings of literature review, methodology, design, implementation and evaluation chapters and it remarks on the contribution and practical value of AI-based security framework that was created and tested to detect the cyberattacks of drone networks. Another aspect considered in the chapter is the limitations encountered in the process of the project before the opportunities presented by the work to future work are identified in another sub-section. It ends with a brief list of recommendations to researchers, network administrators and designers of UAV systems.
[bookmark: _Toc238913838]7.2 Introduction to the Research.
In Chapter 1, the research began by noting that as drone networks grow more and more dependent on wireless communications, GPS-based navigation as well as cloud-based control systems, UAVs have become a victim of cyberattacks such as denial-of-service, GPS spoofing, command injection, replay attacks and jamming [18][22]. Chapter 2 has critically analyzed the existing literature and concluded that, although there exist a relatively high number of studies that suggest the use of AI-based security framework, only a relatively small number of studies are able to undertake a systematic, side-by-side comparison of multiple machine learning algorithms on a single publicly available dataset of UAV traffic in a single reproducible pipeline [9][13]. This is a firsthand gap that directed the development of the present study.
Chapter 3 developed a quantitative research design, which relies on the UAVIDS-2025 dataset, outlining the preprocessing stage, feature engineering and model-development phase, which will be followed, and the evaluation metrics of accuracy, precision, recall and F1-score against which the classifiers will be assessed. This methodology was translated into a concrete system design in Chapter 4 which justified why Decision Tree, Random Forest, Support Vector machine and a majority-voting Ensemble were the four classifiers of choice to be used. Chapter 5 reported the practical implementation of this design in Python in Google Colab, the preprocessing pipeline, train-test split, feature scaling and model training, and locally-hosted monitoring dashboard which could label individual and batch-uploaded network flows.
The resulting models were tested on a held-out test partition of 24,435 flows in chapter 6. The best overall performance was achieved by the Random Forest (95.36 per cent), 95.57 per cent precision, 95.36 per cent recall and an F1-score of 0.9536, just higher than the Ensemble model (95.19 per cent) and the Decision Tree (94.66 per cent) and significantly higher than the Support Vector Machine (88.99 per cent). The analysis of feature-importance revealed Packet Drop Rate, Transmit Byte Rate, Transmit Packet Rate and Receive Byte Rate to have the largest portion of the discriminative signal, supporting the behavioural, rate-and-drop-based feature-selection strategy used in Chapters 3 and 4 [49]. Flooding and Sybil attacks were nearly caught precisely whilst Blackhole and Wormhole attacks were frequently mistaken to be the same as both seem like an unusual packet-forwarding behaviour. The tree-based and ensemble classifiers performed well in terms of indirect comparison to the accuracy of Logistic Regression of between 78 and 90 per cent in other parts of the literature [47][48][55] and this justifies the design choice, made in Chapter 4, to concentrate on non-linear, ensemble-based classifiers, and not simply linear baselines. The gain of validation on a synthetically perturbed unseen dataset, along with the functionality of the monitoring dashboard, indicated that the trained Random Forest model had a good generalisation to all samples it was trained on and could be operationalised as an interactive, locally hosted intrusion-detection service.
[bookmark: _Toc238913839]7.3 The Aim and Objectives were achieved as indicated by the 7.3 section.
The above-summarised chapters, when combined, point to the fact that the purpose of the research, to design and test AI-based security system able to identify cyberattacks in drone networks based on machine learning used on publicly available UAV traffic data, was achieved significantly. All four supporting objectives were discussed one by one. The former to scan the prevalent cyber threats to drone networks and existing AI-based intrusion detection systems was satisfied by the critical literature review in Chapter 2 that also identified the research gap that the study went on to address. Acquisition and preprocessing of UAV network security data used publicly was performed by acquiring and preprocessing the UAVIDS-2025 dataset in Chapters 3 and 5, and the exploratory data analysis and feature reduction based on the correlation was performed in Chapter 6. The third, to design and develop machine learning programs that will identify attacks sent via the drone network traffic, was satisfied by designing and training the four classifiers in Chapter 5 and testing them in Chapter 6. The fourth, to suggest and explain an AI-based security model by comparing the model performance with conventional evaluation metrics, was met by the systematic comparison of the accuracy, precision, recall and F1-score and confusion-matrix performance of the different classifiers in Chapter 6, which found Random Forest the most applicable classifier to the behavioural, rate-based features that describe UAV network traffic.
[bookmark: _Toc238913840]7.4 Contributions and Benefits to the study.
The research is a small yet a sincere addition to the current pool of literature in the field of AI-controlled UAV cybersecurity. In contrast to much of the literature reviewed, which offers either individual-Algorithm studies, or very abstract security models [6][13], the project directly compared four classifiers on a single, reproducible pipeline, on the same, consistent dataset, using the same preprocessing and evaluation measures on each model. This comparative manner provides a better perspective of the algorithms to choose, than can be obtained with single-model studies and the resultant behavioural, rate-and-drop-based feature set offers a valuable reference point to researchers intending to use such a system [15][19]. The working monitoring dashboard created in Chapter 5 continues to show that the trained model can be transferred out of an offline notebook into a dynamic tool able to categorize individual and batch network flows, which can be used to visualize just one example of how the framework can be used to support network administrators and cybersecurity teams overseeing UAV fleets. On a bigger scale, the project justifies the argument that has been traversed through the literature that adaptive, learning based intrusion detection can offer a more sound alternative to the conventional signature based techniques as UAV networks and threats against them are growing in number [7][10].
[bookmark: _Toc238913841]7.5 Limitations
Regardless of these contributions, there are a number of limitations to the project, which must be noted. As in Chapter 6.5 this comparison was made indirectly, using the ranges of accuracy in related literature as opposed to a trained Logistic Regression model in the same notebook pipeline under the same conditions; a like-for-like, in-study comparison would bolster the evidence base significantly. The Support Vector Machine was also trained with a sub sampled data which limits the comparability of the Support Vector Machine with the other three classifiers. There is also a limitation to a single, fixed, centralised data source; UAVIDS-2025 is a relatively large and balanced source of traffic logs but there is no way it can possibly represent the diversity of live multi-vendor drone deployments in real-life operational settings [53]. The current confusion between the Blackhole and Wormhole attacks where the signature is similar in the terms of packet-forwarding behaviour also highlights that the current set of features may fall short of being able to differentiate similar behaviour types of attack even in those situations where the classifier can still differentiate between malicious and normal traffic. Finally, the performance measures embraced in the study are of a statistical nature and not linked to the overall operational performance of flight-safety which as far as the broader UAV safety body of literature is concerned would play a critical role in the reduction of operational safety confidence as far as the detection accuracy is concerned [54].
[bookmark: _Toc238913842]7.7 Suggestions for Further Work
Such limitations introduce numerous possibilities of the future work. To start with, a Logistic Regression model, and other linear baselines, should be trained in the same experimental pipeline with the other four classifiers, thereby making it possible to directly infer the apparent advantage of ensemble and tree-based models as opposed to indirectly, in accordance with the literature. Second, the Blackhole-Wormhole confusion of Chapter 6.3 suggests that more granular features, like routing-path metadata or sequence-based features that record how packets are redirected, and not whether they are dropped, may be relevant to better differentiate between these two classes of attacks. Third, since the study was based on one, stagnant dataset, future research needs to confirm the framework using more or live-captured UAV traffic datasets, preferably across a wide variety of vendors or in operation settings, to assess the external validity of the findings to UAVIDS-2025 [53]. Fourth, the error of detection and the cost of inference, which was briefly discussed in Chapter 6.4, must be quantified further; lightweight or shallow models can still be discussed by resource-constrained, edge-deployed UAV hardware even though this trade-off was not quantified in the present study. Fifth, the framework can be generalized to federated learning, where several UAV operators can learn a shared detection model, without centralising sensitive traffic data, which is also gaining traction in the more general literature on distributed drone security [43][47]. Finally, future studies are recommended to consider the potential of relating the results of detection of the type produced by the monitoring dashboard in Chapter 5 to flight-safety decision-making and in some cases to the legal and forensic admissibility standards of automated detection decisions in UAV cybersecurity studies [50][54].
[bookmark: _Toc238913843]7.6 Recommendations
The above findings lead to the recommendation that network administrators and developers of UAV systems should emphasize more on rate-, drop-, and drop-based traffic features over raw packet or byte counters when defining or buying an intrusion detection tool as in this case, these features occupied the majority of the discriminative signal. It is also indicated that ensemble or tree-based classifiers such as the Random Forest, should be considered over strictly linear ones as a means of categorising behavioural UAV traffic, nonetheless, must still be able to substantiate this choice by the personal data of the operators. The special consideration of the Blackhole- or Wormhole-type attacks within the operations is recommended to consider additional routing- or path-based features to the deployed detection system because of the confusion observed between the two types of attacks in this paper. Finally, organisations intending to apply AI-based intrusion detection to drone fleets are encouraged to evaluate any model of interest against unseen, noise-perturbed data, as in Chapter 6.6 of this work, to build confidence that the reported performance on the test set will be the same as the performance in operational contexts.




[bookmark: _Toc238913844]CHAPTER 8: REFLECTION
[bookmark: _Toc238913845]8.1 Introduction
This is the chapter which changes the emphasis of what was made to how it was made. As opposed to the technical discussion in the previous chapters, reflection reflects on the experience the researcher had when working on the project: the planning and organization of the work, what was learned about oneself as a researcher and working habits, and what, in retrospect, might have been done better. This chapter is not intended to revert to the technologies as well as the results I have reviewed in Chapters 5 and 6, but rather of contemplating the process of creating them to gain some lessons, which can be fruitfully used in work of this kind in the future.
[bookmark: _Toc238913846]8.2 Time Management
In retrospect, the project I had a few more challenging areas one of which was time management. Initial steps, especially the literature review, Chapter 2, and acquisition and cleaning of the UAVIDS-2025 dataset, Chapter 3, took longer than expected, partly due to the fact that a clear understanding of the quality of the data was only realized once preprocessing had started taking place. This indirectly affected me at the later development and testing time of models in the project and in effect, this meant that some activities like training an in-pipeline Logistic Regression baseline would have to wait, as indicated in Chapter 7.5. Reflectively, a more realistic first timeline, with more contingency time added around the preprocessing phase, would have alleviated this stress on the subsequent chapters. The experience has also served to reiterate the need to front load the exploratory data analysis and not to view it as a pre-processing process that must be completed before the real model building process can occur.
[bookmark: _Toc238913847]8.3 Study Skills.
The project was also a great opportunity in which the researcher could gain and combine diverse study and research skills. Organising and critically synthesising a substantial literature, as would be needed in Chapter 2, would require the researcher to venture beyond merely summarising individual articles to discerning patterns, conflicting and real gaps in the literature as a whole; this is a skill that the researcher believes has become evident, as demonstrated by the capacity to place the findings of the study, in Chapter 6, in comparison to a broad array of previous results with reasonable certainty. Exposure to a large and imbalanced real-world-style dataset was also a good exercise in practical data-handling, such as preprocessing, feature engineering and interpretation of exploratory statistics like the correlation matrix and feature-importance rankings described in Chapter 6.1. Most importantly, building, training and critically evaluating four different machine learning models implied that the researcher had to be even more sceptical and evidence based about the results of the models as such, asking, to name a few, why the Support Vector Machine did not work as well as the other classifiers, and what the problem with the experimental design but not necessarily the algorithm could be the answer.
[bookmark: _Toc238913848]8.4 Challenges Encountered
The project had a couple of issues that took place and in reflection, they did not go down the drain in terms of the learning of the researcher. The biggest was the Blackhole-Wormhole confusion that was found when models were evaluated in Chapter 6.3; to solve the fact that the two behaviourally similar attack types were being confused, the researcher needed to go back to the feature-importance analysis and reflect on what the available features could and could not differentiate, as opposed to interpreting the confusion matrix as a pass or fail outcome. A second issue was that there was no easy way to fairly compare models which had been trained differently, particularly the subsampling of the Support Vector Machine which was discussed in Chapter 6.2; you learn not to conceal a limitation behind a figure in the headline, when presenting experimental results. A third, more practice-driven difficulty was to scale up the trained model out of the notebook setting into the interactive monitoring dashboard in Chapter 5.8, which necessitated interaction with the elements of software deployment that were a bit beyond the immediate range of the machine learning elements, but which ultimately proved useful in showing the practical usefulness of the work.
[bookmark: _Toc238913849]8.5 What could have been done otherwise.
Looking at the whole of the project, the researcher believes that the study could have been conducted in a variety of ways to be improved. The fact that the most important design decision of the project to prefer ensemble and tree based classifier was right would have been strengthened by training a Logistic Regression baseline on the same experimental pipeline as the four classifiers and would have been done earlier rather than being mentioned as future research in Chapter 7.5. More emphasis could also have been given, earlier on in the project, to features that were capable of being able to differentiate between Blackhole and Wormhole traffic rather than finding out this limitation when the main evaluation was already done. To be even more precise, the researcher knows that a more iterative method, which would alternate data exploration, feature engineering and preliminary model testing earlier and more often than it was a strictly sequential process, would have probably made some of the constraints of the project more noticeable at an earlier point in time and would have offered more time to address them within the available time constraint.
[bookmark: _Toc238913850]8.6 Concluding Reflection
Taken together, the project has been a useful experience, not just in terms of developing a working AI-based security system to detect cyberattacks within drone networks, but the researcher himself to become a self-reliant researcher who approaches his/her research in a disciplined, skeptical and honest manner. The lessons the researcher hopes to take into future research and practice include the experience of handling a longer, multi-stage technical project, of facing and reporting on the constraints of his or her own output instead of sweeping them under the carpet, and of transferring the machine learning pipeline to a more useful form. In the event of a re-run of such a project, the researcher is sure that a large proportion of the challenges that arose in this context, especially in matters of time management in the initial data-preparation phases and the usefulness of model comparisons in general, would be foreseen and prevented early on, so that more time could be devoted to the more productive avenues of further work that were found in Chapter 7.
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[bookmark: _Toc238913854]Appendix A — Dataset Feature Dictionary
	Feature
	Description
	Type

	TxPackets / RxPackets
	Raw transmitted/received packet counters
	Raw counter

	TxBytes / RxBytes
	Raw transmitted/received byte counters
	Raw counter

	TxPacketRate / RxPacketRate
	Packets transmitted/received per unit time
	Derived rate

	TxByteRate / RxByteRate
	Bytes transmitted/received per unit time
	Derived rate

	Throughput
	Overall data rate across the flow
	Derived rate

	Packet Drop Rate
	Proportion of dropped packets in the flow
	Behavioural

	Average Hop Count
	Mean number of hops a packet traverses
	Behavioural

	Mean Jitter
	Average variation in packet delay
	Behavioural

	Class Label
	Normal / Blackhole / Wormhole / Sybil / Flooding
	Target


[bookmark: _Toc238913855]Appendix B — Hyperparameter Configuration Table:
	Model
	Tuned Parameters
	Notes

	Decision Tree
	max_depth, min_samples_split, class_weight='balanced'
	3-fold CV, weighted F1 scoring

	Random Forest
	max_depth, min_samples_split, class_weight='balanced'
	3-fold CV, weighted F1 scoring

	SVM
	Trained on random subsample of 15,000 records
	Computational cost constraint

	Ensemble
	Majority (statistical mode) voting of the three base classifiers
	No separate tuning
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13. Local Deployment (Flask API)
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15. Run It Locally.
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