[bookmark: _Hlk195253720]  ASSIGNMENT 1







Table of Contents
TABLE OF FIGURES	2
INTRODUCTION	3
RELIABLE TRANSMISSION & ERROR CONTROL	4
1.1	Overview of reliable transmission	4
1.2	How TCP provides reliability	4
1.3	Limits and challenges of reliability	5
1.4	TCP vs UDP	5
1.5	Implications for programmers and design choices	6
LATENCY, BANDWITH & NETWORK PERFORMANCE	7
2.1	Defining Latency & Bandwith	7
2.2	Sources of Latency	7
2.3	Bandwidth, Throughput, & Congestion	8
2.4	Performance trade-offs for Programmers	8
CONCURRENCY IN	10
NETWORKED APPLICATIONS	10
3.1	Why Concurrency is needed	10
3.2	Multi-threaded Approach	10
3.3	Event-driven & Asynchronous approach	11
3.4	Implications for programmers & Design Choices	12
INTEROPERABILITY IN	13
DISTRIBUTED SYSTEMS	13
4.1	What Interoperability means	13
4.2	Standards, Formats, & Interface Descriptions	13
4.3	Common Interoperability Problems	13
4.4	Implications for Programmers & Design choices	14
CONCLUSION	16
REFERENCES	17

[bookmark: _Toc225515273]TABLE OF FIGURES
Figure 1-Basic client–server socket communication model  [26]	3
Figure 2 - TCP connection termination sequence (TCP teardown) [27]	5
Figure 3 - Comparison of TCP and UDP characteristics [28]	6
Figure 4 - Main sources of delay in packet transmission [29]	7
Figure 5 - Relationship between latency, throughput and bandwidth [30]	8
Figure 6 - Example of a multithreaded server model [31]	10
Figure 7 - Event-driven architecture model [32]	11
Figure 8 - Interoperability stack across different system levels [33]	13















[bookmark: _Toc225515274]INTRODUCTION
Socket programming is where design and reality collide. Writing the application level code that allows you to send and receive messages over a network can take a few hours. But getting the network right so that it is reliable and scalable is the hard part. Distributed systems are inherently fault-prone and the application needs to deal with a host of network problems including packet loss, latency, message duplication and messages that are received out of sequence [1][2][5]. Also, distributed applications need to deal with many clients [10][11]. All these are non-trivial issues and decisions made at the transport level as well as at the concurrency level have a direct bearing on the reliability and performance of the application [1][9][10]. Figure 1 illustrates the structure of the paradigm (client-server) where communication using socket connects an application process (user space) to the transport layer (OS).
[image: Network - socket (1) - DEV Community]
[bookmark: _Toc225514165]Figure 1-Basic client–server socket communication model  [26]
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1.1 [bookmark: _Toc225515276]Overview of reliable transmission
Reliable transmission means that the sender guarantees that the packets it sends will either arrive intact and in the correct sequence or fail to arrive in a manner that can be detected [1][4]. Difficulties include packet loss due to network congestion, packet reordering by the network, and packet duplication [1][3].
1.2 [bookmark: _Toc225515277]How TCP provides reliability
TCP deals with all these issues. The current TCP specification calls it a "reliable, in-order, byte-stream" service [1]. This means that TCP keeps track of the packets it sends, verifies that the receiving system has gotten all of them, detects when packets are corrupted by checking a checksum for each packet and retransmits any that it determines were lost [1][4]. Therefore TCP is still the protocol of choice for applications such as HTTP, email, FTP etc. where a small amount of extra latency is less important than making sure the application data gets there in the right order [1][4]. Figure 2 illustrates how TCP uses acknowledgements and sequence numbers to bring an end to an ordered connection.
[image: Image: TCP connection termination (TCP teardown)]
[bookmark: _Toc225514166]Figure 2 - TCP connection termination sequence (TCP teardown) [27]
The timing component of reliability is by far the largest component of overall reliability. This is because TCP cannot immediately send a retransmission of a packet which it has not received an ack for [3]. All TCP implementations adjust the retransmission timeout for each connection and it is recommended that implementations follow the guidelines set out in RFC 6298 [3]. If this is set too low, it results in a waste of bandwidth and there is also the risk of a higher incidence of congestion collapse because of more retransmissions [3][8]. If it is set too high, an application is less responsive [3][5]. Reliability in TCP is a trade-off for correctness against the need for speed [1][3].

1.3 [bookmark: _Toc225515278]Limits and challenges of reliability
Reliability is not a solved problem. This paper takes the "omissions" approach of Karn and Partridge and focuses on their discussion of the "retransmission ambiguity" problem [3]. A segment may be transmitted and then retransmitted before its ACK arrives. Without this knowledge the RTT calculation is poor, and the retransmission behavior will be poor if this poor RTT affects the retransmission timer [3]. Karn's algorithm for avoiding ambiguous ACKs in calculating the RTT is described in some detail in RFC 6298 [3]. A reliable system is not necessarily a perfect system. Although TCP can hide many issues from the applications running above it, there will always be some delays, some uncertainty that a reliability protocol cannot fully hide [1][3][9].


1.4 [bookmark: _Toc225515279]TCP vs UDP
UDP is a protocol that operates under a completely different model than TCP. The UDP protocol is a datagram service like IP, but it does not contain the same error-checking and correcting features that TCP contains [2]. This includes sequencing data packets to ensure they arrive in the correct order, as well as re-transmitting missing or corrupted packets [1][2]. Because reliability features have been omitted from UDP, applications that use it must implement reliability themselves [2]. Because of this, UDP is more suitable to situations where speed, resource utilization, and precise timing is a priority, but the ordering and reliability of individual packets is less important [2]. VoIP, online video and some multiplayer games are all examples of scenarios in which using UDP is preferable [2].
[image: UDP Vs TCP Which One Is Better for Streaming? - Muvi One]
[bookmark: _Toc225514167]Figure 3 - Comparison of TCP and UDP characteristics [28]
TCP is preferred for applications that need a full ordered byte stream [1]. A login service, a document transfer service or web API are all probably TCP services because the transport layer should ensure the byte stream is correct [1][4]. The choice of TCP or UDP really comes down to whether the application can tolerate what the other type of transmission allows [1][2].

1.5 [bookmark: _Toc225515280]Implications for programmers and design choices
In software engineering, we learn that the transport protocol choice is a decision that is buried deep in every layer of your application. Choosing TCP means you have decided to tolerate some overhead in order to provide strong guarantees to the sender about when packets will be delivered to the intended recipient and how the network will handle transmission errors [1][3]. Choosing UDP means you have decided to control the levels of latency and packet loss in your application and, in addition, you will be responsible for implementing whatever reliability mechanisms you decide to use [2]. Providing reliability is a more fundamental systems issue than merely a transport protocol choice. It affects not only the performance of your system but also the way it behaves under fault conditions and, hence, the user experience of your application [1][3][5].


[bookmark: _Toc225515281]LATENCY, BANDWITH & NETWORK PERFORMANCE
2.1 [bookmark: _Toc225515282]Defining Latency & Bandwith
Latency is the delay between the time that you send data and the time that you get a response [5][6]. Bandwidth is the amount of data that you can send through a connection in a given time period [5][7]. A fast bandwidth does not always translate to fast speed if latency is high. Conversely a bandwidth with low latency and a moderate bandwidth can still feel quite fast [5][6]. Video calls, online games, cloud document editors — many applications suffer from latency even when they have plenty of bandwidth. And conversely, large downloads can tolerate plenty of latency as long as the bandwidth is large enough [5][6][7]. The important lesson here is that different applications have different latency and bandwidth sensitivity [5][6].

2.2 [bookmark: _Toc225515283]Sources of Latency
Latency is composed of many smaller latencies. Data must be processed in the device, sent to the link, transmitted over the medium and could be buffered due to network conditions [5]. In programming, latency is an aggregate quantity and it is very hard to decompose it into its basic components [5][6]. Figure 4 illustrates the various latency components including processing time, queueing delay, transmission delay, and propagation delay [29].
[image: Delays in Computer Networking. In order to transfer the file fast and… | by  Pranav Bhosale | Medium]
[bookmark: _Toc225514168]Figure 4 - Main sources of delay in packet transmission [29]
Queueing delay is yet another type of delay. A router may have a buffer on an outgoing link to queue up packets in anticipation of when that link will become available. Queueing delay is closely related to congestion-control and active queue management work such as CoDel [9]. A lot of the bufferbloat we see in the wild is caused by too much queueing delay [7][9].

2.3 [bookmark: _Toc225515284]Bandwidth, Throughput, & Congestion
Bandwidth is not the same as throughput, which is the actual data that your application is able to get through over time [6][7]. Even on very high link speeds the throughput can be much lower due to things like network congestion, protocol overhead, retransmits, and control behaviour [7][9]. We have talked about all these issues in the context of congestion. TCP is not designed to send packets forever, and as described in RFC 5681 there are a number of mechanisms including slow start, congestion avoidance, fast retransmit and fast recovery [9]. The basic idea is that as the network appears to be able to absorb more data, the transmission rate should be increased and as symptoms of congestion appear the transmission rate should be decreased [8][9]. As shown in Figure 5, bandwidth, throughput and latency are related but measure different aspects of network performance [30].
[image: Network Latency vs. Throughput vs. Bandwidth Guide - DNSstuff]
[bookmark: _Toc225514169]Figure 5 - Relationship between latency, throughput and bandwidth [30]
Why should we care? The answer is old, but still valid. It is the answer Jacobson gave when he first invented congestion avoidance [8]. He had to solve the problem of congestion collapse. The phenomenon of congestion collapse is when a network is very congested, but only a small portion of the transmitted packets are actually used for communication [8].

2.4 [bookmark: _Toc225515285]Performance trade-offs for Programmers
Latency and bandwidth affect programs in rather different ways depending on one's point of view as a programmer. Chat, games, and remote control applications are interactive applications which care very much about latency [5][6]. Applications such as backups and file downloads are bulk transfer applications which care much less about the latency of the network, and rather more about the bandwidth [6][7]. The choice of protocol and architecture design will necessarily depend on the expected usage pattern [5][6]. It is a trade-off: keeping the links busy versus keeping the queues short. Loss-based congestion control aims to provide the full bandwidth of the bottleneck link, but can do so at the cost of higher latency and packet loss when buffers are large [7][9]. Latency, bandwidth, and congestion are low-level networking topics, so they often get ignored in discussions of application design. Yet they are also very high-level, since the ultimate impact of an application is always on the user [5][6]. They can affect what communication protocol is appropriate for your application, what should be retried and what should not, and where the cracks will begin to show when your application is taken out of the controlled environment of the lab [5][6][9].
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3.1 [bookmark: _Toc225515288]Why Concurrency is needed
Python servers do not run sequentially: a chat server may be serving 10 clients at once, a web server may be waiting for results from a database or service for 20 different requests at once [10][18]. Many networked applications spend a majority of their runtime waiting for some form of I/O [10]. Python provides many ways to write concurrent I/O-bound applications, each with trade-offs and ideal use cases [10][18]. Node on the other hand runs all of your code within a single process and uses an event loop to handle many concurrent requests at once [11][17].

3.2 [bookmark: _Toc225515289]Multi-threaded Approach
Another approach to concurrency in a server is to use threads. Most threaded servers either create a new thread for each client, or use a pool of worker threads to run incoming tasks [12][13][15]. This is a fairly natural way to handle concurrency [12][15]. There are tutorials on thread usage in the Java documentation, and documentation on using thread pools in the Java utilities package documentation [12][13]. Figure 6 demonstrates a multithreaded server design in which separate threads handle different client requests [31].

[image: Multithreaded Servers in Java - GeeksforGeeks]
[bookmark: _Toc225514170]Figure 6 - Example of a multithreaded server model [31]
This approach makes it easier to write code that does blocking I/O and allows other threads to run concurrently. On multi-core machines, threads can even be executed in parallel with each other using hardware concurrency [12][14][18]. However, there are downsides. Threads use memory, and creating a new thread is an expensive operation [12][15][18]. Of course, once you start using threads, the data that threads manipulate can be shared, and thus you have to think about race conditions, deadlocks, and generally make sure your program is in a consistent state at any point [14][15][18].


3.3 [bookmark: _Toc225515290]Event-driven & Asynchronous approach
In this design, connections are processed in an event loop, where the program waits for sockets to become ready for reading or writing and processes those events as they come in [11][16][17]. This is the architecture used by Node.js today [11]. Node.js is single threaded by default, meaning that all JavaScript code runs in one thread, but using an event loop and APIs that support non-blocking I/O, Node.js is able to perform non-blocking I/O [11][16][17]. Figure 7 shows the structure of an event-driven system, where events are published and handled without needing a thread for every connection [32].

[image: Event-Driven APIs in Microservice Architectures - GeeksforGeeks]
[bookmark: _Toc225514171]Figure 7 - Event-driven architecture model [32]
Its strength is scaling to handle heavy I/O by having one event loop process many socket connections at once [11][16]. The weakness is complexity: your code becomes more difficult to understand because the actions to handle some operation can be spread out over multiple async callbacks, promises, or tasks [11][16]. Also, just one poorly written blocking call can cause your event loop to lock indefinitely [16][17].
Both models have advantages and disadvantages, and the choice of which is "more correct" ultimately comes down to the type of workload that the program is trying to handle [10][14]. For I/O-bound work with a large number of concurrent connections, an event-driven model is generally preferred over multiple threads [10][11]. However, for CPU-bound work or for code that is easier to write in terms of threads directly, using threads or a worker pool is generally sufficient [10][13][18]. Concurrency is therefore a series of many small decisions, each appropriate to some particular facet of your workload [10][14].


3.4 [bookmark: _Toc225515291]Implications for programmers & Design Choices
For software developers, choosing the right concurrency model is crucial to write efficient, maintainable and correct code [10][14]. Creating thread-aware code is more than just replacing single-threaded loop iterations with threads. Bugs caused by shared state are often difficult to find [14][18]. Event-driven approaches are often more efficient for scalable code, but efficient use of them requires disciplined programming to write purely non-blocking code [11][16]. A programmer therefore needs to understand concurrency: choosing the right model is not just about speedup, it is about choosing a programming style that you, and possibly your organisation, can manage [10][11][14].
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4.1 [bookmark: _Toc225515294]What Interoperability means
Interoperability is the ability of different programs, devices or services to be used together [19][20]. Interoperability over a network means more than just setting up a connection to another server over the network. Two systems may both be able to send bytes over a network, but that does not mean that anything useful can be done with these messages. Maybe the messages have different structures, use different character encodings, have differently named fields [19][20]. To the programmer, interoperability is a network connectivity problem, but actually it is a complete design problem [19][21].


4.2 [bookmark: _Toc225515295]Standards, Formats, & Interface Descriptions
One of the key factors in achieving interoperability at scale is the use of open standards. JSON is a lightweight, language-independent, plain text data interchange format that is easy for humans to read and write and for machines to parse and generate [19]. JSON is widely used for structured data, allowing software written in different languages and running on different platforms to exchange data [19]. XML is another widely used format. XML is a shared data format for exchanging data over the Internet or intranets in support of interoperability among applications written using different programming languages and running on different types of hardware or operating environments [20]. Interoperability for services can be improved if formal interface descriptions are provided. The OpenAPI Specification provides language-independent, fully parseable documents called OpenAPI Definitions that describe the formal interface for HTTP services [21]. This mechanism is similar to Protocol Buffers in gRPC, which are used both for service transport and as the interface description and message format [22][23][24].


4.3 [bookmark: _Toc225515296]Common Interoperability Problems
One of the key factors in achieving interoperability at scale is the use of open standards. JSON is a lightweight, language-independent, plain text data interchange format that is easy for humans to read and write and for machines to parse and generate [19]. JSON is widely used for structured data, allowing software written in different languages and running on different platforms to exchange data [19]. XML is another widely used format. XML is a shared data format for exchanging data over the Internet or intranets in support of interoperability among applications written using different programming languages and running on different types of hardware or operating environments [20]. Like JSON, XML is more than a simple data format [19][20].Figure 8 highlights that interoperability operates across multiple levels, from physical infrastructure to technical and semantic compatibility [33].

[image: Interoperability stack and its instances in the public administration and transportation domains]
[bookmark: _Toc225514172]Figure 8 - Interoperability stack across different system levels [33]
Interoperability for services can be improved if formal interface descriptions are provided. The OpenAPI Specification provides language-independent, fully parseable documents called OpenAPI Definitions that describe the formal interface for HTTP services, allowing both humans and computers to understand the service’s behaviour without access to the source code or live traffic [21]. This mechanism is similar to Protocol Buffers in gRPC, which are used both for service transport and as the interface description and message format [22][23][24]. As a result, interoperability is not only ensured at the level of the transport used by a service, but also for the exact structure of requests and responses [21][22][23].

4.4 [bookmark: _Toc225515297]Implications for Programmers & Design choices
For programmers the main lesson is that interoperability needs to be designed. Yes, two systems that will interact may both use sockets to talk to each other, or both encode data in JSON that the other system can parse. But that is the easy part. Harder is making sure that the two systems actually send the messages that the other system is expecting. What does it mean if a message is missing a field? What if a field is provided with an unexpected type? OpenAPI and similar interface descriptions can at least codify these requirements, and make it clear what a good client of your system looks like [21]. More importantly, schema-based interfaces such as JSON Type Definition or Protocol Buffers can be used to validate messages as they are generated, and many of these systems come with tools that can automatically generate stub code [23][24][25]. Interoperability is one of the key features of a distributed system: it makes a group of independent networked components behave like one system. Useful software needs contracts, compatibility and planned growth. Many communication failures in distributed systems are caused not by the network itself, but by clashes between the expectations of the systems at either end [19][21][25].






















[bookmark: _Toc225515298]CONCLUSION
When building networked applications, socket programming and concurrency are not the only design issues programmers have to deal with. For data to be usable, it has to arrive in a correct and timely fashion. TCP realises reliable connection-oriented communication automatically, while UDP leaves reliable connectionless communication to the applications [1][2]. Reliability trade-offs, therefore, are made by the programmer, based on the kinds of errors and delays that are actually relevant to the application [1][3]. Latency, bandwidth and congestion were discussed in the network performance section, and it is clear that a network is not "fast" just because it has high bandwidth [5][6][7]. Then there is the issue of concurrency, and how to handle many connections. Two commonly used approaches solve the same problem, but with very different costs in terms of scalability, simplicity, and debugging difficulty [10][11][14]. Interoperability is more than just having a network connection to another system. It means that you need open standards, consistent data formats, and well-designed interfaces to talk to other systems and platforms [19][20][21]. Throughout this essay, several examples show that a good networked program requires many conscious decisions on the part of the programmer [1][9][21].
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