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This report is for the attention of the Head of Information Governance. 

An alert has been raised by a manager in an operational department where a data breach including the names and addresses for members of staff has been sent out to a member of the public. Upon further investigations there are copies of staff sickness notes and occupational health reports stored on the desktop which contains personal and sensitive information. Personal information of employees along with their occupational records need to be stored correctly as an organisation for Human Recourses (HR).

This breach has occurred as a result of downloading a list off the operational system in order to undertake a task more efficiently. The wrong document has been attached when sending out a leaflet as it was stored on the managers desktop. The data has not been held correctly due to a manual download from an operational system and storage on the desktop. The staff sickness notes, and occupational health report copies were also saved on the desktop and not in a secured file structure. 


[bookmark: _Toc50477585][bookmark: _Toc50477671]Data Protection Implications 
The data that has been exposed and sent out to a member of the public is Personal Data. Personal Data is described as information which relates to a living individual. The breach that has occurred is names and addresses have been sent out, which is an example of Personal Data [1]. This data has not been anonymised and can be identifiable against an individual. However, it has also been identified that the operations manager also had stored staff sickness and occupational health records on the desktop. This type of information is categorised as Special Category Personal Data. The General Data Protection Regulation (GDPR) defines Special Category data as data concerning sensitive information which includes health. Special Category requires more protection due to its sensitive nature [2]. To summarise Personal Data is the data that’s been exposed. Special Category data is held on the Managers Desktop. 

A data protection breach has occurred due to the accidental exposure of personal information. It is deemed a breach as defined in the GDPR template, access to personal data by an unauthorised third party has occurred due to an accident by the data controller. Adhering to recital 87 of GDPR a prompt response to the breach needs to be escalated.

Article 5 of GDPR sets out the seven key principles for general data protection. 

Lawfulness, Transparency and Fairness is article 5 (1a). It highlights personal data should be processed in a lawful manner that ensures transparency in relation to individuals. This principle has been breached as it wasn’t the expectation for the data to be published which has been the result of poor data management processes from the data controller.

Article 5 (1b) is Purpose Limitation. The data stored should be legitimate, specified and purposeful. Article 5 (1c) is Data Minimisation. Ensuring the data is adequate to the purpose of data. The data in question is purposeful and adequate to the data controller as is it used to complete an organisational task more efficiently. 

Article 5 (1d) Accuracy is to ensure data is kept up to date and inaccurate information is discharged. This principle hasn’t been breached and the scenario is, records being incorrectly sent out. It does not specify the accuracy of that data.

Article 5 (1e) sets out Storage Limitations. Data should not be stored longer than necessary and identified the requirement for record management. This principle has been breached due to the storage of staff records. It does not follow the organisations policy that displays the data on the system. The individual has taken a personal copy of the record and stored onto the desktop without adhering to management practices. 

Article 5 (1f) is Integrity and Confidentiality. Due to personal data being sent out incorrectly this principle has been broken. The data was not secured correctly and protected against unauthorised individuals accessing the information. The security of the data has not been protected. 

The last principle is Accountability Article 5 (2). It relates to all other principles which outlines the data controller is accountable for the identified principles. They are responsible for the record management, ensuring policies are tested and followed correctly. Due to the breaches of Article 5 1a, 1e and 1f the data controller is held accountable under article 5 2 for the breaches [3].

[bookmark: _Hlk49886194]The risk exposure is measured by the likelihood and severity of the breach in accordance to the person’s right of freedom. In this case the likelihood of the person’s right of freedom being exposed is likely and the impact could be major. Taking this stance, a risk exposure score of 16 – extreme risk has been calculated. The reasoning behind this is an unauthorised third party has access to names and addresses without consent from the individuals due to an accidental data breach [4]. 

There is no definition within GDPR to which level of exposure should it be reported to the Information Commissioner's Office (ICO). Due to the risk factor associated with the breach it is advised the ICO is notified. Following the organisation policy, it is recommended that any breach which may result in persona data being exposed is reported to the ICO.

[bookmark: _Toc50477586][bookmark: _Toc50477672]Organisational Policy 
Within the Organisation there is a designated Information Governance (IG) team. The team deals and advises all other teams within the organisation. They set out the company policies and procedures. 

There are several internal Standard Operational Procedures (SOPs) available for staff and several IG Policies to follow under the Velindre University NHS Trust. These identify the correct procedures for staff to follow. 

Under the Confidentiality Breach Reporting Policy – IG13 [5], it states, a confidentiality breach is an authorised or accidental disclosure of access to personal data. This policy along with the NHS Wales Informatics Service (NWIS) organisational SOP-IG-004, highlight the process for reporting personal data breaches within the NWIS organisation. The documents highlight the use of Datix to report any breaches. Datix is a reporting tool used for incident reporting and risk management. Within the procedure it identifies the of loss of personal data as a breach, to be logged onto Datix. Personal data breaches must always be logged. Once logged the IG team will review the incident.  

As an organisation it is the responsibility of all employees to ensure personal data is held securely and correctly. Within the policy it identifies the scenario of an incorrect email being sent out with personal data. The responsibility is to ensure the NWIS Service Desk is contacted straight away to request the email is revoked. The email can be withdrawn if the recipient has not opened the email. Should this mitigation step not be available under the GDPR policy and legal obligation of the informatics service the ICO is to be informed. 
Following the advice from the impact assessment and the outcome being a high risk the individuals are to be notified directly. 

The Confidentiality Breach Reporting Policy- IG13 also states that all staff are required to have undertaken the appropriate training before given access to trust systems. 

Data controllers are to report personal data breaches that are likely to result in the risk of personal freedom within 72 hours of the controller being made aware of the data breach [6]. 

SOP-IG-008 outlines the electronic storage procedure. The document refers to the correct storage of data in accordance to the NWIS Assurance Boards.  The document highlights the use of data in the approved storage and other factors such as file format, encryption and data migration. In the data breach none of these factors have been considered [6]. It is also stated in Records Management Policy – IG01 that everyone working in the organisation who records, handles, stores, or otherwise comes across information has a personal common law duty of confidence to individuals referred to in that information [5]. It also states along with SOP-IG-007, Electronic Transfer Procedure, the requirement for the data transfers to the auditable and transparent. The appropriate authentication needs to be processed to access the data [6]. 

The user has downloaded the file from the correct storage platform and saved it onto their desktop. They have not adhered to the authentication needs for processing the data as it was done in order to complete a task more efficiently. 

Other processes to be adhered to is completing the IG training module on the Electronic Service Record (ESR) system. This training forms part of the HR requirements. All staff are required to complete and pass mandatory training which forms part of their Competence Requirements. 
The storage of staff sickness records is required to be stored securely on the managers secured drive. Such files will be stored on the employees Electronic File (E file). Sensitive documents should have increased security requirements such as password protection and permissions granted through Group Policy. 
[image: ]




[bookmark: _Toc50477587][bookmark: _Toc50477673]Actions 
Additional information is required from the data controller on the details of why and how the event occurred. This information will form part of the actions. Going on the data protection implications and organisational policies the below actions are advised.

The mitigation steps are to be actioned immediately. This is to contact the NWIS Service Desk to see if the incorrect email can be revoked. The right channels should be followed in accordance to the organisations policy. The incident is to be logged onto Datix and the ICO is to be informed due to personal data being involved.


The data subjects are to be informed of the data breach. The reasoning for this is the risk exposure is major. Their personal data has been exposed and accidently sent out which may impact on their personal information. They have not consented to the data being shared. The subjects are to be informed without delay. An action to inform the individuals is required so they can take steps to mitigate the risks and protect themselves against the breach. The following information needs to be provided to the subjects involved, the name and contact details for the data protection officer within the organisation, a description of the consequences of the breach and the measurers taken or advice to mitigate the impact the breach may have on the individual.

Within article 33 of GDPR it outlines the requirement to document the facts relating to the breach. This is to comply with the accountability policy which can be verified against the company’s policy which helps demonstrate the responsibility of the data controller [7]. 

The event was caused through completing a work task. It is advised staff who also deal with the same data and complete similar tasks are notified on the breach in order to mitigate the incident from occurring again. Information on the individuals involved doesn’t have to be shared with staff. 

A review of the processes in place should be investigated. Consideration should be taken to complete a SOP. This will outline the steps required to complete the task. Should such document be followed correctly it may mitigate the risk of this incident occurring again. 

Staff should be reminded of the correct way of handling data and their responsibilities as a manager. An approved procedure should be agreed and adhered to by all members of staff handling the data. Checks should be conducted to ensure mandatory organisation training modules have been completed. If there is no training available, specific to the data handling the organisation should consider introducing a mandatory module for data handlers to complete. 

To adhere to company policy there are different levels of IG employees are required to complete, to comply with their competence requirements. An action to ensure all data handlers are completing the right level of IG training should be investigated.

The breach occurred from a senior member of staff, a manager of an operational department. Being a senior member of the department, the task should be suited to the role. However, a review of job descriptions may highlight if a different member of staff or more senior member of staff is required to do the task involved in this breach. If the organisation concludes it sits with the manager of the operational department then additional training is required to ensure it will not happen again.

[bookmark: _Toc50477588][bookmark: _Toc50477674]Other Considerations 
Upon investigating the data breach of staff information including the names and addresses of employees being sent out accidently to an unauthorised individual, another area of concern was highlighted.

The storage of staff records being on the managers desktop. Previously identified as Special Category Data due to the nature of the information stored. An area of concern is the security of this data and risk of it being shared incorrectly. 

Individuals do not have to be notified of the storage of their staff records as a breach has not occurred. Considering what has occurred due to poor data management, the storage of these records needs to be considered. To comply with organisation process staff files should be stored within E Files and not stored on the managers desktop. Should such files be stored on the desktop they require password protection. This will mitigate the risk should files be sent out or shared incorrectly. 

Due to the Special Category Data being the identified concern the level of risk will increase. 
Article 9 of the GDPR outlines the processing requirements for Special Category Data. In the above example of the storage of sickness and occupational records, section H refers to the use of personal data for the necessity of processing the data for work and occupational requirements [8]. The principle has not been breached however the risk of exposure has been identified due to the lack of security around the storage of such data. Reviewing the factors above, the risk of exposure is possible due to the way the data is stored on the desktop and the impact would be major as Special Category Data would be exposed. This would give a score of 12 which means its high risk. This would also be escalated for review to the ICO.  Should such breach occur the data subjects would be informed. 

Considering the above data breach and recommended actions along with complying with company policy the likelihood of incorrect data being sent out again is lower. This would only be the case should all staff be following the policies in place and taking responsibility of data handling. The increased security measures to data storage will also mitigate some of the risk factors involved. 
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[bookmark: _Toc50477677]Circumstances  
This report is for the attention of the Executive Board.  

Employee data has been downloaded from an operational system for the Operational Manager to complete a task more efficiently. The data downloaded is categorised as personal data as names and addresses are stored. 

The data download has been incorrectly sent out via email to an unauthorised party. The data sent out included the personal data of employees. 




[bookmark: _Toc50477678]Data Protection Implications 

The incident that’s occurred is a breach of the General Data Protection Regulations (GDPR). It is considered a breach due to the exposure of personal data being sent out incorrectly. 

Article 5 (1) highlights personal data should be processed in a manner that ensures appropriate security is adhered to. This has been breached as the data has accidently been sent out and exposed [1].
GDPR sets out seven key principles which a number have been breached. 

Article 5 (1a) Lawfulness, Transparency and Fairness has been breached as there was no expectations of the data being published. It also breaks Article 5 (1e) principle of Storage Limitations. Poor records management has caused the data to be sent out incorrectly. 

Another breach is Article 5 (1f), Integrity and Confidentiality. Personal data has been exposed and sent to an unauthorised third party. 

Due to the nature of these breaches the data controller is held accountable. This is under Article 5 2. As the manager was in control of the data and caused the data breach, they are held accountable for the incident. 



[bookmark: _Toc50477679]Risk Exposure 
As identified in the Report to the Head of Information Governance (Appendix A), the risk exposure for the identified breach is 16. 

Referring to the risk matrix below [2]: 


[image: ]

The impact is measured on how the breach may impact the individual exposed and the likelihood is how likely the impact will be. 
Referring it to the data breach, personal data has been exposed which could cause a major impact on the individual as their names and addresses have been compromised, meaning their rights of freedom have been exposed. If you consider the likelihood of the impact occurring which is likely as an unauthorised third party has by mistake been sent the information. It cannot be almost certain as the third party has not targeted the organisation to gain the information. It has been sent without them asking for it which lowers the likelihood. 

With a Major Impact score and Likely Likelihood, the score is 16. On the risk assessment chart this is deemed as extreme risk. 

Adhering to the company policy a major impact is a major breach which is mismanagement of privacy. The likelihood is it will probably happen or reoccur as the necessary information has been sent to the third party to expose the individuals due to errors in the process. 

The risk rating has been done on a worst-case basis. This is to ensure the right mitigation, escalations and actions are followed.








[bookmark: _Toc50477680]Actions 
The first organisational action to complete is, contact the NHS Wales Informatics Service (NWIS) Service Desk. The desk is a support contact which should be used to check if the third party has opened the email. Should the email be unopened, it can be revoked from their inbox. This will significantly reduce the risks associated with the breach as the impact would be rare as the data has been removed from the third party. If this cannot be done the following actions need to be considered. 

Additional information is required from the data controller in question. Questions should be asked such as:
· How did it happen?
· What task was being completed?
· Is a process in place for completing the task?
· Was the data password protected? 
· Did they follow the right mitigation steps once they found out? 
· How much personal data has been exposed? 

With the breach of personal data being exposed and a risk exposure of extreme risk the individuals who’s right of freedom that’s been compromised, are to be notified without delay. This is to ensure the individuals can put in place safeguards that will reduce the risks they may endure. With the individuals being informed within a timely manner and putting in place their own safeguarding this will lower the impact.

Adhering to organisational policies the breach is to be logged onto the risk register- Datix. Once logged the NWIS Information Governance (IG) team will be notified. It will need to be escalated to the Information Commissioner's Office (ICO) for review due to the personal data involved. 

Mitigation steps are to be taken to ensure the breach does not occur again. Making other staff aware that complete the same task as the Operational Manager will highlight the risks involved in downloading personal data. 
A review on training modules completed and the access staff have to data should be reviewed. 
A campaign within the organisation to ensure data handlers and employees know their responsibilities should be conducted. This can be done with a poster and/or email information. Please see Appendix B for example poster.

A standard process should be created if not already available to highlight the steps required to complete the tasks. This will ensure the task is completed in the same way by all parties to allow a consistent approach. These mitigation steps will lower the likelihood of the breach occurring again. 



[bookmark: _Toc50477681] Other Considerations 
Upon investigation, an area of concern was the storage of staff sickness records on the Operational Managers desktop. Due to the nature of information in these documents it is categorised as Special Category Data. 

The security of the information does not meet the organisations standard nor does it comply with Article 5 (1e) of the GDPR, storage limitations. The management of the records are not protected or secure enough. Reviewing the scenario and Special Category Data, the risk exposure would be 12. 

It would be recommended that the ICO is made aware of the circumstances and mitigation steps are put in place to ensure a breach does not occur. 

The individuals do not have to be made aware in this scenario as no breach has occurred. Should the data be sent out accidently or their rights of freedom be exposed the individuals would have to be made aware. 
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Appendix A: Report to the Head of Information Governance

In IG Assignment pages: 2-10 



Appendix B: IG Poster promoting GDPR Compliance. 
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This is a discussion note to the Information Governance Committee. 

A Personal Data breach has occurred due to an Operational Manager accidently sending out names and addresses of individuals that have been downloaded from the system in order to complete a task more efficiently. 

A risk profile has been conducted and a score of 16 has been concluded. This has been calculated on a worst-case basis. This is giving a likelihood of likely and an impact of major due to the breach breaking the individual’s rights of freedom. 

The breach identified with this scenario is Article 5 1a (Lawfulness, Transparency and Fairness), 1e (Storage Limitations) and 1f (Integrity and Confidentiality). The data controller is held accountable under article 5 2 for the breaches. Data was not stored in a transparent way with good records management. As a result, it was exposed to an unauthorised party which has taken away the confidentiality of the data. 

The following actions are advised to mitigate the risks associated with the breach: 
1. Follow organisation policy and contact the NHS Wales Informatic Service (NWIS) Service Desk to revoke the email if applicable. This will remove the information from the third party if the email has not been opened. 
2. Find out more information on the work task that was being conducted and how others complete the task.
3. Set up a process for employees to follow to ensure the breach does not occur again.
4. Use tools such as posters and email reminders on the requirements of GDPR. 
5. Notify the individuals to mitigate some of the risks they may encore. 
6. Identify if the right employee was undertaking the task and determine if it should be someone else’s responsibility. 
7. Ensure Information Governance (IG) training has been completed for staff and data controllers. 
8. Notify the Information Commissioners Office (ICO) due to the severity of the Personal Data being exposed.
9. Log the breach on Datix, this will store the breach and notify the IG team. 


Implementing these actions will mitigate the impact as the individual can put in place safeguards that can protect them against their rights of freedom being exposed. It will also reduce the likelihood of such breach occurring again by educating staff on the correct processes to follow and their responsibilities.  
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