


Abstract

Introduction
A security framework is a combined measure of policies (namely how to protect data and search for any weaknesses), made with the aim of maintaining security within an organisation. They are split into several sections before being broken down further, and are important in properly outlining an organisation’s procedures in securing its data. [1] 
Frameworks normally contain roughly five sections. An example framework would start with a plan section detailing what needs review (such as security architecture), followed by an implementation section detailing how to carry the plan out and then a verification section to analyse progress made. [2] 
Each section normally leads on from the last in a logical sequence. The framework would be expected to be followed by everyone within said organisation, making communication particularly important to avoid repercussions.
The objective is to perform research and analysis on common data security frameworks, including what goes into one and which one, in the author’s opinion, is the most efficient. This knowledge will then be applied in a second task as a framework must be constructed taking Task 1 into consideration. 
Findings
Task 1
There are frameworks that will be analysed in this task; NIST (version 1.1), ISO (version 27001), and PCI DSS (version 2).
NIST
The National Institute of Standards and Technology (NIST), version 1 has five headings; “identify” to perform risk assessments, “protect” to control maintenance (data protection), “detect” to analyse the overall security, “respond” to help plan any security improvements, and “recover” to implement improvements identified in the “respond” area. [3]
The main advantage of this framework is that each section is clearly defined with common language, reducing time spent adjusting to the framework. It also provides wide customisation so organisations can tailor the framework to their needs. However, having too much customisation may lead to a lack of clarity with too many variables and therefore further security issues. 
Delving into the model section by section, “identify” contains five areas. It ensures that organisations check over what resources it already has and how it handles business operations, effectively serving as the risk management section. This is listed first; the author also plans to have security checks listed first in Task 2.
The “protect” section essentially ensures that only authorized personnel can access data, implementing security procedures and training. Training can be listed in Task 2 as a security requirement. This leads onto “detection”, which spots any unusual factors. This can be considered the least robust heading due to being the shortest and up for merger with an analysis of assets, while “protect” could be considered the most robust due to serving as the backbone of the model and having the most subsections.
The model is concluded by “respond” to carry out security procedures and “recover” to restore stability and effectively allow the cycle to restart. There is a subsection titled “improvements” in both headings, marking an overlap and again having a factor to take forward in Task 2.
Overall, while arguing that the “detect” section may not be necessary, this model is considered robust and a significant inspiration to draw on during Task 2.
ISO
The International Organisation for Standardisation (ISO) model has four main groups; “plan” to set the motion for how to protect data, “do” to carry out the plan, “check” to verify the implementation of the “do” stage, and “act” to determine the steps going forward. [4]
What this framework performs well in its structure. Having four well-defined sections that can be scaled to fit any criteria means that ISO 27001 has a strict clarity, which another model like NIST may lack.
The drawbacks include the cost. While having a lower quantity of headings, the higher general amount of sub-sections within each means that there is more data involved and it therefore costs more to set up ISO 27001. 
Delving into each heading, the “plan section” sets the foundation for an organisation’s assets, “do” involves planning how to use them to their potential, “check” sees management conduct a progress report, and finally “act” involves a review of how everything panned out. 
PCI DSS
Payment Card Industry Data Security Standard (PCI DSS) version 2 contains five sections; “plan” to form a security protection plan, “design” to visualise the goals of the plan, “implement” to perform the plan, “operate” to identify any security weaknesses, and “optimise” which consolidates the most relevant information. [5]
Investigating further, the “plan” section comprises of a variety of security assessments including gap (measuring assets against the expected standards). This leads onto “design” where policies are considered and “implement” where they are carried out. These policies must comply to the standards of PCI. The process then concludes with assets being placed on 24/7 surveillance via “operate” and finally merge the results in one place for easy reference via “optimise”.
Positive aspects of this framework include its simplicity and ease of access compared to the other two frameworks, meaning that less time is spent implementing it via training. The subsections are also more detailed, meaning that less intuition is required and cost is lowered. 
This can in turn, however, lead to a lack of internal security, as less guidelines and control means that the organisation must implement more protection themselves and increase the risk of inside threats such as an employee being more able to expose information. Also, specialising in card data can result in further restrictions due to lack of flexibility.
Most efficient framework
Analysing the three frameworks, [6] the one this determined to perform best is NIST. This is because it is considered to have the most inspiration to be taken forward to Task 2. ISO may be the most useful for smaller-based organisations due to its simplicity and has the most number of subsections, but since CarbibbeanCoffee is looking to expand and grow its security, the lack of main headings and high cost result in being considered the least efficient framework to reference though with some factors to consider.
PCI DSS also has elements that can be applied for CaribbeanCoffee, such as merging all results together once complete, and can be considered the simplest model to follow, its lack of subsections compared to NIST meant that it was considered less flexible to draw inspiration from.
While NIST has its own drawbacks to factor in, such as potentially having too many things set in advance (which can result in many variables with a lack of clarity), it was deemed to have the most potential for CaribbeanCoffee when discussed further. While all elements from all three will be applied, NIST, due to its simple language and most appealing criteria, will carry the most weight in terms of ideas.
Task 2
Based on Task 1, a framework was created to fulfil the criteria for CaribbeanCoffee, listed below. 
	Security management
· Anti-virus protection
· Device updates
· Firewall checks
· Restrictions applied


	Asset analysis
· Audits
	
	Plan of motion
· Recorded meetings among major teams
· Sent to management


	Implementation of plan
· [bookmark: _GoBack]
	Implementation analysis
· 
	Next steps
· Aftermath review
· 



Figure 1: Created framework model
It was decided that this model would have six main sections: “Security management” to address any security concerns, “Asset analysis” to perform an overall analysis, “Plan of motion” to establish the next steps, “Implementation of plan” to carry out the plan, “Implementation analysis” to review the implementation, and “Risk management” to identify possible steps for the future.
The framework aims to include common language (like NIST), be scalable and well-defined sections (like ISO 27001), and be easily defined (like PCI DSS). Where this framework differs from those models, however, is that it begins with a security analysis as opposed to a plan, and current measures are analysed before a plan is put forward. This is because security was identified as CaribbeanCoffee’s biggest concern in controlling user data and Cloud Services, so placing it first ensures it is prioritized. It also includes more sections (at six), feeling it was better to have a higher amount that can be scaled down later if necessary than not have enough.
The reasoning for setting it out this way is as follows:  The security management will ensure security is consistent first and foremost, followed by current progress being confirmed, where to go next, the plan being carried out and how well it went, and targets to aim for in future. It is designed to be a logical sequence like the frameworks previously analysed. [7] [8]
Conclusion 
Overall, a security framework was created with reference to existing models. Understanding has been made in how data is secured and the factors to consider in making it so. While one particular framework, in this case, NIST, may be considered more effective than others, the CaribbeanCoffee aims to draw from all three that were analysed.  It is important that any results or changes to the model are properly communicated well in advance to avoid blame within an organisation and increase productivity.
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