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Abstract 

SteelForm Manufacturing Ltd is a medium-sized manufacturing company that uses IoT-enabled sensors, automated machinery and a cloud-based production management system. Recently, the company has experienced different cybersecurity incidents, including malware infections, phishing emails and unauthorised access attempts. This report examines the main internal and external threats that may affect the organisation. It also considers security policies and practical measures that can be used to reduce these risks. Network monitoring, incident response and staff security training are also discussed. The main aim is to improve the protection of company data and systems, reduce cyber risks and prevent disruption to manufacturing operations.
1. [bookmark: _Toc237520626]Introduction 

Cybersecurity is an important issue for modern manufacturing companies because many systems are now connected to networks, cloud services and smart devices. SteelForm Manufacturing Ltd has adopted IoT sensors, automated machinery and a cloud-based production management system. These technologies can improve efficiency, but they can also create new security risks. The company has already experienced malware infections, phishing emails and unauthorised access attempts. This shows that stronger security controls are needed to protect business information, production systems and employees. This report will identify the main internal and external threats affecting the company and will discuss security policies, mitigation measures, monitoring, incident response and staff training. The purpose is to reduce cyber risks and improve the overall security of the organisation.
2. [bookmark: _Toc237520627]Identification of Threats 

SteelForm Manufacturing Ltd can be affected by both internal and external cybersecurity threats. Internal threats come from people or activities inside the organisation, while external threats come from attackers outside the company. Because SFM uses connected machinery, IoT devices and cloud systems, a security incident could affect both company data and production operations. The main threats include human error, insider misuse, malware, phishing, ransomware and unauthorised access. Identifying these threats is important because different risks require different security controls and responses.

[bookmark: _Toc237520628]2.1 Internal Threats

Internal threats can be caused by employees, contractors or other people who already have access to company systems. Some threats may be intentional, while others may happen because of mistakes. For example, an employee could accidentally open a malicious email attachment, use a weak password or share confidential information with the wrong person. This could allow attackers to access the company network.
Another internal threat is misuse of access privileges. An employee with access to sensitive production or customer information could copy, change or share this data without permission. Human error is also a major risk because staff may forget to follow security procedures or may use personal devices in an unsafe way. For SFM, internal threats are especially important because employees may have access to manufacturing systems, cloud platforms and business information.
[bookmark: _Toc237520629]
2.2 External Threats

External threats come from attackers outside the organisation. One of the main threats to SFM is phishing, where attackers send fake emails to employees to steal passwords or encourage them to open malicious links. Procurement staff may be especially targeted because they communicate with suppliers and handle important business information.
Malware and ransomware are also serious risks. Malware can damage systems or steal data, while ransomware can block access to important files and systems until a payment is requested. For a manufacturing company, this could stop production and cause financial losses. Unauthorised access is another threat, especially if attackers target cloud systems, IoT devices or production networks. Industrial espionage is also a concern because confidential designs, customer information or production data could be stolen by competitors or criminal groups.


3. [bookmark: _Toc237520630]Security Policies

Security policies are important because they provide clear rules for how employees should use company systems, data and networks. For SFM, these policies should help reduce cyber risks and explain the responsibilities of employees. The main policies should cover access control, passwords and authentication, data protection and backups. These policies should be practical and suitable for the company’s manufacturing environment. [1]

3.1 [bookmark: _Toc237520631]Access Control Policy
The access control policy should ensure that employees only have access to the systems and information required for their job. User accounts should be created for each employee, and shared accounts should be avoided. Access permissions should be reviewed regularly and removed when a member of staff leaves the company or changes role. Sensitive production systems and confidential data should only be available to authorised users. This can reduce the risk of internal misuse and unauthorised access.

3.2 [bookmark: _Toc237520632]Password and Authentication Policy

The password and authentication policy should require employees to use strong and unique passwords. Passwords should not be shared between staff members. Multi-factor authentication should also be used for important systems, especially cloud services and administrative accounts. [2] This provides an additional level of protection if a password is stolen through phishing or another attack. Employees should also be encouraged to use approved password management tools where appropriate.


3.3 [bookmark: _Toc237520633]Data Protection and Backup Policy

The data protection and backup policy should explain how sensitive business information must be stored, used and protected. [3] Important production data, customer information and confidential files should be encrypted where possible. Regular backups should also be created and stored securely. At least one backup should be separated from the main network so that it is not affected by ransomware. Backup restoration should be tested regularly to ensure that data can be recovered after an incident.

4. [bookmark: _Toc237520634]Mitigation Measures
Mitigation measures are practical controls used to reduce the possibility and impact of cybersecurity incidents. For SFM, these measures should protect the company network, production systems, cloud services and sensitive data.  A combination of technical controls, regular updates, backups and employee awareness can reduce both internal and external risks.
4.1 [bookmark: _Toc237520635]Network Security Measures

SFM should use firewalls to control traffic entering and leaving the company network. The production network should also be separated from the general office network so that an attack on one area does not easily spread to another. IoT devices and automated machinery should only connect to approved systems. Security updates and software patches should be installed regularly to fix known vulnerabilities. Remote access should also be protected using secure connections and multi-factor authentication.

4.2 [bookmark: _Toc237520636]Malware and Phishing Protection
Anti-malware software should be installed and regularly updated on company computers and servers. Email filtering can also be used to detect suspicious messages, attachments and links before they reach employees. Staff should be trained to recognise phishing emails and report them to the IT team. [4] Unknown attachments and links should not be opened. These measures are especially important for procurement staff because the scenario shows that they have already been targeted by phishing emails.
4.3 [bookmark: _Toc237520637]Data and System Protection
Sensitive information should be encrypted when it is stored and transferred. Regular backups should be created for important files and production data, and backup copies should be protected from the main network. Access to critical systems should be limited to authorised employees. SFM should also keep systems updated and regularly review user permissions. These controls can reduce the impact of ransomware, data breaches and unauthorised access.

5. [bookmark: _Toc237520638]Monitoring and Incident Response
Network monitoring and incident response are important because cyber threats may not always be prevented completely. SFM should continuously monitor important systems so that unusual activity can be detected quickly. The company also needs a clear response process so that staff know what to do when a security incident happens. A fast response can reduce damage, protect production systems and help the company recover more quickly.

5.1 [bookmark: _Toc237520639]Network Monitoring

SFM should monitor network traffic, user logins, cloud activity and important production systems. Security logs should be reviewed regularly to identify unusual behaviour, such as repeated failed login attempts, unexpected access to sensitive files or unusual connections from IoT devices. Alerts should be created for serious events so that the IT security team can investigate quickly. Monitoring should include both office systems and the production network because an attack on manufacturing systems could cause operational downtime.
[bookmark: _Toc237520640]5.2 Incident Response Plan

When a security incident is detected, it should first be reported to the IT security team. [5]  The incident should then be assessed to understand its type and level of risk. Affected devices or accounts may need to be isolated to stop the problem from spreading. Evidence and system logs should be collected before recovery begins. After the threat has been removed, systems should be restored using clean backups where necessary. Finally, the incident should be reviewed so that weaknesses can be identified, and security controls can be improved.
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5.3 Incident Response Flowchart
Start 
Security incident detected
Report incident to IT Security Team
Assess the incident and level of risk 
Is the incident serious? 
Isolate affected systems/accounts
Continue monitoring and record incident 
Collect evidence and system logs 
Remove the threat 
Restore systems and data 
Review the incident 
Update security controls
End
Yes 
No

































6. [bookmark: _Toc237520642]Training and Awareness
Staff training is important because many cyberattacks depend on human error. Employees need to understand how their actions can affect company security. SFM should provide regular training so that staff know how to recognise threats, protect passwords, handle sensitive information and report suspicious activity. Training should be simple, practical and relevant to each employee’s role.


6.1 [bookmark: _Toc237520643]Staff Training Programme

SFM should provide cybersecurity training when new employees join the company and refresher training during the year. The programme should include phishing awareness, password security, safe use of email, data protection and incident reporting. [6] Employees who work with sensitive systems, such as IT staff and managers, may require additional training. Short tests or simulated phishing exercises can be used to check whether employees understand the training. Staff should also be informed when security policies are updated.
[bookmark: _Toc237520644]
6.2 Security Awareness

Security awareness should be part of the normal working culture of the company. Employees should be encouraged to report suspicious emails, unusual system activity or possible data breaches without delay. Posters, short emails and regular reminders can help staff remember important security rules. Managers should also support good security behaviour and make sure that employees follow company policies. A strong security culture can reduce human error and help SFM respond more quickly when a cyber threat is identified.

7. [bookmark: _Toc237520645]Conclusion
In conclusion, SteelForm Manufacturing Ltd faces different cybersecurity risks because it uses connected production systems, IoT devices and cloud services. Internal threats, phishing, malware, ransomware and unauthorised access could affect both company data and manufacturing operations. The proposed security policies and mitigation measures can reduce these risks by improving access control, authentication, backups, network protection and employee awareness. Network monitoring and a clear incident response process can also help the company detect and respond to attacks more quickly. Regular staff training is important because employees are part of the company’s overall security. By combining technical controls, clear policies and security awareness, SFM can improve its cybersecurity and reduce the impact of future incidents.
[bookmark: _Toc237520646]
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