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[bookmark: _Toc65237624]Abstract
Cybercrime is highly lucrative, and cases are on the rise as more of us are connected to the internet and use it to control our finances, our social lives, and our work. Malware is a persistent threat that looks to exploit and extort the sensitive data that is stored on our internet-connected devices, and without the proper protection methods in place, passwords, finances, and other important files are at risk of being used as leverage against victims of malware.
CryptoWall is a type of ransomware attack that can encrypt files of an infected system and demands payment in return for the decryption key. If the user has not taken appropriate methods to protect themselves by installing anti-virus software or backing up important files in other locations, then they may face the difficult choice of having to pay the criminals or lose their files for good. This can cost a significant amount of money, not only through ransom fees, but also through downtime, loss of intellectual property or online finance accounts (e.g. cryptocurrency wallets).
It is therefore vital to adopt safe-working practices when using the internet to avoid cyberattacks. Think before opening a link or an attachment in an email – “Was I expecting this email?”, “Do I know the sender?”. Ensure that operating systems and other software are updated to avoid any security vulnerabilities that may be present in older versions of software, and make sure that anti-virus protection is installed so that any malware is identified, before it has a chance to act.
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1. [bookmark: _Toc65237625]Introduction
In the modern-day era, businesses and individuals are becoming more reliant on Information and Communication Technology (ICT) and the Internet of Things (IoT). Although this has helped to increase efficiency and quality of life, it also comes with heightened security concerns as hostile actors attempt to exploit the large amounts of sensitive data that are generated and stored by businesses and individuals alike. In 2018, it was estimated that there were 22 billion devices connected to the IoT, and by 2030 it is projected to rise to around 50 billion [1]. Having all these devices interconnected to one-another increases the opportunity of attack for cybercriminals to exploit and extort the sensitive information these devices are gathering, and one weakness can provide access to your entire network.
Malware attacks come in many forms, including ransomware that looks to encrypt victims’ information and demands payment for the decryption key. one of the most common ransomware campaigns experienced by internet users today is CryptoWall. It is currently predicted that by 2025, cybercrime damages will total $10.5 trillion annually [2]. It is therefore vital to understand how hostile actors attempt to infect networks and systems, and how companies and individuals can protect themselves from attack.
2. [bookmark: _Toc65237626]Computer Viruses
2.1. [bookmark: _Ref64903007][bookmark: _Toc65237627]Overview
The earliest recorded malware attacks appeared in the early 1970s [3]. The “Creeper Worm”, would replicate itself on an infected system and displayed a message to the user: “I’m the creeper, catch me if you can!” – A relatively harmless attack in comparison to what cybercriminals are capable of now. Other types of malware that exist today include: [4]
· Ransomware – form of malware that encrypts victims’ information and demands payment in return for the decryption key.
· Botnet software – infects large numbers of internet-connected devices. Botnets are not always malicious, and in fact are beneficial to smooth running of the internet. Those that are malicious will attempt to use computer’s processing power to carry out other malicious activities. 
· Remote-access Trojans (RATs) – These install backdoors on targeted systems which allow remote-access to hostile actors.
· Spyware – this type of malware will look to monitor user activity, gathering sensitive personal information in the process.
· Trojan – These are disguised as legitimate software but perform malicious activity when executed.
· Viruses and worms – A virus is a piece of malicious code that is installed without the victims’ knowledge. This can replicate and spread to other computers by attaching themselves to other computer files. Worms are like viruses, but do not need to attach themselves to other programs/files in order to replicate and spread. 
· Rootkits and bootkits – Rootkits usually comprise of several malicious payloads, allowing attackers remote access to targeted machines. Bootkits are a type of rootkit that can infect start-up code.
These malicious attacks are employed for various effects ranging from monetary gain and blackmail of businesses or individuals, to sabotage of national infrastructure (as was witnessed by the events of the Iranian Stuxnet attack in 2010, and the NHS cyberattack in 2017). Cyberattacks are carried out by several types of actors, ranging in sophistication:
· Script Kiddies: These are wannabe hackers that often use malicious code that has been made available on the internet, rather than having the knowledge to generate their own. They often target weakly-secured systems.
· Insider Threat: Insider attack is a big threat to cybersecurity, as these actors may have high level access to restricted information on your network and can often go undetected. They may look to leak information to a company’s competitor in return for financial rewards. 
· Hacktivists: These groups of anonymous hackers, usually follow their own code of ethics, and are perceived by some as vigilante groups. Instead of pursuing personal gain from cyberattacks, they look to target companies, governments or individuals who they deem to be unethical.
· State actors: These are individuals or groups that are consciously – or in some cases unconsciously – funded by a state nation to carry out targeted attacks. The Stuxnet attack in Iran has been linked to US and Israeli governments.
2.2. [bookmark: _Ref65230519][bookmark: _Toc65237628]Infection Methods
There are numerous attack vectors to be aware of and ignorance of any one of these could lead to a successful attack on your systems. The most common form that people are aware of are phishing attacks. These are emails/SMS/social media messages that attempt to trick the reader into clicking a link to a website or opening an attachment. Since the rollout of COVID-19 vaccines began in the UK, there have been phishing attacks circulating, stating that the reader is eligible for their vaccination, and directs them to an online form where they are asked to fill out personal information, including bank details (Figure 1) [5].
[image: ]
[bookmark: _Ref64901840]Figure 1 - COVID-19 vaccine phishing attack circulating in January 2021. [5]
A more sophisticated and targeted type of phishing attack is a spear-phishing attack. These are aimed at individual targets or groups, and often require some level of social engineering to elicit the victim’s interest to click on the link/attachment. For instance, attackers may pose as conference organisers, looking to attract new attendees. These conferences may be related to the target’s work or perhaps a personal interest or hobby. The target may be redirected to a malicious website and asked for their personal information or asked to download a file which contains malicious code.
Waterhole attacks are another form of phishing that do not require the use of an email/SMS [6]. Attackers will attempt to hack popular websites and implant a malicious script. When the target clicks on the specific object, they are redirected to install new software or firmware. For example, a video streaming website may redirect the user to another website recommending certain software to view the content. This download however will contain malware, rather than the advertised program.
Another possible method of attack is through insider threat. These hostile actors could deploy a malware attack in a variety of ways, some unbeknownst to them. For instance, the insider may be asked to download sensitive information onto a USB drive that has been handed to them. The insider may only believe that they are retrieving information off the system, but the USB drive may have pre-installed malware that instantly infects the system it is plugged into. At which point, the attacker has access to more than the insider may have originally wished to handover.
Another method of insider attack could be through a company’s logistics chain. It is very difficult for organisations/companies to have full control and sight of the procurement process from design to deployment, and with computer/network systems there are potential opportunities for sophisticated attackers to infiltrate the logistics chain and install malware on a system before it is deployed for use. It is equally possible for maintenance activities to be a possible attack vector if a contractor needs to access a network via their own device. A company/individual’s security could be state-of-the-art, but if your contractors are not meeting the same standards, then this presents possible vulnerabilities to your network.  
3. [bookmark: _Toc65237629]Ransomware
As mentioned in 2.1, ransomware is a form of malware that looks to encrypt victims’ sensitive information and then demands payment for the release a decryption key. There are three main types of ransomware, that range in severity: [7]
· Scareware: often in the form of rogue security software and tech support scams, these types of ransomware do not actually access or encrypt any of the user’s information but displays messages that the user’s computer has been infected with malware and prompts payment to have the malicious files removed. This is the least severe type of ransomware and can be removed using a security program (e.g. Malwarebytes) without the loss of any files. 
· Screen lockers: this type of ransomware will open a full-size window with an FBI or US Department of Justice seal stating that illegal activity has been detected on your system, and you must pay a fine in order to access your computer. In order to remove this type of ransomware, you need to perform a full system recovery to a date where the malware was not on the system, and this may mean you lose some recent files if they have not been backed up.
· Encrypting ransomware – this will gather the files from your system/network and encrypt them, demanding payment for them to be released. It is possible to try and decrypt the files yourself as free decryption keys have been released over time in order to try and counter the ransomware threat. However, if you do not use the correct decryption key you can further encrypt your files likely meaning they are unrecoverable.
If you are ever affected by any type of ransomware, the FBI-endorsed response is to not give into the cybercriminal’s ransom demands. By paying for the release of your files, you encourage hackers to continue this practice. [6] cites numerous sources that show many victims of ransomware attacks do pay for the release of their files. Money is often requested to cryptocurrency addresses where the transactions cannot by traced back to the hacker. It is difficult to know for sure how much money is made through ransomware attacks due to its covert nature, and there is also the cost of downtime to the victim, whilst they are unable to access or recover their files, but [8] estimates the global cost of ransomware attacks anywhere up to $169.8 billion annually.
4. [bookmark: _Toc65237630]CryptoWall
CryptoWall is one of the most common ransomware campaigns witnessed by internet users today. As with other types of encrypting ransomware, CryptoWall encodes a victim’s files and then demands payment for the decryption key. [9] states that CryptoWall is one of many ransomware families (others include, TorrentLocker, TeslaCrypt, and CTB-Locker). It was first found in 2013 and has since released other variants of which version 5.1 is the latest [10]. In addition to encrypting files, it will make it difficult for you to restore your data and can also try to extract your passwords and cryptocurrency wallets that are stored on your system in the attempt to receive more financial gain from the attack.
CryptoWall uses similar infection methods to other ransomware examples, and can infect devices using: [10]
· Phishing emails: As covered in 2.2, phishing emails try to trick users into clicking links or downloading attachments which contain malware.
· Exploit kits: These are used to detect security vulnerabilities that can exist in your operating systems, applications, or websites. CryptoWall will try to exploit these vulnerabilities to install malware if/when found. 
· Malicious ads: Hostile actors will purchase or hack advertisements on the internet to deliver malware via your web browser. These ads will try to run javascript in your browser to download the malware covertly.
Once CryptoWall has successfully been installed on a system, it communicates with a command-and-control server to send the encryption key that will be used to encrypt the victim’s files. It will then search through all files, not only on your system but also on other network connected devices, and encrypts your documents, photos, and your music. There are many file types that are vulnerable to this attack and so the damage can be widespread.
Once the encryption is finished, the victim receives a ransom note with instructions on how to make payment. Payment is usually requested to a Bitcoin account, where the transaction cannot be traced back to the source of the attack. Once this ransom note has been issued, the malware deletes itself from the system. Even if the victim pays the ransom fee, there is no guarantee that the hacker will release the decryption key. [10] cites a Forbes article by Lee Mathews which reports that 19% of those that pay the ransom fee get the decryption key in return, and so users must look to methods they can employ to prevent these types of attacks from happening in the first place.
5. [bookmark: _Toc65237631]Protection Methods
In the following list of protection methods, all are as important as one another and to ensure the best protection, internet users should employ a layered defence to protect themselves from multiple attack vectors.
As phishing attacks are one of the most experienced forms of cyberattacks, it is vital that internet users take a cautious approach when managing emails. Ensure that a spam filter is turned on to filter out most scam emails, and for those that still get through, always ask yourself – “am I expecting this email?”, “do I know who the sender is?”. If the answer is “no” to either of those questions it is safer to ignore and delete.
Always ensure that your computer is patched and up to date. Developers will often bring out new versions of their programs when security issues have been identified, and hackers can be very quick to take advantage of these vulnerabilities. Therefore, by leaving programs unpatched it is possible the user is leaving a back-door open into their system or network for cybercriminals to exploit.
Another important method to prevent malware attacks is to have anti-virus software installed and for it to be up to date. There are many paid and free examples of anti-virus packages that can protect you from numerous kinds of malware attacks. When they detect malware, they quarantine the malware files which prevents them from executing and infecting other files.
Firewalls should also be used to stop malware from communicating with the command-and-control server. By restricting the connection, it is not able to execute further stages of the attack, protecting files from harm.
Data backup is important, even when not considering malware attacks. There are multiple scenarios where data backup may be required to enable access to files. For instance:
· If a device has been stolen/lost
· Following physical damage to a data drive (e.g. fire, flood, dropped, etc.)
· After forgetting a USB-drive/CD with important work
· If connection to cloud-based servers is lost.
To ensure files can be recovered following a disaster, it is good practice to have multiple backups to protect important files. When considering malware attacks, it is important to hold a copy of important documents offline from the rest of the network. As previously stated, Ransomware such as CryptoWall can infect multiple devices that are connected to the same network, and so if the victim has files located on a server, there is a risk that all files on the server could be encrypted during the attack. For small amounts of data, backup CDs/USBs could be used to store important files. For larger amounts of data, one potential mitigation would be to have remote storage that is kept in a different location to the rest of the network.
6. [bookmark: _Toc65237632]Conclusion
For anyone accessing the internet, it is important to take precautions where possible to mitigate the risk of falling victim to malware. Whether you are an individual using a PC for online banking, or a company storing important data on a network, there are steps that can be taken to limit your exposure to cybercriminals. Be wary of unfamiliar emails, ensure system/network operating systems are patched, use an up-to-date anti-virus system, and make sure your most important files are backed up to multiple locations so that even if you do fall victim to ransomware, you do not need to consider paying the ransom fees. 
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