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[bookmark: _Toc234866833]Executive Summary
The research proposal focuses on the impact of data privacy as a factor affecting customer loyalty in the context of FinTech firms in the United Kingdom. It centres on whether or not there are concerns around data collection, control, transparency, consent, security and third party sharing, and whether these concerns impact on the customers' trust and intentions to continue using, recommend and stay with a provider. The study applies positivist approach with deductive and quantitative approach as the method used is cross sectional approach. The questionnaire is designed using Microsoft Forms and will be sent to 80-100 UK consumers who have interacted with a consumer FinTech service in the last six months, to gather primary data. Convenience and snowball sampling will be used to facilitate recruitment. Data will be analysed by SPSS, descriptive statistics, reliability test, correlation and regression and mediation analysis will be used to analyse the role of trust. The research takes into account loyalty, which is an issue that has not been covered in the existing literature on FinTech in the UK, and not only initial adoption. The results will be used to inform the efforts of FinTech companies to create transparent data governance, customer confidence and relationship.
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[bookmark: _Toc234866834]Introduction
Financial technology has revolutionized the way people pay and transfer money, save and borrow funds, and even manage financial information (Apriadi, et al., 2025). FinTech is used in this definition to describe technology products and services in the financial sector provided via applications and platforms and data-sharing infrastructures. The sector encompasses budgeting tools, electronic wallets, payment apps and open banking providers as well as digital banks. Although its value proposition is based on speed, convenience, personalisation and availability for customers, it is based on the intensive processing of customer data. Financial data are particularly sensitive since they can include transaction history, income, location, relationships, health-related expenditures, lifestyle, and financial vulnerability (Machireddy, 2023). 
The UK is a suitable environment to explore the implementation of an open banking system as it already has a robust FinTech sector, a clear open banking policy, and an evolving open finance policy. The number of open banking user connections in the UK increased by 36% (from 16.5 million in December 2025 to 21.8 million in December 2026) (Open Banking Limited, 2026). The FCA has since introduced open finance as a way for consumers to be able to securely share their financial information to receive more tailored and competitive services. This growth raises the significance of trust, being informed, and having data governance that is easy to understand. The research note from the FCA on open banking and open finance highlights that establishing trust and awareness are crucial to growth, especially amongst those who aren't very confident in the digital realm (Khan, et al., 2024).
Study has academic value due to parallel development of privacy study and FinTech adoption study. Privacy literature tends to discuss concerns regarding collection, control, awareness and unauthorised secondary use, while FinTech literature tends to focus on the usefulness, ease of use, security, risk, and initial adoption of the technologies (Jafri, et al., 2024). Moreover, trust and security are high-order influences on user FinTechs' behaviour, and resistance to and post-adoption consequences were emphasized. It is particularly important to keep the customers loyal since growth on a mere trial or one-time download is commercially delicate. Consistent users are more inclined to re-engage, suggest and buy extra support, in opposition to contending offers (Liu, et al., 2026). This is important in practice, due to the current threat environment. A recent survey by the UK Government (Department for Science, Innovation and Technology (2026)) revealed that 43% of businesses in the UK suffered from a cyber security breach or attack in the last 12 months. These numbers are not to suggest that all FinTech services are inherently insecure – rather, they influence consumers' sense of insecurity and the repercussions of having their financial data compromised. The proposed research will thus explore whether there is a direct link between privacy concerns and loyalty reduction and whether trust accounts for some of this link.
[bookmark: _Toc234866835]Statement of the Research Problem
However, the customer data requirements for proving identity, preventing fraud, personalisation features, risk assessment and regulatory compliance can lead to the potential impression that consumers do not have visibility or control of the data collection, profiling and sharing with third parties (Gindre, and Ibarra, 2026). A service which is technically secure and convenient for a company can be losers in terms of loyalty if the user feels that the service is not consistent with their expectations, the data is excessive, unclear or inconsistent.
Existing evidence is not comprehensive in the UK. The results of various studies in different markets indicate that trust, perceived security and service quality may be able to impact FinTech adoption or loyalty (Wang, et al., 2026). However, results are not consistent. The results of the other studies show that data security and privacy have a strong impact, while others indicate perceived usefulness, brand image, or digital literacy are more influential. Regulation, digital maturity, institutional trust and past experience with financial services vary between countries and this has implications for the context. Furthermore, the UK has a unique regulatory landscape that has been influenced by the UK GDPR, Data Protection Act 2018, Data (Use and Access) Act 2025 (Clarke), Consumer Duty and open banking (Macartney, 2026).
Secondly, many studies in FinTech focus on intention to adopt and not loyalty post adoption. The question of adoption is whether or not a person will start using a service, the question of loyalty is whether or not a person will continue to use a service, and whether or not a person will recommend or prefer the service, and whether or not a person will resist switching to another service. These outcomes need a long-term confidence in relationships. 
[bookmark: _Toc234866836]Research Aim and Objectives
[bookmark: _Toc234866837]Aim
The main aim of this research is to evaluate the influence of data privacy concerns on customer loyalty towards FinTech companies in the United Kingdom.
[bookmark: _Toc234866838]Research objectives
• To assess the principal data privacy concerns experienced by customers using FinTech services in the United Kingdom.
• To analyse the relationship between data privacy concerns and customer trust in FinTech companies.
• To determine the direct influence of data privacy concerns on customer loyalty, including continued use, recommendation and resistance to switching.
• To examine whether customer trust mediates the relationship between data privacy concerns and customer loyalty.
[bookmark: _Toc234866839]Research Questions and Hypotheses
• What types and levels of data privacy concern are experienced by UK FinTech customers?
• How do data privacy concerns influence customer trust in FinTech companies?
• To what extent do data privacy concerns influence customer loyalty?
• Does customer trust mediate the relationship between data privacy concerns and customer loyalty?
Hypothesis
H1: Data privacy concerns have a negative relationship with customer trust.
H2: Customer trust has a positive relationship with customer loyalty.
H3: Data privacy concerns have a negative relationship with customer loyalty.
H4: Customer trust mediates the relationship between data privacy concerns and customer loyalty.
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[bookmark: _Toc234866841]Background of Data Privacy Concerns
The information privacy concerns refer to people's perceptions and fears with regard to the collection, control, use, and protection of their personal information by organisations. Moreover, privacy from security: security relates to the technical and organisational safeguarding of information, while privacy relates to the appropriateness and consistency of data practices with the individual's expectations (Nayak, et al., 2025). The constructs are overlapping since a company can be breaching privacy even if it does not technically breach the security, for example by collecting too much data or using collected data for an unexpected purpose.
The Internet Users' Information Privacy Concerns scale was designed by Menard, and Bott (2025) around the collection, control and awareness of information. Collection relates to whether organisations get more information than they need; control relates to whether people can control information collection and usage; and awareness relates to whether information practices are understandable and transparent. Karwatzki, et al. (2022) defined privacy concern as a multidimensional concept consisting of interaction management, information management and awareness. These frameworks are applicable to FinTech since users may be willing to give consent to identity verification and transaction monitoring but not to such things as opaque profiling, advertising, cross-platform tracking or onward disclosure.
A privacy concern doesn't necessarily mean an absolute refusal to share information. According to privacy calculus theory, people compare risks to benefits when making decisions on sharing or allowing processing of information (Fu, et al., 2023). 
[bookmark: _Toc234866842]The UK FinTech Context
The UK FinTech market is fast growing and experiencing ongoing trust issues. Open banking is an approach that allows customers to grant regulated third parties access to their bank data or to make payments using a standardised API. In its research note 2025, the FCA also noted that there has been progress in the development of open banking in the UK, but that there are significant challenges to overcome, including uneven consumer trust and lack of awareness of open finance.
This information is part of the broader picture from the FCA's Financial Lives 2024 survey. A third of adults (39%) trusted the financial-services industry and a third (36%) trusted that most financial firms were honest and transparent in their treatment of customers in 2024 (Financial Conduct Authority, 2025a). The results show that even in a highly regulated market, the level of trust cannot be taken for granted. The FCA's Consumer Duty also calls for action to ensure that retail customers benefit from good outcomes, which highlights the importance of communication, treatment and support in relation to privacy-related customer interactions.
The complexity is increased by the application of technology. The FCA and ICO have found that 118 financial-services firms surveyed reported using or intending to use AI, with three-quarters (85%) already in use, and 33% stating that data protection has been a barrier to AI adoption (Financial Conduct Authority, 2025b).Fraud detection, credit assessment, personalisation and customer service with AI can enhance customers' experience, but can also be more difficult to explain and drive profiling. The 2026 Mills Review highlights how the use of AI in retail financial services is becoming more prevalent, and that regulators need to balance accountability, effective oversight and protection against fraud, cyber risk and consumer harm with enabling innovation and consumer benefits (Mills, 2026).
The external fraud and cyber security landscape is also a factor in its trust. Forty three (43%)% of businesses reported experiencing a breach or attack in 2025/26 in the government Cyber Security Breaches Survey (Department for Science, Innovation and Technology, 2026). Customers may not be able to differentiate between the privacy policy, cyber controls and fraud prevention measures of a provider and online risks in general, thus the signals add up to a general sense of vulnerability. 
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The conceptual framework merges together notions from privacy calculus theory, commitment–trust perspective and post-adoption loyalty theory. There are reasons why the privacy concern may not always result in immediate disengagement, as outlined in the privacy calculus theory (Mazhar, et al., 2026). Consumers also considers the risk in relation to convenience, financial savings, personalisation and fraud protection. If they are aware of the benefit and hold the service provider responsible, then they may continue to use the service even if they are aware of some concerns. But if the uncertainty is repeated or there is a sense of "surveillance" that can alter that calculation. A recent 2026 study revealed that a 200% rise in user retention might be achievable by implementing FinTech personalisation and enhancing the digital trust of the users, but at the same time, they may feel more monitored and reduce their intention to stay (Alsaggaf, 2026).
Trust is the link that connects the perception of privacy with loyalty. The commitment–trust theory suggests that the exchange relationships can be sustained by the creation of trust which minimizes the risk perception and promotes cooperation (Aydın, 2026). Online finance customers aren't able to see many of the processes impacting their data, so they must go on institutional signals like reputation, regulation, clear communication and reliable performance. Moreover, it is found governance and risk perceptions are important factors in the trust and continuance intention in FinTech stated by Balaskas (2026).
Loyalty is seen as a more than just a repeat action. Lee and Kim (2024) defines loyalty as a continuum of cognitive preference to affective attachment, intention and action. A digital environment also allows for continued usage, which may in part be due to convenience or switching costs, and not necessarily a true reflection of commitment. This research will thus look at various dimensions such as the intention to continue, willingness to recommend, preference over alternatives and resistance to switching. Kini, et al. (2024), have found that loyalty to FinTech does not just stem from the functional aspect of their service, but also from the quality of the relationship, engagement and self-brand connection. Likewise, the determinants of banking loyalty (recurring) are trust, satisfaction, service quality, image and perceived value. Mediation theory is thus theoretically sound. However, privacy issues are likely to diminish trust as these issues make people feel more vulnerable and uncertain (Bansal, and Warkentin, 2021). 
[bookmark: _Toc234866844]Data Privacy Concerns and Customer Trust
It is generally accepted that privacy, security, and trust are related on the basis of empirical evidence; however, this connection differs depending on context and measures. Aldboush and Ferdous (2023) find that the issues of responsible data collection, transparency, encryption, customer control and regulatory compliance are significant for digital trust in FinTech. As for digital banking chatbots, Lappeman et al. (2023) noted that privacy issues decreased personal information sharing. Hijaya, et al. (2025). found that perceived privacy had a positive impact in the context of digital entrepreneurship. The results indicated that privacy is not just a defensive issue – it is also a positive indicator of organizational integrity.
Nevertheless, there is also evidence that privacy and security can also be understood in different ways. In their study, Roh, et al. (2024) discovered that trust had a strong impact on FinTech adoption, whereas data security did not necessarily have a direct impact on it in their model. This could be because of high expectations of what customers already expect from security: they may not consider security as a differentiating service. It could also be due to measurement issues, including a lack of specific items for concerns of secondary use or profiling/lack of control. This will be done through the proposed survey, which will be based on existing dimensions of privacy, instead of relying on a general security question. Customer traits and experience can also be a factor in determining trust. Knowing about permissions, regulatory protections, and security features can help to alleviate unnecessary worries, while increased understanding can heighten awareness of data sharing complexities (Croft, 2024). 
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Trust is consistently identified as a basis for loyalty and continuance, across the various types of research conducted on digital banking. Proposition 4 was supported by Kamara and Bangura (2026), who discovered that both trust and satisfaction were mediating variables between electronic-banking service quality and loyalty. Moreover, the ability to place trust in the chatbot has been highlighted as the best factor predicting customer loyalty in a two-wave study of people who were using digital-banking chatbots. These studies were performed in environments outside of the UK, but they prove that faith in a financial system is as important as their performance, and so is loyalty in the digital finance world. Similar results for FinTech-specific outcomes. Trust and satisfaction were seen to be the most consistently studied behavioural factors by Abbas (2025), whereas Jafri et al. (2024) found that trust and security were the factors that were consistently studied. Ahmed, et al. (2025) identify digital trust as a key enabler of ongoing adoption while analyzing the viewpoints of active digital-wallet users in the UK and Saudi Arabia. These studies provide reasons to consider privacy concern and loyalty as a mediator and not their relationship as a direct one.
However, there are limitations with the literature. A large number of studies have been based on cross-sectional convenience samples, focused on adoption intention and investigated emerging markets. However, privacy is not always defined by actual security or risk but by perceived security or risk (Karwatzki, et al. 2022). 
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The legal landscape influences both the practice of company and customer expectations. The UK GDPR and Data Protection Act 2018 also provide for the correct processing of personal data to be done lawfully, fairly and transparently; for the correct collection of data for specified purposes; for the limitation of data to what is necessary; for the accuracy of data; for the retention of data for no longer than is necessary; and for the correct protection of data. Personal rights also relate to access, correction, deletion, restriction and objection, as well as some automated decisions. Compliance regulations are not just overwhelming for FinTech companies, but they are also compounded by the need to prevent fraud, combat anti-money laundering (AML), and manage third-party processors, cloud platforms, and algorithmic decisions (Chukwu, 2025). The Data (Use and Access) Act 2025 makes changes to the UK data protection regime and enables the delivery of smart-data schemes. The bill seeks to facilitate responsible use of the data and to safeguard individuals. The impact on FinTech is significant as it relies on the sharing of permissioned data in a wider scope of financial products. The FCA's vision for April 2026 is to facilitate more personalised financial services and to improve competition and innovation (FCA, 2026). For this extension to be sustainable it will be dependent on customers being aware of what they are agreeing to and on trust between customer and participating organisations.
Loyalty can be created by nothing more than regulation. Legal privacy notices are often lengthy and confusing, and technically valid consent is not so meaningful. The FCA and ICO have thus stressed the importance of collaboration between the innovation and financial regulation and data protection (Kasatkina, 2025). This research will examine customer expectations for more than just compliance, such as plain-language explanations, granular controls, visible security assurances, and quick notification of breaches and easy complaint resolution.
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Through the literature reviewed, it was found that there is a link between privacy and trust and loyalty but there is a definite gap in empirical research specifically in the United Kingdom. Firstly, FinTech research has focused on adoption not loyalty post-consumption. Second, many studies operationalize privacy using security or risk items without being sensitive to collection, control, awareness and secondary use. Third, the UK's established regulatory and open-banking landscape is likely to raise different expectations, with research geographically focused in Asia and Africa and other emerging markets. Fourth, quantitative studies can discover relationships without providing experiences and interpretations (Lim, 2025).
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The research philosophy employed in this study is positivist, since the study is based on measurements of customer perceptions and testing the relationships between variables that are clearly defined. Positivism is suitable for research that is conducted with a structured instrument that aims to obtain numerical data in the form of data or facts, and statistical methods are used to analyze the data and identify patterns, associations and possible predictive relationships (Ali, 2024). The deductive research approach will be used. Existing theories and previous studies concerning data privacy concerns, customer trust and customer loyalty will be used to develop research hypotheses. The hypotheses will then be validated with primary quantitative data collected from the users of FinTech services in the United Kingdom (Jha, and Dangwal, 2025).
The study will adopt mono method research which is quantitative research. The cross-sectional study approach will be used to gather data from adult UK FinTech users by using an online questionnaire. A cross sectional design is appropriate since data will be collected from the participants at a specific time. The researcher will be able to study if the data privacy concerns impact the customer trust and loyalty to FinTech companies with this design. The study will attempt to obtain 80-100 completed and valid questionnaire responses. An approximate 100 completed questionnaires will be set as a target to accommodate for incomplete, ineligible or poor quality questionnaires. The study will aim to keep at least 80 usable responses as per screening and data cleaning for statistical analysis.
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A quantitative survey is suitable as the objectives of the research are to investigate the measurable relationship between data privacy concerns, customer trust and customer loyalty. These constructs can be quantified by using structured statements on the Likert scale and then translated into numbers for statistical analysis (Almusaed, et al., 2025). The questionnaire will allow the researcher to gather standardised data from a relatively large group of FinTech users in the UK within the time frame and resources of the study. The same set of questions will be asked to all the participants and it will facilitate meaningful comparisons among different patterns of FinTech use and different demographic groups to improve consistency.
The researcher will use quantitative analysis to assess the nature of the relationships between the study variables in terms of their direction and intensity. Through correlation analysis, it is possible to see if privacy concern is related to trust and loyalty, and through regression analysis, it is possible to see if privacy concern significantly predicts customer trust and continued-use intentions (Temizhan, et al., 2022).
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The primary advantage of the quantitative survey design is to gather comparable information in an efficient manner. Using standardised questions will minimize the differences in how questions are asked and will enable the answers obtained to be systematically analysed in SPSS. The use of known measurement scales will also help to ensure the questionnaire's reliability and validity. Through statistical analysis, the researcher will be able to report descriptive findings, correlation, regression coefficient, significance values, effect sizes and confidence intervals (Jané, et al., 2024).
The proposed methodology has, however, other drawbacks. Because the variables will be taken at one point in time, it will not be possible to determine causality from cross sectional data. While the study might show there is a correlation between data privacy concerns and customer loyalty, it does not definitively show that data privacy concerns directly lead to customer loyalty or lack thereof. Self-reported data will also be used for the study. Though, the intentions expressed by participants to either use or recommend a FinTech service do not necessarily reflect their actual actions (Hamid, et al., 2025). Memory or personal interpretation/social desirability can also impact response.
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The primary data will be gathered by using a structured online questionnaire created by use of Microsoft Forms (Zimba, and Gasparyan, 2023). A participant information statement will be used at the start of the questionnaire to provide information about the purpose of the research, eligibility, voluntary participation, and confidentiality and data-protection requirements. The main questionnaire will only be accessible to the participant after confirmed informed consent. Eligibility questions will ensure that the participants are 18+ and that they normally live in the United Kingdom and have used at least one consumer-facing FinTech service in the last 6 months. Adapted statements from the Internet Users' Information Privacy Concerns framework by Zhang, et al. (2022) will be used to measure data privacy concerns. The questions will look at concerns participants have about collecting personal information, customer control, awareness, consent, data security and third party data sharing.
Existing customer trust will be assessed based on statements about competence, integrity, reliability, transparency and confidence in the proper use of customers' personal and financial data. Customer loyalty will be measured by statements related to the intention to continue using the service, willingness to recommend the service, preference for the current provider and resistance to switching to other provider. The questionnaire will also gather data on age band, gender, education, region of the UK, how often they use FinTech, how long they have been using FinTech, the main FinTech category they use and whether they have experienced any fraud or data-security incident. No participant will be asked to provide details on financial transactions, accounts, balances, or other confidential financial information, such as passwords or account numbers (Doran, et al., 2026).
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The target population for this study will be all adult members of the British population who regularly use FinTech services that are direct to the consumer. So that the responses are based on recent and relevant experiences, all participants are required to have interacted with a minimum of one of the FinTech services in the last six months. Non-probability convenience and snowball sampling will be employed in the study. Participants will be targeted via university communication channels, contacts, and via social media and relevant online groups or communities. The respondents can also be asked to share the survey link with other people who are eligible (Darko, et al., 2022).
The number of respondents that will make up the target sample is 80 to 100 cases. The researcher would seek to obtain about 100 questionnaires to remove any incomplete, duplicate, ineligible or poor quality questionnaires to ensure that not less than 80 would be completed questionnaires used for statistical analysis. Recruitment progress to be monitored during the data-collection period. The researcher will try to limit the extent of over-concentrating within one age group, UK region or FinTech-user category. The non-probability sampling in the research, however, will not ensure equal representation of all the demographic groups (Njeri Mugwe, and Runo, 2026).
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Completed questionnaire responses will be downloaded from the Microsoft Forms and analysed with the help of the Statistical Package for the Social Sciences (Singh, 2022). Data screening and cleaning will be conducted first, to assess the completeness of the data, duplicate responses, ineligible respondents, implausibly quick response time, and missing data and inconsistent response patterns. 
Descriptive statistics will be used to describe the characteristics of the participants and their answers. For categorical variables like age group, gender, region and type of FinTech service used, frequencies and percentages will be calculated. The main variables of data privacy concerns, customer trust and customer loyalty will be measured by calculating means and standard deviations. Cronbach's alpha and corrected item-total correlation will be used to check for internal consistency of the measurement scales. Generally, a Cronbach's alpha value of around 0.70 or greater will be considered as acceptable reliability. However, the number, wording and theoretical relevance of the questionnaire items will also be considered during the evaluation of reliability results (Malapane, and Ndlovu, 2024).
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Constructing of the validity will be achieved by utilizing items from the questionnaires that are adopted from existing academic scales (Flake et al., 2022). The questionnaire will also be checked by the academic supervisor to determine whether it is suitable in presenting the research variables and objectives. Content validity will be assessed through the process of pilot testing which will identify unclear, repeated, leading or difficult to answer questions. Relevant pilot feedback will be used to modify the wording and structure of the questionnaire. Cronbach's alpha and corrected item-total correlations will be used to determine reliability. Any item which is likely to significantly affect the reliability of the scale can be deleted, provided it is theoretically justified and clearly stated in the end dissertation (Singh, 2022).
To reduce the effect of leading questions and response bias (Grimmond, et al., 2025), the questions will be neutral and straightforward. When feasible, questions that measure privacy concerns and trust/loyalty will be included in separate blocks. It will also be explained to participants that there are no right or wrong answers, they must give honest answers. As both independent and dependent variables will be assessed by the same questionnaire, common-method bias can not be completely ruled out. This risk will be minimized however, by using anonymous participation, clear wording, separation of the scale sections and variation of order of questionnaire items.
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Before recruitment and data collection the approval of the relevant university ethics committee will be obtained. The participation will be on a voluntary basis with informed consent. Participants will be informed about the purpose for conducting the research, who is eligible, what will be done, how long it takes, how confidentiality will be maintained, how data will be used and withdrawal rights. They will be told that they can discontinue and not complete the questioner at any point prior to submission without any repercussions or penalty (Devi, and Saravanan, 2026). The study will relate to the privacy of customers, and data minimisation will be particularly important. The questionnaire will NOT ask for bank account numbers, passwords, exact amounts of money, or detailed information about transactions or other sensitive financial information.
Survey responses will be anonymous, to the extent that they can be made anonymous. IP addresses will not be intentionally recorded nor will unnecessary identifying information be collected. Demographic questions will be general and will minimize the risk of identifying individual respondents (Kircher, and Zipp, 2022). Collected data will be saved on a password protected and University approved system. The researcher and academic supervisor will be the only users of the access. Research data will be kept and deleted securely based on the university data-retention policy. The results will be reported as totals. The dissertation, presentation or other research product will not identify any individual participant. The study will adhere to the principles of the UK General Data Protection Regulation (GDPR), the Data Protection Act 2018, and relevant University research policies.
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The financial requirements of the proposed research will be limited. The study could be conducted with software available in the institution like Microsoft Forms for questionnaire dissemination and SPSS software for doing the statistical analysis (Singh, 2022). Key human resource consist of researcher, academic supervisor, pilot participants as well as the approximately 80-100 survey participants. The supervisor will offer instructions for questionnaire design, ethical documentation, sampling, statistical analysis and interpretation.
No formal permissions will be required for the research from an individual FinTech company as participants will be recruited as consumers in an independent manner. This will make it more feasible and minimise the potential for problems arising from organisational gatekeeping. A large enough sample of the UK population of eligible respondents is the main resource risk. In order to mitigate this risk, the survey will be shared via a variety of recruitment channels, such as contacts in universities, professional networks, communities and social media online platforms (Zindel, 2023). The researcher will strive to gather 100 questionnaires respectively to get at least 80 questionnaires after screening and data cleaning.
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Figure 1: Proposed Gantt Chart
(Source: Author, 2026)
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