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What is Network Automation?

[1]A Network automation is the ability to automate administrative tasks that will take a long time to complete using scripting languages such as but not limited to: Python, Ruby and Ansible. 
A common question amongst many is ,, How many VLAN configurations for a set amount of time can be created” ?




Why Network automation? 

Like most forms of automation, network automation is viewed as a way to do tasks more quickly. Even if working more rapidly is wonderful, many IT organizations don't always see the necessity to find a solution to the deployment and configuration change time challenge. We'll look at a few of the factors, including speed, that IT organizations of all sizes should consider gradually integrating network automation. We should be aware that the same guidelines also apply to other forms of automation, such as systems, telephony, applications, and storage.





Types Of Network Automation.

In our modern world There are a large number of automation tools available and the most common ones are: Ansible and Python.


What is Python? – the programing language was Designed by Guido van Rossum in the begging of 1991 he had began working on Python in the late months of the year 1980 [2]

Python is a widespread and adaptable programming language that has found widespread application in automation across a wide variety of fields. Its ease of use, readability, and vast library make it a good choice for automating repetitive operations, data processing, and integrating with various platforms and APIs. Python excels in several domains of automation:







· 1.Scripting. 
Python is widely used for writing scripts that utilize automation and repetitive tasks such as file manipulation, system administration and data parsing.
· Network automation.

Python has a widespread application in network automation to setup and manage network elements, monitor networks, and automate networking provisioning operations.


· DevOps automation: Python works and integrates very well with DevOps, practices such as CI / CD configuration management pipelines, Deployment, Monitoring, Cloud Automation.
Python allows developers to implement the practices necessary for maintaining the DevOps lifecycle, that’s why many developers find it very lightweight and straightforward when it comes to writing scripts. [3]


· Data Processing and Analysis Python :
Most commonly used libraries in regards to Data processing are  the NumPy library and Pandas library.
Perhaps  you ask yourself Why  NumPy library? or what about Pandas library?
NumPy library simplifies [4] coding procedure  and  it can perform a broad range of numerical functions efficiently meaning the it can reduce the time spent coding, and allow the developers to efficiently complete tasks on time within the set time project
A good example is how is used in the Healthcare industry, Python and libraries like the NumPy can integrate into the decision making based on data from patients for example it can predict [5]Cardiovascular abnormalities based on the data from the characteristics of the patients such as: smoking status, gender, height weight amongst other factors. 



What is Ansible?
[6]Ansible is an opensource IT automation tools that automates configuration deployment, application deployment, orchestration and a many of the manual Information Technology operations.


Why and how we can use Ansible?
[6]We can use Ansible to  deploying software across the devices used into our wok network or home network, meaning it can reduce the time that a person would need to install software programs manually across a wide area of devises, it can improve security across the backend server applications using SSH protocol for connectivity and verification  great example of this is how is used into the LAMP stack projects (Linux,Apach,Mysql,PHP).
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What are API standards and Architectures

[7]Application Programming interfaces (APIs) are governed by API standards and architectures, which define  their structure, design, and behaviour. APIs are designed so that developers can interact with   them consistently, interoperate with each other, and do so easily. Adhering to API  standards and architectures promotes better integration  between different systems and applications, fosters  a developer-friendly experience, and simplifies the process of building and maintaining APIs. Some common API  standards and  architectures include:






· REST API (Representational State Transfer): 
REST model is one of the broadly used models in Information technology in order to be consider RESTful it has been stateless [7]Development the model allows to demonstrate and utilize standard HTTP strategies that can communicate using JSON and XML format.
The XMl format allows for easy integration for the data and acts as middleman between the application used.

· SOAP (Simple Object Acsess Protocol) 
SOAP is a messaging protocol using XML protocols to structure it 
It can rely on XML schemas for data verification and usually uses HTTP or SMTP as the transport protocol.

· JSON-RPC: JSON-RPC is a lightweight remote procedure call protocol that uses JSON as the message data format. It allows simple and direct communication between client and server, making it suitable for resource-constrained environments.
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Security and compliance automation is a double-edged sword that offers both significant benefits and potential risks. 



Pros:

1. Consistency and accuracy: Automating security and compliance policies ensures consistent enforcement across the entire IT infrastructure. Automation eliminates human error that can occur when manually configuring security settings or compliance measures, improving accuracy and reducing vulnerabilities.



2. Efficiency and Time Savings.
Changes can be applied across multiple  systems simultaneously allowing security teams and management to respond quickly to new threats and compliance requirements.


3. Continuous Monitoring.
Continuous monitoring of security and compliance settings enables proactive responses to potential security breaches and policy violations. It notifies users in real time when these settings are breached  from compliance settings.


4.Adaptability to Change.
The flexible nature of automation provides an organization with the ability to adjust policies as security threats and compliance standards change, making sure the IT environment remains secure and compliance.


5.Reporting.
 Internal or external auditors can more easily demonstrate compliance when security and compliance policies are automated, generating detailed audit logs and reports.




Cons.

1.Overlooking Nuances.
Automation may overlook contextual nuances that human experts can consider. A rigid policy may not align with the unique needs or circumstances of the organization, resulting in overly rigid policies.

2.False Sense of Security.
It is possible to create a false sense of security by over relying on automation. As a result of automated policies, organizations may assume everything is secure, ignoring the need for regular security assessments and manual intervention.

3.Complexity and Dependencies.
Complex scripting and integration with other systems may be a part of the automation process. This complexity can result in potential vulnerabilities and dependencies of third parties' tools, which will make it more difficult for this system to be maintained and managed.

4.Inadequate Updates.
If the automatic security policies are not updated periodically, this may result in outdated or ineffective actions that could put the system at risk of emerging threats.

5.Compliance Gaps.
Automation may be able to simplify compliance efforts, but some aspects of specific rules or standards are not covered by it. In order for all the requirements to be complied with, it will continue to require supervision by humans.

Mitigation Strategies:

1.Balance Automation and Human supervision 
Human expertise is always involved in the analysis of policies, risk assessments and policy making when employing automated methods for repeated tasks as well as resource activities.

2.Regular Testing and Validation
To identify vulnerability, false positive findings and possible shortcomings, regular testing of automatic security and compliance policies is carried out. In order to ensure that the automated measures are effective, we should aim to provide  a robust testing and validation process.

3.Adabtability and Monitoring.
The organisation need to ensure continuous monitoring of the automation policy, and prepare for adaptation to changing threats and compliance requirements.

4.Audit and Review.
To measure the  effectiveness, of automation consistency and coherence with organisational needs, the automated policies should be subject to regular audits and reviews.

 Conclusion for Automation and Security Policies.
Finally, there can be significant improvement in an organisation's safety posture and compliance with regulatory requirements through the automation of security and compliance policies. Nevertheless, the automated system should be carefully supervised, monitored and continuously assessed with a view to mitigating risks and ensuring that it meets organisational security and compliance objectives.
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What is API Security and Privacy?

The design, development and implementation of Application Programming Interfaces is a key consideration in terms of API security and privacy. Ensuring the security and protection of user privacy is a priority since APIs have become an essential means to communicate between various systems and services. The most important aspects of API security and privacy are given below:




API Security:


1.Authentication and Authorisation.

For the identification of API users, appropriate authentication mechanisms must be in place and authorisation controls should be carried out so that access to certain resources is restricted according to user roles and permissions.

2.HTTPs Encryption.
APIs should utilize HTTPS (HTTP over SSL/TLS) to encrypt data during transmission, preventing malicious monitoring  and man-in-the-middle attacks.

3.Input Validation.
In order to avoid the use of injection attacks and other security vulnerabilities, the  APIs should validate  all input information obtained by users.

4.Error Handling.
Proper error handling and messaging are essential to avoid exposing sensitive information and prevent information leakage that could be exploited by attackers.

5.Audit Loggins.
It is important to implement comprehensive logging mechanisms to monitor API activity, so it can detect potential security incidents, and support forensic investigations if needed.
6.Secure Credential Storage.
Sensitive information such as API keys and access tokens should be treated very strictly, securely stored using encryption or tokenization 




API Privacy 

1.Data Minimization.
Safe practice is when the organisation only collect and store the minimum amount of data necessary for the API’s purpose in order to minimize privacy and breach risks.

2.Consent Management.
Good practise is when the company can implement robust consent mechanisms to obtain user consent for data processing -example of  this are the website Cookies.

3.Data Encryption when not in use.
Sensitive user data such as: name, address ,banking information should be encrypted when stored in databases or alterative data storage devices to prevent unauthorised access to the sensitive information of the user.
4.Data Retention Policies. 
Organisations need to establish clear data retention policies and erase user data when it is no longer required for the APi purpose.
5. User privacy settings. 
Allowing users to control their privacy settings and opt out of certain data processing policies 

Conclusion for API Security and Privacy.
Ongoing concerns of API security and privacy are still needs to be continuously monitored, assessed and improved. For the purpose of discovering and addressing possible vulnerabilities or privacy risks, organisations should carry out regular security audits, penetration testing as well as privacy Impact Assessments. It is essential to build trust with users and stakeholders by complying with best practices in the sector, including those of relevant privacy legislation such as GDPR, CCPA, that demonstrate a commitment to protect them.
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As a Cloud Computing Student I had the chance to explore the various and wide range of options on the Networking academy (netacad.com) as well as the available resources at developer.cisco.
I have always faced a challenge from where to learn but now am very happy that the available resources are easy to read and to understand at developer.cisco there are a broad range of resources that we can explore in my personal projects I had the chance to explore SandBox [8] that gave me the opportunity  to test and build APIs and SDK. 
The main thing about Sandbox is that it can Continually design Virtual API’s
The organisation provides a wide range of resources and tools that are easy to understand and with user-friendly GUI interface.
 In my personal experience  I have found it easier when it comes to tools available are visualized and presented clearly with user-friendly interface a good example of this is 
The GitHub desktop application that can interact to GIT without the need of Terminal commands, it can easily PUSH ,PULL and Fork repositories without the need of terminal interaction. 
I Also had the chance to explore the DevNet resources that are available over netacad.com 
There i had the chance to expended my learning resources and explore various topics including Networking Protocols ,Software design patterns, Version Control systems, Infrastructure and Automation. I’m happy that I have found the DevOps resources available over netacad I have learned the devops life cycle that includes phases that consist of continuums improvement; plan, code, build, test, realise ,operate, monitor.
Overall it’s a good leering experience 
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