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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Since I joined the police force, I have become aware of an underlying culture that exists within each force, area and even within each shift. This can be down to how the force or shift is run and the directives and expectations that are set out by supervisors and colleagues. 

Organisational culture within the police force is both a good and bad concept. Some aspects of the culture form the key building blocks of the core values of every police officer. Some other values are much less appreciated but are equally important to what officers are trying to achieve every day.

Officers can be under immense pressure to perform at the highest level and make the correct decision every time. Victim safety and wellbeing can rely on the decisions and choices that officers have to make during the course of their duties.

This can cause its own issues as members of police forces can become ‘burnt out' if not supported and helped by the appropriate schemes and systems put in place by the force. Many of these systems put in place are tried and tested methods for maintaining the effectiveness of officers, although they are always evolving and changing as new research and methods become available.

Research suggests that police forces see themselves as performance and service-orientated organisations that are welcoming and friendly (Hesketh, 2011). This cannot always be the case as due to outside pressures of life, education commitments, resourcing and experiences on the shift, officers cannot always provide the ‘ideal’ service to the end users, the victims and witnesses who rely on them.

Within the force that I currently work in, there is a very strong work ethic around doing the best for the victims of crime and attempting to gather the right evidence in a timely manner so that they can feel safe within the community as well as securing a conviction against the perpetrator.

There has been a huge focus and scrutiny of officers’ ethics in recent years with multiple officers abusing the trust the public put in them. Various issues have been raised by the press and in some cases by the IOPC where standards have fallen drastically short. Officers have come into conflict with the code of ethics where they have abused the position they have the privilege of holding.

As I have progressed through my time as a response officer, I have realised how vitally important it is to understand the communities and areas that I patrol. As with any other customer facing role, it is imperative that there is a relationship with this community. This will lead to and help ensure that the gap between what is expected and what is delivered is as small as possible.

To quote Huczynski and Buchanan (2007), police force culture is, “the collection of relatively uniform and enduring values, beliefs, customs, traditions and practices that are shared by an organisation’s members, learned by new recruits and transmitted from one generation of employees to the next”.

Many officers join the force and integrate the values that longer serving officers portray to them into their own set of values and beliefs. This is not a problem for the majority of officers that join as long as their own values and beliefs prior to joining are still intact to a large degree. I achieve this myself by maintaining strong relationships to outside influences such as family and friends that were in place prior to me joining, who are detached from the police culture.

Many officers, including myself, see the police culture as an asset to the line of work being undertaken and one of the reasons for joining the force in the first place. Recruitment of officers is not difficult, with each intake vastly oversubscribed with applicants. Although there are multiple applicants for each role, I think that there is a gap in what members of the public expect life to be like as an officer and the reality of what is expected by the force and by the code of ethics as a standard.

Regarding force recruitment, it has been said previously that “not many leave, recruitment has never been difficult, and it has always been vastly oversubscribed” (Hesketh, 2011; Schein, 1984). This is broadly true but there are issues with the recruitment. This may be down to the realities of the job as mentioned above but it may also be down the organisational culture within policing as a whole.

I see this as a key part of the role that officers perform. Although there are days when officers cannot wait to see the end of a certain case, the experience should be one of satisfaction at a job well done, the correct result achieved. This can be the case even if the result may be a negative one from the victim’s point of view, where an allegation has proved to be false, for example.

While each day is different and brings its own challenges, these are reasons officers join the force in the first place. At the core of what officers set out to achieve is to belong to the culture that is embedded within the force, the expectation set by the senior officers and long serving members. This sense of culture is passed on to new recruits as one of the core beliefs of the force.

Individuals will begin establishing the cultures as they grow up before even thinking of joining the police force. This is further enhanced by observing strong depictions in the media, TV dramas and in the abundance of Police based films. All taken together, it becomes easy to see why there is such a strong culture within each individual force area, as well as within police forces as a whole.

There is always the risk that when officers join as new recruits, they lose the culture they have built growing up and just conform to the existing culture within police forces. The risk here is that they do not add to the culture within the force and are just absorbed by it. This runs the risk of them becoming lost within the organisation as a whole and feel no sense of worth or belonging.

This will mean that the culture for good or bad will continue to evolve and perpetuate throughout the organisation even with new recruits joining on a regular basis. It is also important to consider that one of the reasons that many join in the first place is to do with the culture within the police, either real or perceived.
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Officers received a call from staff at a social services care home who described how they had a female living with them as an outpatient of a mental health hospital who had just left, stating she wanted to end it all. 

They had gone on to say that she had actively tried to inflict harm on herself (cut wounds) throughout the day. They had contacted the Mental Health Crisis Team (MHCT) earlier in the day to come and offer help and support, as well as performing an assessment on the female’s needs. 

Officers had not previously been called as the staff were able to control what was going on and, with the help and support of Mental Health Crisis Team (MHCT), they had calmed the situation down. The female was also located inside of the premises, so officers would not have been able to use their powers under s.136 Mental Health Act (HM Government, 1983).

Officers will often be dispatched to calls where the initial protection of people who are vulnerable, young or who lack the mental capacity to make decisions is paramount (College of Policing, 2015). An initial assessment as to the most appropriate course of action to take will often be required by officers as they will be the first on scene. This may be through training, experience or in consultation with various other departments and agencies to provide the best course of action for the person in question.

Officers inevitably come into contact with people with mental health difficulties but are not always the best equipped to deal with the issues at hand. Partner agencies are often in a much better place to deal with and treat the issues that are being presented and a multi-agency approach is then established to provide the best help and support (College of Policing, 2016).

Although officers in this case had been dispatched as part of their duties and responsibilities to save and protect life, they are not the best placed to deal with the issues that the female was having. Officers can act as a gateway to services in this instance, getting the female in front of the agencies and support services that can help and assist her moving forward.

The female’s thoughts could be due to a mental illness that causes distorted thoughts or feelings, or she may find it hard to take in basic facts and make decisions around her own welfare and wellbeing. A person suffering from mental ill-health may often find it hard to make rational decisions. This condition may be transient, due to certain factors at the time or may be a more permanent ongoing issue (Rethink Mental Illness, 2022).

Mental ill-health comprises a variety of disorders including psychotic disorders (schizophrenia), mood disorders (depression or bipolar), personality and anxiety disorders (panic attacks and phobias) (World Health Organization, 2019). With such a wide definition, officers will need to assess each situation on an individual basis to determine how best to intervene and offer help and support.

People experiencing fear, paranoia, confusion, anger, hearing voices and frustration may become aggressive towards members of the public as well as towards officers, even when they are trying to help. Officers will need to look out for the signs of aggression before they happen by noting any sweating, clenched fists, rapidly moving eyes, frowning, increased reactions to sound, raised voices and threats (Calibre Press, 2019). 

When first approaching people who have mental health issues or episodes, officers need to make note of any weapons and remove anything dangerous from the vicinity, particularly sharp objects. A person experiencing mental health issues may be unpredictable, so officers may also need to prevent them from engaging in harmful behaviour towards themselves or others. Under s.117 Police and Criminal Evidence Act 1984, force may be used in this instance but must be necessary and proportionate (HM Government, 1984).

In this occurrence, the female had wrapped a pair of headphone cords around her throat and was attempting to pull them tight when officers arrived. Officers were left with little choice but to use force to stop her doing this and to remove them from her possession. After speaking to the female for a short time, officers established that she was struggling with day-to-day life and was hearing voices telling her to ‘be at peace and end it all’ on an almost constant basis. Although open to receiving help and support from mental health services, the female did not know what to do and viewed this as her only option.

Officers at the scene had various options at the time of arriving at the incident. One option would be to detain the female using their powers under s.136 Mental Health Act 1983 (HM Government, 1983) and to transport her to a place of safety at an appropriate hospital ward for emergency assessment by medical professionals.

Another option would be to use these powers to remove the female to a place of safety at a social services care home, which is where she was currently living as an outpatient of the local mental health hospital. Staff at this location are specially trained to deal with mental health and much better placed than officers to deal with the issues presented by the female.

Before considering these options, officers contacted the Accredited Mental Health Practitioner (AMHP) in the control room. The AMHP is put in place as they are specially trained to assess and deal with mental health patients (HCPC, 2019). They have much more in-depth training than officers and are better placed to assess the most appropriate course of action for the female moving forward.

Various options were considered by those involved such as utilising s.136 Mental Health Act powers, voluntary attendance at a mental health suite, returning to the care home to get further assessment from MHCT, officers transporting to hospital for assessment by mental health practitioners there and staff transporting to hospital for assessment by mental health practitioners.

After running through what they had found and how the female was presenting, the AMHPs advice, due to the female having no active thoughts of harming herself and feeling very low, was to return her to the staff at the care home and await the results of the MHCT from earlier in the evening. They also advised to update the MHCT on what had happened since they had left the address a few hours earlier and see if they wanted to return and conduct another assessment.

On returning to the care home and speaking to staff, officers found that the female had been banging her head against a wall before leaving and stating she wished to end it all. Due to this new disclosure officers had to reassess the situation.

It was decided in consultation with staff, AMHP and MHCT as well as officers’ input that the female would need to be seen by medical professionals to get her head injury assessed prior to getting any further mental health assessment completed. As a hospital would be a place of safety, this was decided as the best course of action.

Officers assisted staff in transporting the female, who was still willing to get help and support from mental health services to the local A+E unit to get her head injury seen to and assessed, as well as making MHCT aware of this so they could attend the same location and be on hand to assess her mental health once this medical assessment had been completed. While at the hospital, there were no threats made towards any staff or officers and she showed no aggression.

Although mental health is a major issue and only seems to be getting more prevalent, there does not seem to be as much help and support as there should be (Campbell, 2018). Officers will come into contact with the same individuals who have been put in touch with or in some cases taken in front of the appropriate mental health support, either at a mental health institute, place of safety, hospital, MHCT or community mental health support agency. 

When speaking to these individuals, officers hear them say that they feel let down due to a lack of support. As in the case of this female, she had been in contact with mental health services for a number of years since her father died, and although she had made numerous attempts at harming herself, is deemed safe enough to live in the community with only minor help and support from services.

One of the key components to helping those with mental health issues is getting help and support from family. In order for someone to have strong relationships and family support in mental health recovery, the family themselves will need help and support to ensure their family member is set up for success (Banyan Mental Health, 2019). The person with mental health issues can then focus more on their mental health and less on their family problems that could be contributing to their disorder or making it worse.

The issue of mental health is useful in demonstrating the complex nature of diversity in the community (Bryant and Bryant, 2019a). Mental health issues occur in varying degrees in the general population and can have significant effects in terms of individual and collective wellbeing. Many people have preconceived ideas of what is healthy and is unhealthy, which makes recognising diversity and difference in relation to mental health particularly difficult (Bryant and Bryant, 2019a).

Although Mental Health is a widely recognised issue, it is extremely individual and there is no one fix for all. It takes time to get assessed and then a course of treatment or therapy put in place to attempt to resolve the situation. Sometimes the situation cannot be resolved but in some cases with the appropriate help and support in place the patient can return to a relatively normal life.
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Officers received numerous calls over a period of 6 months from a male who was being targeted continuously by some local youths. These youths were getting enjoyment from throwing rocks through this male’s window, as well as causing nuisance and harassment at all hours of the day.

They saw him as an easy target as he does not leave the house much, has various health issues, does not have much family support in the area and is classed as highly vulnerable. The male in question is a retired RAF ground crew, as well as a retired police officer. He does not like to complain or make a fuss and does not want to get anyone in trouble stating, ‘they are only kids, they don’t mean any harm’.

The ‘kids’ in question see what they are doing as a game and then like getting chased by the neighbours and officers. They do not see the detrimental effect that they are having on the male’s health and wellbeing, as well as the financial cost of repairing the damage they are causing.

The male has previously been a victim of fraud where he has lost most of his savings and so can no longer afford to repair and maintain the house that he has lived in for over 60 years. The male constantly has broken windows that he cannot repair, as well as having little to no heating at his address. 

Anti-social behaviour (ASB) is not necessarily a crime as such, but the term covers several disruptive activities, some of which are criminal offences (Home Office, 2004). Dealing with civil disputes or court orders is not normally the responsibility of the police, but often they are the first at the scene when such a situation escalates. 

Where no offences have been committed, the police can suggest an alternative to pursue in the courts. For example, if someone is being harassed by a neighbour an injunction can be brought about under s.3(1) of the Protection from Harassment Act 1997 (HM Government, 1997). In other circumstances, officers can apply for a civil order such as a Domestic Violence Protection Order (DVPN/DVPO) (Home Office, 2020).

The definition of ASB is any ‘behaviour which has caused or is likely to cause harassment, alarm or distress to any persons’ according to s2(1a) of the Anti-Social Behaviour, Crime and Policing Act 2014 (ASBCPA) (HM Government, 2014). The ASBCPA provides powers and injunctions to help police and local authorities address ASB and disorder in communities (Home Office, 2021). In terms of these powers, ASB is broadly categorised as either housing or non-housing (public places) related. 

Housing related ASB will include neighbour disputes over lifestyle clashes, high hedges, boundary lines, noise and the behaviour of children. It also includes more serious incidents of ASB. An example would be where the behaviour of one household or group is causing serious problems within a whole neighbourhood and may involve harassment, violence and criminality.

Measures are available under the ASBCPA to deal with ASB, such as civil injunctions and criminal behaviour orders (CBOs) (HM Government, 2022). Civil injunctions are generally used at an early stage to stop or prevent individuals engaging in ASB. CBOs are usually used to deal with the most persistently anti-social individuals who engage in criminality. They are issued by a criminal court on conviction for any criminal offence, but the ASB does not need to be part of the offence. A defendant could be brought before a court and found guilty of criminal damage but if there is additional evidence that they have engaged in ASB, the court could be asked to grant a CBO (The Crown Prosecution Service, 2020a). 

There are also injunctions to prevent nuisance and annoyance (IPNAs) that can be employed. These are intended for use in non-housing related ASB, where the behaviour is either causing or likely to cause harassment, alarm or distress, as well as for housing related ASB where the conduct may cause nuisance and annoyance (HM Government, 2014). There is no need to prove an injunction is necessary and they are obtainable on a civil standard of proof. CBOSs and IPNAs can require the defendant to address the cause of their ASB and can include prohibitions. Breaching the order is a criminal offence.

The government favours out of court disposals for dealing with young people who are involved with ASB in the first instance in order to prevent their criminalisation and any negative future consequences (Office for Criminal Justice Reform, 2010). Examples of out of court disposals include acceptable behaviour contracts, community resolutions, mediation, parenting contracts, support and counselling, verbal warnings and written warnings (Home Office, 2021).

One the more effective ways officers have found to deal with ASB is by victim engagement and community triggers (Home Office, 2021). These provide a way for victims and others to contribute to decisions about managing ASB in their own area and give the community a responsibility for the actions of certain individuals that live within it.

A community solution allows ASB victims to be able to choose the most appropriate out of court punitive, reparative or rehabilitative actions to be taken (Edmunds, 2018). This is put in place for low level crime and ASB. This option gives victims the chance to solve the situation the way they see fit rather than involving a court. This can include getting the perpetrator to repair any damage caused, perform community tasks as well as getting additional help and support to deal with the issues causing the ASB in the first place.

The police work closely with the local council to find long-term sustainable solutions in areas where ASB is a regular problem (HM Government, 2014). However, officers can often deal with an individual’s behaviour straight away and provide immediate short-term relief to a local community.

Dispersal orders allow officers to direct any person committing or likely to commit ASB, crime or disorder to leave an area for up to 48 hours (HM Government, 2014). The ASB must be causing harassment, alarm or distress to the local community or to the occurrence of crime and disorder.

A Community Protection Notice (CPN) is designed to address ASB that is having a detrimental effect on the quality of life for people in the locality and to be unreasonable and persistent (Chartered Institute of Environmental Health, 2018). The CPN can include requirements to refrain from or stop specific activities or behaviour and to take sensible steps to avoid any further behaviour.

The various approaches described above can be used to stop the ASB that is a general problem in the community or, in the case described, a targeted approach on a vulnerable individual and his home. While measures can be put in place to resolve the ASB, there needs to be other approaches set in to motion that help the victim with their existing vulnerabilities, which may have been exacerbated by the ASB, as well as any long-term effects to their mental health.

Multi-agency working is fundamental for prompt and effective risk identification to vulnerable people, and to ensuring those risks do not escalate. Ideally these relationships generate better sharing of information, joint decision making and coordinated action (Smith, 2018). The Multi-Agency Safeguarding Hub (MASH), for example, provides high quality and timely safeguarding action in order to improve the safeguarding response to vulnerable children and adults (Tri.x., 2016). If a partner agency, such as the local authority social services, has concerns about a vulnerable person’s welfare, it should request the intervention of the most appropriate agency.

Conducting a ‘safe and well check’ at a person’s place of residence is an example of such an intervention (Biskupski, 2017). During one of these checks, it is necessary to request police support if the check engages the police core duties of 1) preventing crime, 2) keeping the peace and 3) protecting life or property (West Midlands Police, 2020). 
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Task 4

Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

Officers received third party reports of a Domestic Abuse incident where the victim had been assaulted outside her address. She had then taken her children to her mother’s address a short distance away.

Initially, on attending the address, a minor assault was disclosed to officers. However, after spending time with the victim and her becoming more comfortable talking with the officers present, numerous other offences of a much more serious nature came to light that would lead to a lengthier and more complex investigation.

The offences disclosed to officers while completing initial enquires ranged from minor common assaults under s.39 of the Criminal Justice Act 1988 (HM Government, 1988) to the following:

· Controlling or coercive behaviour – s.76 Serious Crime Act 2015 (HM Government, 2015)
· Threats to kill – s.16 Offences against the Person Act 1861 (OAPA) (two counts) (HM Government, 1861a)
· Common Assault – s.39 Criminal Justice Act 1988 (two counts) (HM Government, 1988)
· Actual Bodily Harm – s.47 OAPA 1861 (three counts) (HM Government, 1861b)
· False imprisonment – Common Law (two counts) (The Crown Prosecution Service, 2020b)
· Theft – s.1 Theft Act 1968 (one count) (HM Government, 1968a)
· Criminal damage - The Criminal Damage Act 1971 (five counts) (HM Government, 1971)
· Burglary – s.9 Theft Act 1968 (two counts) (HM Government, 1968b)

These offences happened over a period of a year but had not previously been disclosed to officers or any other agency. This may have been due to several factors, including the victim being scared of retribution from the subject or not wanting to get social services involved due to the state of the living conditions at the home address where her three children lived.

The quality of any investigation and the chances of a successful prosecution are enhanced by actions taken early in the investigation. These actions include locating, gathering, retaining material and making an initial report (College of Policing, 2013a). This is done so that the level of resources and seriousness of the crime can be established, and that the evidence needed to prove an offence is not lost.

The first considerations for officers when attending an incident such as this as a first responder are as follows and are often known as the Five Building Blocks of an investigation (ACPO, 2006; College of Policing, 2013a):

· preserving life,
· preserving scenes,
· securing evidence,
· identifying victims,
· identifying suspects.

After initially attending the scene and performing lifesaving or first aid duties to any victims or witnesses when required, priority then turns to scene preservation and starting the evidence gathering process. To complete this there is a certain method and procedure to follow to ensure that the best evidence is collected, and the officers have the best chance of presenting the relevant evidence to the CPS and courts to secure a conviction of the subject.

These are known as the golden hour principles and are central to gathering evidence in the first instance when it is fresh in terms of its presence and in peoples’ minds. In criminal investigations, the term 'golden hour' relates to attaining the maximum amount of material, minimising material deterioration and maximising the opportunities to identify the offender (FutureLearn, 2022).

Identifying witnesses and quickly preserving a scene to protect evidence while it is fresh and undisturbed is the first stage of any incident, especially in major crime and critical incidents. Examples include crime scene management, identifying victims, witnesses, CSI opportunities, CCTV and house to house enquires. If one of these is not completed, then vital evidence may be lost that could aid an investigation.

Once the initial procedures of this ‘golden hour’ have been completed then depending on what has been found and identified different levels of investigation will commence (College of Policing, 2013a). Part of this process will be safeguarding the victims and any witnesses that have been identified during the process.

For victims of domestic violence, as in this case, the primary risk assessment that is completed is known as a Domestic Abuse, Stalking and Harassment risk assessment (DASH) (Richards, 2010). Contained within this are a set of questions around risk and vulnerability that help officers to grade the risk to the victim from the subject. The DASH will ask questions around previous relationships, financial connections, previous abuse, levels of abuse and so on to establish exactly what level of risk there is to the victim.

Once completed, safety advice was given to the victim, as well as any witnesses identified, to make sure that they stay safe, and any further instances are reported to officers, as well as attempting to gather any evidence that might be relevant should any future incident arise (College of Policing, 2013a).

Part of this ongoing process is a Public Protection Notice (PPN) that will get submitted to various agencies that will be able to offer more specialist help and support to the victim than officers can. This may be from agencies such as Women’s Aid, Social Services or Housing Associations.

During the information evaluation process, a critical marker is added to the address on PNC as well as referrals made to the Multi Agency Risk Assessment Conference (MARAC) (Home Office, 2011). A MARAC is a regular local meeting where there are discussions regarding the help of victims at high risk of murder or serious harm. These are completed to further safeguard the victims.

Another tool to further safeguard victims, which was provided in the case described here, are target hardening packs, which are available to medium-risk domestic abuse, domestic violence, stalking and harassment victims (Gwent Police, 2022). The packs include a video doorbell, a door jar, a personal alarm with a torch, along with personal safety advice and details of support services. Part of this process also includes the issue of a TecSOS phone (Vodafone, 2022), for victims whose mobile phones have been damaged during incidents. The aim is to protect victims, increase their feeling of safety, prevent crime and potentially provide evidence of re-offending or breaches of orders. 

Importantly, risk management should be made a priority throughout an investigation in relation to the victims, witnesses, colleagues, and other members of the public. There are examples in Independent Police Complaints Commission (IPCC) related cases where a failure to recognise the risks posed to victims of crime have subsequentially resulted in severe injuries or death (Morris, 2017).

A criminal investigation is defined in s.22 of the Criminal Procedure and Investigations Act 1996 (CPIA) as “an investigation conducted by police officers with a view to ascertaining whether a person should be charged with an offence, or whether a person charged with an offence is guilty of it” (HM Government, 1996). The CPIA specifies the roles of the investigator, disclosure officer and officers in the case. Each role is given particular duties in a criminal investigation. Some of the most important duties are the recording, retaining and, eventually, the disclosure of relevant material (HM Government, 1996). 

In addition, they must pursue all reasonable lines of enquiry, whether they point towards or away from the subject. The collection, collation, and evaluation of many different categories of information is central to the investigative process. It is crucial that investigators know when an investigation has started, so they can ensure compliance with the CPIA and the associated codes of practice. 

Whilst at the incident detailed above, officers were able to conduct a CCTV trawl of the local area to see if the suspect could be identified and to place him at the scene, even if no offences could be observed directly. Various locations were identified by officers that had CCTV including private dwellings, council run facilities and privately owned businesses. 

In each of these cases, the CCTV needed to be obtained and viewed by officers to establish whether it could provide any evidential value to the investigation. In this instance, due to the amount of footage that was identified and elements of it being on systems that the owners did not know how to use, an officer from the digital forensics unit was requested to review and collate all the footage. Once this was completed, they were able to provide a detailed report of what each video element showed, its value to the investigation and a transcript of what was seen, which could all be added to the investigation.

Material related to an investigation must not be accepted at face value or assumptions made on its importance. Investigators must examine everything with a critical eye, assuming nothing, believing nobody and checking everything. The more serious and complex a case is the more time consuming this task becomes as the amount of material generated increases.

While completing the CCTV analysis, extensive house to house was carried out by CSOs tasked by the initial attending officers to gather any information around incidents disclosed and on the general behaviour at the occurrence address. This provided further witnesses and additional evidence that put the suspect at the scene when the incidents occurred. Witness evidence, including the victims, may be vital in obtaining a conviction. 

Many witnesses will cooperate with officers if they are provided with reassurances and information about what to expect moving forward and what is expected of them (College of Policing, 2013b). A significant or key witness is someone who can provide evidence that is particularly vital to the case (College of Policing, 2013b). In this case, due to the number of offences that had been disclosed to officers and the length of time that they had occurred over, there were multiple key witnesses that generated a large volume of information to be further investigated.

Officers identified victims and witnesses that needed to provide statements. In some cases, these witnesses were the victim’s daughters who were under 18 years of age and, therefore, needed to be statemented by specially trained officers using a method known as the ‘Achieving Best Evidence’ protocol (ABE) (Department of Justice, 2012). These officers obtained evidence using video recording and transcribed what had been discovered. The initial attending officers start this process using a Witness Interview Book (WIB) booklet and then the ABE trained officers assess whether they need to complete using the more appropriate method of video statement.

During the process of an investigation, evidence may be available on digital platforms such as social media, mobile phones or laptops. In this case, a mobile phone and laptop were submitted by the victim for examination. These had been damaged by the suspect as well as being used in the commission of offences of fraud, malicious communications, and theft. Also, on these devices was evidence of previous injuries sustained by the victim in photographic form. XRY software, which is a digital forensics and mobile device forensics product, was used to retrieve the information (MSAB, 2021).

To complete this process, various authorised documents with detailed reasoning needed to be submitted because while examining these items breaches of human rights would be occurring (i.e., a QF7-digital forensic submission form and either a DPNa or DPNc form with an inspector’s authority).

Once all initial information had been gathered at the scene, processed and reviewed, and the victim and any witnesses had been safeguarded and risk assessed then officers began the investigation into the offences and collated the evidence they need to prove or disprove the subject’s involvement. In this instance, a Senior Investigating Officer (SIO) was appointed to oversee the investigation to ensure that it took the right direction and that all avenues were explored. This was done to ensure the best evidence was presented to the CPS and the officers had the greatest chance of securing a conviction for the victim.
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Task 5

Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Officers attended an incident where a 14-year-old female had been in contact with an unknown male over Snapchat. The male had been sending the female indecent images and she had informed her parents of what she had been sent.

During this incident the female involved stated that she did not know the person at the other end of the messages and had never met him. She informed officers that he had added her on Snapchat and then began messaging her. This had started out as harmless conversation but had then escalated to sending indecent images as well as requesting them. She also informed officers that this male had wanted to meet her in person.

One of the risks associated with this sort of crime is the unknown person at the other end sending the messages and pictures. The victim in this instance had no idea if the male was 15 years old as stated to her or was in fact a much older person who was trying to exploit her.

When speaking to her about this she had not realised what risk she was at and had certainly not thought that a much older male would have contacted her to try and exploit her for personal gain. She stated she knew something was wrong when indecent images had started to come through as well as a request to meet.

On attending a small scale cyber-enabled crime, officers are expected to provide some cybercrime prevention advice to victims. Advice can include not opening attachments or links that appear in emails, unless it is from a known source (NCSC, 2021a). They are also advised to keep their anti-virus software up to date and switched on at all times, as well as updating and carrying out security patches for their operating systems. One of the key pieces of advice that can be given is making sure that they have secure passwords that cannot be easily guessed or obtained (NCSC, 2021a). 

During the course of the investigation described here, the female was provided with information around keeping herself safe online and not putting herself at risk by meeting anyone who contacts her there. Various resources are available to assist social media users in the sites and apps they use to make them aware of and keep them safe from those who could exploit them for sexual or monetary gain. 

The advice and resources that were given to the female in this case were to 1) avoid (and report) duplicate friend requests, 2) use text messaging to prevent unauthorised logins, 3) be discreet about her location, 4) turn on all privacy settings, 5) avoid quizzes and games that require access to profile information, 6) don't use social credentials to sign into third-party sites, 7) handle her passwords with care and 8) consider identity theft protection.

Unfortunately, advances in digital media have helped those who intentionally want to exploit children. Online paedophile activity in social media has become a major societal concern as a broader younger population now have easy access to the internet (Cano et al., 2014). With internet users being able to stay anonymous, people are able to exploit this ability and share and obtain offensive images and material for personal satisfaction or commercial gain (Bryant and Bryant, 2019b).

The form of online child exploitation that may have occurred in the incident above is referred to as child grooming, which is when adults and minors exchange sexual text and media via social media platforms. It involves several stages performed by a predator (adult) who builds up trust with a victim (minor) with the end goal of meeting them in person (Cano et al., 2014). Sadly, the exposure of children to paedophiles via online platforms is a rapidly growing issue and with the vast array of social media outlets, including microblogs and chatrooms, there are many contact points for predators to exploit children.

For most cyber-enabled crime, existing legislation can often be used to address the particular crime concerned. Many crimes that occur online are prosecuted under non-cybercrime legislation such as the Fraud Act 2006 (HM Government, 2006). For example, hacking will often be prosecuted as extortion, even though hacking is explicitly covered by the Computer Misuse Act 1990 (HM Government, 1990). This is often because the penalty for the traditional offence will carry a heavier penalty on conviction.

In relation to the incident described, under s.15A of the Sexual Offences Act 2003 (HM Government, 2003a), it is an offence for a person of 18 years of age or over to communicate with a person under the age of 16 years if the communication is for the purpose of sexual gratification for the sender (Bryant and Bryant, 2019c). Sexualised communication with a child with no intention of meeting up was not previously a criminal offence, so this offence fills an important gap in the law. 

Section 15 of the Sexual Offences Act 2003 (HM Government, 2003b) provides an offence of meeting or travelling to meet a child following sexual grooming. If an adult contacts a child on one or more occasions and meets (or intends to meet, as is the case here) the child in order to commit any offence, then the legislation criminalises this behaviour under Part One of the Sexual Offences Act 2003 (Bryant and Bryant, 2019c).

Analysis of a Cybercrime Report published by LexisNexis Risk Solutions showed that the age group that is most vulnerable to fraud attacks is the under 25 age group and those that are 75 and older experienced the next highest attack rate and lost the most money (LexisNexis Risk Solutions, 2021). 

The under 25 age group are thought to be susceptible to online attacks because they are new users and inexperienced with the digital networks. Similarly, the older age group also have less knowledge of digital technologies and are more vulnerable to scams and attempts at phishing (Cano et al., 2014; LexisNexis Risk Solutions, 2021).

Other categories of the public that may be more susceptible to certain cybercrimes are widowed or single people. Middle aged people may become victims of ‘romance fraud’ and younger people to sextortion threats. However, in the hope that some people will respond, criminals will often circulate their attempts to a large and non-specific audience.

Cybercrime is thought of as a relatively recent phenomenon, however, it has had an impact on policing in the UK since the 1980s (Emm, 2009). The first national response was created in 2001 as the National High Tech Crime Unit (NHTCU) (Enterprise Systems Journal, 2001). The most sensible piece of advice with respect to cyber-enabled and cyber-dependent crime is prevention is better than a cure.

There are many online resources that the public can be directed towards to provide further guidance and support. This includes The National Cyber Security Centre (NCSC), which provides security advice and information to everyone in the UK (NCSC, 2022). They have published the 10 steps to cyber security which outlines basic measures for protection against cyber-attack (NCSC, 2021b). 

There is also a campaign called ThinkUKnow, which is run by the National Crime Agency's Child Exploitation and Online Protection (CEOP) centre education team and aims to increase young people’s understanding of the online risks through websites and social media and how to use them whilst remaining safe (National Crime Agency, 2016). 

The CEOP centre also works closely with the National Cyber Crime Unit (NCCU), who are responsible for investigations into high end cyber dependant crime, for example investigating large scale distributed denial-of-service (DDoS), other hacking attacks and significant cyber enabled frauds (National Crime Agency, 2013). Another site that provides cybercrime prevention guidance is GetOnlineSafe.org, which publishes advice for both individuals and businesses.

UK Police forces each have their own locally based resources to investigate cyber-enabled crime and, as technology develops, their capabilities are growing. They also provide additional support to other investigations, such as those described here involving child sexual exploitation and abuse. 

In 2011, the UK agreed to a treaty called the Budapest convention on cybercrime, which is a major international agreement designed to harmonise legislation and facilitate the effective investigation of cybercrime (HM Government, 2012). This treaty improves international cooperation between nations, including the rapid transfer of electronic evidence across international borders where needed. It sets out procedures for processes such as the preservation and partial disclosure of traffic data, the preserving of stored data, the legal means available to produce evidence, the search and seizure of computer data, the real time collection of traffic data and the interception of traffic data (Council of Europe, 2020).
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Task 6 
Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
 
I confirm that I am progressing with the Occupational Competency Portfolio (OCP) in accordance to the regulations.  
 
Signed:  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ (Learner – electronic signature accepted.) 
 
Date: _21-/02-2022 _ _ _ _ _ _ _ _ _ 
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