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[bookmark: _Toc69280933]1.0 Cloud Computing
Cloud computing is the ability to access a broad range of technologies allowing organisations and individuals a way to innovate faster than an using an on-premise infrastructure. The limitations of cloud computing alternatives is infrastructure setup, software installation and time intensive costs. Cloud computing allows quicker access to technologies such as database, software, distributed infrastructure, which can be deployed in minutes [1]. Cloud computing permits calculation of resources needed rather than over provisioning hardware attributes such as disk space and memory usage. The cost saving involved surrounds the physical nature of computing, there is less need to fill rooms with servers and create data centres that cost to run. With the nature of the cloud any organisation can deploy globally and place applications closer to end users to reduce latency. Cloud computing falls into three categories:
1. Infrastructure as a Service (IaaS) - IaaS contains the basic building blocks for cloud IT such a virtual or dedicated hardware. 
2. Platform as a Service (PaaS) - PaaS removes the need for you to manage underlying infrastructure such as hardware and operating systems.
3. Software as a Service (SaaS) - SaaS provides products that are managed by the service provide. An example of this is an email provider such as Gmail, the organisation does not require email exchange servers.
1.1 [bookmark: _Toc69280934]Regions and Availability Zones
Amazon Web Services and Azure operate across world regions and zones.
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Fig 1.0 – AWS Availability Zone [2]
[image: Microsoft Announces General Availability of Azure Availability Zones in  Select Regions]
Fig. 1.1 – Azure Availability Zone [3]
A region is a geographical area spread across a section of the world. Azure and AWS own multiple geographical sites across the world Multiple availability zone sits within a region that contains data centres linked to each other via a low latency link. If one of the availability zones loses connection by power outage or disaster any application can easily reconnect to the data centres within the availability zone [4]. Availability Zones provide access to the multiple AWS services. Local zones allow computational processes and storage to sit within a location closer to the end users. Local Zones are different to Availability zones as they are designed to provide core services that have latency sensitive workload closer to end-users. 

1.1 [bookmark: _Toc69280935]Performance
Performance in the cloud is measured by distance the data must travel from the data centre to the application resource. The application is kept as close as possible to the data centre, the application could sit in the US or UK region and load balanced increasing scalability. The traffic is distributed across the target zones to give a better performance by preventing single targets getting over loaded [5]. The load balancing process is constructed around memory caching where the end user caches requests that prevent duplicate responses as the data is already stored on their own systems. This method is faster than consistent data calls from applications to data centres across a network. A load balancer is a reverse proxy whereby the end user is channelled between multiple Virtual Private Clouds based on the latency between the end user and endpoints.
1.2 [bookmark: _Toc69280936]Cost
In cloud computing the organisation chooses exactly what resources are needed and when they are executed, also the region of the deployment and availability zones are chosen at this point. Resources are duplicated in alternate availability zones to prevent data loss if a data centre goes down. Obviously, the more regions and availability zones required the great the reliability and performance but also the rise in cost. There is also a hidden cost of cloud architect designers to set up the cloud computing infrastructure.
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Fig 2.0 Cloud Pricing Comparison 2021: AWS vs Azure vs Google Cloud [6]
The cost of AWS and Azure prices are divided by the hour and cost on average under a pennie. Comparing this to the cost of an on-premises server, which although the organisation then owns, but ultimately falls under one of the following categories:
· Running costs such as electricity, air condition cooling and the server is never turned off. In the cloud the Virtual Machine can be turned off when not in use and started when required. The servers can be even be turned off for days if not required.
· Staff costs in training and monthly wages.
· Maintenance/Upgrades in the upkeep of the server as well as the need to replace damaged parts.
Cloud computing can also reduce cost by, as previously mentioned, caching memory for duplicate requests. This brings down the processing and network costs across data lines. The reason to move to the cloud is the reduce costs within an organisation. Cloud computing also offers the chance to switch up hardware if the CPU in the virtual machine is running low, reducing CPU cores can reduce cost of usage. The use of scripting can also aid in cost effectiveness but shutting down resources that are not being used. Amazon also offer a way to calculate all this use for you with the Amazon Trusted Advisor.
1.3 [bookmark: _Toc69280937]Virtual private Cloud

Virtual private clouds allow a organisation to create isolated virtual networks to deploy resources into and restrict access to them. A public/private subnet sits in the virtual private cloud and communicates across the internet to end users to regions and availability zones. The virtual private cloud sits in between the region and the availability zone. The end user connects to the Cloud service provider such as AWS/Azure, the cloud service provider then houses the data storage, computational power devices and relational databases in the virtual private cloud. The structure of navigating the virtual private cloud is dictated by the following:
1. DHCP servers – Dynamic Host Configuration Protocol servers are designed to assign IP addresses to users within the domain. In terms of DHCP in the virtual private cloud distributing and assigning IP addresses to clients works in the same was as in an on premise solution.
2. Network Address Translation (NAT) – a NAT gateway translates private IP addresses into public IPs but still retaining the hidden private IP and denies access from the internet into the private network directly [7].
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Fig 3.0 – AWS NAT Gateway Example [7]
3. Virtual Private Networks (VPN) – in cloud computing a virtual private network allows organisations and users to connect directly to a network in the cloud, which then grants the end users public IP address to utilize an encrypted connection to the rest of the internet.
[image: Virtual Private Network Diagram]
Fig 3.1 – Virtual Private Network Example [8]
4. Firewalls – provides protection between the end users and the internet.
[image: product-page-diagram_AWS-Network-Firewall_How-it-Works-3]
Fig 3.2 – Firewall example [9]

[bookmark: _Toc69280938]2.0 Benefits and Drawbacks
[bookmark: _Toc69280939]2.1 Benefits Of Cloud Computing

· Mobility – the cloud can be accessed by any mobile device attached to the internet
· Easy Implementation – less need to set up server farms where a few clicks can set up infrastructure in the cloud.
· Fewer backend technical issue – if issues arise the organisations data can be accessed from another availability zone data centre.
· Manageable over the internet – AWS and Azure offer a one stop shop of single page access to a range of services.
· Scalable – The ability to bolt on data storage and computational power when the user requires it.
· Easy Collaboration – organisations can work remotely and apart on the same projects.
· Everything hosted in cloud not on site – reducing electrical costs and general overheads.
· Cost per head – when the user uses the service that is when the cost comes into play.
· Technology cost minimum – The ability to choose what technology to use and when.
· Less downtime – downtime is a quarter of on site downtime.
· High speed – dependent on region.
· Automatic Software Integration
· Quick Deployment – no lengthy setups involved, everything a few clicks away from production.
[bookmark: _Toc69280940]2.2 Drawbacks Of Cloud Computing
· No longer in control – once the organisation moves to the cloud, they lose absolute control of servers and applications. All updates are automatic and cannot be staggered.
· Not all cloud services are the same – some providers offer limited versions of services with added costs.
· Servers – the organisation has less servers to manage but still needs to retain parts of the original structure.
· Backup and recovery – this process still exists in the cloud as well as on site.
· No redundancy – cloud servers are not backed up or are redundant.
· Performance Can Vary – this is due to distance from deployed application, system behaviour of denial of service attacks.
· Technical issues -  there is scope for downtime from power outages and other unavoidable processes that affect internet connectivity.
· Security threats – the same principle applies in the cloud as it does on site and habits can be replicated even there.
· Bandwidth charges – if the organisation goes over its allocated bandwidth some providers will add extra charges to already existing packages.
· Support – some cloud providers expect customers to rely wholly on FAQ’s and online help pages rather than provide a full customer service due to the level of customers.
[bookmark: _Toc69280941]3.0 Scenarios/Examples 
[bookmark: _Toc69280942]3.1 Computational Power
A desktop computer with a decent graphics card with a GPU that renders a twenty-five second computer graphics scene takes four hours to finish the process. Servers in cloud computing offer multiple servers with multiple GPU cards that can take the rendering process down to minutes from hours processing time.
[bookmark: _Toc69280943]3.2 Remote Access to systems
The current COVID virus has forced workforces to work remotely from their homes and away from the workplace. There has become a need to attain remote access to organisational systems to continue workplace processes. Moving the on-site systems to AWS or Azure ensures that there is a higher rate of access points over minimal on site access to systems.
[bookmark: _Toc69280944]3.4 Test and Development
The organisation already has a fully functional live system that accepts data input from all employees. The entire build took a few weeks of planning with stakeholder requirements and user story analysis; a few more weeks to contact the right supplier to find the most cost-effective technical solution and finally the server builds and software installs. The test and development system need not be a repeat of the prior process. The ability to spin up a duplicate database base and deploy to the cloud with a loosely constructed front end in a day rather than months grants cost saving techniques.
[bookmark: _Toc69280945]4.0 Virtualisation and Containerisation 
Virtualization of hardware is the process of hosting operating systems inside of other operating systems. The older standards of virtualization include VMware, Microsoft Hyper-V and Oracle Virtual Box, which are still prevalent today. Each involves a full operating system installation on the host machine, carving out large sections of data storage to install and host another operating system. You could have a Windows operating system hosting multiple Linux distributions in any of the virtualization software packages on offer. There are virtual machine stores online where virtual machines can be downloaded for free or paid. The drawback to this is:
· The amount of space is needed for each expanding virtualization and initial deployment.
· The maintenance of updates to another operating system to secure and protect the systems.
· Software installation and maintenance.
Docker fixes, or lightened the load, of the above limitations with virtual machines. Docker runs from the kernel of the host operating system, unlike virtual machines that run from the physical hardware. Docker containerises deployed applications, a container is a process that runs rather than a whole resource hungry operating system. The containers are Linux based and contain binaries and libraries that enable the Linux processes to hold a deployed app (dependent on the container purpose). Docker can download an image of a Linux distribution with already existing functionality for the required need. This is all done simple by a command line interface with a few minimal commands. 
[image: ]
Fig 4.1 – Docker Pull example
An example of this is the NODEJS docker container that has the installation of NODEJS already installed on an Ubuntu Linux distribution. Any NodeJS web app can be deployed directly to a Docker image and the developer would know that the deployed app would work on any Docker install because of the functionality whereby the local Docker image container is exportable. The exported container with the developer’s application can be moved to the cloud and downloaded by another remote site or hosted in the cloud for use. The confidence in this working is higher than reinstalling an application elsewhere and hoping for the best. Docker enables single package installation for running in minutes as well ensuring consistency between development and production. Docker also enables collaboration between developers in that Docker containers can be uploaded and shared between teams.
[bookmark: _Toc69280946]5.0 Evaluate Development In NodeJS
The NodeJS process of developing apps and deploying them to a docker container is a process of:
· Creating the Node Server – this can be achieved by creating a system folder and from the command line in VSCode or code editor of choice, running the command NPM init.
[image: ]
Fig 5.1 – Initializing NPM and Creating package.json

· NPM (Node Package Manager) – NPM is a package manager for NodeJS; its function is to provide accessible JavaScript libraries for use in the developers NodeJS application. All packages downloaded are stored in a json file called package.json. This means the developer can utilize javascript libraraies written by anyone in the world, saving time writing their own JS libraries.
· Install Express – Express is an NPM package that allows the created app to run from any web browser. On the command line typing ‘NPM install express’ installs the package. Creating a JS file called server.js and adding the code in Fig 5.2 creates a web server that can be navigated to within any web browser on port 3000 [10].
 
[image: ]
Fig 5.2 – Creating web server
· First App - Even without any database connections or actual web pages the code in the server.js file is enough to serve a web site to a user. In the console typing ‘Node ./server.js’ starts the web server. Within minutes a webserver is created, this takes development time down to a minimum.
[image: ]
Fig 5.3 – Starting Webserver and presenting page.
· Hosting the application on a dedicated server – this is where Docker functionality is utilized. In the app folder create a file called Dockerfile, making sure Docker is installed. The following code is added to the Dockerfile:
[image: ]
Fig 5.4 – Dockerfile
The above code downloads the latest Node container and  copies the node js app created earlier, the package.json into the Docker container, exposes the app to port 8080 and starts the node server.js created above.
· Launch server and app – running the below Docker build command from the command line runs the Dockerfile and within minutes the webserver is created and accessible by the browser.
[image: ]
Fig 5.5 – Docker Build
The initial framework for deployment took less than twenty minutes with scope to add more pages and functionality to the node application. If a new server had to be created, virtually or otherwise, this entire process could have taken more than a week with involvement from other teams and departments in server creation requests, etc.
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:\Users\adn-kcole>docker pull debian
sing default tag: latest

latest: Pulling from library/debian
bdsfea7se1cc: Downloading

1 28.13M8/50.43M8
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PS C:\nodeapps> npm init
This utility will walk you through creating a package.json file.
It only covers the most common items, and tries to guess sensible defaults.

See “npm help init" for definitive documentation on these fields
and exactly what they do.

Use “npm install <pkg>” afterwards to install a package and
save it as a dependency in the package.json file.

Press AC at any time to quit.
package name: (nodeapps)
version: (1.

license: (ISC)
About to write to C:\nodeapps\package.json:
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const express — require('express’')

const app — express ()
app.get('/', function (req, res) {
res.send('Hello World')

B

app.listen(3000)
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FROM node:14

# Create app directory
WORKDIR /usr/src/app

# Install app dependencies
# A wildcard is used to ensure both package.json AND package-lock.json are copied
# uhere available (npmgs+)

COPY package*.json ./

RUN npm install
# If you are building your code for production

# RUN npm ci --only=production

# Bundle app source
copy .

EXPOSE 8080

CHD [ "node”, “server.js”
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docker build -t <your username>/node-web-app -
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