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[bookmark: _Toc70602485]Abstract

This worksheet discusses the implementation of Routing and Packet filtering including screenshots of implementation. The author goes on to discuss Failover clusters and how a Network Policy would be created.





























1. [bookmark: _Toc70602486]Screenshots

The user opened the command prompt to enable them to view what current entries were present when entering the ARP -A command.
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The user then entered the route print command in order to establish what networks the host was connected to.
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The user then logged into server 2 and installed the Web Server Role via the server manager.
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The user created a local user account with authorisation to FTP to the server.
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The user created an FTP site via the server manager.
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No SSL was selected.
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The ftpuser was given access to the site.
[image: ]
A banner was created for the FTP site.
[image: ]
In order to ensure the user has access to the FTP site the user added ftpuser account.
[image: ]

The user created a new folder called Ftpuploads within the ftproot folder and ensured no firewalls were running.
[image: ]
The user then logged into the administrator account for Client 2 and created a new folder within the C drive called FTPFiles.
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Within the FTPFiles folder, a text document name ftpfile2upload.txt was created.
[image: ]
The user then logged into the ftp service via command prompt, using the user details created previously.
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The user then changed the directory and was able to view the text document that was created previously, ftpfile2upload.txt. They then used the command put ftpfile2upload.txt. The user then checked the ftpuploads folder and found that the ftpfile2upload.txt had been uploaded.
[image: ]

To enable hosts within each of the local area networks to communicate with each other, routing and remote access was enabled on server 1 and server 2.
[image: ]
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Server 2.
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The user then tested that the servers were able to communicate by using the PING command for server 2 IP address from server 1.
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The user then attempted to use the PING command to test if client 1 could communicate with client 2 via the privatenet, however this initially failed.
[image: ]

The user then set the default gateway for client 1 and client 2 as 192.168.100.1 & 192.168.101.1 respectively. 
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The user then used the PING command from client 1 to client 2 to test this had been successful, which it had.
[image: ]

1.1 [bookmark: _Toc70602487]Task 3 Observational task

Routers direct packets over a network by accessing the information within the headers of the packet and referencing this with the routing table. A router will create a routing table which holds information such as IP addresses, Subnet masks and default gateways in order to identify and remember the destination host/network. 
By storing this information, the routers are then able to remember which networks they are able to communicate with allowing more fluid communication.

1.2 [bookmark: _Toc70602488]Continuation of Screenshots

To properly govern what packets are received into and sent via the router or network, packet filtering should be set. The user implemented a number of rules in order to utilise outbound and inbound filters.
The user did this by creating a new filter via the server managers routing and remote access tool. The inbound filter for Privatenet1 was the first filter created.
[image: ]
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The user tested the filter had been applied by attempting to use the PING command to communicate with 192.168.100.1. The request timed out, indicating that the filter was applied successfully. The user then used the PING command to contact server 2 via 192.168.101.1 which was successful.
[image: ]

The user then created an outbound filter in an attempt to restrict access for those clients on PrivateNet1 form accessing the FTP services of server 2.








The outbound filter was created for the PublicNet1.
[image: ]
The user tested if the filter had been successfully applied by attempting to access ftp services via client 1. It was still possible to access ftp services at this time, possibly due to another port still being available. 
[image: ]
An additional outbound filter with destination port 20 was created.
[image: ]
The user then tested the filter by attempting to access ftp services which timed out.
[image: ]
Because of this, it was not necessary to create an additional inbound filter. However, if the additional outbound filter had not been successful, the user would have created an inbound filter on server 2 which only permitted requests for ftp via 192.168.101.1. This would deny other hosts on the network from accessing ftp services.





Example of the inbound filter to restrict access to ftp services.
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The user now required a filter to only allow client 1, 192.168.100.1, to have access to ftp services on server 2. The user created an outbound filter on the PublicNet which only enabled Client 1 to access ftp services. 
[image: ]
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The user tested if this had been successful by attempting to access ftp services via client 1.
[image: ]
The user then attempted to access ftp services via Client 2 and the request timed out.

2. [bookmark: _Toc70602489]Failover Clustering

Failover clustering for high availability (HA) systems is a method of ensuring the availability of a network and the services / applications that operate within it. By creating a HA cluster, the administrator creates an environment whereby there is minimal unavailability, considering vast failure scenarios. A HA cluster should ensure that this is more efficient than a backup and will act more as an immediate fix to ensure the least amount of disruption. It is an automatic process and therefor removes the need for human interaction once setup. [1]
For an administrator to ensure correct installation of a HA cluster they must consider a multiple factors. The management operating system (OS) that is installed on the nodes being used should be the same version, different operating systems may cause conflicts between the setup of the cluster and cause it to fail. Those nodes should also be within the same domain and have at least one IP address within the same subnet. A minimum of 2 nodes is required to setup a failover cluster. [2]








To create a failover cluster, windows server 2019 offers a tool to assist an administrator in the setup. This is found within the Add Roles and Features selection within server manager.
[image: ]
Failover clustering is an available option within the features.
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Following a restart after installation, the failover Cluster manager can now be found within the tools of the server manager.
[image: ]
Within the virtual machine the admin would need to have created new disks in order to assign these as iSCSI target and iSCSI initiator. iSCSI stands for Internet Small Computer Systems Interface and is a network-based storage which are then accessible to computers on that network via internet protocol (IP) which are seen as local discs by the computers on the network. [3]
Once the target and initiator have been created then the administrator is able to validate and then create the cluster.

3. [bookmark: _Toc70602490]Observational Task

Network Policies are used to ensure the security of the network and to instil good working practices. They also assist in minimising user risks as well as ensuring administrators can effectively manage the network. The author has included a draft Network Policy below.

Network Policy example for the Big Food Company
The Big Food Company are a Food distribution company that provide various restaurants around the UK with high quality food products. The company’s headquarters and main production / distribution site is based in Swansea with 2 other sites based in Manchester and Southampton. They employ approximately 230 people including the CEO and vice CEO, this comprises of 82 employees in Swansea and 74 employees at each of the 2 additional sites.
Each site has a number of departments including Senior Management which includes the head of IT. The IT department, accounts, logistics, customer service and Human resources.

POLICY
The Network Policy would include a table of contents which would break down the policy into various sections such as the purpose / aims of the policy, responsibilities of employees in regards to the policy, system access, privileges etc. in order for employees to clearly understand the policy and navigate to the relevant section.

RESPONSIBILITIES 
This part of the policy would inform the employees of their individual responsibilities in relation to the use of the Network. This would include the head of IT who would be responsible for establishing, maintaining, implementing, administrating and ensuring company-wide understanding of the policies, procedures and guidelines of the Policy.
The deputy administrator and the IT staff whose role is to assist the head of IT in the above by implementing the necessary policies for such things as user privileges, password policies, group folder access etc. They are also responsible for the day-to-day management of the servers and hosts ensuring that penetration testing is conducted to ensure risks are identified and carrying out regular maintenance / updates to ensure all systems are up to date and functioning at the optimum level. 
Employees in departments other than IT have responsibility to ensure they make themselves aware of the Policy and sign to state they have read and understood said policy. They are responsible for following the policies, procedures and guidelines within the policy.

POLICIES
This part of the policy should clearly layout all the necessary policies within the network. This can be broken down into sub-sections such as security, governance, internet usage etc.
An example password policy can be seen below.
***PASSWORD POLICY***
Overview
This policy is intended to establish guidelines for effectively creating, maintaining, and protecting passwords at The Big Food Company.
Scope
This policy shall apply to all employees of The Big Food Company and shall govern acceptable password use on all systems that connect to The Big Food Company network or access or store The Big Food Company data.
Policy
1.	All user and admin passwords must be at least [10] characters in length and must include a mixture of numbers, letters and special characters. Longer passwords and passphrases are strongly encouraged.
2.	Passwords must be completely unique, and not used for any other system, application, or personal account.
3.	Default passwords must be changed immediately after initial access is complete.
4.	User passwords must be changed every 12 weeks. Previously used passwords may not be reused.

5.	System-level passwords must be changed on a quarterly basis.

6.	Passwords must not be shared with anyone (including co-workers and supervisors) and must not be revealed or sent electronically.
7.	Passwords shall not be written down or physically stored anywhere in the office or at home.
8.	When configuring password “hints,” do not hint at the format of your password (e.g., “DOB + middle name”)
9.	User IDs and passwords must not be stored in an unencrypted format.
10.	User IDs and passwords must not be scripted to enable automatic login.
11.	“Remember Password” feature on websites and applications should not be used.
12.	All mobile devices that connect to the company network must be secured with a password and/or biometric authentication and must be configured to lock after 3 minutes of inactivity.
Responsibility
It is the responsibility of the end user to ensure enforcement with the policies above.
If you believe your password may have been compromised, please immediately report the incident to the I.T. Security department and change the password. [4]

Policies could include the granting of system privileges and how this is applied. It should include the process and in order for employees to know how they request access to systems, services etc. and what is required of them once granted access. For example, and employee is given access to a particular reason then it may be necessary to implement a minimum usage policy so that if a user has not accessed the system in a 30 day period then their access would be revoked until they have informed the IT department of any legitimate reason as to why this was and why they still require access to the system.
These are just some examples of policies that could be implemented, with large networks it would be necessary to have many policies to reduce the amount of risk posed to the network. Polices for internet usage, storage devices, firewall settings and user access times are just some which could greatly assist in securing a network.
The Policy should also include the methods which IT staff are to use to ensure compliance of the policy both by themselves and the end users. There should also be a clear explanation of what would happen should a violation occur. 
A useful section which could also be included within the policy is a Terms and Definitions section which would explain the various terms and definitions used within the policy as to reduce any ambiguities.
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node begins to provide servies. This process is known as failover.

(™ Clusters
Name Fole Satus Node Statue
o tems ounc.
(@ Management

To begin t use failover custering, fist validate your hardviare configuration, and then create a cluster. Afterthese|
steps are complete, you can manage the cluster. Managing a cluster can incude copying roles o it fom  cluster
running Windows Server 2019 or supported previous versions of Windows Server.

[ m——
) Ceste Cster
) Comect o Guster

(> More Information

Failover Cluster Manager:

6 Eclovercutertopics ontre vieh

o 8

[ <HmlP)

L Acrion

Validate Configuration.
Create Cluster..
Connectto Cluser..

View »
Refresh

Propertes

Help
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C:\Users\Administrator>ARP -A

Interface: 192.168.1.100 --- @xc
Internet Address Physical Address
192.168.1.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

Interface: 192.168.100.1 --- @xf
Internet Address Physical Address
192.168.160.2 08-60-27-84-89-b9
192.168.100.255 FFFFFEFFFFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b

C:\Users\Administrator>,

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved

Type
static Rk
static
static
static

Type
dynamic
static
static
static
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\users\Administrator>route print

nterface List

12...08 00 27 df 4e 54 .

.08 00 27 do ec 6F .

.Intel(R) PRO/1660 MT Desktop Adapter
.Intel(R) PRO/166@ MT Desktop Adapter #2
.Software Loopback Interface 1

Pva Route Table

\ctive Routes

letuork Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331
127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.16 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.160.1 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.106 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.1.106 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1 281





image3.png
s Add Roles and Features Wizard - o

DESTINATION SERVER

Installation progress WiN-TRSRS20HEN

View installation progress

@ Festure nsaliion
Installton succeecied on WIN-7RSRS2QHKTL

Web Server (II5) ~
FTP Server
FTP Service
Management Tools
IS Management Console
Web Server
‘Common HTTP Features
Default Document
Directory Browsing
HTTP Errors.
Static Content v

You can close this wizard without interrupting running tasks. View task progress or open this
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