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[bookmark: _Toc102659307]Introduction
This report will be researching how cloud computing, has impacted the computer networking industry with software. This will be done across 4 main topics, these topics are as follows; How cloud computing has impacted the industry, how the role of network professionals has evolved to meet the technical challenges of the cloud, how the changes the cloud brings have been facilitated with the use of RESTful web services and finally how software-defined networking has been so heavily adapted by industry. The findings discussed within these topics will then be concluded.
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Across recent decades, cloud computing has had a very large impact on the computer networking industry by it having a strong influence on the way that both hardware and software is developed, distributed and implemented. [1] Cloud computing is a service that provides on demand access to computing resources such as applications, servers, databases, software, etc. [2] [3] This is all done via the internet or “the cloud”. When compared to on-premise IT, there are many more advantages that cloud computing offers, dependant on the different cloud services selected by the organisation. [2] These advantages are as follows:
· Costs – Costs are significantly reduced due to the lack of need for purchasing, configuring and managing hardware and software at data centres. [2]This means that there is also less need for trained professionals to maintain the hardware due to this normally being handled by the cloud service provider (CSP). The lack of hardware and space being used also ties into being better for the environment, due to there being less space being used and less equipment waste. [3]
· Easier and more cost-effective scaling – Cloud computing enables the possibility of reducing or increasing the amount of IT resources such as computing power, storage, bandwidth, etc, in order to fit the demand. [3] On busier workdays, more IT resources may be required to deal with the increased traffic. [2] On quieter days, the IT resources could be scaled down significantly to suit the demand. This enables organisations to save on initial costs from buying and maintaining more IT equipment to always fit the highest demand.
· Performance – IT hardware owned and managed by the CSP is regularly updated and upgraded to newer and more efficient hardware thus allowing organisations to take advantage of this. [3] This links back to saving on costs, it allows organisations to take advantage of newer and faster hardware without having to constantly replace and upgrade existing systems, which also causes significantly more downtime. [4]
· Reliability – Again minimising downtime is the reliability of cloud computing. Cloud computing ensures data has multiple backups that are held at multiple secure and safe locations which minimises the effect of natural disasters. Thus making business continuity easier due to data and services almost always being accessible. [3] [5]
· Productivity – Due to less time/no time spent maintaining systems and doing other management tasks. IT teams within the organisation can spend more time working towards business objectives. Users have the ability to access their data at any time, wherever they are as long as they have a device with a stable internet connection due to them being able to access cloud applications via the internet. [3] This is most commonly achieved when organisations implement BYOD (Bring Your Own Device) into their network.
While cloud computing has many advantages, it does have a few disadvantages. These are listed below:
· Performance – When working within a cloud environment, applications used by users are most commonly run-on servers provided by the CSP. These servers frequently supply resources to other organizations at the same time. Therefore, larger workloads or a simple DDOS attack on the server could significantly affect the shared resources’ performance. [6]
· Security threats – The CSP has full control over how much security is put in place across their data centres. Organisations that have adopted a cloud computing services design, share lots of their sensitive/personal data with the third party CSP. If a hacker managed to gain access to the CSP’s servers, the organisations data would be at risk. [6] [7]
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Dependant on how heavily organisations adopt cloud environments, the role of network professionals can see either dramatic change, or only some change. Parts of their roles may see a reduction in workload, while other parts may see a drastic increase, alongside adopting new responsibilities. [8] Some organisations may choose to use the cloud as a way of expanding their network, keeping some if not a lot of their core on-premises network. However, lots of organisations will choose to almost adopt the cloud fully, which will see the role of network professionals dramatically change. There is less of a demand for focusing on application development as a result of the cloud migration. Professionals and managers who have a larger focus on business development are in higher demand. Many network professionals that aren’t more focused on business development may be focused on creating innovative and practical cloud-based solutions for their network. [8] [9] Although many job titles may not change, their require skillsets and workload may see significant change. While retaining hardware and other IT skills are still of value, software skills and knowledge of end-to-end capabilities become much more sought-after when an organisation has adopted a cloud-based environment. [8] Management roles within IT have seen the same changes as other network professionals. Of which, the ability to identify and manage resources either from the organisations on-premises servers or the cloud, has become significantly more important. [9] [10] When working with an on-premises network, network professionals have to manually provision servers and other infrastructure elements which can be time consuming and create high costs. [11] [12] Infrastructure as Code (IaC) is a tool widely used by organisations when a cloud environment is in place because it automates the provisioning of IT infrastructure. It does this by using coding scripts that are run every time infrastructure needs to be scaled up or down. [12] [13] IaC dramatically speeds up the provisioning process, while providing consistent configurations, flexibility and resource buildout efficiency. This makes IaC a much-needed tool, finding much use across many organisations that had cloud computing implemented during the COVID-19 pandemic. This is due to the fact that many organisations needed to drastically scale up to fit demand on their network. IaC’s ability to automate the provisioning of IT infrastructure is substantial, but within this it has many more benefits:
· Efficient Development – Infrastructure as code enables much faster development and provisioning of infrastructure. Testing environments such as virtual machines and other sandboxes can be created. These environments allow network professionals to quickly deploy configurations onto their network and test for security and user acceptance. [12]
· Configuration Consistency – IaC provisions the same configuration every time the script is run. It does this by ensuring that the configuration files are the only source. This minimises the risk of human error when rewriting the same configuration for multiple servers and other manual processes during manual infrastructure management. [11] [12]
· Lower Costs – Less specialized skill and time spent when provisioning infrastructure is a large benefit of IaC. It enables organisations network professionals to spend more time finding new ways of laying out the infrastructure such as configurations. [12]
· Accountability – Users are able to version the codes configuration file in order to be able to revert to a previous version if problems occur. This makes any changes that are made to the configuration trackable. These versions would show users involved, alongside a time and date stamp. Due to the configuration file being the only source of the code, accountability is made even easier, due to there being only one place changes are made.
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APIs are a very commonly used, simple and standard approach to communication and are based in between clients and servers. They are rules that determine how the clients and servers are able to communicate with each other. [14] [15] There are two main parts of an API. The first is the “request” (sometimes referred to as “call”) which is sent from the client to the server and is most commonly made up of a request verb, headers and a request body. The second part is the “response”, which is sent from the server to the client and contains any information that was requested. Most consider the standard protocol for web APIs to be REST APIs. [16] [14] [15] Instead of being referred to as a protocol like many other APIs, REST (Representational State Transfer) is known as being an architectural style. It works the same way any other API would, but it is bound to the 6 design principles of REST. These design principles are:
· Uniform Interface – If the same resource is being requested, it should have identical appearance to its previous requests, with only the data contained having changed. The same layout and format of the data should be identical. All information that has been submitted in the request should be within the response, although excess data should not be submitted. [15]
· Client-Server Decoupling – The URI of the requested resource is the only information that the client should be aware of. The client and the server must work independently. The client has different concerns to those of the server. The client has the user interface concerns and the server has the data storage concerns. If these concerns are separated, then it increases portability of the user interface and allows both the client and server evolve independently. [15]
· Statelessness – All data within the requests and response is stateless which means that the state of the data is not needed to be kept track of due to it always being readable between clients and servers. It also means it is not allowed for data from client requests to be stored by servers. [15]
· Cacheability – APIs should support caching which allows the client to reuse the response data if the same request is submitted at a later time. This allows for much more streamlined service with higher performance even if the scale of the service increases and becomes more complex. Servers should be able to take note of whether the destination device is able to support caching, and then include that in the response. [17] [15]
· Layered System Architecture – Layered system architecture ensures that the service is always easily scalable and that it is easy to make modifications such as replacing servers. This is done by ensuring that the devices within the services, only have knowledge about the devices that they are connected to and liaising with directly. [15] [18]
· Code On Demand – The basic responses sent contain static resources. However, certain clients within the service may have the ability to download code scripts in order to give them more functions. [15] [18]
Due to its interoperability and flexibility of use, REST is seen as the industry standard for APIs. It is able to deal with data in many different formats including but not limited to HTML, JSON and XML. JSON (JavaScript Object Notation) is the most commonly used format for communication between devices and programs over the internet. This is due to the fact that it is able to send HTTP requests and responses, while still being very lightweight. [19]
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SDN (Software-Defined Networking) virtualises the network by separating the control plane that manages the network from the data plane where traffic flows. [20] SDN consists of a smart controller that runs specialized software in order to manage all traffic on the network that can be found in the cloud or on-premises, and multiple routers and switches that are used to forward data/traffic. [21] Southbound and northbound APIs are also part of SDN. Southbound APIs send information to the routers and switches, while the northbound APIs deploy services and communicate with applications. [21] This is a much simpler way of managing network infrastructure. There are many benefits of software-defined networking, its resource flexibility and utilization is one. It uses load balancing so that when demand on the increases, traffic can be routed and managed to cause less strain. More important traffic can be prioritized on the network when traffic is extremely high, ensuring that critical systems do not faulter. [22] This ties into benefiting the networks efficiency and helps to reduce latency across the network. Security policy implementation is another benefit of SDN. The security policies can be implemented easily and effectively through the smart controller. The smart controller is the only device on the network that will be able to control the security policies and feature access, this is known to be an extremely secure approach to the management of security on a network. [20] Another benefit of SDN is the reduced costs due to the enhancement of data centre virtualisation. Some SDN virtualization products are free of cost, although some do require small license fee such as Microsoft’s Hyper V Network Virtualization software. SDN reduces the requirement of purchasing networking hardware due to it supporting Layer 1, 2 and 3 networking models. The final benefit of SDN is the mobility at scale. As mentioned previously, networks can see significant spikes or dips in demand during different business periods such as a sale event or natural disasters. SDN ensures demands on the network are always met by automating scaling of the network. It can also integrate with public and private cloud environments almost seamlessly. Again, providing more flexibility and efficiency. [20] [21]
SD-WAN is the most commonly used version of SDN. SD-WANs have the ability to interconnect machines that are connected to the network, allowing for the share of resources, access to centrally located data, services or applications across large geographical areas. In regular WANs, dedicated circuits are traditionally used to allow the share of these. Whereas, SD-WANs use software to interconnect the machines on the network and manage interactions, which allows lower hardware costs, higher flexibility and easier and larger scalability. [20] [23] [24]
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In conclusion, cloud computing has made a significant impact on the networking industry. It has done this through its reliability, cost effectiveness and scalability. The ability to access company data from almost anywhere is so significant, it allows employees to be more productive and allows companies to afford employees more freedom. The role of network professionals, when a cloud environment has been implemented, can see multiple changes. Some roles may be tasked with new responsibilities and to develop new skills. Software-based skillsets will be more in demand with the increased use of virtual machines and other similar test environments. Parts of a network professionals’ role have become easier and less time consuming, such as the provisioning of infrastructure elements using coding scripts due to IaC. IaC allows organisations to hold employees accountable for poor design and other bad practices, as well as being able to reduce costs on employees with specific skillsets that are working on manually provisioning network elements. RESTful web services have played a key role in facilitating the changes that the cloud brings to the network industry. Allowing users to request resources from servers in a uniform manor can be a very useful tool within organisations. An example of this could be a retail store, the employee could need to request a list of products that fit within specifications set by the customer. The future of software-defined networking is very bright. It could allow network professionals to manage their networks in similar environments to virtual machines, with no need to travel to a data centre to access the hardware in person.
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