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[bookmark: _f0cqnp4n3z7]Objectives
Part 1: Attack
  Task 1: Do a detailed search on high profile cyberattacks in the recent 5 years. Task 2: Based on your search, write an analysis of a cyberattack.
 
Part 2: Defense
 
[bookmark: _li3qcr1p78lp]Part 1: Background / Scenario
Governments, businesses, and individual users are increasingly the targets of cyberattacks and experts predict that these attacks are likely to increase in the future. Cybersecurity education is a top international priority as high-profile cyber-security related incidents raise the fear that attacks could threaten the global economy. The Centre for Strategic and International Studies estimates that the cost of cybercrime to the global economy is more than $600 billion annually. In this lab, you will study four high profile cyberattacks and be prepared to discuss the who, what, why and how of each attack.
[bookmark: _rfhlxw6rgh3r]Required Resources
• PC or mobile device with internet access Instructions Part 1: 
Task 1 Conduct search of high profile cyberattacks.
a. 	Using your favourite search engine conduct a search for each of the cyberattacks listed below. Your search will likely turn up multiple results ranging from news articles to technical articles.
(Not limited to the following listed)
·         The Stuxnet Virus
·         Marriott data breach
·         United Nations data breach
·         Microsoft customer support database breach
·         Lifelabs data breach
Note: You can use the web browser in the virtual machine installed to research the hack. By using the virtual machine, you may prevent malware from being installed on your computer.
b. 	Also, conduct a search for Internet of Things (IoT) vulnerabilities. During your search, find an example of an IoT vulnerability for each of the IoT verticals: industry, energy systems, healthcare, and government. 
c. 	Read the articles found from your search and share your thoughts (You shall select any one attack) 
 

 
Task 2 Analysis of a cyberattack.
Write an analysis of the attack you have selected and try to answer the questions below. (Brief each answer within 20 to 50 words)
 
Who were the victims of the attacks?
The Stuxnet Virus
· One of the victims of the attack were five different Iranian companies one of these companies was a uranium enrichment infrastructure
Marriott data breach
· This attack had a massive effect on the customers and details of card payment was leaked, this card details was encrypted but the hotel chain was unsure if the hackers also stole the information needed to decrypt them.
United Nations data breach
· This hack has affected all united nation employees with their records being hacked as well as details of commercial contracts as well as extremely personal health records.   	 
Microsoft customer support database breach
· Microsoft had an estimated 250 million customer service and support records, from 2005 to as recent as the attack that took place in december of 2019, all these customers information was leaked.
Lifelabs data breach
· This canadan lab diagnostic had over 15 million records of the paintis leaked on the internet with name, date of birth, email, login, passwords, address, health card number and lab test results.
 



What technologies and tools were used in the attack?
The Stuxnet Virus
· Stuxnet was a multi-part worm that traveled on USB sticks and spread through Microsoft Windows computers. The virus searched each infected PC for signs of Siemens Step 7 software.
Marriott data breach
· The marriott  had a security tool flagged with an unusual database query, it was found that access to an employee account was obtained and then was used to access with administrative power, Mimikatz was used.
United Nations data breach
· The hackers were able to exploit a bug in Microsoft SharePoint to steal an estimated 400 GB of data. 
Microsoft customer support database breach
· What is an exploit in Microsoft not configuring the security rules on the server holding the customer service says and supports data leading to hackers being able to enter without proper security being placed.
Lifelabs data breach
· Ransomware was placed on this system to hold their data hostage until an amount of money was paid. The data would have been blocked and then deleted afterwards. 
When did the attack happen within the network? 
The Stuxnet Virus
· In June 2010 with the discovery of Stuxnet, a 500-kilobyte computer worm that infected the software of at least 14 industrial sites in Iran.
Marriott data breach
· This was reported to have happened back in 2014 and was only discovered until 2018.
United Nations data breach
·  As of march of 2019 a patch was released to fix the problem with Microsoft, but the UN didn't patch in time but left it until July that year. 
Microsoft customer support database breach
· In December of 2019 Microsoft disclosed the security breach that allowed hackers to enter multiple servers that was containing support data from over 14 years.
Lifelabs data breach
· This attack took place in December of 2019 and was recorded on the 17th with ransomware being placed on their systems holding data hostage.
What systems were targeted?
The Stuxnet Virus
· The virus searched each infected PC for signs of Siemens Step 7 software. This was a vulnerability in the software that was being exploited.
Marriott data breach
· one of its reservation systems had been compromised, with hundreds of millions of customer records was leaked (500 million).
United Nations data breach
· Three offices were attacked in total, two in Geneva and one in Vienna, it was said that the UN Office at Geneva received the most damage, with 33 of its servers compromised. 
Microsoft customer support database breach
· Microsoft had a cluster of 5 elasticsearch servers allowing data to be leaked onto the internet servers store the same data and were acting as mirrors.
Lifelabs data breach
· Lifelabs services were held with ransomware attacks using encryption. 

 
 
What was the motivation of the attackers in this case? What did they hope to achieve? 
The Stuxnet Virus
· The U.S. and Israeli governments intended Stuxnet as a tool to derail, or at least delay, the Iranian program to develop nuclear weapons.
Marriott data breach
· It was speculated that the chinese government was trying to acquire massive amounts of data on american government employees and also military personnel. 
United Nations data breach
· The motivation was to to steal and gather information about employees that work for the United Nations by my state actors
Microsoft customer support database breach
· This hack was to steal and Gain as much information out of the Microsoft servers as possible using the misconfiguration of the security policy to gain access to the systems.
Lifelabs data breach
· The motivation was to obtain data on users' health records and lab tests that contained near enough over half of the Canadian population by 15 million records.
What was the outcome of the attack? (stolen data, ransom, system damage, etc.)
The Stuxnet Virus
· Even though the outcome was unintended to spread, the virus spread fast across computer systems, disabling them and causing downtime and system damages.
Marriott data breach
· It was shown in public records that hundreds of millions of peoples passport and credit card numbers were stolen. while the credit card numbers were stored in secret/unreadable form, the number-based keys to secretly code messages were stored on the same server, and were also (based on what's seen or what seems obvious) scooped up in the failure/mistake. As for the passport numbers, while some were secret/unreadable, the majority were simply saved in the clear.
United Nations data breach
· They'll come on if the attack was stolen health records, employee data and contract data and partnerships.
Microsoft customer support database breach
· The hackers were able to obtain information that was used to store information on individuals such as email addresses, IP addresses and support case details when customers reported issues.
Lifelabs data breach
· The hackers were able to take approximately 15 million customers data that included names addresses, emails login details passwords date of birth health card numbers and lab test results from a staggering 15 million records. 
 
What is the vulnerability and who might exploit it? Explain.  
The Stuxnet Virus
· The vulnerability was an exploit in a software that the nucula forclity was using, this was used by state hackers to create disruption and slow down progress. 
Marriott data breach
· Investigators were able to find clues in the system and discovered a Remote Access Trojan (RAT) along with MimiKatz. This tool was used for sniffing out username/password combos in system memory.
United Nations data breach
·  The vulnerability was found in a SharePoint exploit and people that would want to attack this or most likely government hackers that were looking for information with members in the UN.
Microsoft customer support database breach
· The vulnerability was misconfigured by security policies and it was exploited.
Lifelabs data breach
· Mobility was found and exploited by a group of hackers on the dark Web who have taken the data and are selling it on the black market for money.

Why does the vulnerability exist?
The Stuxnet Virus
· The Windows Shell had a large vulnerability that stuxnet was able to exploit. 
Marriott data breach
· It was done through a phishing email, when a user downloaded a trojan virus onto the network.
United Nations data breach
· This was a Microsoft vulnerability that was patched, but the patch was applied too late.
Microsoft customer support database breach
· This phone mobility exists because Microsoft misconfigured the security on the cloud hosting services that was launched on the 5th of December.
Lifelabs data breach
· Mobility exercise by not having proper procedures and updated security patches on the network which allowed for ransomware to slip through and be activated creating a downtime of data hostage.
What could be done to limit the vulnerability?
The Stuxnet Virus
· By using encryption and key management, Iran could have possibly prevented Stuxnet from modifying the source code that caused their servers to self-destruct.
Marriott data breach
· Giving users correct training about phishing emails and also putting a better layer of security on the network prevents attached email from being allowed from outside the company network.
United Nations data breach
· Keeping only data that is needed, Educate/Train Employees and keeping procedures up to date. 
Microsoft customer support database breach
· Alerting services teams when a security rule misconfiguration is detected, implementing additional redaction automation.
Lifelabs data breach
· Keeping only data that is needed, Educate/Train Employees and keeping procedures up to date.
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[bookmark: _kc82j8e8tbde]Part 2: Background / Scenario
Based on the lecture session, to defend any network, what is the available system? In other words. As individuals, in this field people perform a wide variety of jobs including, but not limited to, consultation, investigation, and program management services to mitigate risks from both internal and external sources. Those individuals, known as cybersecurity professionals are required to evaluate, design and implement security plans, conduct in-depth fraud investigation, perform security research and risk assessment, and propose solutions to potential security breaches.
Individuals with good security skills have a great earning potential. To be considered for one of these high paying jobs, it is very important to have the proper qualifications. Because of this, it is important to consider the industry certifications available for this career path. There are many certifications to choose from. Selecting the right certification(s) for you requires careful consideration.
Required Resources
    	• 	PC or mobile device with internet access
[bookmark: _g3qiap3r01h9]Instructions
Conduct search for Certifications.
1.   Use your favorite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification.
 
· CEH: Certified Ethical Hacker
· CISM: Certified Information Security Manager
· CompTIA Security+
· CISSP: Certified Information Systems Security Professional
· CISA: Certified Information Systems Auditor 
 
 
2.   Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc.
 CompTIA Security+
· CompTIA security plus is on well-known and respected certification that holds  value and is also well recognised around the world possessing highly skilled engineers and giving broad knowledge and expertise in Multiple security areas. this certification is an entry level certificate but offers a brilliant start when it career and goes very well accommodated with the networking plus certification that is also provided by CompTIA

CEH: Certified Ethical Hacker

· Ec-council offer a certified ethical hacker course that allows for individuals to participate in learning new ways to attack information systems and also find exploits within systems giving you the edge within knowing how to tackle and find problems this is a brilliant pentesting certification that allows you to understand how systems work  intermediate level certification offered on top of CompTIA security Plus.

CISSP: Certified Information Systems Security Professional

· The certification is more than an advanced level for IT professionals that are serious about their career in information Security occasion is recognised worldwide for its standard of being very regular and excellent for what teachers and certifications. This accreditor holds decision-making for possessing expert knowledge and technical skills necessary to develop.They are also massive in guiding and managing security standards policies and procedures  within organisations as well. CISSP  continues to be sought very highly for by IT professionals and is well recognised as a must have security certification survey on companies.

 
 
[bookmark: _afvodf674jcc]Investigate positions available within cybersecurity
Glassdoor is one of the largest job sites worldwide. Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites.
Questions  
3.   How many new job listings were posted within the last two weeks?
 
 Over the past 2-weeks over 21 jobs were applied within 25 miles of Manchester City.
 
 
4.   What is the salary range for the top 10 listings?
Researching the last 10 posted jobs that was added it comes to salaries in this job a lot of them are not available on the posting and are kept for negotiations over an interview but on average you can see that they are asking for around £100,000 a year.

5.   What are the most common qualifications required by employers?
· Cisco Certifications - CCNP, CCIE
· CompTIA Certifications - CompTIA A+,CompTIA Network+
· Juniper Networks Certification Program (JNCP) - professional, expert
· Microsoft Certifications - Microsoft Certified Solutions Associate (MCSA), Microsoft Certified Solutions Expert (MCSE).

  
6.   What industry certifications are required by these employers?
 
 Mostly these companies are asking for:
· CCIE
· Juniper Networks - professional/ expert
· Microsoft Certified Solutions Expert (MCSE).
 
 
7.   Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find? 

There are lot of different website that can help user learn more and not get into trouble here's a list of examples some of these are free where other cost money but do offer certification:
Free (for some area)
· https://www.hackerone.com/
· https://www.hackthebox.eu/
· https://tryhackme.com/
· https://www.immersivelabs.com/
Cost
· https://www.offensive-security.com/
· https://www.pluralsight.com/
· https://pentesterlab.com/
· https://www.infosecinstitute.com
· https://cloudacademy.com/library/security/


