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ABSTRACT The focus of Artificial Intelligence (AI) has shifted from questioning whether Large Language
Models (LLMs) can revolutionize domain-specific tasks to understanding how they can be optimized for
maximum impact. The recent rise inNatural Language Processing (NLP) has led to the development of LLMs
capable of addressing complex domain-specific challenges, such as question-answering, text classification,
and text translation with remarkable accuracy and efficiency. This study investigates the effectiveness
of fine-tuning these models for cybersecurity and IT support tasks by comparing three advanced fine-
tuning techniques: Supervised Fine-Tuning (SFT), Low-RankAdaptation (LoRA), andQuantized Low-Rank
Adaptation (QLoRA) on open-source LLMs (2B–9B parameters). Our experiments demonstrate that SFT
achieves up to 90.96% accuracy in cybersecurity and IT support tasks, while LoRA and QLoRA reduce GPU
memory usage and computational costs by 99% and 60%, respectively, without compromising performance.
Notably, models such as Llama, Mistral, and Phi demonstrated superior adaptability and generalization
across all fine-tuning methods, making them well-suited for production environments, especially those with
limited computational resources. The study emphasizes the importance of selecting the right fine-tuning
techniques and model architectures for domain-specific tasks in cybersecurity and IT support, particularly
in question-answering systems like customer support chatbots.

INDEX TERMS
Large language models (LLMs), Generative AI (GenAI), Natural language processing (NLP), Supervised
Fine-Tuning (SFT), Parameter-Efficient Fine-Tuning (PEFT), Low-Rank Adaptation (LoRA), Quantized
Low-Rank Adaptation (QLoRA), Cybersecurity, IT Support.

I. INTRODUCTION
LLMs have significantly transformed the field of Natural
Language Processing (NLP), offering remarkable advances
in the comprehension, generation, and reasoning of human
language. These models, characterized by their vast architec-
tures composed of billions of parameters, have been shown
across various applications. Notable areas of impact include
creative writing, language translation, task-oriented dialogue
systems and question-answering systems which leverage the
model’s deep understanding of language to provide contextu-
ally relevant and accurate responses [1].

As illustrated in the Figure 1, the evolution of search
interest for the term "Generative AI" on a global scale, is

FIGURE 1. Google Trends Interest in "Generative AI" (Jan 2022 – Aug
2024). The chart depicts a notable surge in search interest for the term
"Generative AI" beginning in late 2022 and peaking in early 2023. The
high level of interest persisted throughout 2023 and 2024.
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based on Google Trends data from January 2022 to August
2024. Initially, between January and late 2022, the interest
in "Generative AI" remains relatively low and stable, reflect-
ing limited public attention. However, starting in late 2022,
there is a pronounced increase in search activity, marking
the beginning of a significant surge in interest. This upward
trend accelerates sharply, culminating in a peak around mid-
2023, where search interest reaches its highest recorded value
(index of 100), signifying the term’s peak popularity. Fol-
lowing this peak, the interest level stabilizes but remains
consistently elevated throughout the remainder of 2023 and
into early 2024, with minor fluctuations. The sustained high
interest suggests that "Generative AI" continued to capture
widespread attention during this period, likely driven by ad-
vancements in technology, increased media coverage, and its
expanding application across various industries.

One of the most promising and impactful applications of
fine-tuned LLMs is in the fields of cybersecurity and IT
support. In these domains, the adoption of LLMs can signif-
icantly enhance the quality and efficiency of customer sup-
port services. Recent studies have shown that LLM-powered
chatbots are capable of resolving up to 40% more support re-
quests accurately compared to traditional rule-based systems
[2]. The increasing complexity of IT environments, coupled
with the growing sophistication of cyber threats, has led to a
surge in demand for efficient and effective support services.
A recent survey revealed that over 70% of IT professionals
have experienced an increase in technical queries and sup-
port requests within the past year, underscoring the need for
intelligent, responsive solutions that can adapt to the evolving
landscape of cybersecurity and IT support [3].

The rapid advancements in NLP have led to the develop-
ment of LLMs that can perform a wide range of tasks with
remarkable accuracy and contextual understanding [4]. How-
ever, fine-tuning these models for specific tasks remains a
significant challenge due to the vast computational resources
required and the complexity of the fine-tuning process itself
[5]. To address these challenges, researchers have proposed
various fine-tuning techniques, including Supervised Fine-
Tuning (SFT) and Parameter-Efficient Fine-Tuning (PEFT)
methods such as Low-Rank Adaptation (LoRA) [6] and
Quantized Low-Rank Adaptation (QLoRA) [7]. These tech-
niques have shown promise in improving the scalability and
task-specific performance of LLMs, making them more prac-
tical for real-world applications. In the context of cybersecu-
rity and IT support, the need for robust and adaptable LLMs is
particularly urgent. As the digital landscape becomes increas-
ingly complex, the demand for intelligent systems capable of
handling technical queries, incident response, and customer
IT support has grown exponentially. Traditional methods,
such as rule-based or keyword-matching systems, often fail to
capture the nuanced and context-dependent nature of queries
in these fields. Fine-tuned LLMs, in contrast, offer the poten-
tial to deliver more accurate, contextually aware, and natural
language-based solutions. This not only enhances the user
experience but also significantly improves the efficiency of

cybersecurity operations and IT support services.
Despite the clear advantages of using LLMs in these do-

mains, the process of fine-tuning these models presents sev-
eral challenges. Each fine-tuning technique, including SFT,
LoRA, and QLoRA, has distinct strengths and weaknesses.
The effectiveness of these methods can vary depending on
factors such as the size of the dataset, the complexity of
the task, and the computational resources available. Under-
standing the trade-offs and determining the most suitable
fine-tuning approach is crucial for maximizing the poten-
tial of LLMs in cybersecurity and IT support. This research
paper aims to provide a comprehensive comparative analy-
sis of fine-tuning techniques and evaluate their impact on
the performance of open-source LLMs in domain-specific
applications related to cybersecurity, cloud computing, and
IT support. The study will systematically benchmark these
techniques to identify the most effective methods for adapting
LLMs to the unique challenges and requirements of these
critical fields. Additionally, the research will seek to identify
the most suitable open-source LLM model that can be fine-
tuned to develop advanced customer support chatbots and IT
service desk applications. By doing so, this study aims to offer
valuable insights and practical recommendations for leverag-
ing LLMs to drive innovation, enhance customer experience
and improve operational efficiency in cybersecurity and IT
support.
The structure of this paper is as follows: Section 2 provides

a comprehensive background and discusses related work.
Section 3 introduces and details the proposed methodology.
Section 4 presents the experimental setup, followed by Sec-
tion 5, which discusses the results and their implications.
Section 6 provides further discussion and analysis. Finally,
Section 7 summarizes the conclusions and outlines potential
directions for future research.

A. BACKGROUND
The Figure 2 visually represents the hierarchical structure of
Artificial Intelligence (AI) and its key sub-fields, showing
the relationship between AI, Machine Learning (ML), Deep
Learning (DL), Generative AI (Gen AI), and Large Language
Models (LLMs). Each layer in the diagram progressively
narrows in focus:

• Artificial Intelligence (AI): The outermost layer, AI
encompasses the broad field of creating machines with
human-like intelligence.

• Machine Learning (ML): Within AI, ML involves al-
gorithms that learn from historical data to identify pat-
terns and predict future outcomes.

• Deep Learning (DL):A subset of ML, DL utilizes deep
neural networks with many layers to process complex
data and generate predictive or generative outcomes.

• Generative AI (GenAI):A further specialization within
DL, GenAI focuses on models trained to create new data
such as text, images, or audio, rather than just making
predictions.
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FIGURE 2. Hierarchy of Artificial Intelligence (AI) shows the nested
structure of AI, such as Machine Learning (ML), Deep Learning (DL), and
Generative AI (Gen AI). At the core, LLMs specialize in generating
human-like text.

• Large Language Models (LLMs): At the core, LLMs
are advanced neural networks specifically designed for
understanding and generating human-like text, a key
component of Generative AI.

LLMs such as GPT-3 [8], PaLM [9], and LLaMA [10]
have demonstrated remarkable advancements in recent years,
showcasing exceptional capabilities across a wide range of
NLP tasks. These powerful models have the potential to
revolutionize various domains, including cybersecurity and
IT support, where accurate, context-aware, and responsive
systems are crucial. However, a significant challenge in de-
ploying LLMs lies in the inherent mismatch between their
training objectives and the specific goals of end-users.

LLMs are typically trained to minimize the contextual
word prediction error on vast, general-purpose corpora.While
this approach enables the models to develop a broad un-
derstanding of language, it does not necessarily align with
the nuanced requirements of real-world applications, where
users expect the models to follow instructions accurately
and deliver safe, task-specific outputs. To bridge this gap,
researchers have proposed various fine-tuning techniques that
modify LLMs to better align with user objectives, thus en-
hancing their practical utility.

Supervised fine tuning (SFT) is one such technique that
directly addresses the mismatch between the training objec-
tives of LLMs and the needs of users. SFT involves further
training the LLM on pairs of instructions and desired outputs,
thereby aligning the model’s behaviour more closely with
the intended use cases. This technique has been shown to
significantly improve the model’s ability to follow instruc-
tions and generate outputs that are both relevant and accurate.
SFT as a method to inject new, out-of-domain knowledge
into LLMs, focusing on recent sporting events. The study
compares two dataset generation strategies, token-based and
fact-based scaling, for training models to learn new informa-
tion effectively [11]. Results indicate that while token-based
scaling can improve question-answering accuracy, fact-based
scaling provides more consistent coverage of new knowledge.
The authors introduce a novel dataset generation process
that enhances the factuality of LLM responses in specific

domains. Their experiments with GPT-4 show significant
improvements in handling out-of-domain knowledge, demon-
strating the potential of SFT in improving LLM performance
in domain-specific tasks [11]. For instance, in the context
of IT support, an SFT-fine-tuned model could be trained on
a dataset of customer queries and corresponding resolution
steps, enabling it to provide more precise and contextually
appropriate responses.
In addition to SFT, PEFT techniques have been devel-

oped to optimize the performance of LLMs while reducing
the computational and memory overhead typically associ-
ated with full fine-tuning. PEFT methods, such as Low-Rank
Adaptation (LoRA) [6] and QLoRA [7], focus on updating
only a small subset of the model’s parameters, making them
more efficient and scalable. These techniques allow LLMs to
be adapted to specific tasks with minimal resource consump-
tion, which is particularly important for models with billions
or trillions of parameters.
LoRA, for example, modifies specific layers within the

Transformer architecture by adding low-rank matrices, ef-
fectively updating only a small portion of the model’s pa-
rameters. This approach has been demonstrated to achieve
performance levels comparable to full fine-tuning while re-
ducing memory usage by up to 99% [12]. Similarly, QLoRA
extends this efficiency by quantizing the low-rank matrices,
further reducing the memory footprint without significantly
impacting the model’s performance [13].
These fine-tuning techniques have been applied to various

domains, including task completion, question answering, and
code generation, with promising results. In cybersecurity, for
instance, SFT-fine-tuned models can be trained on datasets of
incident response protocols, enabling them to provide more
accurate and contextually relevant guidance during security
events. Meanwhile, in IT support, PEFT methods allow for
the deployment of powerful LLMs on resource-constrained
devices, such as mobile platforms, where full fine-tuning
would be impractical.
While these techniques have shown considerable promise,

they are not without challenges. SFT, for instance, may be
prone to dataset bias, where the fine-tuning data does not
fully capture the diversity of possible instructions, potentially
limiting the model’s effectiveness in less common scenarios
[5]. Moreover, the choice of fine-tuning method must be care-
fully considered based on factors such as the size of the target
dataset, the complexity of the task, and the computational
resources available.

B. SIGNIFICANCE OF THE CASE STUDY
The significance of this case study lies in its potential to
address critical challenges faced by the cybersecurity and
IT support sectors through the application of advanced fine-
tuning techniques to LLMs. As the digital landscape becomes
increasingly complex, with the rise of sophisticated cyber
threats and the growing demand for efficient IT support
services, the need for intelligent, adaptable, and scalable
solutions has never been more pressing. This study seeks
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to explore the effectiveness of different fine-tuning method-
ologies, such as Supervised Instruction Fine-Tuning (SFT),
Low-Rank Adaptation (LoRA), and QLoRA, in enhancing
the performance of LLMs for these critical domains.

In the context of cybersecurity, the ability to quickly and
accurately respond to incidents is paramount. Traditional
methods, which often rely on rule-based systems or manual
interventions, are increasingly insufficient in the face of mod-
ern threats that require rapid, context-aware decision-making.
LLMs, when fine-tuned appropriately, offer a powerful alter-
native by enabling real-time, intelligent responses to complex
security incidents. For instance, an LLM fine-tuned with SFT
on datasets of incident response protocols could provide more
accurate and contextually relevant guidance during security
breaches, thereby improving the efficiency and effectiveness
of cybersecurity operations [4].

Similarly, in the domain of IT support, the demand for
solutions that can handle a diverse range of technical queries
is growing. As organizations adopt more complex IT infras-
tructures, the volume and complexity of support requests
have increased, placing additional strain on IT departments.
LLMs have the potential to alleviate this burden by automat-
ing responses to common queries and assisting IT support
engineers with more complex issues. By fine-tuning these
models using techniques like LoRA andQLoRA, it is possible
to develop models that are not only more memory-efficient
but also capable of providing high-quality, domain-specific
responses [6].

The importance of this case study is further underscored
by the broader implications of deploying fine-tuned LLMs in
these domains. Beyond the immediate benefits of improved
efficiency and responsiveness, the successful application of
these models could pave the way for more widespread adop-
tion of AI-driven solutions in other critical sectors. The in-
sights gained from this research could inform the develop-
ment of best practices for fine-tuning LLMs across a range
of applications, contributing to the advancement of AI tech-
nologies and their integration into essential services [1].
Moreover, the study’s comparative approach to evaluating
different fine-tuning techniques provides valuable insights
into the trade-offs between performance, resource efficiency,
and model scalability.

As LLMs continue to grow in size and complexity, un-
derstanding these trade-offs is crucial for optimizing their
deployment in real-world scenarios. This research not only
identifies the most effective fine-tuning methods for specific
tasks but also highlights the potential limitations and chal-
lenges associated with each approach, offering a comprehen-
sive guide for practitioners and researchers alike [14] [15].

Overall, the significance of this case study extends beyond
the immediate context of cybersecurity and IT support. By
systematically exploring the application of fine-tuning tech-
niques to LLMs, this research contributes to the broader field
of AI and machine learning, offering practical solutions to
real-world challenges while advancing our understanding of
how these powerful LLM models can be effectively tailored

FIGURE 3. Specialization of Fine-tuned LLMs illustrating the progression
from a foundational LLM model to a fine-tuned model, which is then
specialized for various tasks such as Sentiment Analysis, Language
Translation, Summarization, Code Generation, Question Answering
Chatbots, and Classification.

to meet specific needs. The findings of this study have the
potential to drive innovation, enhance operational efficiency,
and improve the overall quality of customer service in critical
domains, making it a valuable contribution to the ongoing
development of AI technologies.

C. MOTIVATION AND CONTRIBUTIONS
The accelerating development of LLMs has created new
possibilities for their use in specialized fields, such as cy-
bersecurity and IT support. Despite these advances, a key
challenge remains by adapting LLMs to meet the specific and
complex needs of these fields. This article seeks to address
this gap by conducting a comparative analysis of fine-tuning
techniques, focusing on their influence on the performance
and adaptability of open-source LLMs in cybersecurity and
IT support applications.
To fully leverage LLMs in these areas, it is crucial to

evaluate the effectiveness of various fine-tuning methodolo-
gies. Each technique presents distinct advantages and limi-
tations, and understanding these is key to optimizing model
performance. This research responds to the increasing need
for intelligent systems capable of providing precise, context-
aware, and reliable support in increasingly complex digital
environments. For instance, cybersecurity should have the
ability to deliver rapid and accurate responses to emerging
threats is paramount, while IT support requires models that
can handle diverse and technical queries with efficiency.
Traditional LLMs that are trained on general-purpose data,

often lack the domain-specific insights necessary for such
specialized tasks. Fine-tuning these models is not just an
enhancement, it is a necessity for aligning their functionality
with the unique requirements of cybersecurity and IT support.
By addressing these gaps, the study aims to make LLMsmore
relevant and effective in real-world applications, ultimately
improving their practical utility across these critical sectors.
The key contributions of this article are as follows:

1) Benchmarking Optimal Fine-Tuning Techniques
for LLMs in Cybersecurity and IT Support: The
primary contribution of this research is to benchmark
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FIGURE 4. Multi-Modal Vector Embedding Representation shows how different types of data—image, video, audio, and text—are processed through their
respective embedding models to generate embedding vectors. These vectors are then stored in a vector database for efficient retrieval and similarity
search across modalities.

fine-tuning techniques that offer an optimal balance be-
tween efficiency and effectiveness in domain-specific
tasks such as cybersecurity, cloud computing, and IT
support. This study will compare methods such as
Supervised Fine-Tuning (SFT), Low-Rank Adaptation
(LoRA), and Quantized LoRA (QLoRA) to identify the
technique that best addresses the critical requirements
of these fields, including accuracy, computational re-
source usage, response speed, and contextual under-
standing.

2) Identifying the Most Suitable Open-Source LLM
Architectures for Cybersecurity and IT Support:
The second contribution is to determine the most adapt-
able open-source LLM architectures for fine-tuning in
cybersecurity and IT support. With various architec-
tures available, differing in parameters and pre-training
datasets, this study will explore which models are most
effectively fine-tuned using the aforementioned tech-
niques. The goal is to pinpoint models that are best
suited for specialized tasks in these domains, ensuring
high adaptability to the evolving needs of cybersecurity
and cloud computing environments.

II. LITERATURE REVIEW
A. INTRODUCTION TO LARGE LANGUAGE MODELS (LLMS)
LLMs represent a significant advancement in NLP, leverag-
ing the power of deep learning to understand, generate, and
respond to human-like text. These models are based on neural
networks, which are computational frameworks inspired by
the structure and function of the human brain and are designed
to recognise patterns within large datasets.

LLMs are specifically trained on massive amounts of text
data, encompassing diverse linguistic inputs from sources like
books, websites, articles, and social media platforms. The
term "large" in LLMs refers to the model’s extensive size
in terms of the number of parameters and the vast datasets
used for training. Parameters in a neural network are the

components that the model learns during training; these in-
cludeweights and biases that help themodelmake predictions
based on input data. In the context of LLMs, these parameters
often number in the billions, with models such as OpenAI’s
GPT-3 containing 175 billion parameters [1].
As illustrated in Figure 3, LLMs have emerged as pow-

erful tools for natural language processing tasks, exhibiting
remarkable capabilities in text generation, summarisation,
classification, translation, question answering, and language
understanding [16]. Thesemodels are trained on vast amounts
of textual data, allowing them to capture complex linguistic
patterns and relationships. As a result, they have demon-
strated exceptional performance across a wide range of ap-
plications, from creative writing to task completion [17].

1) Word Embeddings
Deep neural networks, including LLMs, cannot process raw
text directly because text data is categorical and incompatible
with the mathematical operations required for neural network
training. To address this, words are represented as continuous-
valued vectors through a process known as word embedding
[18]. This transformation is crucial for enabling deep learning
models to handle various data types, such as images, text,
audio, and video, by converting them into dense vector repre-
sentations [19] as illustrated in Figure 4.
Embeddings map discrete objects like words or documents

into continuous vector spaces, allowing neural networks to
process non-numeric data effectively [20]. While word em-
beddings are the most common, sentence and paragraph em-
beddings are also used, particularly in retrieval-augmented
generation techniques [21].

2) Language Modeling
Language modelling is a fundamental task in NLP, where the
goal is to predict the probability distribution of a sequence of
words in a sentence. Early approaches to language modelling,
such as N-grams, relied on fixed context windows and were
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FIGURE 5. Text Tokenization Process: Input text is transformed through
tokenization into token IDs, embedded into vector representations,
processed by a powerful decoder-only transformer, and refined through
post-processing to generate coherent output.

limited by their inability to capture long-range dependencies
[22]. The advent of neural networks, particularly Recurrent
Neural Networks (RNNs) and Long Short-Term Memory
(LSTM) networks, marked a significant shift, allowing mod-
els to handle sequential data and better capture the contextual
flow of language [23]. However, it was the introduction of the
Transformer model by [24] that truly revolutionized language
modelling. Unlike RNNs, Transformers utilize self-attention
mechanisms, enabling the model to consider all words in a
sentence simultaneously, which enhances its ability to un-
derstand complex linguistic patterns. This architectural in-
novation laid the groundwork for the development of more
advanced LLMs, such as BERT [21] and GPT [14].

3) Text Tokenization

Tokenization is a critical preprocessing step in the develop-
ment of LLMs. It involves breaking down text into smaller
units, such as words, sub-words, or characters, which the
model can then process as illustrated in the Figure 5. Tra-
ditional tokenization methods, like word-level tokenization,
faced challenges with handling out-of-vocabulary words and
morphological variations [25].

Sub-word tokenization methods, such as Byte Pair Encod-
ing (BPE) and Word-Piece, were introduced to address these
challenges [26]. These methods allow the model to repre-
sent rare words as compositions of sub-words, improving the
model’s ability to handle a diverse vocabulary. Recent models
like GPT-3 utilize sophisticated tokenization techniques to
manage vast corpora of text efficiently, ensuring the model
can generalize across different languages and domains [1].

FIGURE 6. Comparative analysis of mean accuracy gains (%) across three
LLMs (Llama2 7B, Mistral 7B, and Orca2 7B) using Fine-Tuning (FT), RAG,
and their combination (FT+RAG). The graph illustrates the impact of these
methodologies on model performance, with RAG consistently yielding
superior accuracy improvements across all model architectures. [29]

B. RAG VS FINE-TUNING
Retrieval Augmented Generation (RAG) and fine-tuning rep-
resent two distinct approaches for enhancing the capabilities
of LLMs. RAG combines the power of retrieval systems with
generative models by first retrieving relevant documents from
a large corpus and then generating answers based on these
documents. This approach is particularly effective for tasks
requiring factual accuracy, as it allows themodel to access up-
to-date information beyond its training data [27]. Fine-tuning,
on the other hand, adapts the model itself to a specific task by
further training on a related dataset. Unlike RAG, which relies
on external information sources, fine-tuning directly adjusts
the model’s internal parameters to improve performance on
the desired task. While both methods have their merits, RAG
is often preferred when the task involves queries requiring
access to current or extensive external knowledge, such as
answering fact-based questions or generating content with
references. Fine-tuning is more suitable for tasks where the
model’s ability to generate text in a specific style or perform
a particular function is paramount [28].
Knowledge injection in LLMs can be achieved via RAG

or fine-tuning. Each method has distinct strengths depending
on cost, data, and model requirements. Fine-tuning integrates
knowledge into the model’s parameters, while RAG enriches
responses by retrieving external context at inference.

• Cost and Data Considerations: Fine-tuning demands
significant resources for data preparation, annotation,
and retraining, especially with supervised techniques.
RAG, on the other hand, offers a cost-effective alterna-
tive by integrating external data dynamically, reducing
the need for extensive retraining [29].

• Model Performance: While fine-tuning can improve
performance, it risks catastrophic forgetting, especially
in unsupervised cases. RAGmitigates this by preserving
base model integrity and enriching responses contextu-
ally, often yielding superior results in tasks requiring up-
to-date information [28].
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FIGURE 7. Domain-specific LLMs Applications in Cybersecurity, IT support, Finance and Programming.

• Flexibility and Maintenance: Fine-tuning ties an or-
ganization to a specific model, whereas RAG enables
model-agnostic deployments, enhancing flexibility and
reducing dependency on proprietary models. RAG also
simplifies ongoing updates and maintenance, allowing
real-time data integration without retraining.

• Experimental Results: In Figure 6, RAG consistently
outperforms fine-tuning by dynamically incorporating
relevant context. Fine-tuning showed improvement over
the base model, but it failed to match RAG’s versatility
and accuracy [29].

C. DOMAIN-SPECIFIC LLMS
The advent of LLMs has revolutionized a wide array of
domains by enabling advanced natural language understand-
ing and generation capabilities. These models, when fine-
tuned for specific domains, can offer highly specialized so-
lutions that cater to the unique requirements of various indus-
tries. This section explores the applications and use cases of
domain-specific LLMs, with a particular focus on cybersecu-
rity and IT support illustrated in Figure 7.

LLMs in Cybersecurity: In the cybersecurity domain,
LLMs are increasingly being leveraged to enhance threat
detection, automate incident response, and provide real-time
analysis of security events. These models can process and
analyse large volumes of textual data, such as security logs,
network traffic, and threat intelligence reports, to identify
patterns indicative of cyber threats. By applying LLMs to
cybersecurity, organizations can significantly reduce the time
and effort required to detect and mitigate potential threats
[30]. One of the key applications of LLMs in cybersecurity
is the automation of threat intelligence. LLMs can be trained
on vast corpora of cybersecurity literature and threat reports
to generate summaries, classify threats, and even predict fu-
ture attack vectors. For instance, LLMs can parse through
cybersecurity advisories and generate actionable insights that
security teams can use to prioritize their responses. Moreover,
LLMs can assist in phishing detection by analysing email
content and identifying suspicious patterns, thereby reduc-
ing the risk of social engineering attacks [31]. Despite their
potential, the use of LLMs in cybersecurity is not without
challenges. One of the primary concerns is the risk of adver-

sarial attacks, where malicious actors can exploit the model’s
vulnerabilities to evade detection or generate misleading in-
formation. Additionally, the integration of LLMs into existing
cybersecurity frameworks requires careful consideration of
data privacy and compliance with regulatory standards [32].
LLMs in IT Support: In the realm of IT support, LLMs

have emerged as valuable tools for automating help-desk
operations, providing instant technical support, and improv-
ing customer service. By training LLMs on domain-specific
datasets, organizations can develop AI-driven support sys-
tems capable of understanding and resolving a wide range of
IT issues. These systems can handle common queries, trou-
bleshoot technical problems, and even guide users through
complex procedures, thereby reducing the workload on hu-
man support staff. One prominent application of LLMs in IT
support is the development of intelligent chatbots and virtual
assistants. These systems can interact with users in natural
language, providing solutions to common IT problems such
as software installation, network configuration, and account
management. For example, LLM-powered chatbots can assist
employees with password resets or guide them through the
process of setting up a virtual private network (VPN) [33].
The benefits of using LLMs in IT support extend beyond

automation. These models can also improve the quality of
support by providing consistent, accurate information, and
by learning from past interactions to offer personalized assis-
tance. However, the deployment of LLMs in IT support also
presents challenges, including the need for continuous model
updates to keep pace with evolving technologies and the
potential for inaccuracies in complex or uncommon scenarios
[34].
LLMs in Healthcare and Medical Research: In the

healthcare domain, domain-specific LLMs have shown sig-
nificant potential in improving patient care, enhancing med-
ical research, and facilitating clinical decision-making. One
notable example is Med-PaLM, developed by Google, which
is designed to provide accurate and reliable answers to medi-
cal questions. Med-PaLM is a multi-modal generative model
that can process and integrate various types of biomedical
data, including clinical text, medical images, and genomic
sequences. This capability allowsMed-PaLM to assist health-
care professionals in diagnosing conditions, generating treat-
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FIGURE 8. Fine-tuning Process for Base LLMs: The diagram illustrates the process of fine-tuning a base LLM model, such as a 7B or 70B parameter model,
using domain-specific custom data. This process involves integrating a unique writing style or tone, incorporating new skills, and focusing on specific
domain knowledge. The custom data and base model weights are used to adjust and fine-tune the layer weights, resulting in a specialized LLM model.

ment plans, and conducting complex medical research [35].

Another example is BioMedLM, a domain-specific LLM
tailored for biomedical text, developed by the Stanford Centre
for Research on FoundationModels (CRFM) andMosaicML.
BioMedLM is particularly effective in processing and un-
derstanding large volumes of biomedical literature, such as
PubMed articles. This model aids researchers by summariz-
ing vast amounts of information, identifying key findings, and
even generating hypotheses for further investigation [36].

LLMs in Finance: In the finance sector, LLMs are be-
ing deployed to enhance financial analysis, automated trad-
ing, and improve decision-making processes. One of the
leading examples is BloombergGPT, an LLM developed by
Bloomberg. Trained on a combination of general-purpose
and domain-specific financial documents, BloombergGPT
excels in financial natural language processing (NLP) tasks.
It outperforms similarly-sized open models on specialized
financial tasks, such as sentiment analysis, report generation,
and financial forecasting, without compromising on perfor-
mance in general LLMbenchmarks. The application of LLMs
in finance is transformative, as they enable the rapid pro-
cessing and analysis of complex financial data. For example,
BloombergGPT can analyse market reports, news articles,
and regulatory filings to provide insights that inform trad-
ing strategies and investment decisions. Additionally, these
models can assist in risk management by identifying potential
market risks and generating predictive models that forecast
financial trends [37].

LLMs in Programming: In the domain of programming,
LLMs enhance developer productivity by providing intelli-
gent code suggestions and automating repetitive coding tasks.
GitHub Copilot is an LLM-powered tool trained on billions of
lines of code from public repositories. It can transform natural
language prompts into coding suggestions across dozens of
programming languages, making it easier for developers to
write code efficiently. Copilot helps in automating boilerplate
code, generating functions based on simple descriptions, and
even refactoring existing code to improve it’s quality [38].

D. LLM FINE-TUNING AND TECHNIQUES
The field of large language models has witnessed remarkable
progress in recent years, with the development of models
like OpenAI’s GPT-4, Anthropic’s Claude 3.5 Sonnet, Meta’s
Llama 3.1, Google Gemini 1.5 Pro and Mistral Large 2. To
enhance the capabilities of these LLMs, researchers have ex-
plored various fine-tuning techniques, including Supervised
Fine-Tuning and Parameter-Efficient Fine-Tuning methods.
Fine-tuning is the process of taking a pre-trained large lan-
guage model (LLM) and adapting it to a specific task or do-
main by training it further on a smaller, task-specific dataset.
This technique is crucial in leveraging the vast knowledge
embedded in LLMs, such as GPT-4, whilemaking them effec-
tive for specific applications. Fine-tuning typically involves
adjusting the model’s weights slightly to better align with the
particular nuances of the new task or data, rather than starting
the training process from scratch [39] as shown in Figure 8.
Fine-tuning aims to adapt the general-purpose capabilities

of a pre-trained LLM to perform well on specialized tasks
like sentiment analysis, language translation, or customer
service automation. This process is highly effective because
the model has already learned a wide range of language struc-
tures, semantic meanings, and general world knowledge dur-
ing its pre-training on large-scale corpora [34]. Fine-tuning
LLMs is essential for several reasons.
Firstly, it allows models to perform specific tasks with

higher accuracy. While a general-purpose LLM can generate
coherent text, it may not excel in tasks requiring domain-
specific knowledge or linguistic styles. Fine-tuning refines
the model’s ability to handle these specialized tasks effec-
tively [40]. Secondly, fine-tuning is resource-efficient. Train-
ing an LLM from scratch requires enormous computational
resources and vast amounts of data. By fine-tuning, we can
adapt an already trained model with significantly fewer re-
sources, reducing both time and cost.
Additionally, fine-tuning can mitigate biases present in the

pre-trained model by exposing it to more representative and
diverse data during the fine-tuning phase [41]. Lastly, fine-
tuning supports continuous learning and model updating. As
new data becomes available, models can be fine-tuned to
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remain current and effective in their predictions and outputs.
This is particularly important in dynamic fields such as fi-
nance, healthcare, and cybersecurity, where the relevance of
data can change rapidly [42].

1) SFT
SFT is a targeted approach for aligning LLMs with specific
tasks and domains using explicit instructions and labelled
examples. The process begins with the preparation of a spe-
cialized dataset that contains pairs of instructions and desired
outputs as shown in Figure 9. Each pair typically includes:

• Instruction: A clear, task-specific command or direc-
tive written in natural language.

• Input: The relevant data or context that the model needs
to process to perform the task.

• Output: The desired response or action that the model
should generate based on the instruction and input.

The LLM is then fine-tuned using this dataset, where it
learns to map the given instructions and inputs to the corre-
sponding outputs. This enables the model to develop a deeper
understanding of the task-specific requirements and to gener-
ate accurate responses when faced with similar instructions in
real-world applications. SFT not only helps in adapting LLMs
to domains but also enhances their ability to handle complex
tasks with greater precision. For instance, in a cybersecurity
context, an LLM fine-tuned with SFT could be trained to
analyse specific types of security threats based on detailed
instructions, leading to more effective threat detection and
response.

• Task Specificity: SFT allows for the precise alignment
of LLMs with narrowly defined tasks, improving per-
formance on those tasks even if they were not explicitly
covered during the model’s initial training.

• Improved Zero-Shot Performance: Fine-tuned mod-
els often exhibit enhanced zero-shot learning capabili-
ties, meaning they can generalize better to unseen tasks
within the same domain.

• Control and Alignment: SFT provides greater control
over the model’s behaviour, ensuring it adheres closely
to the specific instructions and desired outcomes.

• Efficiency: Compared to training a model from scratch,
SFT is significantly more resource-efficient, requiring
less data and computational power while still achieving
high levels of performance.

2) PEFT Techniques
PEFT techniques are a set of methods designed to fine-tune
large language models with minimal computational resources
[43]. These techniques focus on reducing the number of pa-
rameters that need to be updated during fine-tuning, making
the process more efficient and accessible.

LLMs are computationally expensive to fine-tune due to
their sheer size and the limitations imposed by GPUmemory.
For instance, a model with 7 billion parameters requires

significant memory to store and update the model weights,
represented by a weight matrix W. In the back-propagation
process, the model learns a matrix ∆W , which reflects the
changes required to optimize the model’s parameters. The
weight update equation is typically represented as:

Wupdated = W +∆W

Low-Rank Adaptation (LoRA): Both W and ∆W have
the same dimensions, resulting in a computational burden, es-
pecially for LLMs with billions of parameters. The process of
calculating and storing∆W during training can be prohibitive
in terms of both compute and memory usage [44].
The Low-Rank Adaptation (LoRA) method, proposed by

[6], provides a more efficient approach to fine-tuning LLMs
by reducing the computational requirements associated with
calculating∆W . Instead of explicitly computing the full∆W ,
LoRA decomposes it into two smaller matrices, A and B as
illustrated in the Figure 10, such that:

∆W = A× B

This decomposition allows the model to bypass the need to
compute the full∆W , thereby significantly reducing memory
and computational overhead.Matrices A and B have far fewer
parameters, making LoRA highly efficient for fine-tuning
largemodels. Despite this reduction, themodel’s performance
remains competitive, as the decomposed matrices sufficiently
capture the necessary weight updates [6].
LoRA offers a significant advancement in the fine-tuning

of large language models, addressing the limitations posed by
GPUmemory constraints. By decomposing the weight update
matrix∆W into smaller matrices A and B, LoRA reduces the
computational and memory overhead associated with model
training. This method enables fine-tuning of LLMs without
compromising performance, making it an essential tool for
scalable AI model development.
Quantized Low-Rank Adaptation (QLoRA): QLoRA

represents a significant advancement in the fine-tuning of
LLMs, combining model quantization with low-rank adapta-
tion techniques to address the challenges posed by memory
and computational limitations. LLMs, which often contain
billions of parameters, require substantial GPU memory and
computational power during fine-tuning, making their de-
ployment in resource-constrained environments challenging.
QLoRA mitigates these issues by leveraging both quanti-
zation and low-rank decomposition, thereby enabling more
efficient fine-tuning while maintaining high performance [7].
Model quantization is a process that reduces the precision

of the model’s parameters, typically from 32-bit floating-
point values to lower-precision formats such as 8-bit or 4-
bit integers. Quantization reduces both memory usage and
computational load, making it especially useful in hardware-
constrained environments. Despite the reduction in precision,
advanced quantization techniques aim to preserve themodel’s
performance, ensuring minimal degradation in accuracy [3].
By applying quantization to both the original model weights
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FIGURE 9. SF Workflow: This Figure shows the process of fine-tuning a pretrained LLM model, such as Mistral 7B, using task-specific prompt-completion
pairs. The process involves providing examples of prompts and their corresponding completions to teach model-specific tasks like summarization and
translation. The fine-tuning process results in a specialized instruction model, Mistral 7B-instruct, that is better adapted to follow specific instructions.

FIGURE 10. LoRA Fine-tuning Methodology [6]

and the decomposed LoRA matrices, QLoRA achieves a
dramatic reduction in resource usage as shown in Figure 11.

Figure 11 provides a detailed comparison of three dis-
tinct fine-tuning methods for transformer models: Full Fine-
tuning, LoRA (Low-Rank Adaptation), and QLoRA (Quan-
tized Low-Rank Adaptation). Full Fine-tuning relies on a
single, large 32-bit optimizer state to update all parameters
of a 16-bit transformer base model, a process that is compu-
tationally demanding and resource-intensive due to the need
to update the entire model’s parameters.

In contrast, LoRA introduces 16-bit adapter layers, each
with its own 32-bit optimizer state, to enable more efficient
and targeted updates. This approach significantly reduces the
computational burden by focusing updates on the adapter lay-
ers rather than the entire model, thereby enhancing efficiency.
QLoRA builds upon the LoRA framework by quantizing the
base model to 4-bit precision, which dramatically reduces
memory requirements.

Additionally, QLoRA employs paged optimizers to man-
age memory spikes, allowing for smoother and more effec-
tive handling of computational resources. The diagram effec-
tively illustrates the flow of gradients and parameter updates,
with arrows indicating the direction of these processes, and
highlights QLoRA’s advanced memory management capa-
bilities through CPU paging. This comparison underscores

the evolution from resource-intensive full fine-tuning to more
memory-efficient techniques like QLoRA.
QLoRA integrates the strengths of LoRA and quantization,

enabling efficient fine-tuning of LLMs with significantly re-
duced memory and computational requirements. The method
applies quantization to both the pre-trainedmodel and thema-
trices A and B used in the low-rank decomposition. This ap-
proach allows QLoRA to leverage the advantages of LoRA’s
parameter efficiency and the memory savings provided by
quantization [6].

• Reduced Memory Footprint: By quantizing the origi-
nal model and the LoRAmatrices, QLoRA significantly
reduces the memory needed for fine-tuning, making it
feasible to fine-tune LLMs on smaller hardware, such as
consumer-grade GPUs.

• Faster Fine-Tuning: The reduction in the number of
trainable parameters and lower precision computations
result in faster training times, allowing for quickermodel
adaptation.

• High Performance: Despite the reduction in memory
and computational requirements, QLoRA retains a high
level of model accuracy and performance, making it
suitable for deployment in real-world applications where
efficiency and scalability are essential [45].

III. METHODOLOGY
A. DATA COLLECTION AND PREPROCESSING
The data collection and preprocessing phase is a critical com-
ponent of any research involving the fine-tuning of LLMs.
This section details the systematic approach employed in
gathering and preparing the dataset illustrated in Figure 12,
which was foundational to the subsequent stages of model
training and evaluation.

1) Data collection from real-world CRM knowledge base
The dataset was collected from a real-world knowledge base
(METCLOUD company). This data focuses on real-life cus-
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FIGURE 11. Full Fine-tuning, LoRA and QLoRA Fine-tuning Comparison: Full Fine-tuning uses a single large optimizer state to update all model
parameters, while LoRA introduces adapter layers for more efficient updates, and QLoRA improves over LoRA by quantizing the transformer model to
4-bit precision and using paged optimisers to handle memory spikes. Adapted from [7]

tomer support tickets from a cybersecurity and cloud com-
puting IT services company based in the United Kingdom.
METCLOUD operates within the high-demand sectors of
cybersecurity and cloud computing, where customer inter-
actions often involve complex technical issues and require
precise, knowledgeable responses.

The primary data collection involved extracting customer
service desk tickets recorded through both phone and email
channels. These tickets were logged within the company’s
Customer Relationship Management (CRM) system. The
dataset comprised approximately 7,000 tickets, offering a
substantial corpus for analysis. The focus was on identifying
and extracting frequently asked questions (FAQs) that were
recurring themes in customer queries as shown in figure 13.
The nature of these tickets reflected a wide array of issues
commonly faced by customers of IT services, particularly in
areas requiring specialized knowledge, such as IT support,
cybersecurity and cloud computing.

Data Preprocessing: Following data collection, the CRM
tickets underwent a rigorous preprocessing phase to ensure
they were suitable for fine-tuning LLMs. Preprocessing is a
crucial step in transforming raw data into a structured format
that can be effectively utilized by Large Language models.
The primary objective was to convert the unstructured cus-
tomer support tickets into a structured question-and-answer
format. This format is essential for effectively fine-tuning
LLMs, enabling them to learn from real-world examples and
generalize to similar queries. The preprocessing began with
the extraction of relevant text from the tickets, which involved
filtering out irrelevant information, such as greetings, user
information, signatures, and non-informative text. Next, the
text was categorized based on the nature of the query. The cat-
egories identified included common issues such as password
resets, VPN connectivity problems, account lockouts, pass-
word expirations, Microsoft Outlook issues, antivirus checks,
network security concerns, cloud security inquiries, and hard-

ware and software. Each category represented a specific type
of frequently asked question that users commonly posed.
To ensure consistency and accuracy, each ticket was manu-

ally reviewed by a team of cybersecurity experts and IT sup-
port specialists. This manual intervention was necessary to
maintain the integrity of the dataset, given the technical nature
of the queries and the potential for variability in how different
issues were described by customers. Once categorized, the
text was further processed to create standardized question-
and-answer pairs. For instance, a ticket originally describing
an issue with "VPN connectivity" was restructured into a
direct question such as "How can I resolve VPN connectivity
issues?" followed by a corresponding answer based on the
support resolution provided.
The preprocessing also involved normalization tasks, in-

cluding the removal of duplicate entries, correction of ty-
pographical errors, and ensuring that technical terms were
consistently represented across the dataset. These steps were
essential to minimize noise and variability in the input data,
which can negatively impact the performance of LLMs if
left unaddressed [34]. Overall, the preprocessing phase trans-
formed the real-world CRM data into a high-quality, struc-
tured dataset that was well-suited for fine-tuning LLMs. The
careful handling of data ensured that the models trained on
this dataset would be better equipped to handle the specific
challenges of cybersecurity and cloud computing support,
ultimately leading to more accurate and reliable Generative
AI-driven customer service chat solutions.

2) Data Collection from Websites and Articles
In addition to the data obtained from customer support tickets,
domain-specific knowledge was sourced from various author-
itative websites and articles. The primary sources included
the official documentation from the METCLOUD web-
site, Microsoft, Hewlett Packard Enterprise (HPE), MITRE
ATT&CK and Cisco etc. These sources were selected due
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FIGURE 12. Data Collection Pipeline for LLM Fine-tuning: The diagram depicts the data collection pipeline for fine-tuning LLMs integrating diverse data
sources like CRM ticketing systems, synthetic data generation, and website/article data. These sources are combined into a proprietary knowledgebase
dataset, which serves as the foundation for generating task-specific prompt-completion pairs. The collected dataset supports fine-tuning of LLMs,
ensuring the model is enriched with domain-relevant information to enhance its performance for specific user queries.

FIGURE 13. Q&A Example from CRM knowledgebase

to their extensive documentation and expertise in cyberse-
curity and IT support, ensuring data relevancy and accuracy.
The data collected from these sources consisted of domain
knowledge, glossaries, terminologies, and frequently asked
questions (FAQs). This information was critical for creating a
comprehensive dataset that covered the breadth of issues that
users typically encounter in cybersecurity and IT support. The
data was manually curated to identify key terms, definitions,
and standard practices, which were then organized into a
structured format suitable for model training.

Step 1. Generation of Initial Sample Inputs: The next
phase involved manually generating a set of sample inputs to
serve as a foundation for expanding the dataset. A total of 150
input examples were created, each consisting of two columns:

• Question: This column contained questions typically
asked by users seeking support. These questions were
designed to reflect common issues in cybersecurity and
IT support, such as troubleshooting VPN connectivity
issues, resetting passwords, and managing account lock-
outs.

• Context: The context column provided relevant infor-
mation that the model should consider when generating
an answer. This context was derived from the knowledge
collected from the mentioned websites and articles. The
inclusion of a detailed context ensured that the LLM

could generate responses that were not only accurate
but also contextually appropriate and aligned with best
practices in the industry [1].

Step 2. Dataset Expansion Using a State-of-the-Art
LLM: To expand the dataset beyond the manually gener-
ated examples, a state-of-the-art LLM was employed. In
this case, OpenAI’s GPT-4 Turbo (GPT-4-1106-preview) was
used, known for its enhanced instruction-following capabili-
ties and improved contextual understanding [46]. The model
leveraged the initial 120 examples to generate a broader set
of inputs, mimicking the format and style of the manually
created samples. This automated expansion process involved
prompting the LLM to generate new question-context pairs
based on the existing examples. The use of an advanced LLM
allowed for the creation of a large, diverse dataset, essential
for trainingmodels that need to generalize across a wide range
of scenarios in cybersecurity and IT support.
Step 3. Generating Outputs Using the LLM: Once the

expanded dataset was created, the next step was to use the
LLM to generate answers for each (question, context) pair.
This step was crucial for validating the dataset and ensuring
that the model could provide accurate and reliable responses.
The following prompt illustrated in Figure 14 was used to
guide the LLM in generating answers. This prompt was
carefully crafted to ensure that the generated responses were
aligned with the specific needs of the domain. By instruct-
ing the LLM to rely on the provided context, the responses
remained consistent with the domain knowledge and best
practices identified during data collection.
Step 4. Validation andQuality Assurance: After generat-

ing the outputs, a thorough validation process was undertaken
to assess the quality and accuracy of the responses. This
involved cross-referencing the generated answers with the
sources and verifying their relevance and correctness. Any in-
consistencies or errors were addressed throughmanual review
and adjustments, ensuring that the final dataset was robust
and reliable for fine-tuning purposes [47]. This meticulous
approach to data collection, preprocessing, and expansion not
only enhanced the quality of the dataset but also ensured
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FIGURE 14. Q&A Example from Website and Articles Data

that the LLM could be fine-tuned effectively for real-world
applications in cybersecurity and IT support.

3) Domain-specific Synthetic Data Generation using LLMs
The generation of synthetic data using LLMs is an innova-
tive approach to addressing the challenges faced by devel-
opers and researchers who often lack sufficient datasets for
fine-tuning LLMs. This section delves into the concept of
synthetic data generation, the necessity for domain-specific
datasets, the methodologies employed, and the detailed pro-
cess involved in generating synthetic data for domains such
as cybersecurity, cloud computing, and IT support.

Synthetic data generation using LLMs involves creating
artificial datasets that mimic real-world data by leveraging the
generative capabilities of advanced language models. These
models, such as OpenAI’s GPT-4o, are trained on vast corpora
of text and can generate coherent and contextually relevant
text based on prompts provided by the user. The synthetic
data produced is often used for training, validating, and fine-
tuning LLMs in various applications, particularly in scenarios
where real-world data is scarce or sensitive [32]. The need
for domain-specific synthetic data arises from the unique
challenges posed by different fields. In highly specialized ar-
eas like cybersecurity and cloud computing, generic datasets
may not capture the nuances and specific requirements of
the domain. Domain-specific synthetic data ensures that the
LLMs are fine-tuned with relevant, context-aware informa-
tion that mirrors real-world scenarios within that field. This
leads to more accurate, reliable, and contextually appropriate
responses from the models, enhancing their applicability in
real-world tasks [48]. Domain-specific synthetic data also
addresses issues of data privacy and confidentiality, espe-
cially in sensitive fields where real data may contain per-
sonal or proprietary information. By generating synthetic
data, researchers can avoid the ethical and legal implications
associated with using real-world data, while still benefiting
from a robust and relevant dataset for model training [49].

Synthetic Data Generation Process: The process of syn-
thetic data generation in this study was implemented using
a custom library named Pluto [50] designed to facilitate the

creation of domain-specific synthetic datasets using state-of-
the-art LLMs. The process is broken down into several key
steps as shown in Figure 15.
Step 1. Generate Domain Topic Tree: The first step

involves generating a "topic tree" using OpenAI’s GPT-4
Turbo and GPT-4o. A topic tree is a hierarchical structure
where each node represents a topic or subtopic, starting
from broader categories and branching into more specific
areas. For this study, 104 topic trees were generated across
domains such as cybersecurity frameworks, cyber law and
regulations, security standards, and password management
etc. This hierarchical structure was crucial for ensuring that
the synthetic data was diverse and covered a wide range of
subtopics without redundancy. The topic tree methodology
allows for a systematic exploration of each domain, ensuring
that all relevant aspects are included in the training dataset.
The paths from root to leaves within the topic tree represent
specific subtopics, guiding the LLM in generating diverse and
relevant training samples.
Step 2. Generate Data from Topic Tree: Once the topic

trees were generated, they were fed into the create_data func-
tion of the DataEngine, a tool within the Pluto library. This
function iterates over each root-to-leaf path in the topic tree,
instructing GPT-4 Turbo andGPT-4o to generate training data
specific to the corresponding subtopics. This approach en-
sures that the generated dataset is comprehensive and covers
all identified aspects of the domain, providing a rich source
of training data for fine-tuning LLMs.
Step 3. Save and Format the Generated Datasets: The

synthetic datasets generated through this process were saved
in both Jsonl and CSV formats, facilitating easy integration
into various training pipelines. Each dataset consisted of three
columns:

• System Content (Prompt): The prompt provided to the
LLM, typically includes instructions or initial context.

• User Content (Question): The specific question asked
by the user, is derived from the topic tree.

• Assistant Content (Answer): The answer generated by
the LLM is based on the question and context.

This structured format allowed for consistent and efficient
use of the data in the fine-tuning process. The entire pro-
cess was repeated across the 104 topic trees, resulting in
the generation of over 10,000 domain-specific question-and-
answer pairs. These pairs were then used to fine-tune the
LLMs, enhancing their performance in cybersecurity, cloud
computing, and IT support applications.

B. PROMPT ENGINEERING
Prompt engineering is a critical aspect of utilizing LLMs
effectively. It refers to the process of designing and refining
input prompts to guide the model’s output in the desired
direction. This technique leverages the model’s extensive pre-
trained knowledge to generate responses that are accurate,
contextually relevant, and aligned with the task at hand.
Prompt engineering serves as a bridge between raw model
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FIGURE 15. Synthetic Data Generation Pipeline: This Figure illustrates the process of generating synthetic datasets using OpenAI GPT-4o. The pipeline
begins with the generation of topics and subtopics trees by GPT-4o, which are then fed into a data engine. AI prompt instructions guide the generation of
Q&A responses by GPT-4o, based on these predefined topics and subtopics. The generated Q&A responses are compiled into a synthetic dataset, which
can be exported in formats such as CSV or JSONL for fine-tuning LLMs.

FIGURE 16. Task-Specific Instruction Prompt Template for Q&A Task with Llama 3.1: The process begins with the input prompt template, which includes
detailed task-specific instructions aimed at guiding the AI assistant in cybersecurity, cloud computing, and IT support. The foundational model processes
this input and generates detailed and structured responses, such as providing explanations on advanced cybersecurity threats like Advanced Persistent
Threats (APTs) and MI&TRE Attack framework.

capabilities and practical applications, ensuring that LLMs
are not only powerful but also tailored to specific needs.
The necessity of prompt engineering arises from the inherent
versatility of LLMs. While these models are trained on vast
amounts of data and can perform a wide range of tasks,
their performance is heavily dependent on the prompts they
receive. Poorly designed prompts can lead to sub-optimal or
irrelevant outputs, undermining the potential of the model [1].
Therefore, prompt engineering is essential to maximize the
utility of LLMs, particularly in domain-specific applications
where precision and relevance are paramount.

1) Task-Specific Prompts
Task-specific prompts are custom-designed prompts that are
tailored to the requirements of a given task. These prompts
are essential in guiding the LLM to focus on relevant as-
pects of the task, thereby improving the quality and accuracy
of the generated responses. In the Figure 16, a question-
answering task within the cybersecurity domain, prompts will
be designed to prioritize factual correctness and technical

detail, ensuring the model provides responses that are both
accurate and informative [10]. Task-specific prompts can vary
significantly depending on the nature of the task, and their de-
sign often involves iterative testing and refinement to achieve
optimal results.

2) Prompt Instruction Formats
Instruction formats are predefined templates that standardize
the way instructions are presented to the LLM. These formats
are particularly useful in ensuring consistency and clarity
across different tasks. Open-source models typically come
in two versions: a pre-trained base model (e.g., Llama-3-
8B) and an instruct version (e.g., Llama-3.1-8B-Instruct).
The instruct version undergoes further training using spe-
cific instruction templates that enhance the model’s ability to
follow detailed instructions accurately. Research has shown
that using model-specific instruction templates significantly
boosts performance, particularly for instruction-tunedmodels
as shown in Figure 17.While custom templates can be applied
to base models, model-specific instruction formatting usually
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FIGURE 17. Prompt Instruction Template - LLama 3 and LLama 3.1: This
Figure defines how the prompt is divided into sections for system
instructions, user inputs, and assistant responses, enabling structured
guidance and response generation for the model.

results in superior performance, especially in tasks that re-
quire detailed and precise outputs [14]. The use of standard-
ized instruction formats also facilitates the reproducibility of
experiments and the comparability of results across different
studies.

C. SELECTING THE FOUNDATIONAL LLM MODEL
The selection of an appropriate foundational Large Language
Model (LLM) is a pivotal aspect of AI system development,
necessitating a structured and meticulous approach. This sec-
tion delineates a comprehensive framework designed to as-
sist researchers and practitioners in selecting LLMs, drawing
from both contemporary research and industry practices. The
framework integrates various considerations such as model
architecture, specialization, accessibility, licensing, evalua-
tion criteria, and performance trade-offs, thereby offering a
holistic guide for informed decision-making as illustrated in
the Figure 18.

1) Foundation Model Architecture
The foundation model architecture is central to the selection
process and can be classified into three primary modalities:
Vision, Language, and Multi-modal as illustrated in the Fig-
ure 18. [51] suggest that this tripartite classification mirrors
the dynamic evolution in AI, where models are increasingly
capable of integrating multiple input and output modalities.
The distinction between these modalities is crucial, as it
reflects the underlying capabilities and intended applications
of the models. For instance, while language models like GPT
are designed primarily for text generation and understanding,
multi-modal models are equipped to handle diverse inputs
such as images and text, thus enabling more complex inter-
actions [52].

2) Model Specialization
A critical decision in the LLM selection process pertains
to whether the model should be task-specific, instruction-
tuned, or maintain a generalist orientation. This decision has

profound implications for the model’s applicability across
different scenarios. Task-specific models are optimized for
narrow domains, offering high performance within those do-
mains but often at the expense of generalisability [53]. Con-
versely, instruction-tuned models strike a balance between
specialization and flexibility, allowing them to perform well
across a broader range of tasks [54]. The choice between these
options should be informed by the specific requirements of
the intended application, with a focus on balancing precision
and versatility.

3) Model Accessibility and Licensing
The accessibility and licensing of LLMs are also paramount
considerations in the selection framework. LLMs can be
broadly categorized into open-source and proprietary models,
each presenting distinct advantages and limitations. Open-
source models, for example, offer greater transparency and
adaptability, as they often provide access to both the source
code and the trained weights [55]. This transparency is partic-
ularly beneficial for research purposes, where customization
and reproducibility are critical. However, proprietary models
may offer more robust support and streamlined deployment,
albeit at the cost of higher licensing fees and potential re-
strictions on usage [56]. Licensing terms vary widely, rang-
ing from research-only licenses to commercial-use licenses,
which determine the extent to which a model can be adapted
and deployed in real-world applications.

4) Model Evaluation Criteria
• Latency: For real-time applications, latency is a critical

factor. Smaller models typically offer faster response
times, which are essential for tasks requiring immediate
feedback [33]. However, this speed may come at the cost
of reduced complexity in model outputs.

• Parameters: The number of parameters in a model di-
rectly impacts its capabilities and resource requirements.
While larger models generally exhibit superior perfor-
mance, they also demand more computational power
and memory, which can be prohibitive in resource-
constrained environments [1].

• Context Window: The context window defines the
model’s ability to process and retain information across
long sequences of text. A larger context window is ad-
vantageous for tasks that require extensive contextual
understanding, such as document summarization or dia-
logue systems [57].

• Cost: The economic considerations of model deploy-
ment are particularly significant for large-scale imple-
mentations. Models with higher operational costs may
offer better performance, but their long-term sustainabil-
ity should be carefully evaluated [58].

• Data Trained: The scope and diversity of the data used
to train the model are crucial in determining its knowl-
edge base and potential biases. Models trained on large,
diverse datasets are generally more robust but may also
inherit biases present in the data [59].
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FIGURE 18. Selecting the Foundational LLM Model: The diagram outlines the selection process of a foundational LLM, categorizing models by their
specialization in the language (e.g., Mistral 7B), vision (e.g., GPT-4o), or multimodal capabilities (e.g., Llama 3.1 405B). It emphasizes the distinction
between task-specific, instructive, and generalist models, as well as open-source versus proprietary licensing options. Key decision factors include
parameters, context window size, latency, cost, and the data on which the models were trained.

IV. EXPERIMENTAL SETUP
The experimental setup used in this article attempts to per-
form SFT on open-source LLMs using HPE Machine Learn-
ing Development Environment Software (HPE MLDES).
HPE MLDES is a cloud-based platform providing scalable
infrastructure for AI model training, supporting high com-
putational demands for large-scale AI projects. Our experi-
ments were conducted on HPE’s AI cluster, which consisted
of 8 NVIDIA A100 40GB GPUs, providing the required
processing power with automatic scalability to accommodate
increasing workloads.

The specific environment also included access to GenAI
Studio, a GUI-driven tool integrated into MLDES, which
offers Python SDK support. GenAI Studio facilitates prompt
engineering and fine-tuning, allowing users to customize
LLMs for specific tasks while ensuring traceability and ex-
plainability, which are critical for sensitive or proprietary
applications [60]. An example of SF configuration code in
HPE MLDES Python SDK is shown in Figure 19.

For low-rank adaptation (LoRA) fine-tuning, we utilized
the Predibase platform [61], which is built on top of open-
source technologies like Ludwig and LoRAX. Ludwig is a
declarative AI framework designed to simplify the process of
developing, fine-tuning, and deploying complex deep learn-
ing models, including LLMs [62]. The advantage of Ludwig
is that it allows developers to engage in AI development
without requiring intricate low-level coding skills. Moreover,
LoRAX (LoRA exchange) enables users to deploy thousands
of fine-tuned models on a single GPU, optimizing cost-
efficiency while maintaining high throughput and low latency
[63]. We performed LoRA fine-tuning on a system equipped
with NVIDIA A100 80GB PCIe GPU, which was optimal for
handling the computational complexity of fine-tuning large
models. Fine-tuning recipes for each model are provided as
Ludwig [62] configurations for each of the fine-tuned LLMs
and can be found at https://huggingface.co/predibase. Figure
22 shows an example of a LoRA Fine-tuning configuration
based on Ludwig.

In addition to LoRA, we also explored Quantized LoRA
(QLoRA) fine-tuning, which was executed using Google Co-
lab Pro with NVIDIAA100 GPU. This setup incorporated the
use of Huggingface libraries such as Transformers, PEFT and

FIGURE 19. Example of Supervised Fine-tuning configuration
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FIGURE 20. SF Performance Evaluation for LLM Models: The bar chart compares training loss, evaluation loss, and accuracy across various models such as
Llama-2-7b-chat-hf, MPT-7b-chat, Falcon-7b, Mistral-7B-v0.1, and others. Accuracy (blue) is notably high for all models, while the training loss (purple)
and evaluation loss (orange) exhibit variations, indicating differences in model generalisation capabilities during fine-tuning. Models like
Llama-2-7b-chat-hf and Mistral-7B-v0.1 show lower evaluation loss, suggesting better performance in retaining learned information during supervised
tasks.

Transformer Reinforcement Learning (TRL). These libraries
are specialized for training large-scale models efficiently,
focusing on resource optimization while retaining model per-
formance [64]. The PEFT library, for example, allows for effi-
cient fine-tuning with fewer trainable parameters, drastically
reducing the computational burden while maintaining model
performance [43]. Figure 23 shows an example of a QLoRA
Fine-tuning configuration based on Huggingface Transform-
ers, PEFT and TRL libraries. To ensure robust tracking and
monitoring of our fine-tuning experiments, we utilized the
Weights and Biases (W&B) platform. W&B allowed us to
monitor essential metrics such as model accuracy, loss, GPU
memory usage, and overall run-time efficiency [65].

V. RESULTS
A. SFT RESULTS
The following section presents the results of the SF con-
ducted on various LLM base models, with a specific focus on
performance metrics such as train loss, evaluation loss, and
accuracy. The models analyzed include Llama2-7b, Llama2-
7b-chat, Falcon-7b, Falcon-7b-instruct, MPT-7b, MPT-7b-
chat, MPT-7b-instruct, and Mistral-7B-v0.1. The results are
summarised in table 1 and visualized in Figure 20.

The evaluation metrics used in the SFT process provide
insights into how well each model generalizes after fine-
tuning. The training loss indicates the model’s error on the
training set, while the evaluation loss reflects the error on a
separate validation set. Accuracy, as the proportion of correct
predictions, serves as a key measure of model performance.

1) Comparative Analysis of Model Performance
Among the models tested, Llama2-7b-chat-hf demonstrated
the highest accuracy of 0.9096, coupled with a low train loss

of 0.1951 and evaluation loss of 0.3022. Similarly, Llama2-
7b-hf achieved comparable performance with an accuracy of
0.9066, train loss of 0.1989, and evaluation loss of 0.3052.
These results suggest that the Llama2-7b variants are more
robust in terms of both training and generalization capabilities
when compared to other models, affirming their effectiveness
in handling diverse language modeling tasks. This finding is
consistent with prior research emphasizing the versatility of
Llama-2 models in NLP tasks [10].
In contrast, the Falcon-7b-instruct model exhibited the

lowest accuracy at 0.8776, paired with a relatively high train
loss of 0.2599 and evaluation loss of 0.4302. This indicates
that while the Falcon-7b models are effective, they may
not generalize as well as the Llama2 variants. The MPT-7b
models, such as MPT-7b-chat and MPT-7b-instruct, reported
moderate accuracy scores of 0.8832 and 0.8799, respectively.
These model’s evaluation losses were also moderate, ranging
from 0.3977 to 0.4116, suggesting balanced but not superior
performance. TheMistral-7B-v0.1 model offers a unique per-
formance that achieved a high accuracy of 0.8957 but showed
a relatively high evaluation loss of 0.4144 despite having the
lowest train loss of 0.1378. This could indicate over-fitting,
where the model performs well on the training data but less
on unseen validation data, aligning with findings from prior
studies on the trade-offs in training deep neural networks [66].

2) Model Training and Generalisation
Overall, the models demonstrate a variety of trade-offs be-
tween train loss, evaluation loss, and accuracy. The Llama2
series, particularly the Llama2-7b-chat-hf model, shows su-
perior generalization capabilities, as evidenced by their lower
evaluation loss and higher accuracy. In contrast, the Falcon-
7b series, despite achieving reasonable train losses, tends
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TABLE 1. SF Results

S.No Model Name Learning Rate Epochs Duration Train Loss Eval Loss Accuracy

1 Mistral-7B-v0.1 0.00005 5 28m 00s 0.1378 0.4144 0.8957

2 Llama2-7b-hf 0.00005 5 27m 49s 0.1989 0.3052 0.9066

3 Llama2-7b-chat-hf 0.00005 5 29m 54s 0.1951 0.3022 0.9096

4 Falcon-7b 0.00005 5 28m 42s 0.2566 0.4023 0.8817

5 Falcon-7b-instruct 0.00005 5 32m 10s 0.2599 0.4302 0.8776

6 MPT-7b 0.00005 5 30m 27s 0.2770 0.4028 0.8810

7 MPT-7b-chat 0.00005 5 28m 48s 0.2542 0.3977 0.8832

8 MPT-7b-instruct 0.00005 5 28m 52s 0.2622 0.4116 0.8799

to underperform in terms of evaluation loss and accuracy,
indicating a possible limitation in generalization or over-
fitting issues.Meanwhile, theMPT-7b andMistral-7Bmodels
occupy a middle ground, presenting balanced performances
without distinctly excelling in any specific metric. For future
work will consider exploring large datasets and state-of-the-
art architectures to fine-tune these model’s generalisation
abilities further. Additionally, performing in-depth hyper-
parameter tuning, including adjusting learning rates, epoch
sizes, batch size, and model architectures, could potentially
yield further performance improvements [1].

B. LOW-RANK ADAPTATION (LORA) FINE-TUNING
RESULTS
LoRA has emerged as a prominent technique for fine-tuning
LLMs by reducing the number of trainable parameters while
maintaining model performance. LoRA accomplishes this
by adding low-rank matrices that adapt the weights of the
model during fine-tuning. This approach not only reduces
the computational cost but also allows for rapid training
iterations, making it suitable for tasks that require frequent
updates or domain-specific adaptation. This section presents
a detailed comparative analysis of various models fine-tuned
using LoRA, highlighting key insights into their training
performance and generalization capabilities.

1) Comparative Analysis of Model Performance
The comparative analysis of model performance using LoRA
is shown in Table 2 and illustrated in Figure 21. Thirteen
different models were fine-tuned, with parameters such as
learning rate, epochs, duration, training loss, and evaluation
loss being consistently controlled across experiments. The
models evaluated include variants from the Mistral, Llama,
Phi, Gemma, and Zephyr families.

1) Mistral Models: The Mistral family models (Mistral-
7b, Mistral-7b-instruct, Mistral-7b-instruct-v0.2, and
Mistral-7b-instruct-v0.3) demonstrated varied perfor-
mance in terms of both training loss and evaluation
loss. The Mistral-7b-instruct-v0.2 model achieved a
notable balance between train loss (0.4413) and eval-
uation loss (0.929), suggesting better generalization

capabilities compared to the original Mistral-7b model,
which had a higher evaluation loss of 0.9187. However,
the overall best performance within the Mistral series
was achieved by the Mistral-7b-instruct-v0.3 variant,
which registered a lower evaluation loss (0.9114) while
maintaining a competitive train loss (0.4461). This indi-
cates that additional instruct-tuning steps (v0-3) could
lead to more refined model adjustments that enhance
performance.

2) Llama Models: Llama models, specifically Llama3.1-
8b and its instruct variant, Llama3.1-8b-instruct, ex-
hibited slightly higher train and evaluation losses com-
pared to the Mistral models. The instruct variant of
Llama3.1-8b reported a train loss of 0.5432 and an
evaluation loss of 0.94, indicating marginal improve-
ments over the base model’s evaluation loss of 0.9307.
Despite these minor differences, both models demon-
strated robust training stability over the five epochs, as
reflected by the small difference between their train and
evaluation losses. This consistency could be attributed
to Llama’s architecture which balances complexity and
scalability, enhancing its adaptability to various fine-
tuning regimes

3) Phi and Gemma Models: The Phi models (Phi-3.5-
mini-4k-instruct and Phi-3-mini-4k-instruct) achieved
the best performance in terms of both train loss and
evaluation loss, with the Phi-3-mini-4k-instruct model
having the lowest train loss (0.3274) and evaluation
loss (0.6484) among all models tested. The significant
reduction in losses observed in the Phi models indicates
the effectiveness of their fine-tuning strategy, which
could involve a better parameter initialization or a more
effective use of the low-rank adaptation approach. On
the other hand, Gemma models, especially Gemma2-
9b and its instruct variant, also showed commendable
performance, with evaluation losses as low as 0.8827.
The instruct variant, Gemma2-9b-instruct, reported the
lowest evaluation loss (0.8826) within the Gemma fam-
ily, indicating that instruct-based fine-tuning leads to
more generalized models.
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FIGURE 21. Low-Rank Adaptation (LoRA) Fine-tuning Results: The bar chart comparing the Train Loss and Eval Loss performance for LLMs after LoRA
fine-tuning. The x-axis lists different models such as phi-3-mini-4k-instruct, zephyr-7b-beta, and various versions of Mistral, LLaMA, and Gemma models.
The y-axis represents the loss values, with blue bars indicating Train Loss and orange bars showing Eval Loss. The chart demonstrates a trade-off between
training performance and generalization across the different models

TABLE 2. Low-Rank Adaptation (LoRA) Fine-tuning Results.

S.No Model Name Learning Rate Epochs Duration Train Loss Eval Loss

1 Mistral-7b 0.0002 5 24m 36s 0.4673 0.9187

2 Mistral-7b-instruct 0.0002 5 26m 51s 0.5189 1.014

3 Mistral-7b-instruct-v0-2 0.0002 5 26m 14s 0.4413 0.929

4 Mistral-7b-instruct-v0-3 0.0002 5 25m 15s 0.4461 0.9114

5 Llama3.1-8b 0.0002 5 40m 12s 0.5628 0.9307

6 Llama3.1-8b-instruct 0.0002 5 39m 23s 0.5432 0.94

7 Phi-3.5-mini-4k-instruct 0.0002 5 28m 13s 0.3411 0.6614

8 Phi-3-mini-4k-instruct 0.0002 5 28m 32s 0.3274 0.6484

9 Gemma-7b 0.0002 5 46m 56s 0.5122 0.973

10 Gemma-7b-instruct 0.0002 5 48m 58s 0.6163 1.074

11 Gemma2-9b 0.0002 5 58m 53s 0.4426 0.8827

12 Gemma2-9b-instruct 0.0002 5 58m 37s 0.4264 0.8826

13 Zephyr-7b-beta 0.0002 5 47m 18s 0.3685 0.829

4) Zephyr Models: The Zephyr-7b-beta model displayed
a competitive performance with a train loss of 0.3685
and an evaluation loss of 0.829. This model outper-
formed several other models, especially those with
higher parameter counts, such as the Gemma2-9b, sug-
gesting that the Zephyr model’s architecture could be
inherently more suited for low-rank adaptation-based
fine-tuning.

2) Model Training and Generalization
In assessing model training and generalization, it is crucial
to understand the trade-offs between train loss and evalua-
tion loss. Models that exhibit significantly lower train losses

but higher evaluation losses, such as Gemma-7b-instruct,
which reported a train loss of 0.6163 and an evaluation
loss of 1.074, could be over-fitting to the training data.
Conversely, models like Phi-3-mini-4k-instruct, with closely
aligned train (0.3274) and evaluation losses (0.6484), demon-
strate a stronger generalization capability, suggesting that
their training is more robust to unseen data.

3) Training Duration and Efficiency:
The training duration is another critical factor affecting
the practical utility of fine-tuning models. Models such as
Mistral-7b, which completed training in 24 minutes and 36
seconds, contrast sharply with larger models like Gemma2-
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FIGURE 22. Example of LoRA Fine-tuning configuration based on Ludwig
[62].

9b, which required approximately 58 minutes. Notably, de-
spite their shorter training durations, models like Mistral-7b-
instruct-v0.3 achieve competitive evaluation loss, indicating
an efficient training regimen.

The comparative results of LoRA fine-tuning across mul-
tiple models reveal significant insights into the trade-offs
between model complexity, training efficiency, and general-
ization capability. Phi models demonstrated superior perfor-
mance, particularly Phi-3-mini-4k-instruct, which achieved
the lowest evaluation loss, highlighting its effectiveness for
domain-specific tasks. The results also underscore the po-
tential benefits of further refining instruct-based fine-tuning
techniques, particularly for models like Mistral and Gemma,
which show varying improvements with different instruct
iterations. Future research should explore optimizing LoRA
configurations for other architectures to identify configura-
tions that maximize both training efficiency and model per-
formance.

FIGURE 23. Example of QLoRA Fine-tuning configuration

C. QUANTIZED LOW-RANK ADAPTATION (QLORA)
FINE-TUNING RESULTS

QLoRA has emerged as a promising technique for the ef-
ficient fine-tuning of large language models by combining
quantization and low-rank adaptation to reduce computa-
tional overhead without sacrificing model performance. To
evaluate the effectiveness of QLoRA, we conducted extensive
fine-tuning experiments on several state-of-the-art language
models, including Mistral, LLaMA, Phi, and Gemma. All
fine-tuning was performed using Google Colab Pro with
NVIDIA A10G GPUs equipped with 24GB RAM, leverag-
ing Huggingface Transformers, PEFT [43], and TRL [64]
libraries to optimize training processes.
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FIGURE 24. QLoRA Fine-tuning Results: The chart compares the Train Loss and Eval Loss performance for several LLMs after QLoRA fine-tuning. The x-axis
lists different models, including versions of Mistral, LLaMA, Phi, and Gemma. The y-axis represents the loss values, with blue bars representing Train Loss
and orange bars indicating Eval Loss. The chart highlights the variation in training efficiency and evaluation performance across models, showcasing a
balance between optimization during training and generalization during evaluation.

TABLE 3. QLoRA Fine-tuning Results.

S.No Model Name Learning Rate Epochs Duration (min) Train Loss Eval Loss

1 Mistral-7b 0.0002 3 184 0.1344 0.3399

2 Mistral-7b-instruct-v0-3 0.0002 3 186 0.1512 0.3219

3 Llama-3-1-8b 0.0002 3 193 0.4393 0.4686

4 Llama-3-1-8b-instruct 0.0002 3 189 0.3455 0.3551

5 Phi-2 0.0002 3 82 0.2255 0.4189

6 Gemma2-2b 0.0002 3 136 0.1550 0.5556

7 Gemma2-2b-instruct 0.0002 3 137 0.1975 0.5268

1) Comparative Analysis of Model Performance

The fine-tuning results for the models, including their re-
spective training times, training loss, and evaluation loss, are
presented in Table 3. The training and evaluation loss metrics
are crucial indicators of the model’s ability to generalize
from training data to unseen data. Lower loss values typically
signify better model performance.

• Mistral-7b andMistral-7b-instruct-v0.3:TheMistral-
7b model demonstrated the lowest training loss (0.1344)
among all models. Mistral-7b-instruct-v0.3 slightly in-
creased the training loss (0.1512) but showed the best
evaluation loss (0.3219). This indicates that both ver-
sions of theMistral-7b model have strong generalization
capabilities, with the instruct version being slightlymore
balanced in performance.

• Llama-3.1-8b andLlama-3.1-8b-instruct:The Llama-
3.1-8b model exhibited a considerably higher train-
ing loss (0.4393) and evaluation loss (0.4686) com-
pared to the other models, indicating that it may re-

quire more epochs or a lower learning rate for better
convergence. However, its instruct version ‘llama-3-1-
8b-instruct showed improvements with reduced train-
ing loss (0.3455) and evaluation loss (0.3551), high-
lighting the benefit of fine-tuning with instruction-based
datasets.

• Phi-2 Model: Phi-2 model had a moderate training loss
(0.2255) and evaluation loss (0.4189). Despite its rela-
tively shorter training duration (82 minutes), it demon-
strated competitive performance, suggesting it is a viable
model for efficient training and deployment in low GPU
resource-constrained environments.

• Gemma2-2b and Gemma2-2b-instruct: Both versions
of the Gemma2-2b and Gemma2-2b-instruct showed
higher evaluation losses (0.5556 and 0.5268, respec-
tively) compared to other models, even though the train-
ing losses remained relatively low (0.1550 and 0.1975,
respectively). This indicates potential over-fitting issues
or a need for further hyper-parameter tuning to improve
generalization capabilities.
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2) Model Training and Generalization

The QLoRA fine-tuning experiments have revealed interest-
ing insights into the generalization capabilities of different
models:

• Training Duration vs Model Performance: The train-
ing duration varied significantly among the models,
ranging from 82 minutes for ‘Phi-2‘ to 193 minutes for
‘Llama-3.1-8b-instruct‘. However, longer training times
did not necessarily correlate with better evaluation per-
formance. For instance, the ‘phi-2‘ model, despite hav-
ing a shorter training duration, outperformed ‘Llama-
3.1-8b‘ in evaluation loss.

• Impact of Instruction-based Fine-tuning: Models
fine-tuned with instruction-based data (e.g., ‘Mistral-7b-
instruct-v0-3‘, ‘Llama-3-1-8b-instruct‘, and ‘Gemma2-
2b-instruct‘) generally showed better generalization ca-
pabilities compared to their base versions. This aligns
with findings from previous research, where instruction-
based fine-tuning improves model robustness and adapt-
ability to varied tasks [67].

• Quantized Fine-tuning Efficiency: The use of QLoRA
in this setup has allowed us to train these large models
more efficiently while maintaining comparable perfor-
mance to their fully-trained counterparts. The benefits
of such an approach are particularly evident in models
like ‘Mistral-7b‘ and ‘Phi-2‘, where low training loss
and competitive evaluation loss are achievedwith shorter
training durations and lower computational resources.

The results demonstrate that QLoRAfine-tuning, when im-
plemented using libraries such as Huggingface Transformers,
PEFT, and TRL, can lead to substantial savings in compu-
tational resources without a significant loss in model perfor-
mance. The comparative analysis also suggests that the choice
of model and fine-tuning strategy (e.g., instruction-based
datasets) can significantly influence both training efficiency
and generalization capabilities.

VI. DISCUSSION AND ANALYSIS
A. BENCHMARKING THE OPTIMAL LLM FINE-TUNING
TECHNIQUE IN CYBERSECURITY AND IT SUPPORT

In the context of optimizing LLMs for specific tasks such
as cybersecurity, cloud computing, and IT support, the effi-
ciency and effectiveness of different fine-tuning techniques
are of paramount importance. The experimental setup lever-
aging HPE Machine Learning Development Environment
Software (HPE MLDES), Predibase platform with Ludwig
and LoRAX, and Google Colab Pro with advanced libraries
such as Huggingface Transformers and PEFT, provides a
robust foundation for evaluating fine-tuning methods like SF,
LoRA, and QLoRA. This section critically examines these
techniques by comparing their computational efficiency, ac-
curacy, response speed, and contextual understanding in spe-
cialized domains.

1) Supervised Fine-Tuning (SFT):
SF involves fine-tuning pre-trained LLMs on a labelled
dataset to align them with domain-specific requirements. Us-
ing HPE’s AI cluster with 8 NVIDIA A100 40GB GPUs
and GenAI Studio integrated into HPE MLDES, the SFT
experiments demonstrated that models such as Llama2-7b
and its variants achieved high accuracy and low train and
evaluation losses. For example, the Llama2-7b-chat-hf model
reported the highest accuracy of 0.9096, coupled with a low
train loss of 0.1951 and evaluation loss of 0.3022, showcasing
its strong generalization capabilities for language modelling
tasks.
The scalability of the HPE MLDES environment, which

supports prompt engineering and fine-tuning with Python
SDK, ensures that SFT can be conducted efficiently for
large-scale projects. This is critical for cybersecurity and IT
support contexts where models must adapt to continuously
evolving datasets. However, the relatively high computational
demands of SFT, evident from training durations of up to
30 minutes per model, suggest that while SFT provides a
robust performance baseline, it may not always be the most
computationally efficient method, especially in environments
with low-constrained resources.

2) Low-Rank Adaptation (LoRA):
LoRA provides a more computationally efficient alterna-
tive to SFT by reducing the number of trainable parame-
ters while preserving model performance. Utilizing the Pred-
ibase platform, which leverages an open-source framework
like Ludwig, LoRA fine-tuning was executed on systems
equipped with NVIDIA A100 80GB PCIe GPUs, optimiz-
ing cost-efficiency and maintaining high throughput. The
results demonstrated that models like Phi-3-mini-4k-instruct
achieved the lowest train loss (0.3274) and evaluation loss
(0.6484) among all tested models, outperforming larger mod-
els such as Llama3.1-8b in terms of both training efficiency
and generalization capability.
The Ludwig framework simplifies the fine-tuning process

by allowing developers to engage without deep coding exper-
tise, making LoRA highly suitable for rapid deployment and
adaptation in domains like cybersecurity, where new threats
require frequent model updates. Additionally, the integration
of LoRAX allows thousands of fine-tuned models to be de-
ployed on a single GPU, further enhancing LoRA’s applica-
bility in resource-constrained settings. However, models like
Gemma-7b-instruct, which reported higher evaluation losses
despite efficient training, highlight that achieving optimal
performance with LoRA can depend on careful selection of
model architectures and fine-tuning configurations.

3) Quantized Low-Rank Adaptation (QLoRA):
QLoRA combines quantization and low-rank adaptation to
further reduce computational overhead while maintaining
competitive model performance. Experiments conducted us-
ing Google Colab Pro with NVIDIA A100 GPUs, in con-
junction with Huggingface Transformers, PEFT, and TRL

22 VOLUME 11, 2023



C.V. Sai et al.: Fine-tuning Open-Source LLMs for Cybersecurity and IT Support

libraries, demonstrate that QLoRA can effectively balance ef-
ficiency and effectiveness. For instance, Mistral-7b-instruct-
v0.3 achieved a low evaluation loss of 0.3219 with reduced
training loss (0.1512), indicating strong generalization ca-
pabilities under low-constrained computational conditions.
The PEFT library’s ability to drastically reduce the number
of trainable parameters while retaining performance further
emphasizes QLoRA’s potential for optimizing model deploy-
ment in environments with limited GPU resources.

The results indicate that LoRA and QLoRA fine-tuning
techniques are particularly suited for cybersecurity and IT
support applications, where large-scale processing, low GPU
memory usage, balance in precision and real-time adaptabil-
ity are crucial. Models like Phi-2, which achieved competitive
evaluation losses (0.4189) with shorter training durations,
underscore the potential of QLoRA in efficiently handling
domain-specific tasks without significant GPU resources.

B. IDENTIFYING THE BEST OPEN-SOURCE LLM
ARCHITECTURE FOR CYBERSECURITY AND IT SUPPORT
The selection of the most suitable open-source LLM architec-
ture for fine-tuning in cybersecurity and IT support contexts
involves evaluating various models based on their perfor-
mance across SFT, LoRA, and QLoRA techniques.

Llama: Llama models, particularly Llama2-7b variants,
have demonstrated robust performance across both SFT and
QLoRA fine-tuning methods. The Llama2-7b-chat-hf model,
with an accuracy of 0.9096 and low evaluation loss under
SFT, and its instruct variants under QLoRA, highlight their
adaptability and strong generalization capabilities. The scal-
ability provided by HPE MLDES and GenAI Studio further
enhances Llama models’ suitability for specialized domains
requiring high accuracy and contextual understanding.

Mistral:Mistral models, such as Mistral-7b-instruct-v0.3,
show promising results in balancing computational effi-
ciency with model performance, particularly under QLoRA
fine-tuning. The model achieved the lowest evaluation loss
(0.3219) with a competitive training loss, making it a strong
candidate for environments requiring efficient deployment on
limited hardware. The integration of Predibase’s LoRAXwith
Ludwig also facilitates rapid model development and deploy-
ment, making Mistral models highly adaptable for real-time
cybersecurity applications.

Phi: Phi models, such as Phi-3-mini-4k-instruct, demon-
strated the best overall performance in LoRA fine-tuning
experiments, achieving the lowest evaluation loss (0.6484).
The models’ effectiveness in adapting to domain-specific
requirements with minimal computational resources makes
them highly suitable for tasks involving real-time monitoring
and rapid response, such as cybersecurity threat detection and
IT support ticket resolution. The streamlined development
environment provided by Predibase and Ludwig further sup-
ports the scalability and flexibility of Phi models [62].

Gemma: Gemma models, such as Gemma2-9b-instruct,
performed well across both SFT and LoRA fine-tuning, with
reasonable evaluation losses and efficient training times.

However, the variability in performance across different in-
struct variants suggests that additional optimization may be
required to fully harness their potential in specialized do-
mains. The adaptability of Gemma models, especially in in-
struct variants, makes them viable for incremental fine-tuning
strategies, which could be beneficial in evolving cybersecu-
rity and IT support domains.

VII. CONCLUSION
This study presents a thorough evaluation of three fine-
tuning techniques—Supervised Fine-Tuning (SFT), Low-
RankAdaptation (LoRA), andQuantized LoRA (QLoRA) for
optimizing LLMs in the domains of cybersecurity and IT sup-
port. The findings highlight several important considerations:

• SFT delivers high precision but at the cost of substan-
tial computational overhead, particularly for models like
Llama2-7B, making it less practical for resource-limited
or production environments.

• LoRA maintains a balance by significantly reducing
computational demands while maintaining performance
close to that of SFT, as demonstrated by models like Phi-
3-mini-4k-instruct and Zephyr-7B, which exhibit strong
efficiency, accuracy, and inference capabilities.

• QLoRA offers the best trade-off between computational
efficiency and model effectiveness, combining the ad-
vantages of quantization and low-rank adaptation. The
Mistral-7b-instruct-v0.3 model illustrates its potential
for real-world applications, where resource constraints
and model effectiveness must be balanced.

These results underscore the importance of selecting the
appropriate fine-tuning technique and model architecture
when deploying LLMs in specialized fields like cybersecurity
and IT support. Both LoRA and QLoRA emerge as the most
feasible options for production environments, where compu-
tational efficiency and precision are paramount. Addition-
ally, integrating tools such as HPE GenAI Studio, Ludwig,
LoRAX, and Hugging Face Transformers into experimental
setups enhances the flexibility and scalability of these fine-
tuning approaches, making them more adaptable to the spe-
cific needs of real-world applications.
Future research will explore advanced fine-tuning tech-

niques such as Direct Preference Optimi-zation (DPO), Re-
inforcement Learning from Human Feedback (RLHF), and
Odds Ratio Preference Optimization (ORPO) to further en-
hance model performance and adaptability.
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