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Assignment 2

Essay 1
Review complex types of internet-dependent crimes.

Technology has been used in everyday life for many years. This includes the use of internet which has simplified everyday life; however, it has its downfalls. It provides people and organisations with new ways to develop but has opened up pathways for criminals to commit crime with the use of the internet. Over recent years the internet has developed and progressed hugely which has become a main component for criminals for many cases. 

(Norfolk Constabulary, 2022) state that Cybercrime is an umbrella term used to describe cyber-dependant crimes and cyber-enabled crimes. Cyber-dependant crimes are crimes that can only be committed using a computer or network of computers. 

There are two categories for cyber-dependant crimes.

“Cyber-dependent crimes fall broadly into two main categories: 
• Illicit intrusions into computer networks (for example, hacking); and 
• The disruption or downgrading of computer functionality and network space (for example, viruses and Distributed Denial of Service (DDoS) attacks).” (Maguire and Dowling, 2013)

Cyber enabled crimes are, “other crimes which are carried out online, but could be committed without the use of the internet, such as sexual grooming, stalking or harassment, bullying, and financial or romance fraud.” (Victims First, 2020).

Cyber enabled crimes have been enhanced by social media. Social media has enabled criminals access to endless personal information and a person’s whereabouts, and the ease of contact. This has enabled criminals to harass, stalk and groom vulnerable people.

(Victim Support, 2022) state “If you’re experiencing persistent and unwanted attention and the behaviour is making you feel fearful, harassed or anxious, then you are a victim of stalking.” As highlighted the use of social media is an easy access point for information surrounding stalking. 

Furthermore, this is illustrated by (Maguire, Morgan, and Reiner, 2007 p.317). “New forms of media have sometimes been seen as creating new means to commit crime. This concern has been particularly stimulated by the internet, which is feared as facilitating all sorts of offences, from fraud, identity theft, child pornography and grooming children for sex to organising transnational crime and terrorism.” 

Transnational crime is described as “crimes that occur across national borders.” (Reichel P and Albanese J, 2014, p 1). Most often transnational crimes are committed by Organised Crime Groups who facilitate an exhaustive list of criminal activity including, human trafficking, sex trafficking, drug dealing, weapon dealing and terrorism. 

Many of these deals are conducted online to allow for communication between different Organised Crime Groups within different countries. Items are also sold on the ‘black market.’ “A black market is an economic activity that involves people exchanging goods illegally and conducting all transactions through illicit channels.” (Sendpulse, 2021). The black market is also used for selling information that has been stolen as part of hacking and other cybercrimes. 

Cybercriminals who commit offences on the ‘black market’ often hide their identity. “Cybercriminals operate behind anonymous and peer-to-peer networks and use encryption technologies and digital currencies (such as Bitcoin) to hide their communications and transactions.” (Ablon, 2018). This makes it extremely hard for law enforcement to catch the perpetrators of cybercrime offences due to the identities of the perpetrators being unknown. Bitcoin and other digital currencies are extremely hard for the police and other law enforcement agencies to trace. This is evidenced by the Financial News (2020) who state that bitcoin is a digital currency that any person can start to trade. A person does not need to have any identification to open an account unlike normal bank accounts. Digital currencies are traceable due to all transactions being logged however the user’s details are anonymous. Financial News use the analogy of a transaction as a fingerprint. It can conclusively identify an individual, but only if it can be connected to that person. This is clearly a way for criminals to accept payment for their services and to remain anonymous.

Action Fraud, as stated on their website, are the National Fraud and Cyber Crime Reporting Centre in the United Kingdom. 
Action Fraud (2022) produce Cybercrime trend statistics every year to inform members of the public the seriousness of cybercrime. The data for the past two years are as follows. In the year 2019-2020 they received a total of 27,187 reports of cybercrime. The highest type of cybercrime reported was hacking of social media and emails, whereby there was a reported total loss of £5.4 million across all the reported cybercrimes. Action Fraud (2022) further state that the statistics for the year 2020-2021 increased to 31,322 reports received and an increase on the reported total loss to £9.6 million. 

There is a small increase of just over 4000 more reports between the two years, however, there is a dramatic rise of 77% in the total reported loss. This could be for many considerable reasons. One could be that more technology is being used in the world and is making people more vulnerable to attacks from cyber criminals. Another reason could be down to lack of knowledge surround cybercrime. Furthermore, during the year 2020 to 2021 the world was in the middle of a pandemic of Covid-19. This forced many people within the United Kingdom to isolate and work from home. This would mean that many people were using computers at home that may have lacked the cyber security needed. 

This is proven by Security Magazine (2020) “we have been thrown out of our usual routines and away from reliable systems. Across the country, millions of people switched to work from home and for many businesses, this left the door ajar as cyber security took a back seat with such short notice.”

This could have caused a spike in the figures due to the lack of security at home. This not only would leave companies at risk but also the employees at having personal information stolen leading to embezzlement. 

There are numerous reasons as to why criminals commit cybercrime offences. (Mottl C, 2022) states that there are 6 motivations of cybercrime. These are financial gain, recognition and achievement, insider threat, political motivation, state actors or corporate espionage. 

The Verizon Business 2020 Data Breach Investigations Report in 2020 shows that financial gain remains the key driver for cybercrime with nearly nine in 10 (86 percent) breaches investigated financially driven. (Verizon Communications, 2020). Even though Verizon Communications are an American company, this figure shows that monetary gain is the preeminent reason for cybercrime and is an issue throughout the world. This is also backed up from the statistics produced by Action Fraud in their report surrounding cybercrime, which shows the mass of money loss by victims of cybercrime. 

There is no stereotypical cybercriminal, however, cybercriminals are separated into three different categories, white hats, black hats, and grey hats. 

“At one end of the spectrum is the black hat, who hacks for evil and malicious intent and without permission. On the other end of the spectrum is the white hat, who hacks against a black hat in order to protect computer and network access and has the company's permission to do so. In the middle is the grey hat, who hacks not for evil and not for good; they are neutral in their cause and usually try to sell their skills for monetary gain.” (Cena C, 2021). 

Notably, this shows that not all hackers are criminals. ‘White hats’ are in fact defending their employers’ systems and information in fighting against cybercriminals, the ‘black hats.’ This is illustrated by (Chen K, 2018) who states that white hat hackers “who are contracted to conduct penetration tests and report the security vulnerabilities they find. It is evident that ethical hackers have been regarded as an integral part of a security program.” 

There are many ways people can protect themselves from becoming a victim of any cybercrime. One way is to not trust any email or phone call from someone that someone that cannot be trusted. If it is not trustworthy then contact the company or person directly so that they can confirm its authenticity. Moreover, (Norton, 2022) state there are eight ways to help protect yourself from any cybercrime offences. These are:

1. Use a full-service internet security suite such as Norton – Internet security help protect computers from cyberattacks and help keep them safe whilst online
2. Use strong passwords – Don’t repeat passwords and ensure they are complex. This makes it harder for cyber criminals to hack into accounts
3. Keep software updated – Cyber criminals often use known flaws to gain access to systems. Updating the software provides protection against cyber criminals
4. Manage social media settings – Keeping personal information private on social media is vital as criminals will be able to access this through social media
5. Strengthen security on Wi-Fi – It is always good to have strong password as well as a virtual private network. A virtual private network encrypts information until it reaches its destination. 
6. Discuss internet security with children – Speaking with children about internet security and how to protect themselves from any kind of cyberbullying, stalking and harassment online.
7. Keep up to date on major security breaches – Ensure if a website that has been breached by cyber criminals ensure the information that has been leaked does not affect personal data.
8. Take measures to protect computers and systems against personal information attacks – Cyber criminals will try to trick people into giving them personal information. Ensure no personal information is given to anyone.

In conclusion, the development of the internet has augmented cybercrime. This has enhanced criminals in how they are using the internet to commit these crimes which includes stalking, harassment, grooming, fraud etc. Additionally, Organised Crime Groups also commit cybercrimes by committing offences via ‘the black market.’ Their use of digital currency enables them to transfer funds for services anonymously, preventing the police and law enforcement agencies to bring them to justice. Furthermore, in the year of 2020-2021, there was a rise of 77% for total reported loss as a result of cybercrimes within the United Kingdom. This has shown the substantial rise in monetary loss during the year ending 2021, thus evidencing the difficulties of the police and law enforcement agencies. In the world of hacking there are three types of hackers. The black hats, white hats, and grey hats. The black hats are the stereotypical hackers who usually motivated by financial gain. The white hats are often employed by companies to fight against the black hats, whereas the grey hats are somewhere between the black hats and white hats. Finally, there are ways to prevent a person from becoming a victim of cybercrime. These can be simple things by using common sense and not to give personal information to people that are not known or trusted. Furthermore, purchasing an internet security suite will help protect computer systems from cyberattacks. 

All the evidence has shown how much of a problem cybercrime is within the United Kingdom. Unfortunately, looking at the statistics this will only increase due to the intelligence and capabilities of the criminals committing these crimes.
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Essay 2
 
Evaluate the disruption options available to target criminal activity on the road network. 

The road network within the United Kingdom is vital to the infrastructure and the economy. The use of motorways, “A” roads and other minor roads, connecting cities and towns is pivotal for transport and for emergency services. Not only is this vital for the police service it is also where a vast number of offences are committed. 

“Understandably, ordinary users wish to feel reassured of their safety and security when using the roads, and that compliance with the laws of the road is enforced. For this, they are most likely to look to the roads police.” (Corbett, C, 2008, p.1)

This shows that members of the public look towards the police force’s road policing unit to ensure road users are kept safe and road laws are abided to. The issue the police have is the extensive number of roads within the United Kingdom. This is evidenced by the Department of Transport (2020) who state, an ordnance survey conducted a review of all roads in 2020. The total length of roads in the United Kingdom totals 247,500 miles. The total mileage of major roads such as motorways and “A” roads adds up to 31,800 miles, and 215,700 miles for other minor roads. 

“Transport Select Committee's 2006 report on roads policing affirms that roads policing plays a core role in policing, it also notes that this is just one of 27 types of policing.” (House of Commons Transport Committee, 2006).

Furthermore, the number of “Dedicated roads policing officers make up just 4% of total police force strength in England and Wales.” (Brake, 2022a). Additionally, this evidences the struggles that the Road Policing Unit have within the United Kingdom. 

This number of road policing officers appears to be an inappreciable number. This is revealed by YouGov (2019), who conducted a survey of over 5500 British adults. 77% stated they believed that the rise in violent crime is linked with the decline in police officer numbers.

However, even though the small number of road policing officers there has been a staggering number of road related crime and road related offences in recent years. According to Moneyshake, (2021) they sent a freedom of information request to the Driver and Vehicle Licencing Agency (DVLA) regarding disqualified drivers between January 2017 and March 2021. The data reveals that during this period 502,888 drivers have been disqualified from driving in the last four years. 358,542 drivers have been banned from committing a ‘single serious offence,’ which averages at approximately 86,000 drivers per year over this period. The statistics continue stating that 192,100 drink drivers have been banned, which equates to 3,767 every month. Moreover, 11,972 drug related offences related to disqualifications in 2017, however this has almost doubled with 19,568 recorded in 2020. Furthermore, of the already disqualified drivers within the United Kingdom, on average 21 are caught everyday for driving offences. 

Over and above these statistics, South Wales Police recorded 659 vehicle related crimes for the year 2021 to 2022. (Home Office, 2022). These include aggravated vehicle taking, causing death or serious injury by dangerous driving, dangerous driving, interference with a motor vehicle, and theft of a motor vehicle. 

This could be a consequence of a number of reasons. “In 2019, Boris Johnson announced plans to recruit an additional 20,000 police officers.  By April 2021, the number of police officers had risen by 8,771, suggesting the government was close to halfway en route to their recruitment plan.” (Politics.co.uk, 2022).  Due to a rise in the number of police officers, this could result in a higher number of drivers within the United Kingdom to be caught committing the stated driving offences. 

Additionally, a major focus for the road policing unit is the ‘fatal four.’ “The fatal four offences (speeding, drink and drug driving, non-wearing of seat belts and mobile phone use).” (Norbury, F, 2020, p.6). These are “the four most common reasons why a death occurs on the road.” (Northumbria Police, 2019). 

A further reason to the increase of statistics could be due to the rise of county lines within the United Kingdom. “County lines drug dealing is a new, and rapidly evolving, drug supply model which sees urban drug dealers cross police borders to exploit provincial drug markets. County lines activity is defined as out-of-town dealers from a large urban area travelling to smaller locations (such as a county or coastal town) to sell class A drugs, specifically crack cocaine and heroin.” (Windle, J, Moyle, L and Coomber, R, 2020, p.64). 

Consequently, this would result in a higher number of vehicles on the roads that are travelling longer distances. This is a problem for police forces because they would not know information, or intelligence, on individuals and vehicles, who enter their force area as part of a county line. This is not only a risk to police officers but a risk to members of the public. Not only is there a potential increase of vehicles and vehicle offences, but there is also an increase of violent crime. This is stated by the Crown Prosecution Service (2022), whereby they state that county lines can include, drug, offensive weapons, firearms, violent, sexual offences, and modern-day slavery offences. 

A third reason as to why figures have risen could be due to the number of young drivers who have recently passed their driving tests. Due to Covid-19, practical driving tests were put on hold. This caused a huge back log in young persons waiting to do their test. Since the easing of restrictions, there has been an increase in drivers passing their driving test. According to Chapman, E.A, Masten, S.V, and Browning, K.K (2014, p.125-138) “Research found that more than half of young people licensed when they are 16 or 17 had a recorded traffic offence within the first three years of driving.” Furthermore, “despite self-reporting compliance with most road rules, many young people concurrently reported non-compliance with speed limits.” (Scott-Parker et al. 2012, p. 98-106).

Rose (2000) found that “convicted drink drivers and disqualified or dangerous drivers are more than likely as the general population to have a criminal record for mainstream offending.” This also proves that the number of criminals on the road is vast and there is likely to be a snowball effect once a person has committed an offence. 

From the figures produced there appears to be a huge struggle for police officers to combat criminal behaviour on the roads in the United Kingdom. In some cases, it is believed that disruption to criminals is often a more positive action than prosecution. “a view of enacting a prosecution, the objective of disruption appears to provide a comparatively cost-effective mode of intervention. Compared with the financial costs involved in preparing for a full criminal trial, disrupting a known criminal seems comparatively inexpensive, and it is still measured by performance indicators.” (Innes, M and Sheptycki, J.W.E, 2004a). 

This is further evidenced by Johnston, L (2000), “The rational of disruption is to circumvent the formal justice system in order, more easily, to effect the speedy closure of a given problem.”

Disruption of criminals can have its issues. The main problem is that disruption is led highly on the intelligence the police force receives. Innes, M and Sheptycki, J.W.E (2004b) evidence this by stating the limits of disruption “is dependant upon the accuracy of their intelligence manufactured through the intelligence analysis process.”

Police officers have several options readily available to them to help target criminal activity on the road. One of these options would be speed cameras and speed guns. Speed cameras are either fixed to the roadside or are a mobile speed camera van, which is operated by police staff. 

“Speed cameras are generally considered a successful tool internationally in the endeavour to reduce road casualties through encouraging compliance with speed limits.” (Corbett, C and Grayson, G, 2010). 

Additionally, this is backed up by research from Brake (2022b). They state that speed is a contributing factor to approximately a third of all fatal road traffic collisions, and to a quarter of road traffic collisions that result in serious injury. Brake, further state that an average of a 1mph reduction in speed, reduces the chance of a road traffic collision by 5%.

A further tool that police forces have to assist them is Automatic Number Plate Recognition (ANPR). South Wales Police (2022) state “We use ANPR technology to help detect, deter and disrupt criminal activity at a local, force, regional and national level. ANPR provides lines of enquiry and evidence in the investigation of crime and is used by forces throughout England, Wales, Scotland and Northern Ireland.”

ANPR can be used to track criminals’ movements along roads. This is done when “a vehicle passes an ANPR camera, its registration number is read and instantly checked against database records of vehicles of interest. Police officers can intercept and stop a vehicle, check it for evidence and, where necessary, make arrests. (Suffolk Police, 2022).

(Metropolitan Police, 2022) advise that police vehicles are fitted with ANPR cameras along with being at fixed locations. These locations are not shared as that information is likely to assist offenders.

A further piece of equipment to assist police officers is the ‘stinger.’ Northamptonshire Police (2019) state “the hollow spike tire deflation device, commonly called a stinger, works by puncturing one or more tires of an oncoming vehicle when they are thrown into its path by an officer from the side of the road.” If used effectively, the stinger will deflate the vehicles tires making it difficult for the driver to evade the police. 

Another issue that traffic police are required to deal with are drink and drug drivers. Therefore, the road traffic unit have access to breathalysers and drug swipe kits. 

“Motorists can be stopped and required to take a beath test by police at the scene of a road traffic accident, if a police officer suspects a motorist may be driving under the influence of alcohol, or if a motorist commits a moving traffic offence.” (Berger, A, 2002). 

Drivers are “required to blow into a breathalyser device which provides a preliminary blood alcohol reading. If this reading exceeds the legal limit, then drivers are taken for further, more sensitive, testing.” (Tudor-Owen, J, 2019).

Police.UK (2022) state police officer can conduct a drugs test for the same reasons as stated above and can test for “cannabis and cocaine at the roadside, and screen for other drugs including ecstasy, LSD, ketamine and heroin at a police station.”

In conclusion, road policing unit is a vital department within the police force. The abundant number of roads within the United Kingdom, with a relatively small number of road policing officers is a huge task. However, from the statistics provided this shows that a large number of motorists are being brought to justice for their crimes. There is without doubt many motorists are getting away with these crimes, however, police officers have several tools and equipment to assist in capturing offenders. These include speed cameras, ANPR cameras, stingers, breathalyser, and drug swipe kit. If used correctly these can impact the criminal world and disrupt their business. This is often a better tool than the costly effect of a criminal prosecution. As the police develop and learn new skills it is hoped that more criminals will be brought to justice.
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