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This paper examines a sample of the myriad project management techniques and tools that are available when implementing an IT project in the workplace. 
As well looking at how these tools can be utilised to streamline IT project processes, evaluations will be undertaken in to sustainability, ethical and legal requirements, GDPR guidelines and the potential threat of Brexit on long term IT system management.   
Any additional resources drawn upon during analysis are referenced and credited in the References section.
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1. [bookmark: _Toc3539985]Introduction

Advances in technology have increased exponentially in recent years.  Development of low cost internet access means there are now a reported 3.9 billion users worldwide [1] and this has driven market trends towards mobile computing.
However, the technology developed for the personal mobile computing consumer is built on a solid foundation of IBM, Apple and Amstrad devices designed for business use.
Given the way in which IT systems improve productivity, reduce margins of error and allow instant communications with parties around the world, it is little wonder that every business no matter the size employs an IT device of sorts.
Or course, with IT systems becoming more complex and more important to the business model it is necessary to adhere to a set of principles in order to ensure long term sustainability, ethical and legal compliance as well as data protection.  These are the considerations discussed through this paper, using Abertawe Bro Morgannwg University Local Health Board (ABM ULHB) as a working example

















2. [bookmark: _Toc3539986]Sustainability – Green Means Go

In today’s carbon conscious world, there is great focus on minimising the impact that IT system implementation and utilisation has on the environment.
Through the Climate Change Act, the UK Committee on Climate Change (CCC) has a commitment to reduce carbon emissions by at least 80% of 1990 levels, by 2050 [2] and every organisation is able to play a part.
At ABM ULHB, considerable efforts are made during every new IT system implementation as well as with ongoing maintenance to consider the environmental impacts and contributions to carbon emissions.  A recent project to implement a national reporting and dashboard design platform for the nephrology community in Wales undertook stringent assessments of the server requirements necessary to host the chosen system.
It was agreed that given the scale of the project, two separate servers would be required.  One for the reporting and dashboard system itself, known and Crystal Server 2016 and one for the MySQL database that would be utilised in the design of reports and dashboards.
Considerations were made in to whether to use two physical servers or whether to utilise ABM ULHB’s existing virtual server environment and create two virtual servers.
Given the high purchase cost and ongoing revenue implications of maintaining two physical servers, as well as the significantly higher energy demand, it was decided that two virtual servers would satisfy both financial and environmental pressures.

2.2. [bookmark: _Toc3539987]Sustainability – Direct Impacts
 
Some of the direct impacts of the above sustainability considerations were:
· Lower energy consumption from virtual servers – minimal increase in organisational carbon footprint as lower demand on electrical supply and air conditioning system in the server room when compared with physical server boxes
· Real estate – Virtual servers hosted in the existing server farm meant that there was no need to install any more physical servers, therefore having little to no impact on real estate or environmental monitoring systems.



2.3. [bookmark: _Toc3539988]Sustainability – Indirect Impacts 

Some of the indirect impacts of the above sustainability considerations were:
· Less demand on support staff – virtual environments can be managed by less support engineers
· Remotely accessible – A remotely accessible server stack that can be upgraded, restarted and have modifications made to its storage capacities virtually, without the need for physical hard disk upgrade.
This has resulted in fewer site visits and so indirectly contributed to the organisational targets to reduce its carbon footprint from car journeys.
· Digitising systems means a positive move towards paperless operation.  At ABM, the above mentioned virtual environment allowed the in-house development and introduction of a digital prescribing system that is being utilised across the whole of South West Wales.  As a result, 15000 medications are prescribed and/or administered and recorded digitally each week.

2.4. [bookmark: _Toc3539989]Sustainability – Systemic Impacts

Systemic impacts, in terms of sustainability are defined as:
‘Helping to create an enabling environment for production and consumption practices that benefit people and the planet’ [3]
A systemic sustainability impact of the Crystal Server 2016 project is that accurate data can now extracted, presented and shared across Wales.  This has huge implications for patient care given the nature of the renal condition.
It also affords the ability to automatically generate and distribute important data based on clinically defined criteria such as abnormal blood test results.  A patient can have a blood test in the morning and by lunchtime, the samples will have been analysed and added to the Electronic Patient Record (ESR).  Scheduled monitoring then takes place and automated reports are distributed to relevant parties when abnormal blood test results are detected.
This report provides vital information about patients that would ordinarily only be seen on a monthly basis and affords clinicians the opportunity to intervene earlier.  This has streamlined clinical process, driven the requirement for the production and consumption of automatically generated data as well as vastly improved the patient experience.




3. [bookmark: _Toc3539990]Ethical and Legal Considerations

The British Computer Society (BCS) Code of Conduct defines the characteristics that IT professionals share as practitioners in the field.  The code comprises four key principles [4]:
· You make IT for everyone
· Show what you know, learn what you don’t
· Respect the orgnisation or individual you work for
· Keep IT real.  Keep IT professional. Pass IT on
However ethical and legal consequences need to be considered when acting upon these principles.

[bookmark: _Toc3539991]3.1.	BCS - You Make IT for Everyone

The principle states that IT professionals should work together to address issues in the profession and that the goal is for everyone to have access to IT 
However in doing so, it is necessary to ensure compliance with data protection laws and consider the ethical implications of ones actions.
The nephrology department in ABM ULHB is governed by the UK Renal Registry (UKRR) and is required to submit patient activity data at quarterly intervals in a secure manner. A secure file sharing portal is available with both parties providing they have signed the relevant governance agreements to permit the sharing of Personal Identifiable Data (PID).

3.2. [bookmark: _Toc3539992]BCS - Show what you know, learn what you don’t

This second principle relates to an IT professional having integrity and competence but understanding that they don’t know everything [4].
Sharing what one knows is important and is essential to continued development, however as with section 3.1, respect needs to be given as to the nature of what one is sharing and the ethical and legal implications of sharing intimate data with unauthorised parties or via unauthorised sharing platforms.
E.g. Even though email would seem a safe ‘end to end’ method for sharing data, an email packet takes an indirect route from source to destination if the contacts at either end are not part of a closed organisational mail exchange system.  Therefore unless encrypted email is not a safe method of sharing sensitive information.
NHS Wales as a whole, comprising all NHS organisations and health boards is a closed exchange system and so sending sensitive data to another NHS Wales contact is permitted.  However, when sharing data with parties external such as the UKRR it is important to use the correct, encrypted means, such as a secure file sharing portal.

3.3. [bookmark: _Toc3539993]BCS - Respect the Organisation or Individual you work for

The third principle of the BCS code of conduct states that one should work with due care and diligence, acting in the client or companies best interests at all times.  Taking personal and collective responsibility for ones actions while maintaining discretion and ethical standards [4].
At ABM ULHB, the nature of the data stored is of the highest level of intimacy.  Specific details about patient conditions, along with PID is stored en masse. 
This data is integral to improving the patient experience and is utilised for live medication surveilance.  Reports are viewed that display patient names along with routine renal medications that they have received and are due to receive as per their medication regime.
The nature of a renal unit means that computer screens are often visible to patients and sensetive data could be easily accessible, especially if a computer is left unattended.
To combat this, ABM ULHB have implemented a screen saver timeout that locks the computer after 10 minutes of inactivity.  This renders the device unusable by anyone without an authorised username and password.

3.4. [bookmark: _Toc3539994]BCS - Keep IT Real.  Keep IT Professional.  Pass IT on.

The final BCS principle declares that:
‘As a BSC member, you’re an ambassador for the IT industry and use your voice to help promote it positively to the world’
As previously mentioned, sharing ideas and findings with the IT professional community promotes positive development and broadens the reach of IT.  However, care must be taken to anonymise any sensitive information that is being shared.
Colleagues in ABM ULHB renal department are currently working on creating a national database of renal disease with Swansea University, investigating the effects of particular drugs on patient conditions.
The nature of the project requires data consumers outside the authority of ABM ULHB to study intimate patient data in detail and so care is take by ABM ULHB as the data managers to ensure all information shared is done so with PID redacted.

3.5. [bookmark: _Toc3539995]Other Codes of Conduct

As well as the BSC, there are a number of other organisations that publish guidelines on ethical themes, such as the Association for Computing Machinery (ACM) and the Institute of Electrical and Electronics Engineers (IEEE).  Much like the BCS, these organisations have a set of defined principles that members must adhere to in order to practice lawfully and ethically.
The IEEE has 5 core principles in its Code of Conduct [5]. Principles 1 and 5 are summarised below:
· 1. Be respectful of others – As well as highlighting the importance of respecting colleagues and fellow professionals, this principle makes explicit reference to the privacy of others and the ‘protection of their personal information and data’

· 5.  Comply with applicable laws in all countries where IEEE does business and with the IEEE policies and procedures – This principle is further divided in to five sections and as well as stating that all IEEE members and employees ‘will comply with all applicable laws, rules and regulations governing IEEE’s business conduct worldwide’, it further iterates the requirement to protect confidential information belonging to IEEE as well as personal information belonging to IEEE members, employees and other persons.
The IEEE also provides a separate Code of Ethics [6] to supplement its other conduct guidelines.  This adds granularity to principles 1 and 5 of the IEEE code of conduct above as well as other ethical considerations such as treating people fairly, being honest and accepting and offering honest criticism.
The ACM also publishes a Code of Ethics and Professional Conduct [7] and offers much the same as the above sources in terms of ethical guidelines.  There are four key principle topics which are further divided in to sub principles.  The four key principle topics are:

1. GENERAL ETHICAL PRINCIPLES – 7 listed sub-principles
2. PROFESSIONAL RESPONSIBILITIES – 9 listed sub-principles
3. PROFESSIONAL LEADERSHIP PRINCIPLES – 7 listed sub-principles
4. COMPLIANCE WITH CODE – 2 listed sub-principles


The BCS, IEEE and ACM codes of conduct are regarded as industry standard, however the nature of the organisations lead to some differences.  
The BCS and ACM guidelines are pertinent specifically to IT professionals and there are clear similarities across the two.  For example, both codes of conduct start by stating that IT should be for everyone and members of the organisations must be inclusive of all others.  The IEEE offer more generic terms of guidance and do not make explicit reference to IT.
Nevertheless, all three organisations include that being a member means that you agree to be inclusive and treat people fairly, without discrimination.

4. [bookmark: _Toc3539996]GDPR – Implications to IT projects

The introduction of the European Union General Data Protection Regulation (EU GDPR) is stated as being:
	‘The most important change in data privacy regulation in 20 years’ [8]
The GDPR is a mandated directive that aims to protect all EU citizens from privacy and data breaches. 
In ABM ULHB, this has implications for all project implementations as nearly all IT systems utilise some form of private data, from a simple username and password to control access, to large data warehouses that contain terabytes of sensitive patient data.
The renal department at Morriston hospital in Swansea utilise an IT system that has been designed and is supported by a company called VitalPulse LTD.  As the software and database support party, employees of VitalPulse are sometimes required to view and manipulate patient data and as such are subject to stringent governance protocols.
The introduction of GDPR and the Data Protection Act 2018 (DPA 2018) [9] resulted in an in depth review of all IT systems that were contracted to third parties for development, support and maintenance or data sharing.  
ABM ULHB renal department also sponsor renal clinics in west Wales that are provided by a private company based in Germany, Fresenius Medical Care (FMC). FMC, by the nature of their involvement share bidirectional data with ABM ULHB.  
As a direct result of the introduction of GDPR and DPA 2018, contract reviews were undertaken and amended to reflect current appropriate nomenclature.  This was a perfect opportunity to review what data was being shared and how it was being achieved, ensuring that all parties involved are compliant with most recent regulations.

5. [bookmark: _Toc3539997]Brexit – What Does It Mean for Business?

In March 2019, the United Kingdom will leave the European Union.  The full implications of this are not yet evident but as mentioned in section 4, ABM ULHB sponsor FMC to provide dialysis clinics across West Wales.
The main data centres for FMC are located in Germany and as such the data sent and shared will be subject to changing data sharing agreements.  This will likely result in a new contract review and care must be taken to ensure minimal impact on the essential IT systems and by association, patient care and experience.
Digital Brexit: Planning for a successful digital future outside of the EU [10] is a report published by the BCS after the result of the EU referendum was release.  Within is the BCS primary conclusion which states:
‘The UK’s future success outside the EU will be underpinned by our choices on major digital issues’
It is the view of the BCS that the UK needs to make choices to ensure that the future is data-driven, digitally capable, secure and connected.
With relation to ABM ULHB and its ability to continue delivering digitally innovative care to haemodialysis patients across the region via its EU partners, sufficient efforts will need to be made to limit the impact that Brexit has on patient care.  Data sharing between these organisations is the foundation on which high quality care can be delivered and failure to do so could become harmful, should data sharing be obstructed in anyway.
Indeed, this is surely the case for all specialities of care across all British and EU healthcare institutions where cross boarder care takes place.
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