Personal Reflections

Following our presentation, here are the personal reflection I had during the process. 

To begin the task, we formed teams, and I had the opportunity to work with some of my friends in a group of six people. Once every group was formed in the class, we decided to split the subjects mentioned in the marking scheme, so that every group would be talking about two of them. In my opinion, this was a great idea, since it allowed the class to study every eight processes, and limit each group’s range of work, since we only had ten minutes for the presentation. We started by choosing end point security, because one of us had already done some at his work. Then, we inherited Threat modeling as the second subject, and we could start the discussion among us. 

We began by asking everyone if they were familiar with topics involved in the presentation, and except the end point security for one of us, and the Checkpoint introduction we had the week before, we were not really. 
I had the opportunity to work more precisely on the threat modeling part, which I had never heard of before. This way, I discovered the process and idea of threat modeling. At first, I thought it was an abstract concept, since few concrete examples of the visualization it involves could be found. But I found the “Threat modeling manifesto”, and I kept my research going, and I started to get a better understanding of the subject. To sum it up, Threat modeling is basically about building a view of your whole system, from a security perspective, and think about what could go wrong, in order to fix any problem you could locate. It represents an approach I really like since it is a “Think like an attacker” method, but also due to the teamwork it involves, since more points of view increase the chance of successfully finding the missing points. Thus, even though it can be complicated to implement once the system is built, I think it is a great way to look at your work, with multiple brains, and ask yourselves: “What have I done wrong?”.
Adrien, who had practiced end point security at his work, was the one to focus on this area. My first thought was that it was a clear process: apply security to the devices directly. Then he explained me more about the necessary platforms and the differences with classic antivirus softwares, and I understood it was a bit more complicated than what I thought. However, looking at the importance of remote work nowadays, and since entire jobs can be executed without ever meeting someone in real life, endpoint security seems inevitable. Overall, it was interesting discovering this process, its issues and goals.

Then, we began the Checkpoint part, and the presentation of the tool was pretty common, we basically used the book and the course we had to introduce the tool to someone who would have never heard of it. 

Stateful inspection technology, as threat modeling or end point security, was an unknown concept for me, before this task. To be completely honest, packet filtering was too, and it was not easy to understand perfectly at first. With some more documentation, especially on the advantages it has on classic packet filtering. To summarize, stateful inspection technology greatly improves network security by offering better protection than old-style packet filtering. It can understand the details of network traffic and check packets closely, helping it fight off the complex threats we see in today's world of cybersecurity.

Finally, we ended the presentation with a case study. To find one, we explored the Checkpoint website, and discovered they had an entire page dedicated to “Customer Stories”. This was exactly what we were looking for. We chose one of these stories, the Gimv one, and we started reading the description they published. It explained the reasons why they reached to Checkpoint, the challenges, and issues they faced, anything we needed to know about their experience. Thus, we studied this example, understood all these elements, and started describing it for the presentation. 

To conclude, I would say that I learned many things building up this presentation with my team. Some of the concepts were completely unknown for, me and I discovered and discussed about them all along. Overall, network security becomes more and more important, and the number of solutions to improve it keeps increasing with the number of threats. We have seen multiple processes and actions that can be taken to secure a network. In addition to that, we had the opportunity to find out more about Checkpoint, its architecture, and the completeness of the services it offers. Following the case study, we could clearly see that the use of a centralized tool to organize your security tools, added a lot of value to your solutions, and could change the way people see cybersecurity in your organization. 


