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1. Introduction 
The report provides evidence of creating local drive/file and setting up share and NTFS permission. The document also includes an observational part which goes into detail of the permissions difference, group policy and password principles. 



2. [bookmark: _Toc70073219]User permission settings
Had to login to the windows 10 client that was apart of the administrator group on NWTRADERS.MSFT domain.
Figure 1 screenshot shows an administrator account. To be able to set permissions there need to be an administrator account that let the user to be able to do specific permissions. It also shows that this account is apart of the domain.
[image: ]
[bookmark: _Toc67559871]Figure 1: Logging into an administrator account



Created a folder called “Dept_Important_Docs” and then created a file called “Important_File”. Figure 2 shows the text document in the folder. 
[image: ]
[bookmark: _Toc67559872]Figure 2: File text



Figure 3 and 4 shows setting the permissions on the folder and the text file.  One is an administrator account and then the other account is a non-administrator account that does not have all the privileges.[bookmark: _Toc67559873]Figure 3: Giving permissions to the folder

[image: ][image: ]
[bookmark: _Toc67559874]Figure 4: Screenshot shows a non administrator
Figure 5 shows that there is a word saved in that file ON the administrator account. It successfully allows a user to save and put text into the document. It should not allow any access on a non-administrator account.
[image: ]
[bookmark: _Toc67559875]Figure 5: screenshot of text in the text document


Figure 6 shows that a non-administrator account cannot access the file. They need administrator permissions to access the file. They would need to login to an administrator account. This is because of the permission we set on the folder. The current user does not have the right permissions to access the folder as you can tell by figure 3 and 4 above.
[image: ]
[bookmark: _Toc67559876]Figure 6: screenshot shows no permission access











3. [bookmark: _Toc70073220] Server manager- creating a Share
Figure 7 shows creating a share. This will allow a user to access the folders over the network. This was on server 1.  
[image: ][image: ]
[bookmark: _Toc67559877]Figure 7: Creating a share.

Figure 8 shows configuring the share settings before created. It was important to make sure that these boxes are ticked because these settings allow a user to see the folders and files if the user has rights to them and allow the enable users to still see the file if they have access to if they go offline.
[image: ]
[bookmark: _Toc67559878]Figure 8: Share settings
4. [bookmark: _Toc70073221] Accessing file share/server over the network
Logged onto a client account and map network drive. Figure 9 shows that there is a drive on this PC it is called DeptNetShare$. To be able to do this I right clicked on the PC and clicked “Map Network Drive”
[image: ]
[bookmark: _Toc67559879]Figure 9:DeptNetShare$ drive


5. [bookmark: _Toc70073222] Group Policies
Creating an organizational unit – for non admins on the domain NWTRADERS.MSFT. Figure 10 shows the creation of non admin users’ unit.
[image: ]
[bookmark: _Toc67559880]Figure 10: creating an organizational unit.
Figure 11 shows a user in the NWTRADERS.MSFT – NON ADMIN USERS. 
[image: ]
[bookmark: _Toc67559881]Figure 11: a user added to organizational unit.
[bookmark: _Toc70073223]5.1 Control panel policy
Creating a group policy – This policy below is to stop users from accessing control panel. Figure 12 shows the naming of the group policy and figure 13 shows enabling the policy.
[image: ]
[bookmark: _Toc67559882]Figure 12: Naming
[image: ]
[bookmark: _Toc67559883]Figure 13: Enable policy


Figure 14 shows command prompt. This command make sure the settings are updated.
[image: ]
[bookmark: _Toc67559884]Figure 14: gpupdate /force command
Figure 15 shows that the user cannot access control panel. This is evidence that the GPO is working.
[image: ]
[bookmark: _Toc67559885]Figure 15: Access denied control panel.

[bookmark: _Toc70073224]5.2 Command Prompt Policy 
Creating another group policy this is for users to stop accessing command prompt.  Figure 16 shows the naming of the policy and figure 17 shows the group policy being enabled.
[image: ]
[bookmark: _Toc67559886]Figure 16: Naming the group policy
[image: ]
[bookmark: _Toc67559887]Figure 17: enable command prompt user access denied.



Figure 18 shows that the user cannot enter a command in command prompt.
[image: ]
[bookmark: _Toc67559888]Figure 18: command prompt denied


[bookmark: _Toc70073225]5.3 Removable media drives restriction
The third group policy is restricting access to removeable media drives. This prevents users from getting viruses so this would prevent any user from giving the network a virus. Figure 19 shows the name of the group policy and figure 20 shows enabling the group policy.
[image: ]
[bookmark: _Toc67559889]Figure 19: Naming of policy for removable media drives
[image: ]
[bookmark: _Toc67559890]Figure 20: enabling policy
Figure 21 shows evidence that the group policy is working. It says, “Access is denied”. Which means that a user can’t access it.
[image: ]
[bookmark: _Toc67559891]Figure 21: access denied RMDR
Figure 22 shows all the policies so far and that they are all enabled.
[image: ]
[bookmark: _Toc67559892]Figure 22: all the policies


[bookmark: _Toc70073226]5.4 Restricting software installs
Figure 23 shows the new organisational unit. 
[image: ]
[bookmark: _Toc67559893]Figure 23: Organisational lunit  - NWCLIENT COMPUTERS
Figure 24: shows moving computers to the folder.
[image: ]
[bookmark: _Toc67559894]Figure 24:moving computers.


Figure 25 and 26 shows the naming and creation of the new group policy for this organization. Figure 27 shows that the user cannot install a software on the network. 
[image: ]
[bookmark: _Toc67559895]Figure 25: Naming of GPO
[image: ]
[bookmark: _Toc67559896]Figure 26: Enabling prohibit user installs
[image: ]
[bookmark: _Toc67559897]Figure 27: access denied user installs
[bookmark: _Toc70073227]
5.5 Enforcing password policy
Figure 28 shows the password policy before it was changed. Figure 29 shows the current and new updated policy. The changes we just made. 
[image: ]
[bookmark: _Toc67559898]Figure 28: Before policy change
[image: ]
[bookmark: _Toc67559899]Figure 29: After policy change



Figure 30 shows creating a user and then creating a password but because of the password policy we have just changed we need a password that is suitable and that meet the requirements of the policy.
[image: ]
[bookmark: _Toc67559900]Figure 30: meeting requirements of password


6. [bookmark: _Toc70073228]Observational 
[bookmark: _Toc70073229]6.1 Local NTFS permission and Share permission difference
Share permissions are managed over a network. Users who are not apart of the network will not have access to the folders. Share permissions gives access to all folders if they are apart of the share. 
Share permissions types are:
· Read – Users can read and view the files. 
· Change – users can read, view, and edit the files. 
· Full Control – users can do both of read and change if this is allowed.
“Shared folder permissions are used to restrict access to a folder or file that I shared over a network. Folder sharing is normally used to grant remote users’ access to files and folders over a network” [1]
NTFS which stands for new technology fie system is the standard file system for windows. It gives you the basic access to local users and network users. You can change the type of access permission by going into folder/file properties. As shown above on figure 3 and 4. 
Here is basic type of access permission from NTFS:
· Full control – full control is modifying, read and execute, read, and write. Users can also change permission.
· Modify – can change view and edit the files.
· Read and execute – can run the files
· Read - can only view the files
· Write – can only write a file.
“The administrator can give permissions to a user or a group for a specific file, control their access level” [2] The administrator can give out certain access to a group or to a local user easily but setting up the permissions. 
The difference between local and file share permissions is that file share applies to all folders and files while NTFS permissions are the basic controls but can give you more access to specific folders/files unlike share permissions. NTFS permission also allow LOCAL users to access folders or specific files unlike the share permission. 


[bookmark: _Toc70073230]6.2 What does Group policy management do in the network environment?
Group policy management allow the network security to increase. Group policies prevent insiders and outsiders attack due to what the administrator can take away from the user access.
“Group policy provides a central place for administrators to manage and configure the operating systems, applications and users’ settings” [3]
For example, figure 27 shows that the user cannot install software. This is because of the restricting group policy that is in place. This security settings/tool allow administrators to configure the network and make it a safer environment for the users on the network. This also allows the network admins to not have to configure every single PC rather than just set a policy on the network. 
 It is important to have group policies on a network. They have all different policies for different applications and user settings. This would prevent employees from playing games at work or going on websites. 
[bookmark: _Toc70073231]6.3 Password principles in modern network environment
When creating a password in modern network environment there are principles that every user should follow to enhance security on the network.  Password principles are there to stop users from guessing the password, and to avoid unauthorized access. These principles would be:
· Unique passwords 
Should not be your date of birth or your name. it is easy to guess.
“If someone who is quite familiar with you, these information are well known to them as well. It is high risk of being broken.” [4] it should be something random and unique but you can remember.
· Long passwords – at least 8 characters. If it is shorter then it would be easier to guess due to the lack of characters. Such as doggo, or word123
· Mixtures of letters and numbers – 
Creating a password. A password should be mixed with letters and numbers so it is harder to crack the password. For an example this password: Dogsandcats is easier to guess than Dogzandcatz
· Uppercase and lowercase
The password should also contain an uppercase and lowercase since passwords are caps sensitive. 
· One special unique symbol such as !
Should at least use one symbol in a password so it makes it harder to crack it. 
· Don’t use the same password
If you were hacked and you use the same password again then the user is probably going to get hacked again. You should always change your password to avoid people guessing to crack the password.
These are the most common principles for passwords. As figure 29 shows that the password must be more than 8 characters and it is enforced. 
[image: ]
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