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During the analysis stage, the information gathered from the literature was carefully examined and grouped into key areas. This helped to highlight how technological developments, such as increased connectivity and digitalisation in vehicles, are influencing cybersecurity risks. It also allowed the research to explore how organisations respond to these risks through governance frameworks, employee awareness, and cybersecurity strategies. Although the study focused on Jaguar Land Rover as a case context, the analysis largely drew on industry-wide findings because there is limited publicly available research specifically about the company’s internal cybersecurity practices.

The findings of the research revealed several important insights. One of the key outcomes was the identification of vulnerabilities associated with connected vehicle technologies. As vehicles become more integrated with digital systems and external networks, the number of potential entry points for cyberattacks increases. This presents a challenge for automotive manufacturers, who must ensure that these systems are secure while continuing to innovate and introduce new technological features.
Another important finding was the role of supply chain cybersecurity risks. Automotive companies rely heavily on external suppliers for software, electronic components, and technological systems. If these suppliers do not follow strong cybersecurity practices, they may introduce vulnerabilities into the overall system. The research highlighted the need for manufacturers like Jaguar Land Rover to work closely with suppliers to maintain consistent cybersecurity standards.
The study also found that organisational strategy plays a significant role in managing cybersecurity risks. Effective governance, employee training, and secure software development practices were identified as important factors that contribute to stronger cybersecurity resilience. These elements help organisations detect threats earlier and respond more effectively to potential incidents (Kulkarni et al., 2025).

Overall, the research process helped provide a clearer understanding of how cybersecurity challenges are evolving within the automotive industry and how they may affect organisations such as Jaguar Land Rover. The findings emphasise the importance of proactive cybersecurity management and highlight areas where organisations can strengthen their security practices in the future (Mızrak, 2023).
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The research process began with identifying key themes related to cybersecurity in the automotive sector. These included connected vehicle security, supply chain risks, software vulnerabilities, and cybersecurity management strategies. Academic databases, journals, and industry publications were reviewed to collect reliable sources that discussed these topics. The selected literature was then analysed to identify patterns, similarities, and key insights relevant to Jaguar Land Rover and the broader automotive environment. By comparing different studies and viewpoints, the research aimed to build a clear understanding of the main cybersecurity concerns currently facing the industry (Ahmad et al., 2023).

This research was conducted to explore the cybersecurity challenges affecting Jaguar Land Rover and to understand how these challenges relate to the wider automotive industry. Due to the nature of the topic and the limited availability of internal company data, the study adopted a qualitative research approach. The main method used was a systematic literature review, which allowed relevant academic studies, industry reports, and credible online sources to be examined in a structured and organised way. This approach was appropriate because cybersecurity within large organisations is often confidential, meaning direct access to internal information can be restricted (Smela et al., 2023)
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