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This report will briefly compare the various different types of encryption standards. This report will break down each of the standards. The 2 types of encryption standard I will be discussing are as follows: AES, SHA.
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AES or Advanced Encryption Standard uses what is called a symmetric block cipher. It is a fast and secure form of encryption used by many popular services every day. There are multiple steps used to achieve the encryption, which are as follows.
First, the data is separated into blocks, the data size of AES is 128-bits, so the data is separated into sixteen bytes, in a four by four pattern. Words get encrypted by having each letter of a sentence being in one of these blocks.
Next, keys are “expanded”, this is a way of saying that a key which will decrypt the data, is also encrypted to hide the key to the original data. This way, only the person who receives both the key and the data can decode it.
Then, the original data and the keys are combined together, so they take up less storage space and can be sent in a smaller packet size.
After that, to decrease file size even more, and increase the complexity of the encryption, each byte is substituted based on a predetermined table. To further increase complexity, the rows are then shifted at varying amounts as you go down each row and then the columns are mixed with a specific mathematical equation to increase the complexity.
Then the two keys are added together again, and the process continues, the following quote shows how many rounds are completed per encryption level. “When a 128-bit key is used, there are nine of these rounds. When a 192-bit key is used, there are 11. When a 256-bit key is used, there are 13” [1]
Then once the data is received on the other end, it follows these steps but in reverse to get the data.
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SHA or Secure Hash Algorithm is a set of algorithms developed by NIST (National Institutes of Standards and Technology). [2] 
A hash is a value which has been run through an algorithm and is often a lot shorter than the original data but is still unique. Specifically, cryptographic hashes like SHA, take the data and create a hash, which cannot be used to work out the original data. In passwords this is used to secure them, as when you try and use your password, it compares hashes rather than the actual password.
Primarily, the SHA has two main standards used, SHA-1 which is comprised of 160-bit hashes and SHA-2 which commonly has 256-bit hashes. SHA is most commonly used to for SSL, as it can be used to encrypt data vary easily and the final result will always be the same, as long as the input is the same. So, it is very easy to verify data integrity and verify sources of data.
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