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Abstract—The purpose of this paper outlines the importance of identifying, documenting and reducing risks associated with IT projects. Tools used to calculate the relative success of projects are explored, with a particular focus on the context of designing, developing and implementing an appropriate HR database for local community football club Mumbles Rangers FC.
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I.  Introduction
The wide-ranging legislation in place for IT firms is a complex area for project managers to monitor. The law, industry standards and various guidelines provide projects with numerous risks to consider and quality metrics with which to ultimate gauge the success of project outcomes. 
II. Managing Project Risk
Project management can be described task managing complete the goals having the cost minimized in different domains” taken from [1]
E. Tesfaye et al. [2] propose the project management process can be split up into 4 main areas of ‘Human’, ‘Managerial’, ‘Technical’ and ‘Organizational’ [2] and the risk(s) associated with each area are explored in the following sections.
A. Identifying Risk
Before a project can be appropriately authorized the process of thoroughly identifying risks is crucial [3],[4]. However, whilst planning prevents a reactive nature to events, its crucial it cannot completely alleviate aspects of uncertainty projects often involve entirely [5],[3]. Risk identification can then be used to formulate a strategy, should any risk identified transpire [4],[6]. The planning, development and implementation of a database for the community lead football club has a range of risks, ranging in severity and likelihood.  There are numerous risks for the project, these are outlined below. 
Poor Planning: Without being able to comfortably describe the project, its component stages and its overall aims progress towards its completion is prone to incoherence and disjointedness [7],[8]. 
A busy university schedule: Time is a big threat to project management, its success and is often crucial for the end customer [2],[8]. A sizeable workload could have pushed the project back so far it could not have been delivered in its entirety, limiting the applications completeness, functionality or quality [5], [8].  
Client-side circumstance: With university schedule an issue for the developers to manage, the clients may suffer unforeseen issues, the most severe of which would be folding as a club. Given the long-established nature of the football club in the local community this is unlikely. 
Access to personal information – disclose of personal information under the data protection act is highly regulated. This could have influenced the use of a small-scale data set for testing in the prototype database. 
Team member personal circumstances: On several occasions team members could not attend meetings. This had the effect of postponing several progress meetings and did influence work on the project [3]. If more team members were subject to personal incident the timescale of the project might have become unobtainable. 
Software in some instances might have been an issue, although this is scenario dependent it might have been an issue to access the relevant software applications to build the clubs database.
Lab space and hardware to work on the development of the system is dependent on access to the labs during weekdays. Without the availability of suitable workspace, the project could have taken longer to complete. 
Limited database system knowledge, we might not have known the system beforehand. This project should not have been taken on without a fitting degree of prior understanding with the system – this is reflected in the risk’s likelihood and severity, as can be seen below.
Accessing university lectures for support when needed. The inaccessibility of lecturers, for various reasons, might influence the project tasks. This can be directly related to the project timescale and the access to the necessary resources as the project progressed.
B. Gauging Risk
Risk can be described as an event that influences the viability of the project in its entirety, or one or more of its stages [8],[9]. The degree of risk involved with it and their relative severity influences the extent of the risk identified [3],[4],[9]. If the severity calculations suggest a significant hazard the project in its current form, of in its entirety must be reconsidered and cannot be given the go-ahead. 

The process of gauging risk [3],[4] can be undertaken using two key tools. The risk evaluation matrix plots the likelihood of the risk transpiring against the dangers of such an incident occurring. Each of the risks for the project identified in section II. A) have been plot on the same table to determine the risk threshold, the point at which the project is subject to such a level of risk it is no longer feasible to undertake.
A risk evaluation matrix, or probability-impact matrix [3],[9] can be seen in section VIII. Appendix a). Alongside a visual representation of the issues identified risk exposure calculations [4] can be used to provide numerical gauges. In most cases these are appropriate, but for this project the financial costs are 0, making it difficult to accurately predict the financial implications of such threats. Despite being a useful identification tool, they do not consider the mitigation aspect of risk assessment, such as trigger points [3], and where they sit in the contingency plan. Triggers are designed to identify the point at which planned contingencies in place should swing into action to prevent any or further damage occurring [3],[4]. Again, given the scope and resources applied to the project in question this is of limited consideration. 
Access to personal information has not been added to the risk probability matrix as it is unclear how new GDPR could raise some additional considerations surrounding the use of the personal information handled by the football club.
III. Sustainability
Beyond the technological and social aspects, the use of IT has both positive and negative bearings on the environment [10],[11],[12]. Given the technological advancements IT can provide there is a large focus for sustainable practice and its role in developing and improving ‘green’ technologies and practices across society for the future [10],[12]–[14]. The focus on green software is limited to energy usage suggest Lago et al., and that this single scale is preventing the use of more comprehensive frameworks [13]. Common-place certification of an items energy requirements, such as ‘Energy Star’ ratings are a way to quickly scrutinize an items green attributes [11],[12].

However, before IT can provide significant benefits to other areas it must first ‘green’ its own industry [12],[14]. The primary consideration here is power usage, which given the range of computing hardware [11] equally presents challenges and opportunities to reduce the indirect energy consumption of equipment as well as the direct factors such as power and temperature regulation [14]. 
Fig. 1 shows the direct ‘ecological’ factors and notes the importance of regulating the production, registration and disposal of hardware components [11],[14],[15]. More generic factors related to business operations and projects, such as the ‘economic’ businesses decisions that can influence the footprint of a business and where the sustainability of IT infrastructure can be enhanced [14],[15].  
IT projects can see considerable “change brought about by any new system goes beyond the technology, to impact the way that people work” [5], crucial in the context of the local football club. However, as previously discussed the reach of IT is broad and the effects can be categorized as 1st, 2nd, and 3rd order impacts, for which some can be estimated.
1st Order Impacts are those that are highly generic consequences of IT existence. These after often related to the supply of power to IT and their peripheral systems:
· Production of system power. IT systems contribute to the power national power requirements, this will more than likely see the use of global fossil fuel reserves. The conversion of numerous coal-fired power stations to sustainable biomass [16] over the last several years has increased effort towards sustainability targets [17].
· E-Waste, or “Waste Electric and Electronic Equipment” (WEEE) [18]. Alongside the environmental cost of IT hardware production comes the impact of electronic waste disposal – some materials of which are dangerous to human health [19]. Some of these materials can be re-used but some cannot be recycled for new products [18],[19]. Suitable education can play a large part in reducing the quantity of contaminative materials used in system development as can continuing research into new, cleaner solutions [18]. A large factor contributing to this is the increasing rate at which changes occur [5].
2nd Order Impacts considers how the development and use of IT impacts on external factors unrelated to those it is attempting to affect. Several knock-on effects of the new database system include:

· The reliance on paper for HR activities can now be reduced, this both sees a reduced paper usage and its environmental impact alongside shrinking procurement costs for the club. For a charity organization such as this it can be assumed the finances are tightly scrutinized and the savings made on paper could be invested in areas of far greater worth.
· As HR management is not constrained to paper, staff collaboration is now more flexible. It doesn’t necessarily require staff meet-ups, or a single office space to coordinate the frequent process of club personnel data management.
3rd Order Impacts propose ways that the development of IT influences society as a whole over the longer term,
· Employee time. Given “time has become a major
source of competitive advantage” [5]​​ the ability to perform HR various duties in a reduced time is essential. Furthermore, the use of highly adaptable software solutions, such as Microsoft Access, for various everyday tasks.
· Cloud storage. Being a database system, it can reside on cloud storage, making it equally as flexible as the location from which the staff are managing the system.
G. Lami et al. [10] suggest an appropriate framework to identify and suitability categorize the different sustainability threats throughout the project lifecycle – planning, development, implementation and the organizational context. Four ‘green drivers’ tables for this project can be seen below in section VIII. Appendix b) 
IV. Ethical and Legal Considerations

Legal issues must be considered during the planning and development stage of a project. In numerous various cases post-implementation legalities are also crucial, especially when software is developed as much legislation covers IT development, management and distribution beyond the scope of a projects. 

An array of IT and computer legislation has been written by leading industry societies and institutes such as ‘British Computer Society’ (BCS) [20], alongside other integral industry leading establishments, such as the ‘Institute of Electrical and Electronic Engineers’ (IEEE) [21].

Reputable damage, through deliberate act(s) or negligence is a concern, and like several aspects in this section is as much an ethical matter as legal. For the project this is not such a risk as team members are not likely to undermine the business in question, the fellow team members of the status of the educational establishment. Were the project not to live up to its potential the reputation of its team members could have been at risk. The management style can have a direct effect on the status of an individual’s reputation, with conflict or disagreement providing an opportunity to disclose or spread fictitious or misrepresentative information or opinions. Undertaking such practices can be as much illegal as it is unethical due to the channels such information can sometimes traverse.

As reputation is “distinct from the actual character or behavior of the company and may be better or worse” [22], the success of a given business or project is often based purely on the outcomes of that project, and not previous work or achievements. 
The rights surrounding Intellectual property are complex and broadly cover any attempt to illegitimately copy, claim or publicly disparage work in which you are entirely, partially or not whatsoever the creator [23],[24]. It is based on the need to conserve the desire to create new material and promote the activities of proactive, dynamic academic research and experimentation [25]. Whilst developing a system for Mumbles Rangers FC the issue of property is a relevant topic. This legislation safeguards a range of mediums [24], categorized as literary works and graphical non-text material [23]. In the extent of the project this is likely to be related to the reproduction of the businesses digital assets [25]. The logo used in the database, was developed by Mumbles Rangers FC and not by those involved in the database creation, as such appropriate disclamations should be found in the accompanying project documentation. However, copyright does not extend to undocumented ideas or concepts, allowing the development of parallel material(s) at the persons discretion [23].
Contractual infringements: There is extensive legislation regarding contractual obligations. One such example being the 2006 ‘Companies Act’ legislation [26]. All contracts should be fulfilled in accordance to the governing regulations contained within the reigning contract [26].
Data is integral to the database developed for the football club. It will be used to store, edit, query and view personal data and with information of club staff, players and their parent/guardian records.
Data protection legislation has changed on the 25th May [27] and will alter how companies store, process and distribute customer data [28],[29]. 
The new legislation makes third-party data handlers accountable for their actions when processing data for a company, previously it was solely the company which collected the data from a customer that was legally liable [28], [29]. Outgoing legislation was ambiguous regarding location of data processing in relation to that of the business, something GDPR is far more precise [28].  However, the Brexit vote during 2016 has caused confusion regarding the EU’s new ‘General Data Protection Regulations’ (GDPR) [29]  legislation as the vote to leave the European Union (EU) could see this new legislation now subject to review [27]. As noted by P. Rowley [27], the single European data protection ISO legislation has parallels with the single market trade union from which the EU subsequently expanded. 
V. Quality Insurance Measures
The description of a project plan could be described as the “basis for managing your project to a successful completion” [7], yet to understand if the agreed product or service has been delivered, or is currently incomplete, the product needs comparing against parameters defined during the project planning stage.

There are a range of non-specific guidelines with which the success of a project can be evaluated. R. Marsanu [1] suggests the possible mutual exclusivity of internal project factors and the project outcomes. As seen in Fig. 1. project outcomes could be considered reliant on high quality internal processes, yet the high quality processes do not necessary provide those desired outcomes [1],[30]. The ‘quality in use’ metrics, derived from the ‘live’ system, are then reliant on external factors within the scope of the software environment.    
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 Figure 1: Quality assurance relationships [30]
Given the general consensus that quality assurance metrics vary from project to project, there are ISO standards that provide large generic frameworks that can then be adjusted for the project scope and objectives in question [31],[32]. Determining metrics is crucial as ‘software quality’ is highly subjective [30] and the process of project evaluation will be more difficult if the metrics selected are inappropriate. 
ISO 25010 [33],[31], an adjusted version of the now archived ISO 9126 [31] and one of the extensive 25xxx quality standard family [30], contains two models suitable for gauging the success of a project once operational, and a range of quality characteristics for both software and hardware [33]. This essentially provides professionals with a definitive guide of requirements and a tight, concise list of evaluation points [30].
The attributes and characteristics of the database developed can be judged against several key ISO 25010 quality guides. However, to indirectly measure the state of each criteria more standard measures relating to software-in-use will be required [34], [35].

It must also be said the issue of “quality” is, in terms of the application developed, a client or other stakeholder’s criteria, and so can differ for each associate [32].
Functionality is one of the largest set of guidelines and roughly covers the software’s features through to its suitability for its specified task(s).
Although software does not age It is essential to review the performance of software continually due to the state of hardware on software applications. It’s suitability is influenced by the age of the systems it runs on and this could compromise its accuracy or interoperability [36]. As direct or indirect software updates can contribute towards this a continuous review is required. Known as the bathtub curve [36], as can be seen in Fig. 2.
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Fig. 2: Bathtub curve demands a cyclical review [36]
Reliability [34] is a large area to closely evaluate as this covers a range of different software attributes, most of which are appropriate across the IT spectrum. Although subjective, the applications level of rigidity and dependability in its operational environment can be measured against this.
By advising the football club staff to actively document the number of failures over a set period. Actions, if required can be taken over the short term to make adjustments and the longer-term view can provide a gauge to the relative maturity [32] of the software, the longer this measure can be run the more errors are likely to be found within. In many instances this can be directly compared to that of an out-going system but given the paper-based scenario this is replacing it will be a less objective comparison and far more subjective in nature.
Equally the aspect of portability [34] is key for this scenario. The system could run on different operating systems, and with varying software alongside, as it is unlikely a single individual will be tasked with HR management for the club the issue of installability should be considered. It is the fluid nature of community ran groups that requires flexibility and changeability on the software’s behalf. Beyond the creation and deletion of player, parent and staff records, teams, entire age groups may need adding or removing. 
VI. Conclusion
In conclusion, the foregoing discussion suggests many risks associated with IT projects are common, industry wide threats that need close management. However, the direct project scope influences environment specific considerations, in this case the nature of the project has seen data protection integral to the delivery of a system that meets legal requirements. To gauge its success during both the development stage, and post-delivery, the use of appropriate quality measures provide the concise, tight feedback criteria. 
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VIII. Appendices and Further Reading
a) Risk Probability Matrix
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b) G. Lami’s Project Green Drivers framework
As discussed in section III. tables b. i) to b. iv.) show ‘green driver’ impacts table for this project.
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b) i): ‘People and Actions’ on ‘green driver’ factors
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b) ii): ‘Project Content’ on ‘green driver’ factors
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c) iii): ‘Development Process’ on ‘green driver’ factors
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b) iv): ‘Institutional Context’ on ‘green driver’ factors
