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Abstract – Data centres are large groups of networked servers that are ever more important to organisations due to an increase in applications moving to the cloud. Within data centres a number of wireless communications take place, such as data transfer and wireless sensor networks. Wireless networks suffer from potential security threats, such as Man-in-the-Middle, Hello Flooding, Selective Forwarding and Sybil. In response, Encryption and Hop-Count Filtering can be utilised to mitigate these threats, as well as other potential attacks. Subsequently, a university wide network was designed for UWTSD to centralise and manage their many IT operations across campuses.  Protocols such as Inter-VLAN routing and OSPF were used within the network for connectivity between campuses and university resources. Network security was implemented via passwords and encryption methodologies to mitigate threats.
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I Introduction
Data centre networks require the connectivity of millions of servers in order to support the increase of internet based applications [1]. As an increasing number of these applications move into the cloud, they require large-scale data centres in order to host these cloud workloads [1] [2]. By 2017 Cisco had predicted that nearly two thirds of workloads will be located within the cloud [2]. However, these large data centres come with their own challenges, such as power consumption [1] [2]. This leaves data centre managers with the task of attempting to reduce energy consumption in order to reduce costs [2]. However, on the consumer side, it is expected that their applications can be accessed at all times [2]. This requires careful consideration and design to reduce energy consumption without affecting consumer access [2].
This paper will look into the network and data centres management field, including various challenges that exist. These challenges, such as energy consumption and security, will be analysed in detail, including methods available to mitigate the effect of these obstacles. This paper will also discuss the importance of future growth, while also noting various methods to support a company’s future growth.
Following the research into data centres, this paper offers a design idea on a functioning data centre topology for University of Wales Trinity St David (UWTSD) campuses and partners. The paper will explain and justify any and all design decisions made, and how these relate to the research conducted, as well as all assumptions made regarding these design decisions.
Finally the paper will examine the topology and will detail any issues encountered or limitations met by either the software or human error. 
II Related Work
Data centres are a large group of networked servers used by organizations for remote storage, processing or distribution of large amounts of data [3]. These Data centres have become increasingly important to manage the information of various organisations [4]. As previously mentioned, the number of these networked servers required is increasing as more and more applications become internet, or cloud, based [1] [2]. As such data centres have a tendency for high heat density and increased power consumptions [1] [4]. This requires data centre managers to consider a number of factors such as air conditioning, electrical power, building space and server cases [4]. Due to these factors, a data centre infrastructure manager must account for:
· Space for air flow as well as possible future expansion [4].
· Access to electrical facilities, as data centre consume large amounts of power [4].
· Equipment, such as servers and network infrastructure essentials such as routers and switches [4].
Methods of environmental control utilised within data centres will be discussed further into this report.
Cloud computing is considered the next-generation computing paradigm due to advantages in on-demand service, universal network access and location independent resource pooling [2] [3]. Advantages of cloud computing include increased flexibility, cost and scalability [3]. Cloud computing relies heavily on large data centres which provide various cloud services, such as social networking, data storage and online e-business [3] [5]. These data centres are required to meet certain system and communication requirements [5]. Such requirements include:
· Scalability, which is the ease in which more devices can be added to the network without affecting existing systems [5] [6].
· Cost effectiveness [5] [6].
· High throughput, which is the amount of information which can successfully be passed through the network [5] [6].
· Low oversubscription [5] [6].
As a result of this, research into techniques for development more efficient data centre networks has been conducted [5] [7]. Most data centres are connected using wired links with specific network topologies [5]. This method of network design has a number of benefits such as fast transmission speed and multi-path routing, there are certain drawbacks involved [5]. One issue is that wired networks have less scalability due to the complicated re-cable and configuration involved in wired data centres [5] [6]. Another issue stems from low bandwidth utilisation among racks in a data centre [5]. Unfortunately there is no easy solution, as methods to better utilise bandwidth are not practical and can be complicated [5]. A third issue stems from the expensive system construction, as well as the complicated cabling and configurations involved in the creation of a wired topology [5] [6].
As a result, 60GHz wireless communication technology has been used to replace or supplement the wired topology [5] [6]. This wireless communication technology has high speed data transmissions that are ideal when dealing with data centre networks [5] [6]. 60 GHz technology was first introduced within data centre networks by Ramachandran et al. [5] [6]. A number of factors make 60 GHz technology attractive for data centres, such as possessing multi-Gbps data rates that can be implemented using low-cost hardware [5] [8] and 60 GHz signals attenuate quickly with distance, which allows for multiple wireless links to be deployed within a single data centre [5] [8] [9]. Flyways was the most representative work based on this method of data centre communications [5] [6]. However, this method has a key downside in that they are typically short ranged and typically require line-of-sight, as high frequencies cannot pass through physical obstacles [8]. 
Other forms of wireless communications exist within a data centre architecture. Wireless sensor networks (WSN) are deployed to monitor various aspects of the data centre [10] [11] [12]. These WSNs operate utilising Internet of Things (IoT) concepts and technologies [10] [13]. IoT is the term used to describe a framework where sensor devices are connected to objects, allowing these objects, or “things”, to communicate over the internet [10]. WSNs are considered one of the thriving technologies with the advancement of IoT [13]. These WSNs are utilised to monitor various parameters such as temperature, pressure, humidity, light, sound and intrusion [11] [12] [13]. This makes WSNs ideal for data centre environmental control, which is used to maintain temperature, humidity and other physical qualities within the data centre [10].  
Data centres consume a massive amount of power, which leads to large quantities of heat being generated [11] [14]. Wireless sensors nodes can be attached to multiple points on the server racks within the data centre, which will monitor the heat generated [10] [11]. This data will be transmitted to a central base station which will alert administrators if heat levels rise too high [11]. These sensors can also be located within air conditioning systems in order to monitor efficiency [10]. However, cooling in data centres has become a challenge that regular air conditioning methods cannot solve [14]. Therefore, specialised air conditioning units which supply cold air to racks are utilised [14].  
WSNs operate using wireless communication protocols such as ZigBee, Bluetooth and WiFi [14] [15] [16]. These protocols are based on the IEEE 802.x standards:
· ZigBee utilising the IEEE 802.15.4 standard [14] [17] [18].
· Bluetooth utilising the IEEE 802.15.1 standard [19].
· WiFi utilising the IEEE 802.11 standard [20].
M. Rodriguez et al [14] note that compared to many short-range wireless communication standards, such as Bluetooth and WiFi, ZigBee standard is more suited for data centre environmental monitoring [14]. ZigBee is considered one of the most popular WSN technologies [21]. This is thanks to its flexible characteristics, which allows for deployment within a wide array of fields, such as automatic control and remote data acquisition [21].
However, wireless technology suffers from a wide range of security issues, but can also be utilised in the preventing a number of security violations. Data centres are prime targets for all sorts of attacks, which can result in confidential data being exposed [12]. One such example in 2012, an SQL injection caused 450,000 personal e-mail accounts to be exposed [12]. Hackers have also exposed roughly 77 million customer account details [12]. K. Hong et al. [12] mention that WSNs can be used to provide additional layers of security. Notably, these networks can use radio-based localisation translate a physical wireless signal strength into a signature which represents a communicating entity’s location [12]. This can be used to verify if the signal originates from the entity’s actual known location, and alert the system administrator should the verification fail [12]. However, WSN have limits on the accuracy of this tracking, but even approximate locations can still aid in detecting intrusion [12].
There are many security threats to wireless networks ranging from simple attacks such as:
· Spoofing [22] which is an attack where a malicious group impersonates a device, located on the network, in order to attack other hosts, steal data, spread malware or bypass access controls [23].
· Eavesdropping [22] which is an unauthorised interception of a communication taking place in real time, typically between client and server. This can be used to steal login credentials and other important data transmitted across the network [24].
· Man-in-the-middle [22], which is often regarded as one of the most successful attacks, is an attack where the malicious party gains control over end-users transferred data [25]. This attack is also known as Session hijacking and TCP session hijacking [25].
· Replay attack [22] where an attacker detects the data being transmitted and repeats or delays it. This is done in order to gain access to a network, gain access to information being transmitted or duplicate a transaction [26].
To more sophisticated attacks, such as:
· Hello Floods [22]. Hello messages are sent by wireless nodes within the network in order to announce themselves to their neighbour nodes [27]. The Hello Flood attack is conducted by a laptop-class attacker, who broadcasts these hello messages with a large enough transmission in order to convince genuine WSN nodes that the attacker is a neighbour [27].
· Sybil attacks [22]. This is an attack where an attacker creates fabricated or stolen identities within a peer-to-peer network to function as multiple nodes [28]. The attacker is then able to gain an excessive amount of control over the network. This is done in order to reduce network performance, affect data integrity and affect resource utilisation [28].
· Selective Forwarding [22] is an attack that affects the network layer in WSNs [29]. Within a multi-hop WSN, the node transmits packets to neighbouring nodes and assumes the neighbour will forward these packets to their destination [29]. This attack causes a malicious node to drop packets entirely rather than forward them, while other packets are forwarded to different nodes [29]. Selective Forwarding is more dangerous when the attacker controls multiple nodes within the main data flow path [29].
· Wormhole [29]. The goal of this attack is to drop packets to invalid locations [29]. This can be done by one or many nodes within the WSN [29]. The result of this attack is the performance of the network is reduced [29].
Other security threats can be if a malicious individual, or group, capture a sensor node [22]. This can allow them to gain stored cryptographic material and manipulate the node to disrupt network operations or perform further attacks [22].
There are a number of methods available in order to reduce the above threats to wireless networks. As mentioned, spoofing is an attack where the attacker disguises a device [23]. Hop-Count filtering is a method used to detect spoofing attacks [30]. This uses the time-to-live (TTL) value of the source packet, which is then compared with the value obtained from the constructed IP2HC mapping table [30]. Packets with matching TTL values will be accepted, while mismatch packets will be rejected [30]. Trace route can also be used to determine the path a packet traversed [30]. However, this method can be slow if the true source of spoofed packets is protected by firewalls [30]. 
Other methods of security include cryptography, which uses secret keys to encrypt and decrypt data [25]. Cryptography provides security to the integrity and confidentiality of data being transmitted across a network [25]. This method can be used to prevent a number of man-in-the-middle attacks, as even if data is collected, the attacker has no method of reading the data [25]. Encryption can also be used to defend against Hello Flooding attacks within WSNs [27] [31]. This method involves encrypting the request message forwarded by nodes [31]. Key encryption will allow neighbouring nodes to decrypt the message, but the attacker will not know this key, therefore will be unable to launch their attack [31].
There are also various methods of detecting certain attacks. Sybil attacks are one such attacks where different detection methods have been proposed [28]. While encryption can also aid in dealing with this attack, it is also possible to analyse the traffic within a network to detect this attack [28]. The assumption is that traffic density will be highest around Sybil affected nodes [28]. Each node will observe traffic density of nearby nodes and detect the impact of traffic on these nodes using k-measure clustering and averaging methods [28]. Another proposed method of detection is using the received signal strength indicator (RSSI) value obtained from nearby nodes to detect Sybil attacks [28].
Network redundancy is useful for allowing continued transmissions during device failure or malicious attack [32] [33]. However, resending packets using a different route can cause further energy consumptions and delays [32] [33]. This is also an issue utilising another selective forwarding detection method known as Lightweight Security Scheme (LWSS) proposed by Yu and Xiao [29] [33]. LWSS involves the use of a multi-hop acknowledgement to launch alarms by obtaining responses from nodes [29] [33]. The process of sending acknowledgement and alert packets is named a downstream and an upstream process [29] [33]. As mentioned above, this process also further drains energy and causes delays [33]. It also lacks scalability which is detrimental in wireless networks [33]. Another proposed method of detecting selective forwarding is a watch node, proposed by Lee et al [29]. The purpose of these watch nodes is to monitor transmissions [29]. A watch node located near a malicious node can detect that packets are not being forwarded, nor does this malicious node transmit any data to neighbouring nodes [29]. The watch node will then retransmit the package through another route [29].
III Design
The author was tasked with the creation of an Enterprise Network and Data Centre for UWTSD. The goal of this is to centralise all UWTSD’s IT operation and equipment, as well as managing and supporting day-to-day operations. This task was accomplished with the use of Cisco Packet Tracer program.
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Figure 1: Network & Data Centre Design
Figure 1 displays the network design created in order to support UWTSD’s campuses and partners. UWTSD’s main campus is located in Swansea, and is the main campus displayed in Figure 1. The other campuses, namely Carmarthen, Lampeter, London and Malaysia are displayed within clusters located on the right of Figure 1. When designing the topology, redundancy was a key factor to consider. This is due to the necessity for operations to continue within the entire UWTSD institution. Therefore, should a single device fail, it is imperative there be alternative routes between campuses, the data centres and the internet to ensure productivity is not halted while devices, or other faults, are dealt with.
Figure 2 depicts the author’s layout for the Swansea campus. The network itself is split into multiple sections, which are:
· The Internet Edge
· Core Layer 
· Distribution Layer
· Access Layer
The Internet Edge is simply the section of the network where UWTSD’s campuses are connected to the internet. This design shows two routers connecting to two Internet Service Providers (ISPs) and the internet. The purpose of using two different ISPs is to account for the scenario where one ISP goes down. This allows continued internet access. However, this method, as with all redundancy, does increase the cost of the network. 
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Figure 2: Swansea Design
These routers are also connected to the core layer of the network, which is the central component of the entire network. This section connects all campuses, the intranet server farm, private Wide Area Network (WAN) and extranet server farm, which can also be accessed by partner enterprises. There are many ways of connecting various campuses. However, the author utilised layer 3 switches using gigabit Ethernet connections to connect each campus to this central point. In a real world scenario, there would be more devices involved, but for simplicity of design, two switches are used to represent the core and distribution layers. Gigabit Ethernet connections were used as fast data transfer speed is crucial for both data access and campus communication. There are other alternatives such as Fibre, however, as the author opted for connectivity utilising layer 3 switches, this option is not available.
The distribution layer also utilises layer 3 switches, connecting to the core layer switches using gigabit Ethernet connections. The purpose of this layer is to distribute network resources to the appropriate area. For example wireless and wired connections on the access layer. As with the rest of the design, in a real world scenario there would be more than two devices. However, again, for simplicity the author uses only two. 
The access layer is the final layer within the Swansea campus. It is connected to the distribution layer using fast Ethernet connections. While core layers utilise gigabit Ethernet for faster connection between campuses, the access layer uses fast Ethernet as normal layer 2 switches and computer devices do not function at gigabit speeds. Another reason being that faster speeds at core parts of the network are more important than access areas.
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Figure 3: Carmarthen Cluster View
Figure 3 depicts the campus network design for Carmarthen. The concept is identical to Swansea campus. However, for simplicity of configuration, this campus was designed to be simpler for demonstrative purposes. This design is also used for the remaining campuses.
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Figure 4: Intranet Server Farm Cluster
The intranet server farm is where UWTSDs main servers are located. This was chosen for the accessibility to all main campuses. In this area the author placed the DHCP server, HTTP server for uwtsd.com and depicted storage servers. The DHCP server is responsible for assigning IP addresses to the various campuses, and this is further discussed under Implementation.
[image: ]
Figure 5: Extranet Server Farm Cluster
The extranet server farm design is similar to the intranet, however it is also connected to partner WANs as well as the internet. This allows UWTSDs partners to access resources without the requirement of entering through the main core network. This server farm houses storage servers which can be accessed by any campus in addition to partner networks.
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Figure 6: Internet Cluster
In a real world scenario, the UWTSD network administrator would have no control over various resources on the internet. However, the author felt the need to include this section within the design in order to depict resources utilised from the internet. This scenario depicts the DNS server used by various campuses in order to convert site names, such as www.google.com into IP addresses so users can access these. Google was also used as an example HTTP server located within the internet.
Figures 7 and 8 depict a private WAN which can be utilised by UWTSD. The design is basic as a WAN can span many devices. Therefore simply utilising a total of five routers allows the author to depict the idea of how a private WAN would be connected without the need to design an entirely new network topology for it.
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Figure 7: Private WAN
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Figure 8: Private WAN Cluster View
IV Implementation
In order to accomplish the task of a network with connectivity, the author utilised VLAN routing and OSPF routing protocols. Each campus was assigned a specific VLAN, i.e. VLAN 10 was assigned to Swansea. The purpose of choosing VLAN routing was to segment each campus within the network, while still allowing for central control. The core layer switches are assigned default gateway addresses for each VLAN, while distribution and access layers are assigned a single VLAN, depending on their campus. This requires all traffic to pass through the core switches in some form, and is the reason the author utilised gigabit Ethernet connections, as these are the fastest available for layer 3 switches. Through the use of VLAN routing, the DHCP server can assign specific IP address ranges to specific VLANs. This allows for easy assignment of IP addresses to user devices.
OSPF was the chosen routing protocol implemented on the internet edge and core layers. This allows for network connectivity between these layers, the internet, private WANs, extranet servers and partner WANs. 
Other security features configured were passwords for gaining access to devices and for remote Secure Shell (SSH) access. These passwords were also encrypted so unauthorised users cannot acquire them. SSH was chosen over telnet for further security reasons, i.e. SSH uses encryption so the session cannot be hijacked.
Wireless access points are also configured with passwords to ensure only trusted devices can gain access to the wireless network, and therefore UWTSD’s resources. For wired based devices, the author ensured that all unused ports were placed into shutdown mode. This is done to prevent unauthorised physical access to the network.
Firewall security should be present between internet access and the enterprises network. However, unfortunately the author could not configure the Cisco ASA firewall devices on packet tracer to be compatible with the network infrastructure. This is mainly due to lack of experience using these devices. The author will continue research into these devices so they can be utilised in future projects. Despite this, they are intended to be utilised within the network as a security mechanism from outside, untrustworthy sources, in order to protect confidential and important data located within the servers.
All aspects of the design have a degree of scalability. Devices added simply need to be added to their respective VLANs. From there IP addresses can be assigned via DHCP servers and internet connectivity is provided by OSPF protocols on the internet edge layer.
V Conclusion	Comment by Carlene Campbell: 
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This paper analysed the current situation of data centres, their communication mediums and negative consequences of their high density servers. These require heat and air control which is provided with the use of WSNs. It also showed how wireless networks can be used to overcome common problems of wired networks within data centres, such as complicated re-cabling and configuration. WSNs monitor various environmental aspects, such as heat, air flow and lighting, which is vital for data centre management. However, wireless networks are not without security issues and a number of possible attacks, such as Man-in-the-Middle, Spoofing, Hello Flooding, Sybil and Selective Forwarding were assessed. Subsequently, a number of security measures were discussed to counteract these threats, such as encryption methods and hop-count filtering, before designing an enterprise network for UWTSD’s IT operation and management. Development and rationale of the network’s architecture was progressed, highlighting reasons for various decisions. Following the explanation of the topology, explanations for various routing protocols, such as OSPF and inter-VLAN, were given. An explanation was also provided for the various steps taken to ensure security and scalability of the network.
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	[bookmark: markPAD]21

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate with an exceptionally high level of professionalism. (Grade mark: 100.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]10

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]89%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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