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[bookmark: _Toc102245067]Introduction
This document contains the workings towards the FlowTech company case scenario. FlowTech is an organisation focused on providing security systems, services and advice. They require a new information security unit for their own business and Rhys the self-assigned data designer has been requested to design his own security plan to guide the organisation to a more secure future. With the company expanding at a faster pace, the data designer will need to keep growth in mind as he attempts to design and create a plan for FlowTech’s new information security system.
[bookmark: _Toc102245068]Organisation structure/chart
The data designer has absolutely no idea about what type of business FlowTech currently is, whether it’s big or small, private limited or partnership, this type of information has just not been provided to him. What he does know is that the business is growing fast, so an organisation structure built for a larger company would be preferable. 
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Figure 1 - Organisational Structure
Figure 1 shows the organisation chart designed by the data designer, which consists of a typical organisational hierarchy. The data designer believes FlowTech should stride towards following a “geographic divisional organisation structure”. With the current growth of the company, it could end up having multiple branches in multiple countries, it may already have multiple branches. With this type of company structure, the growth of the business can be easier to manage. [1]
[bookmark: _Toc102245069]Policies
For data storage within the network system, the data designer believes utilising the mandatory access control, role-based access control and rule-based access control policies would be beneficial in providing strong data protection. Having one or more system administrators would provide a strong control over how users of the system can access data. Managing users based on their role in the business would make it easier for the system administrators to control the access to data and the system, instead of an individual’s access being altered, the entire group of people in the same role can be altered instead. Rule-based policies can then be set up for additional protection, such as not allowing access to the system after work hours or weekends. Using these three data security policies is relatively common in most businesses of a decent size. The designer believes that these policies used together would provide a large amount of security whilst keeping management fairly simple even if the business expands. 
Other policies to protect the company’s data and systems have also been considered. The data designer has decided to include the “Acceptable Use Policy”, “Anti-Virus Guidelines”, “Clean Desk Policy” and “Data Breach Response Policy” to ensure that the organisation is strongly protected, and the data and systems are secure. These policies can be found on “sans.org”, along with a multitude of other policies which can also be considered. The ones covered are what the designer sees as the most important to be mentioned, but other policies can prove to be valuable to the business too. [2]
[bookmark: _Toc102245070]Compliance 
From the little information which was provided of FlowTech, the data designer believes that the company is the kind to store information about their customers. Considering that the company’s customers are likely to be other businesses, it is incredibly important that FlowTech ensure the security of their customer’s information. However, the data designer believes it should always be important and a priority for businesses who have to store customer information to ensure that it is as safe as possible from external parties and hackers. 
But when storing information about customers, the legal side of things must also be considered. Compliance rules need to be followed by businesses when storing data to ensure that they aren’t performing illegally. Failing to meet compliance rules could cause a business to face serious consequences. The three regulation standards which FlowTech should ensure they comply with are “GDPR”, “PCI DSS” and “SOX”. [3] 
GDPR (General Data Protection Regulation) consists of informing the public and customers how their data is used by the company, how quickly they should report a breach of data to the public and how data should be processed. The company should ensure that they gain consent from customers to be able to store their information. No consent, no storing of information. They should also make sure that any rights which the customers have regarding their data are abided by and stored data will be kept to a minimum. Overall, the standard can be quite hard to keep, so employing someone to ensure that the business follows these regulations would be preferable. 
Payment Card Industry Data Security Standard (PCI DSS) consists of regulations regarding the payment data of customers. These should be used by any business which stores customer financial information. There are “12 requirements” which should be met when a business follows this standard, which can be seen on “itgovernance.co.uk”. [4] 
The Sarbanes-Oxley Act is used to ensure that accounting failures don’t occur or cannot occur without being easy to notice. Basically, SOX requires the business to quickly and effectively create financial reports for viewing, along with storing company data for long periods of time. This is so that investigations can easily take place if the company fails or loses massive amounts of money in a small period of time. Failure to do this might result in a lack of evidence in the event of something going wrong, whereby the company itself would be held accountable.
The legal requirements of the business are the bare minimum to carry out to stay legal, but there are also moral and ethical factors which should be considered when storing customer data. Generally, customer data shouldn’t be used in any way which the customer didn’t agree to. Over-advertising is normally frowned upon by customers. Using their details, such as their email address to constantly advertise to them is not illegal but should not be done if the reputation of the company is cared about. Additionally, “honesty, respect for privacy issues and intellectual property rights” should also be prioritized by a business to provide customers with good service and “refrain from discrimination and other potential forms of harm”. [5]
[bookmark: _Toc102245071]Governance and Strategic Planning for Security 
The data designer believes that any system administrator for the business should be held accountable for any changes which are made without the network manager’s permission. He believes the network manager should be in control of the decisions made within the business regarding the company network, whereby the security of the data and people within the network are their responsibility and they should do everything they can to protect the employees, the customers, the data and the business as a whole. Other managers and CEOs should be able to make suggestions to the network manager, but it is the network manager’s decision as to whether or not a change is made to the system. If a breach occurs on the network because of a change which was or wasn’t made due to the network manager, they should be accountable for it. Every decision which the manager makes should be “consistent with regulations” and follow “business objectives”. Other security protocols which aren’t directly associated with the network should be managed and governed by the other managers in the business. [6]
When the network manager decides to make any changes, they need to ensure that a security plan is made with strategic planning so that the changing process goes as smoothly as possible and that the change has been properly researched and verified to go to plan. According to Gartner, “only 8% of strategy leaders report a success rate of 90% or more on long-term strategic initiatives”. This indicates towards poor strategic planning of businesses which can cost large amounts of time and finance to be able to reach the goals. Everything needs to be considered with a security plan. If the plan cannot be carried out fully due to time constraints or lack of funds, it could potentially result in a loss of security to the system, which the network manager needs to make sure doesn’t happen. The data designer isn’t really capable of making a strategic plan revolving the new information security unit as he has no information regarding the already existing system. [7]
[bookmark: _Toc102245072]Risk Management
Risk management is where potential risks are evaluated, weighing up the potential damage done if a threat occurs, what could be done to ensure that as little damage is done as possible and trying to find potential fixes to risks preventing the threats which could occur. Risks should be “clearly identified before moving on to the risk analysis step of the risk management process”. Risk management is extremely important for the network manager to carry out as the company network is potentially extremely valuable to the business’ functionality. As much as there might not ever be many risks associated with the network, if there ever were any they should be evaluated and resolved in a swift manner. [8]
Although a swift resolution isn’t always possible in networking. Risk fixes could potentially take very large periods of time to successfully complete and could potentially be far out of the budget for the networking department. That’s why the assessments should occur. If something can be done to improve the security of the network that’s within the realm of possibility, then it should be done. If the costs for the solution are too high compared to the benefits of fixing the risk, then it’s up to the network manager to decide whether the fix should be pushed or not. 
[bookmark: _Toc102245073]Contingencies Planning
A contingency plan is a set of instructions to carry out when things go as they weren’t expected to. The best result isn’t always going to happen and trying to predict the possible outcomes and set plans for if they happen could be important to the business if they don’t go to plan. Having a contingency plan when things go wrong can prove to be beneficial as the way forward isn’t always clear when disaster strikes, it can be confusing and disorienting to workers and employees when there’s no clear instructions to follow. 
Plans can also take some time to create, whereby making the plan as it happens would not be as safe as already having a plan. If a plan already exists when the disaster happens, the plan can be instantly followed and potentially less damage could be done. Although a potential issue with contingency plans is that it can be hard to predict all of the possible outcomes to some situations. It can also sometimes be hard to predict what needs to be done in every situation, sometimes the solution is clearer at the time than way before when the event has occurred.
The data designer has thought of a simple contingency plan for his suggested data security implementation. If the results of the changes aren’t approved by staff, managers and customers, then consider a strategic plan and risk assessment towards reversing the effects of the new system. Identify exactly what the issue is, analyse the issue to see if it’s an easy fix or not. How much time and money would it take to fix? If the issue or even issues can’t be easily fixed, then create an analysis of what could happen if the company went back to using the old system. Try to identify if the reversal would damage the organisation’s reputation and see if it’s financially possible to go back. The network manager is responsible for carrying out the contingency plan if the new information security unit fails.
[bookmark: _Toc102245074]Protection Mechanisms
The data designer thought it would be best to suggest some additional protection techniques to further increase security, along with features which may be desired by the business. “Data hiding” can be used to prevent users of the system from seeing files and folders which they do not have access to. This can increase security as the majority of users won’t be able to see them, whereby they shouldn’t know that they exist at all. [9]
With the business potentially having multiple facilities, the data designer thought that a peer-to-peer VPN system might be desirable. This would allow a network to be set up between all facilities over the internet. This is not seen as insecure as the data sent in packets is encrypted, making it incredibly hard for an external party to trace the packets and translate them back into useable data. 
Considering the more electronic line of work which FlowTech is involved in, remote access VPNs could also be utilised. This would allow individual employees to be able to connect to the company’s private network without having to go into the facility. This VPN type also makes use of encryption to ensure that external parties can’t decode the encrypted data to gain access to potentially important information to the business. This would allow employees to securely work from remote. 
FlowTech probably already considers this, but the physical security of server rooms, database storage and administrator offices should be highly secure. Strong walls and doors, strong or preferably no windows which can be smashed or opened. Strong locks or even scanners should also be considered for usage with important rooms in facilities, even the facilities in general. It’s easy to think that improving the security of a network connection is all that needs to be done, but attacks can occur on an organisation from within.
[bookmark: _Toc102245075]Conclusion
To sum up the data designer’s information security unit, he believes the use of peer-to-peer and remote access VPNs would allow the growing business to create a secure wide access network which would be secure from attackers and allow employees to work remotely. He then planed on using mandatory, role and rule-based access control protocols to manage how the users are able to work with the system. He then suggests that FlowTech should consider adopting a geographic divisional organisation structure in case the business expands to multiple facilities. Compliance with GDPR, PCI DSS and SOX are highly suggested to keep the business legal and the network manager should be given governance over the suggested network. A rough contingency plan was then suggested. Overall, the data designer believes that FlowTech should analyse whether these changes would be beneficial for their business.
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