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[bookmark: _Toc184849249]ABSTRACT:
Modern organisations face constant threats when attempting to protect their systems and infrastructure from cyber-attacks. This paper will evaluate the impact and importance of providing security measures, focusing on 3 key areas: security technologies (firewalls, VPNs, access controls), physical security, as well information security maintenance (patch management and monitoring.) The paper aims to analyse and emphasise the importance of safeguards that protect sensitive, critical data, including the systems that support the organisation.

[bookmark: _Toc184849250]INTRODUCTION
In today’s world, modern organisations depend on sophisticated defensive systems to ensure support for their operations and their management of data. However, since the global trend is relying on technology for many day-to-day operations, cyber-attacks such as malware and several different insider and physical attacks began to pose a serious threat to these organisations. These attacks could lead to sensitive and critical data to be accessed, and could impact the organisations systems and operations. Due to these attacks, organisations could face negative publicity, which in turn could lead to a decline in business or bankruptcy. 

In order to combat against emerging attack methods, organisations must be able to implement effective security strategies, which include advanced security technologies, physical security systems and ensure security maintenance is done often to combat emerging attack methods. By providing a strong defensive layer, using technologies such as firewalls, VPNs and access controls, attacks become less frequent, reducing the chance for data to be compromised. A strong physical security is also needed, as it reduces the amount of access to a system, reducing the chance for an inside attack. These systems are supported using effective maintenance techniques to detect and identify recent attacks and prevent them from doing harm.

[bookmark: _Toc184849251]SECTION 1: SECURITY TECHNOLOGIES
Security technologies are essential for protecting modern organisations and their environments. Due to the increased use of interconnected systems, there are various different cyber-threats that require stronger tools to be combated. This section covers three key technologies: firewalls, VPNs and access controls, and will explain their use case, including their advantages and disadvantages in protecting against different threats.

Firewalls are generally considered to be the first line of defence for a network, as it controls the traffic between internal and external networks [1].  Firewalls can either be physical piece of hardware, or pieces of software, but largely perform the same task, with just a few differences in how they perform that task. The firewalls follow a specific set of rules set by an administrator to allow data to enter, or be blocked, based on factors such as the data’s source IP address, the destination address, the type of protocol used and what ports can be used [2]. Traditional firewalls will generally use basic filtering for data, however, there are next-generation firewalls (NGFW), which can do what a traditional firewall can and more. These NGFWs can use deep packet inspection(DPI) to examine a packets body, allowing for checks for malware and other potential threats, ensuring a higher level of security. They also employ tools such as application awareness, intrusion prevention and threat intelligence to block attempts to access websites deemed risky, block abnormal requests from a user, and even use external resources to update and prevent newly discovered threats [3]. However, while firewalls can provide a solid layer of defence, they still do have their struggles against certain threats. Firewalls do not provide protection from attacks from inside the networks, and requires strict setup in order to work correctly or even be effective. Firewalls can also act as a bottleneck for network traffic, and could slow down a network to unusable speeds if not optimised. These unfortunate downsides show that while firewalls can offer a strong base of security, it requires additional tools to compensate for its weaknesses. 

Access control is a critical tool to limit access of specific systems, files and even networks. They help prevent unauthorised users from accessing sensitive information, reducing the chance of accidental or intentional access to data. One of the most common approaches is Role-Based Access Control (RBAC.) This system assigns permissions based on an employee’s job, allowing them to access files and networks relating to their job, but not having access to documents outside of their job [4]. An example of this would be software developers having access to the software development files, but not being able to see payroll or financial information. Another commonly used approach is multi-factor authentication (MFA), which requires multiple factors of authentication to access materials. These factors could include a PIN, a one-time password, a QR code, Fingerprint scanner, retina scanner, and many more [5]. Using multiple factors of authentication reduces the chances of unauthorised access, even if a password is stolen, or a PIN is leaked. Due to the emergence of remote work and working on cloud systems, using MFA is ideal as passwords can be intercepted over unsecure networks, but without the other factor/s, the password will not allow unauthorised access. While access control systems do reduce the chances of being impacted by threats, these controls can fail if not maintained, introducing additional friction for employees. As well as this, certain factors can be easily replicated if external systems are used, allowing prediction of one-time-passwords or QR codes, reducing the security of the system overall. These reasons show that while access control systems should be implemented, they must also be reviewed regularly to ensure security and ease-of-use for the employees.

Virtual Private Networks (VPNs) are designed to protect data that is sent over public networks by encrypting the data sent [6]. VPNs act as a secured highway for data, reducing the risk of access to data, and if data was intercepted, it is encrypted, adding an extra layer of security. With the trend of modern organisations moving towards remote working, VPNs provide ease of mind to employers that sensitive data will not be compromised. VPNs can be useful for many types of companies, from those who deal with sensitive personal data, to general office employees browsing the web for their job. 
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Figure 1 

By providing a safe and secure connection, the risk of online attacks and attempts to intercept data is vastly reduced. Recently, there had a been a development into Zero Trust Network Access (ZTNA), which limits the user to only accessing specific tasks, similar to access controls. This increases security as if attackers gain unauthorised access, they would not be able to freely move around a network and cause harm, unlike a VPN which would allow access to many other resources. Another downside to VPNs is that some are older and have not been updated, leaving them vulnerable to attacks from more modern methods. While VPNs do allow for outside users to safely access a private network, care must be given to ensure that data is not exposed.

[bookmark: _Toc184849252]SECTION 2: PHYSICAL SECURITY
Physical security is a fundamental part of an organisations cyber-security operation, however, is often overlooked in favour of more online security. Without the necessary physical safeguards against attackers, features such as firewalls, VPNs and other tools are rendered incompetent against such attacks. This section covers some of the physical security systems that are commonly implemented, such as facility access control, environmental safeguarding, as well surveillance systems to protect infrastructure from unauthorised access and environmental damage.

Controlling access to facilities is the first layer of defence for preventing unauthorised access. This includes but is not limited to; keycards or fobs, biometric scanners, PIN/password-based locks. For hyper-secure areas multiple of these systems may be selected, to make sure that only authorised users can access, and to protect against attackers who may have stolen keycards or biometric data. One measure not commonly utilised is staff training, as unlocked doors or access controls unattended can lead to unauthorised access. By training staff on proper habits and pattern recognition, the likelihood of an attack is greatly reduced [8]. These measures however are not guaranteed to prevent all attacks. A common way attackers gain access to facilities is by tailgating employees and following them inside, using their access credentials as their own, leading to a serious risk of damage if not immediately recognised.

Another example of physical security used is environmental safeguards. IT infrastructure is notoriously vulnerable to environmental threats, such as floods, fires, extreme temperatures, and more. Investing in environmental safeguards like flood sensors, climate control systems and fire suppression systems such as fire extinguishers, water sprinklers and smoke alarms [9] provide necessary protections for an organisations storage devices and network equipment such as servers. An example of these systems in use would be a smoke alarm alerting a sprinkler system to a detected fire, activating and protecting the equipment. Climate control systems are not only for the protection of the systems, but can also impact the effectiveness and efficiency of it as well. Real-time temperature monitoring tools are commonly used to ensure that equipment is well cooled and not overheating. This reduces the chance for equipment to break or lose data. [10] In spite of these protections, equipment might not always be fully safe, and locations prone to earthquakes or wildfires might consider online alternatives to physical devices. These devices are also very expensive to install and maintain, and smaller companies with smaller budgets may struggle to even implement one of these solutions.

A final example of physical security is surveillance and monitoring systems. These systems play an important role for not only monitoring facilities and entry points, but also acting as a deterrent from would-be attackers. The most common choice for a surveillance system uses CCTV cameras, which provide a real-time overview of the facilities. In some cases, these cameras can be supplied with facial recognition software, which when linked to an employee database, can lead to unauthorised users being quickly located and identified [11]. There are also several different monitoring devices that can be used, most commonly motion sensors linked to alarms. This means that if movement is detected in the facilities outside of working hours, alarms can be sent to security teams or the police so they can quickly respond to prevent potential threats. While these systems may be effective at identifying unauthorised users, they must be considered alongside local laws and ethical considerations. The cameras used for CCTV must also be relatively modern, otherwise the facial recognition software will likely struggle to identify employees from strangers.
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The process of maintaining information security is continuous, requiring constant updates and maintenance strategies to combat ever evolving threats. This section is focused on the key ideas and policies concerning information security, including patch/update management, routine system audits and constant employee training, showing their roles in safeguarding an organisations IT environment. 

One of the key principles in security maintenance is patch/update management. This involves identifying weaknesses, testing solutions and applying updates to either software or hardware devices to ensure vulnerabilities are reduced and performance is maintained or even improved. One of the most famous failures in patch management was seen in 2017 with the WannaCry exploit, which infected over 200,000 computers over 150 different countries [12]. This attack exploited a known vulnerability that was patched for newer Microsoft OS systems, but offered no protection for those running older OS systems. This attack highlighted the need for patch management, even for older systems, as they can have exploits waiting to be abused. However, despite this high-profile attack, patch management is overlooked, often due to resource constraints and other priority systems by the IT department. With a structured schedule for patches, the organisations IT departments can help to address these vulnerabilities and ensure solutions are created.

Another principle in information security maintenance is routine system audits. These audits are necessary to identify and then address vulnerabilities in the system. These audits generally comprise of methodical evaluations of the organisations hardware, software and networks to not only ensure the organisation is protected, but also to ensure local laws and procedures are followed. One common audit is for financial organisations, who must follow the Payment Card Industry Data Security Standard (PCI DSS), which ensures a minimum-security standard for protecting payment card information [13]. Audits like this help ensure that consumers are protected, and ensures organisations take responsibility for their security. There are also several monitoring tools that can highlight suspicious activity or threats, such as Intrusion Detection Systems (IDS) and Security Information and Event Management (SIEM). SIEM for example can be used to monitor the data log for various different sources, allowing for quick reactions to possible leaks or attacks. These systems however only work effectively if they are used and configured in the proper manner. Misconfigured tools can give false-positives and not report on actual suspicious behaviour, and not using these systems can mean malware can slip through network protections and attack the systems used. 

The final key idea being discussed is the importance of employee training and awareness. Human errors are one of the leading causes of cyberattacks, often due to phishing attacks, lack of training and weak passwords, according to a report by Datto [14] and shown in figure 2. 
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Figure 2

In order to combat these vulnerabilities, companies are producing training programs for employees to help recognise suspicious activity. These programs include simulated phishing attacks and recognising common attack strategies to help prevent incidents from occurring. These programs are ever changing, and effective programs ensure to cover recent developments and techniques to help recognise threats, with some even offering specific resources depending on job roles. An example of this would be those working in the finance departments learning about financial data handling and security, whereas those working in hr might focus on personal data handling and laws surrounding that type of data. While employee training might help to reduce the chances of being affected, training alone cannot protect a company from attackers, and is often required to be supported by additional tools such as email filtering systems and required password complexities to be effective. 

[bookmark: _Toc184849254]CONCLUSION
In our ever-evolving world, with constant cyber and physical threats, modern organisations must be willing to invest and embrace various different strategies to protect their infrastructure and systems. This paper examined the tools needed to create a secure and safe environment, particularly focusing on the role security technologies, physical security systems and security maintenance play in preventing unauthorised access to data. By adopting these different systems, organisations can hope to improve their ability to detect and respond to threats, and help react and recover if those systems are attacked. Nevertheless, these tools must be maintained and updated in order to combat against the ever-growing list of evolving threats. The findings produced in this paper show that 1 method alone is not enough to protect an entire company, and a variety of different methods for different attacks creates the best possible chance for an organisation to flourish securely.
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In the modern world, cybersecurity is an ever-expanding need for business and organisations to protect their systems and private data. CyStressSolution, which from now will be referred to as CSS, is setting up a new information security unit to help further protect itself and clients from cyber-threats. This report is to discuss and design a bespoke approach for this new unit, ensuring greater protection of data and services both for the organisation itself and client’s needs. This report contains the structures and systems needed for the unit to be successful, and by implementing the recommended approach, CSS can improve its security and services.
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The following section on CSS’ organisational structure for the new unit is designed to help establish key roles and responsibilities to support the new team and ensure a proper workflow within the team. The structure of the unit is designed to support workers both inside and outside of the team, allowing with collaboration with other departments if needed. The recommended structure has clear leadership roles for executive decisions, with operational roles for the day-to-day management of the unit and a dedicated consultant to help interact with clients.
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Figure 3

Figure 3 is visual diagram for the organisational structure that is being recommended. It allows for a clear hierarchy, allowing issues or ideas to be easily sent to the right person, while also accounting for roles to be internalised without the need for outside specialists, such as a Legal and compliance officer. The following table will be used to name each role and give their responsibilities within the structure

	Role
	Responsibilities

	Chief Information Security Officer (CISO)
	Top level management for the team, usually has final say on projects and deployments, ensure that business needs are met and reports to higher management.

	Risk Management Officer
	This officer identifies and evaluates the security risks associated with the team, and designs strategies for risk mitigation.

	Operational Security Lead
	This officer leads day-to-day operations within the team, helps respond to threats highlighted by analysts and can often collaborate with other teams as and when needed

	Legal and Compliance officer
	This officer ensures that local laws and national regulations are followed, such as GDPR, ISO 27001. They are usually the officer that will conduct audits to ensure the laws are being followed, and acts as an advisor for ethical practices

	Threat and Security Analyst
	These members monitor potential threats to the system, identifying point of weakness and handles investigations into suspicious network activity

	Security Response Team
	This team helps to respond to sudden security breaches, ensuring active data protection and recovery while performing forensic investigations if necessary afterwards

	Network Security Architects/Engineers
	This team focuses on the company’s networks, will be the team that configures the network firewalls, monitors traffic alongside the security analysts, and enforces systems such as access control to prevent unauthorised access to the systems used


Table 1
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To ensure that local laws and regulations are followed, as well as encouraging effective security practices, there must be policies and procedures set to ensure those laws are met. This job is often given to the Legal and compliance officer, who ensures these policies are kept to. While already created laws are easier to implement into the company’s policies, there are also internal policies that need to be discussed and also implemented. These policies will help employees through their day-to-day jobs, as well as those for ensuring comfortability and responsibility in the team. The tables below gives a few examples for different policies and procedures, their purpose and some of the key ideas that align with that policy/procedure.

	Policy
	Purpose
	Key Ideas

	Data Security Policy
	Protecting sensitive internal and client data from unauthorised access, data loss and internal breaches
	Access control technologies [4], possible encryption and role-based access.

	Incident Response Policy
	Guidelines for Security Response team, provides information on identifying, responding to and recovering from internal/external threats
	Incident detection tools and proper reporting methods, post-recovery discussions and review

	Acceptable Use Policy
	Ensures proper use of company resources, procedures following misuse
	Restricted use of personal use on company resources, professional and appropriate language in emails, only using trusted applications [15]

	Employee Training Policy
	Ensuring employees are educated and aware of best security practices and possible risks
	Mandatory employee training sessions, phishing and other manipulations training [8]


Table 2

	Procedure
	Purpose
	Key Ideas

	Email Reporting Procedure
	Allows employees to report emails suspected of spam or emails using inappropriate language
	The email is forwarded to either the IT team for phishing emails, or department leader for inappropriate language. The email can then be deleted while the respective teams investigate

	Software/Application Procedure
	Allows employees to request access to a piece of software, while the IT team checks for security compliance
	The software in question is submitted in a request to the security team, who run a background and security check on the software. The IT team will personally install the software to ensure security.

	Incident Report Procedure
	Allows for employees to report suspicious activity or on-going security incident
	The security response team should be notified as soon as possible, with required details and information. Instructions from the team should be sent to the employee on how to proceed.


Table 3

These tables outline only a few policies and procedures that may be implemented into the new security unit. These policies are designed to protect both the team and the company, and ensure that security risks are minimised, and regulations are followed correctly. It is of a high priority for the company that these regulations are followed, as fines and other repercussions may occur due to the lack of following.

[bookmark: _Toc184849259]RISK MANAGEMENT

Risk management is critical part of any organisation, but for a security company such as CSS, it is essential for being able to identify, assess and mitigate threats to the system. Being able to implement a structured plan that can address these threats while maintaining minimal impact on the business is the key to successfully managing risks.
Risk management consists of four key steps: Identification, Assessment, Mitigation and Monitoring. Risk identification is the process of finding potential threats to the organisations or even the clients systems. These threats can range from simple phishing attacks against employees, or even outdated software with several vulnerabilities, allowing access to the clients computers if exploited. When these risks are identified, the next step in the process is started, Assessment. This process includes both severity and likelihood, in order to determine what threats the engineers must work to block out. Attacks which have a high likelihood of occurring with a high severity chance are prioritised, with attacks that have a low likelihood of occurring or a low severity being of a lower priority.
Once the risks have been identified and assessed, the team can then focus on implementing mitigation strategies to combat the threats. One example commonly found in companies is phishing attacks, and finding ways to mitigate these risks, such as employee training and filters, are just some of the ways to mitigate these attacks. Attacks which are less common but are more severe, such as Ransomware or viruses, must also be mitigated. These attacks can be prevented using detection systems that monitor network traffic, using firewalls [3], and even regular backups can help to mitigate the threats. Once the mitigation step is complete, it follows onto the final step, monitoring. Being able to use monitoring systems at likely attack points is key to ensuring that the team is able to quickly identify and respond to the threat before it causes harm or compromises the system.

[bookmark: _Toc184849260]CONCLUSION

By creating an information security unit as CSS, the organisation is further safeguarding both itself and its clients from threats while implementing methods to improve further against future attacks. Using the provided methods, which include clear policies and roles, CSS will be able to work effectively and efficiently, ensuring clients can trust CSS and their tools for safety. This structure is designed to not only protect, but also help grow trust and connections within the field, leading to greater growth within the space 
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