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1. Abstract
Several information technology services are built up on data centres as a key component of the infrastructure. They provide the ability to store, manage, network and disseminate data in the centralised repository. The demand for energy consumption is steadily increasing as datacentres' capacity and size are increasing rapidly. These data centres not only consume huge amounts of energy, but also have IT inefficiencies. Thousands of servers as main components are affected by the data centre. These servers consume enormous energy without doing any useful work. 30 percent of servers in an average server environment are dead and consume only energy, without being used properly. This research provides model for the University UWTSD, whether is better at setting up its own data centre or using an outsourced solution. 

Keywords: Virtualisation; Architecture;             Hypervisor;  SAN;  security

2. Introduction

Datacentres are the basis to a large range of services, such as Webhosting, social networks, and a wide range of services like (PAAS), (SAAS) and cloud computing, all offered through the Internet. It consists of focused equipment for different functions, such as storage, management, processing and digital information exchange. They support the information needs and the application services and management of different kinds of Data treatment types such as webhosting, internet, intranet, telecommunications and information technology in large businesses and Institutions of education. Data centres, from financial services, media, high-tech, universities, government institutions and many more, can be found in nearly all economic sectors. They are used and supported by companies, intelligence and communication processes. As the data centres grow quickly, request for both physical facilities, infrastructure continuously increases facilities, which means that energy demand will continue to increase. [1]-[2]

IT datacentre comprised of equipment of several single devices such as storage, server, switch, generator, cooling, etc. Servers consume the most energy because they are so large,






The size of data centres is steadily increasing. [1]

In IT especially in business organisations, virtualization technology is currently an important development and has become a top-of-the-range revision of computers industry. Virtualisation separates or incorporates server-based environment computer resources in order to supply a variety of operating environments various techniques and methodologies, such as Partitioning or assembling hardware and software, machine partial or full simulation, emulation and time share [3].

It allows the simultaneous operation of multiple operating systems on a single machine. Virtual Maker Monitor (VMM) or hypervisor is a platform that offers multiple operational systems running simultaneously with the aim to provide end-users' services based on the level of service defined before the processes and to share different resources. In order to reduce the power utilisation of datacentres virtualisation and techniques of consolidation to enhance the use of underutilised servers by datacentres. [4]
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Fig 1: Datacentre Network topology [5]


3. Datacentre Architecture 

3.1.  Datacentre
A data centre is a facility that centralises shared IT operations and equipment of an organisation for the purpose of data storage, processing and dissemination. Data centres are the most critical and proprietary assets of an organisation and are essential for the continuation of everyday operations. The security and reliability of data centres and their information is therefore one of the top priorities of any organisation.[8]

The communication infrastructure is a data centre network, described in terms of network structure, router, switches tools and protocols (e.g., Ethernet cable, IP addresses). In the following we introduce the standard structure that has recently been proposed in data centres and in some other topologies.
 
3.2. [image: Diagram

Description automatically generated] A traditional network of data centres
 is presented in Figure 1. This topology provides a connectivity to servers on each rack using a Rop of Rack (ToR) switch in the access layer. The traffic from a multiple access layer (ToR) is switched onto a core layer by every aggregation switch in the aggregation layer (also called distribution layer) forward. Each ToR switch is linked to several redundancy aggregation switches. The core layer ensures a secure connectivity between Internet-connected aggregation switches and core routers (CR). The flat layer 2 topology, which uses only 2 switches, is one of the cases of conventional topology.[5]













Fig 2: Clos Topology [6]

Clos topology is a constructed from several switching phases. Each switch is connected during the next process to all switches, which offer a wide range of routes. The example of Clos topology in three phases is shown in Figure 2[7].

             4.Virtualisation

Server is a computer that includes interface hardware and network, storage. They’re on-site and come in a variety of shapes and sizes, including blades, towers and rack. These servers are used onsite. Virtualisation takes and abstracts the characteristics of a physical server into several virtual assets. It emulates a software-based abstraction level for the function and performance of the physical infrastructure. All the components are tied to a single hardware piece with a traditional Physical Server (sometimes called bare-metal servers when used by a single client). They are often inefficiently used. Many organisations have greater server space than they do, and few workloads on these systems use the entire processor capacity and performance. 
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Fig 3 Virtualisation architecture [9]


All the components are tied to a single hardware piece with a traditional Physical Server (sometimes called bare-metal servers when used by a single client). They are often inefficiently used. Many organisations have greater server space than they do, and few workloads on these systems use the entire processor capacity and performance. 

Virtualisation allows the efficiency of individual workloads and tasks, as they are not directly connected to a certain hardware. Virtual servers still require hardware, but availability/capacity is much more flexible and is generally defined by the needs and not by hardware limitations of the organisation.

When all servers are abstracted to create a fully virtualized ecosystem, data centre virtualization occurs. This makes it possible for organisations, independent on the physical server’s hardware, to run application loads through a cluster of server assets. A healthy virtualised infrastructure maximises processor use and workload reliability. [8]-[9]

4.1. Virtualisation components

Server virtualisation employs several components.

·  hosting system is the virtualisation server hardware
· Virtual machine or guest machine containing the resources, thus resources are taken out of the traditional server environment
· A hypervisor that specialises in creating and maintaining Vms and can be used on bare metal servers natively, is hosting on a pre-existing platform.[9]

4.2. Virtualisation methods

All virtualization technologies at a high level are designed to achieve the same objective: to optimise the availability of physical servers by splitting and allowing resources for more flexibility. The virtualization approach depends specifically on the needs and limitations of the organisation:
· [image: Chart, box and whisker chart

Description automatically generated]Full virtualisation utilizes a hypervisor to build and maintain completely autonomous VMs that do not need to be operated for various operating systems. This can be done via a software-assisted approach, but the dominant approach is hardware-assisted complete virtualisation. The leading virtualisation products include Citrix, Hyper-V, and vSphere.[10]



Fig 4 hypervisor type 1 [11]

 bare metal hypervisor or type 1 is directly mounted on your computer hardware, and a hosting hypervisor is installed.[11]

· Para-virtualization 
VMs are aware of the resources and are able to communicate among each other. Paravirtualisation can be run on systems architectures which don't have hardware-assisted virtualization support, sometimes called just PV. Most products allowing full virtualization also to allow for paravirtualisation. 

· Virtualisation at OS level takes place without a hypervisor. Instead, there is a virtualisation capability on the physical server operating system which acts like a hypervisor to create several users containerized environments. One of the leading OS virtualisation products, Oracle Solaris. [10]-[11]

4.3. Virtualisation server benefits

Virtualisation of the server has many benefits, in terms of performance and creativity of an organisation. Virtualising the server has many advantages. 

· The cost of operation is lower: Virtualised servers usually require a lower physical footprint than traditional infrastructure and consume less energy. They are also more widely available with less hardware’s, which makes it significantly less expensive to maintain the server hardware than is required in a common setting for the same availability.

· Workloads are deployed more quickly: IT Admins can built or duplicate VMs even quicker., which can be more productive both for servers and for admin teams.

· Recovery and resilience of disasters are improved: The precautionary measure of disaster recovery is much easier to backup and replicate data to other VMs. Virtual machines can fast restore any lost data and prevent long, expensive downtimes when the catastrophe strikes inevitably. [12]


4.4. Software Vendors for Server Virtualization
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Fig 5: Hyper-V [13]                       
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Fig 7: VirtualBox [15]



5. Networking Virtual Datacentre 

Networking is relatively simple in a traditional data centre, but networking in a Virtual Datacentre is more complex. This section looks at the necessary networks in a Virtual Datacentre. It also looks at the use of network security areas. 
In a Virtual Datacentre, usually four networks are needed. Physically divided networks help in ensuring a full separation at the expense of costs and convenience. Logically separate networks are, instead, convenient and cost-effective to implement, but may not provide the necessary level of separation. The four necessary networks are the data network, the management network, the storage network and the network for live migration. 

· Storage Area Network (SAN)
For all communication from a hypervisor to the storage array, a Storage Area Network (SAN) is used. This is mainly used to transfer VMs to the server on which they are run from the storage array they are stored. In order to ensure that a threat actor does not access VMs while in transit, the SAN should be isolated. For technological reasons, certain storage technologies (e.g., fibre channel) need to use a different physical network. In VDCs, most SANs are either Fibre Channel (FC) or Small System Interface Internet (iSCSI).[16]


6. Virtual Datacentre security

The security of virtualization involves securing the VDCs and is discussed in the entire report. As such, this section does not have to be addressed specifically. Security virtualization, however, is increasingly being used in VDCs with physical security devices virtualised. In the following section, various security virtualization approaches are examined in a VDC.

· Security
The virtualization of security devices (e.g., firewalls, IDS) can be like that of conventional servers. Thus, left to the so-called virtual safety appliance (VSA). A Virtual safety appliance is a virtual device ideally made of a hard operating system and a single safety application. It consists typically of one security application that conforms to another's isolation principle. The advantages of virtualising security include cost savings, increased flexibility and a link to the virtualized network infrastructure. [17]
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Fig 8: Virtual Datacentre Security [17]


7. Building Datacentre or Outsourcing for UWTSD

Since the last few years, IT infrastructures have played more significant role in companies. 
Companies are now obliged to meet the needs of an increasingly demanding consumer with innovation and digitalisation. Innovation is becoming more and more data-based in the world of digital connections, process automation and the creation of custom products and services. The basis is the collection of data. It's the foundation of all. But where and how are gathering 
information?

There are two major alternatives: build a data centre in-house or externally rely on a specialised supplier for the outsourcing of the infrastructure. 

Let's take a more practical approach, however. The pros and cons of both.

7.1. Building own datacentre
Advantages
· Maximum infrastructure control. 
Data are likely to be collected at the same location as the company. Of course, this generates greater confidence in people who used to "home" everything. The distance from the data collection site still is perceived as a risk by many small businesses. The risks associated with the location of the infrastructure, however, are more an illusion than a real question. 

· An enterprise with data as its main business, or which needs large storage volumes can find building the infrastructure itself more advantageous, particularly if you can exploit the economies of scale yourself without third-party requirements. [18]
· 
Disadvantages:
 
· Building this infrastructure from scratch means investments with long-term implications and over decades are paid for. 

· It's not easy to ensure business continuity. Technological, personnel and security issues, especially for smaller infrastructures and organisations, should not be handled exclusively. 


7.2. Outsourcing or rely on third party

Advantages:
· Outsourcing your data centre involves relying on skilled professionals who provide many customers with the same service. This will result in the shared cost of operations between several companies, from technology’s required to energy costs, from human resources costs to costs of video monitoring and significant reductions. This is the magic of economies of magnitude. 

· It will be a matter of planning investments with 10-20 years horizon, but of renting a storage space. Capital expenses will be significantly lower. 

Disadvantages:

· It is obviously crucial that you choose a supplier. Depending on the wrong company can cause considerable damage. What should you remember in the process of selection? The credibility of the supplier, its technical capabilities and features, such as supplier neutrality and the ability to guarantee business continuity, are certainly important. In this respect, the infrastructures are at four levels (Tiers). 
· 
· See the Minimum Tier III which guarantees continuity of 99.98 percent in one year. [19]-[20]


8. Conclusion
The best solution for the UWTSD who treat data as their core business is to choose an outsourced data centre. This option provides more flexibility and safety at low cost. 













































9. References


[1] “What is a data centre?” Paloaltonetworks.com. [Online]. Available: https://www.paloaltonetworks.com/cyberpedia/what-is-a-data-center. [Accessed: 02-May-2021].

[2] Techopedia, “Data Center Architecture,”  Techopedia.com, 19-Feb-2014. [Online]. Available:https://www.techopedia.com/definition/29867/data-center-architecture. [Accessed: 02-May-2021].

[3] W. Paper, “A guide for business leadership on how to reduce costs, improve business continuity and increase IT efficiency,” Vmware.com. [Online]. Available: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/whitepaper/solutions/business-case-for-virtualization-white-paper.pdf. [Accessed: 02-May-2021].

[4] Cisco.com. [Online]. Available: https://www.cisco.com/c/dam/global/en_in/solutions/collateral/ns340/ns517/ns224/c11_663783_01_udc_wp.pdf. [Accessed: 02-May-2021].

[5] “Data Center Networking and Virtualization,” Grotto-networking.com. [Online]. Available: https://www.grotto-networking.com/BBNetVirtualizationDataCenter.html. [Accessed: 02-May-2021].

[6] “Redirect Notice,” Google.com. [Online]. Available: https://www.google.com/url?sa=i&url=https%3A%2F%2Fslidetodoc.com%2Fdata-center-basics-encs-691-k-chapter-5%2F&psig=AOvVaw1zYUheDnhbu2TKWXJCXPVk&ust=1620172319853000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCLDPgLLarvACFQAAAAAdAAAAABAP. [Accessed: 02-May-2021].

[7] “What is a Clos network? - Quora,” Quora.com. [Online]. Available: https://www.quora.com/What-is-a-Clos-network. [Accessed: 02-May-2021].

[8] Cisco ACI gives you the power to answer any data center demand. 2019.



[9] A. Yıldırım, “Key components of server virtualization,” Medium, 14-Sep-2020. [Online]. Available: https://medium.com/@yildirimabdrhm/key-components-of-server-virtualization-d26131b17dcb. [Accessed: 02-May-2021].

[10]	Vmware.com. [Online]. Available: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/techpaper/VMware_paravirtualization.pdf. [Accessed: 02-May-2021].

	[11]
	Staff Contributor, “What is a hypervisor? Hypervisor meaning, types, and examples - DNSstuff,” Dnsstuff.com, 28-Oct-2019. [Online]. Available: https://www.dnsstuff.com/what-is-hypervisor. [Accessed: 02-May-2021].



	[12]
	P. Pickett, “Server Virtualization,” Thebalancecareers.com. [Online]. Available: https://www.thebalancecareers.com/server-virtualization-a-definition-2071939. [Accessed: 02-May-2021].



	[13]
	“What is Hyper-V?,” Altaro.com, 05-Jul-2016. [Online]. Available: https://www.altaro.com/hyper-v/what-is-hyper-v/. [Accessed: 02-May-2021].



	[14]
	C. Twiest, “VMware archives - workspace guru,” Workspace-guru.com. [Online]. Available: https://workspace-guru.com/category/vmware/. [Accessed: 02-May-2021].



	[15]
	“Linux Logo,” Cleanpng.com. [Online]. Available: https://www.cleanpng.com/png-virtualbox-computer-icons-virtual-machine-operatin-1191289/. [Accessed: 02-May-2021].

	[16]
	“Guide to server, storage, & network virtualization,” Petri.com, 08-Jan-2009. [Online]. Available: https://petri.com/server-virtualization-network-virtualization-storage-virtualization. [Accessed: 02-May-2021].






[17] “Understanding security in the virtualized IT data center - technical documentation - support - juniper networks,” Juniper.net. [Online]. Available: https://www.juniper.net/documentation/en_US/release-independent/solutions/topics/concept/security-virtual-it-dc-overview.html. [Accessed: 02-May-2021].

[18]	Industry Perspectives, “Data center building vs. Outsourcing: What’s best for your business,” Datacenterknowledge.com, 11-Feb-2015. [Online]. Available: https://www.datacenterknowledge.com/archives/2015/02/11/data-center-building-vs-outsourcing-whats-best-business. [Accessed: 02-May-2021].

[19] “Data center build vs buy,” Datacenterpost.com. [Online]. Available: https://datacenterpost.com/data-center-build-vs-buy/. [Accessed: 04-May-2021].

[20] S. Boman, “Building a data center VS. Outsourcing: Making the right choice for your business,” Newcloudnetworks.com. [Online]. Available: https://blog.newcloudnetworks.com/building-a-data-center-vs.-outsourcing-making-the-right-choice-for-your-business. [Accessed: 04-May-2021].















































































Table Contents


Abstract…………...…………………………………………….1
Introduction…………………………………………………..…2
Security Policy datacentre………………………………………3
	Physical Security…………………………………..……..3.1
       Virtual or Software………………………………...……..3.2
   Multi-factor …………………………….…………………..3.3

Type of threat…….…………………………………………….4
Storage Area Network…….………..………………………….5
SAN Advantages…….………..……………………………..5.1
Conclusion…………………………………………………….6
References………….…………………………………………7


























































1. Abstract
Nowadays we are facing quit lot of hacking as we widely known due the fact that internet is not safe and protected. Many cases already demonstrated that massive connection of network is made up by people who want to collect our personal data for various purpose, interrupt a full provider’s services and hack systems to get full control or shut them down. Network security has proven to be a key element for each organisation to provide secure broadband and data protection. As we can see many organisations have shifted to service provider of the Datacentre to optimise their time and resources for hardware, server and other devices to acquire installation management and security.  Datacentres are not protected against internet goons. In order to secure network of datacentre and prevent violations of data, various provider and professional datacentre have proposed several remedies, some of which were discussed in this research. In addition, as the technology from the datacentre developed to be fully automated by abstracting software, virtualisation is an indissoluble part of IT.




2. Introduction

For company to run today, data is important. In order to ensure development, information must be reliable and the risk of potential which could lead to the loss of money and reputation minimises. To ensure its continued use, every datacentre needs some kind od security. In fact, certain aspect of security include functionality like power source, environment and more. The outsourcing of datacentre is an appropriate way to ensure that the data is kept in accordance with the best standards and is secured at all levels. ABC company which contains sensitive information in their datacentres, cyber security is very important. Organisation that uses datacentres directly or via partner to provide solutions to high rate of cyber-attack must be taken into consideration. [1]-[2] 

Due to the various kinds of attacks that develop target user data and compromise data centre resources, network security became an important aspect of data centre security in the last few years. The provider of the data centre service must guarantee that client data is safe and that attackers 



do not jeopardise their security characteristics. Confidentiality, integrity and availability include the security features of data. Privacy ensures authorised data access and includes information such as the pattern of access to data and existential information. Service providers must also ensure that information is not altered to ensure consistency and integrity. Although physical safeguards such as locks, alarm systems, camera and security personnel ensure that all data centres are secured, there are various methods of ensuring data centre security. The architecture of the data centre provides information security. The implementation of these essential building components includes:
       1-Secure data centre architecture.
       2-Server Protection.
       3-data protection.
       4-application and platform protection. 
       5-secure encryption and key management.                      
       6-Network Security. [3]
 

3. Security Policy datacentre

A data centre consists of networking and computer groups that process and store information in a central location for the ABC Ltd. In order to maintain this security, companies must use virtual and physical data centre protection systems. Besides protecting the computer assets of the organisation, certain network security measures must be introduced to prevent malware attacks and other threats from entering the data centre.

3.1. Physical Security
When constructing a data centre, the primary focus should be on selecting the best location. Certain areas must be avoided because they pose quality and security risks, which can result in service interruptions or complete failures [2]. These are some examples:
	
· Zones along earthquake fault lines
· Areas in which storms occur frequently

3.2.  Security, whether virtual or software
· In datacentre technology, virtualisation is common. A company obtains a digital architecture that allow or reproduce its main system virtualisation this allow admin from remote area to manage the entire organisation. More flexibility is provided, even though software would be used to manages the datacentre facilities.

3.3.  Multi-Factor Verification
·  ABC can automatically obtain an extra layer of security with multi-factor authenticator, specially since at least two keys’ values are utilised to validate the access. If a hacker gets the first key, will need to find the second key with within the time login session or an alert will be generating. [4] 

3.4. Redundancy
· Redundancy is the main part of the resilience of datacentre. If redundant elements are configured when there is any failover, other components will take the ownership and carry on the system.[4]


4. Type of Threat
  

There are countless threats to a datacentre. My-SQL injection and cross scripting may make the customer’s apps running on servers vulnerable. While various kind of DDOS hacks arise, secure datacentre perimeter is important and safe coding practise is important as application running on servers. Below are some threats to datacentre and cloud infrastructure. [5]

DDoS attacks

Distributed Denial of Service (DDoS) pose an 
Immediate and direct threat to the uptime of 
The datacentre. Those kinds of attack still arise as IOT devices aren’t secure enough, hackers have more opportunities to exploit them by building huge botnet to release them. [5]-[6]

Ransomware
	That kind of attack not only could seriously 	harm customer data on servers of a provider 
	But could compromise confidentiality in that 
	Service. Data might be at risk to be share but 
	It can constantly being change and its integrity 
	Is threatened. [6]

External access
	External access, such as cloud security broker 	access or external DNS servers, can often be 	overlooked when it comes to datacentre 	security management.[5]


5. Storage Area Network (SAN)

Storage is a major health and productivity aspect of a company. With the suitable storage management architecture company can optimise server performance, refine data management, backup, improve applicability and prepare for disasters using good storage management solution. [7]

SAN are high-speed dedicate network connecting data storage tools to large networks. The connection with the storage pools via SAN switch enables communication between computers. The storage pool is operated by admin who assign (LUNs) or storages capacity block. SAN also have several other distinctive functional, including:

· Managing application and Administrative.

· Operating on a variety of network topologies, including Ethernet and Fibre channel

· Connecting various storage devices such as RAID.


5.1.  SAN Advantages

Before deploying SAN to any network, we must know the benefits that offer to make company running their data without worrying. The list below will show some of the benefits.[7]-[8]

               LAN bandwidth 
	The primary advantage of SAN is increased 
	Bandwidth. Throughput bottleneck are 
	Common in LAN-based server storage system, 	reducing the performance and speed up the 
	the time required to complete simple task and 	transfers. SAN handle a large portion in the 
	network traffic, it relieves strain on the LAN 



Strengthened data security
Data security is critical for all businesses. With 
a SAN, data confidentiality techniques remain 
consistent, ensuring, always have access to 
accurate copies of any. Furthermore, if a 
hacker gain access to the LAN, SAN split the
data in different network, ensuring data 
integrity.


Backup
Data backup is a key consideration whenever 
We audit the network performance. The good
thing is a SAN simplifies data backup. When
using a SAN, we only need one backup server
to backup data from multiple location.  
 

Reliable catastrophe recovery
It is not only data backup that is essential to the 
Organisation, but sometimes when disaster hit 
or whether an attack. Company must be 
ready to have an external backup, thanks to the 
SAN the data will be safe. 

Most of the company fail of the company fail to get back to business cause by poor infrastructure or plan, SAN reduces those chances. 


6. Conclusion
Datacentres have evolved into an essential component of company solution.  Due to all the risk and attacks in datacentre, they are facing several challenges to reduce those breaches by developing a variety of techniques and solution to mitigate threats.
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Fig. 1. Conventional data center network topology
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