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1. Review complex types of internet-dependent crimes. (2000 words)
This assignment will focus on the complex types of internet dependant crimes, it will highlight the various types of hackers and their motives when hacking.

What is cybercrime, The term "cybercrime" is used to denote two types of illegal behaviour that are related yet separate. Pure cybercrimes, also known as cyber-dependent crimes, are offenses that can only be perpetrated by using a computer, computer networks, or other types of information communications technology. (Norfolk Constabulary, 2022) Although the terminology may be confusing, there are five ways in which technology and computers can be used to impact crime. (Bryant, 2021) 

The five main ways that digital technology can impact on a crime are,
Technology as a storage medium – This covers the intentional or unintentional preservation of data on any device that may later be utilised as evidence in an investigation. An illustration of this might be someone who has a hard drive with any indecent material on it. (Bryant, 2021)

Technology as a witness to crime – This is becoming a more crucial instrument in the fight against criminal activity and other behaviours that the authorities are looking into, like anti-social behaviour. Even while passive data producers like CCTV and ANPR are incredibly useful instruments for law enforcement, the police will conduct further investigations to support or refute the evidence that is available in digital form. (Bryant, 2021)

Technology as a communications tool to plan or enact crime - This could be, for example where an organised criminal group (OCG) use their mobile devices to communicate with each other to plan a criminal act. (Bryant, 2021)

Technology as an aid to crime – Digital technology is utilised in this situation to facilitate the conduct of a traditional crime. This crime is now sometimes referred to as "cyber-enabled" crime in the UK. (Bryant, 2021) Sextortion is a type of threat when a perpetrator records a victim engaging in sexual activity on their webcam and uses it to blackmail them into paying money or they will distribute the video to friends or family members. (Police Scotland, 2022)

Technology as the target of crime – In the UK, this is frequently referred to as "cyber-dependent" crime. (Bryant, 2021) It includes offences like "hacking," Trespassing is one of the definitions of hacking. Exploiting known security holes in networks involves unauthorized access to or usage of computers or other network resources. Hacking can be used to deface websites, collect personal information or information useful to criminals, collect personal data, or participate in distributed denial of service (DDoS) or denial of service (DoS) assaults. (McGuire, 2013)

So, what is the difference between ‘cyber-enabled’ and ‘cyber-dependant’?
“Cyber-enabled crimes are traditional crimes, which can be increased in their scale 
or reach by use of computers, computer networks or other forms of information 
communications technology (ICT). Unlike cyber-dependent crimes, they can be 
committed without the use of ICT. Two of the most widely published instances of 
cyber-enabled crime relates to fraud and theft. (McGuire, 2013)

Examples of complex internet dependant crimes can be easily found in everyday life, for example Phishing is defined by the (Oxford, 2022) as “the activity of tricking people by getting them to give their identity, bank account numbers, etc. over the internet or by email, and then using these to steal money from them” One example of this crime would be when an email is sent to a potential victim stating that they have won some form of cash prize. The sender then asks for the victim’s bank details for the money to be paid in, when in fact they would be seeking these details to commit fraudulent activity. These days email account providers have certain software that is used to filter out suspected phishing emails and placing them into a spam folder.  

Distributed Denial of Service attack (DDoS) is recognized to be one of the most catastrophic attacks against various digital communication entities. (Swami, Mayank, & Ranga, 2019) Computers are frequently connected by networks that exist within and between organisations and individuals. Criminals or those looking to cause trouble can take advantage of this, “Cyber-ASB” for example, A Distributed Denial of Service attack, or (DDoS) as it is more widely known, could serve as an illustration of this. (Sauter, 2014) This kind of attack includes bombarding a certain targeted network with numerous messages or requests. The goal is to overwhelm the processing systems and prevent them from performing their regular duties by applying pressure on them. (Yu, 2013)

A successful DDoS attack can seriously damage brand reputation and cost hundreds of thousands or even millions of dollars in revenue. Moreover, DDoS attacks are sometimes used to distract cybersecurity operations while other criminal activity, such as data theft or network infiltration, is underway. (Nicholson, 2022)

Recent geopolitical events in Ukraine shown the potency of both state-sponsored and independent cybercriminals in launching politically motivated DDoS attacks against crucial infrastructure and governmental institutions. DDoS attacks on Ukrainian government networks and, indirectly, commercial internet assets have been widespread and continuous, with a notable spike on the first day of hostilities, as revealed by the many media outlets monitoring the situation in the Ukraine. (ACN, 2022)

One of the most famous DDoS attacks that have taken place is the Amazon Web Services DDoS Attack in 2020,
In February 2020, a massive DDoS attack targeted Amazon Web Services, the cloud computing industry's behemoth. The Connectionless Lightweight Directory Access Protocol (CLDAP) reflection method was used in this most severe DDoS attack to date against an unnamed AWS customer. The data supplied to the victim's IP address is multiplied by 56 to 70 in this method, which depends on weak third-party CLDAP servers. The three-day attack peaked at an astonishing 2.3 gigabytes per second. (Nicholson, 2022)

Hacking is the deliberate access of a computer or other electronic device without the consent or knowledge of the authorised user. (Bryant, 2021) In recent years hacking has been one of the fastest growing Cyber-crimes due to its flexibility of being conducted from anywhere with access to the internet. In earlier times people thought of hackers as people who infiltrate online bank systems to steal money from their victims, however in recent times hackers are being used for much more than stealing money. Hackers are now being employed by countries governments to facilitate black bag operations and espionage to gain information on rival countries. (White, 2020)

So-called Stalkerware programs carry the possibility for intrusion into a person’s private life. By using them, an abuser can access their victim’s messages, photographs, social media, geolocation and audio or camera recordings (in some cases, this can be done in real-time).  Unlike legitimate parental control apps, such programs run hidden in the background, without a victim’s knowledge or consent. (Bryant, 2021)
Globally the reported number of victims with such apps covertly installed on their devices increased by 35 per cent in the year 2018-2019, and the UK was the eighth worst affected country (Kaspersky, 2019) 

Hackers can be categorised by the methods and motives in which they choose to use to gather the data from their victims. There are four main types of hackers (TechAdvisory, 2018)
Script Kiddies, Skill-wise, script kids, often known as skids, are at the very bottom of the hacker food chain. Their use of scripts and other automated tools created by others is how they got their name. Script kids are mostly young people looking to gain reputation online. Or more frequently, they're just bored and looking for a rush. Many script kids actually end up using their skills for the greater good by working in the security profession rather than being full-time hackers. (TechAdvisory, 2018)

The second group are known as Hacktivists, the primary motivations of hacktivists are political, and they frequently penetrate corporate and governmental networks to advance a certain political goal or bring about societal change. These so-called "hackers with a cause" steal sensitive data to reveal or merely interfere with their target's operations.
Don't for a second believe that being the owner of a small- or medium-sized business (SMB) makes you impervious to hacktivist attacks. This is especially true if your business has partnerships or affiliations with businesses that are popular targets for hackers. Or, if your company offers services that could be viewed as unethical, you might also be the target of hacktivists. (TechAdvisory, 2018) In recent years Hacktivists have become more prevalent via social media platforms and news outlets. (Richards & Wood, 2018) Anonymous, is a decentralized, global activist and hacktivist collective, most known for its repeated cyberattacks against various governments, corporations, and the Church of Scientology. Anonymous have claimed responsibility for hacking and disrupting the likes of the Ku Klux Klan, ISIS, the church of scientology and Donald trump, to name a few. (Olson, 2012)

The third group of hackers are known as Insiders, this type of hacker that lurks inside your own company may be the most terrifying. Anyone, including current and past workers, contractors, and business partners, can be an insider. Their goal is frequently retaliation; to make up for a wrong they feel a firm has done them, they may steal confidential information or attempt to cause trouble within the company. (TechAdvisory, 2018) One example of an insider who attacked his own company, in this case the US government, is Edward Snowden. In 2013, Edward Snowden startled the world by revealing that the American intelligence community was secretly working to develop ways to gather every phone conversation, text message, and email. An unparalleled system of global mass surveillance with access to every person's personal information would be the outcome. After six years, Snowden finally discusses how he contributed to the creation of this system and the motivation for his decision to expose it. (Snowden, 2019)

The fourth group are known as Cybercriminals, they are regarded as a cybercriminal when they enter digital systems or networks with harmful intent. Everyone is a target of cybercriminals, including small and medium-sized businesses (SMBs), huge corporations, and banks that either have very valuable assets to steal, lax security that may be easily exploited, or both. They have a variety of attack methods, such as utilizing social engineering to coerce individuals into disclosing private information about themselves or their businesses, which they may subsequently resell in dark web black marketplaces. They can also utilize digital technology to commit "traditional crimes" like fraud and unlawful gambling, as well as infect systems with ransomware and other malware. (TechAdvisory, 2018)

In summary, From the research conducted it would seem that with technological advancing at the rate that it is and people becoming more reliant on technology for work and day to day life, users of technology would be more susceptible to being victims of cybercrime. “The Computer Misuse Act of 1990 and its numerous revisions, mostly found in the Police and Justice Act of 2006, are the primary pieces of law in England and Wales. (Bryant, 2021) All offences covered by the Computer Misuse act 1990 are triable either way. The penalty for each when tried summarily is a fine or a twelve-month imprisonment. For convictions on indictment the penalty is either a fine or imprisonment with a maximum sentence of two years for a section 1 or section 3A offence, five years for a section 2 offence and up to ten years imprisonment for a section 3 offence.” (Bryant, 2021)  With rapid changes and advancements to the cyber community it’s important that potentially new offences are identified as early as possible to safeguard victims. Although this legislation broadly covers any offences committed with the use of computers amendments and changes to the legislation are to be expected. 

It would seem that the complex types of internet-dependent crimes are often used in conjunction with other cyber-crimes. It would seem that offenders often use one type of internet dependant crime to carry out another, whether it be to steal money, data or for use in espionage, it appears that all internet dependant crimes have one common denominator and that is to steal private data from the victim. Whether it is a ‘Script kiddie’ looking to gain a better reputation or a ‘Cybercriminal’ accessing a network with malicious intent, the aim remains the same, it is to exploit the vulnerabilities of a particular target to either steal data for personal gain and glory or to see how far a system can be pressured before it reaches its breaking point before then stealing further data. 
 
(Words 2064)  






2. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

This assignment will evaluate the disruption options available to police to target criminal activity on the road network in the United Kingdom. It will highlight how the use of Automatic Number Plate Recognition cameras (ANPR) assist in investigations and apprehending criminals. It will also focus on how the use of Speed cameras have been utilised to prevent vehicles from exceeding the speed limits and the result they have had in relation to road fatalities.

Great Britain’s road networks are among the safest in the world, the United Kingdom’s government is dedicated to making them even safer. (World Health Organization, 2018) In 2020, the total road length in Great Britain was estimated to be 247,500 miles. There were 31,800 miles of major road in Great Britain in 2020, consisting of:
2,300 miles of motorway (99% trunk, 1% principal) 29,500 miles of ‘A’ road (18% trunk, 82% principal) There were 215,700 miles of minor road in Great Britain in 2020, consisting of:18,900 miles of ‘B’ road 196,800 miles of ‘C’ and ‘U’ roads” (Department of Transport, 2021) 

Road’s policing can be dated back to the nineteenth century. Henry and John Fielding, who served as judges in the eighteenth century, created the Bow Street Runners as a means of catching offenders and bringing them before the courts. (Halkon & Muir, 2022) It is the Job of the Roads Policing teams around the United Kingdom to work as one to prevent harm and save lives, tackle crime, change minds while driving technology and innovation. (NPCC, 2022) 

When vehicles travel at higher speeds collision injuries become more severe. Two-thirds of all fatal or seriously injured collisions take place on highways with a speed restriction of 30 mph or less. The likelihood that a car's occupants may perish in a collision with another vehicle rises with speed. Compared to a frontal impact, the danger is significantly higher in a side impact. The danger of death for pedestrians hit by vehicles gradually rises until impact speeds of about 30 mph. Above this speed, risk quickly rises (between 3.5 and 5.5 times from 30 mph to 40 mph). (RoSPA, 2018)

11 percent of all injuries, 15 percent of serious injuries, and 24 percent of fatalities on the road are caused by inappropriate speed (going over the posted speed limit and driving too quickly for the road conditions). Due to drivers' and riders' excessive speed, over 2,500 people are seriously hurt and nearly 350 deaths occur each year on British roadways. Exceeding the speed limit alone accounts for 7% of all seriously injured road victims and 15% of all fatalities on the road in 2016, killing 217 people and seriously injuring almost 1,250 more. (RoSPA, 2018)


Speed cameras have been used in the United Kingdom since the early 90s with the first ones being placed on A316 over Surrey’s Twickenham bridge, which at the time was a notorious spot for road traffic collisions. The camera was set at a 60mph limit on a road which has a 40mph speed limit, it recorded 22,939 drivers exceeding 65mph in the first 22 days of its placement. (Inchcape UK, 2018)
[image: ]














[bookmark: _Toc116294177][bookmark: _Toc116298429]Figure 1 - How Speed Camera's work

(Vikram, 2012)

A Speed camera works by using an infrared camera which is linked to the Police National Computer, it reads the vehicles registration number as it passes the camera and quickly calculates the speed by timing how long a vehicle takes to pass from one point to another. Once a vehicle has exceeded the limit the camera will flash as it takes a photograph. (Vikram, 2012) 

Cameras are an extremely efficient tool for getting drivers to slow down, which lowers the incidence of fatalities and serious injuries. A four-year independent evaluation of more than 4,000 safety cameras indisputably demonstrated that cameras significantly lower speeding, crashes, and the number of fatalities and serious injuries at camera locations. (RoSPA, 2018) At locations with fixed cameras, the number of vehicles exceeding the speed limit decreased by 70%. The decrease for locations with mobile cameras was 18%. At fixed sites, excessive speeding (15 mph or more over the limit) decreased by 91%, whereas at mobile sites, it decreased by 36%. The total average vehicle speed decreased by 6% across all new sites. (RoSPA, 2018) 

The number of people killed or seriously injured fell by 42% at camera sites. This means there were 1,745 fewer people being killed or seriously injured at the camera sites per year – including 100 fewer deaths per year. The number of people killed and seriously injured fell by 50% at fixed sites and by 35% at mobile sites. There was a 32% reduction in the number of children killed and seriously injured at camera sites. The number of pedestrians killed or seriously injured fell by 29% at camera sites.
At camera locations, the number of fatalities or major injuries decreased by 42%. This translates to 1,745 fewer deaths or serious injuries at the camera sites per year, including 100 fewer fatalities. At fixed locations, the number of fatalities and serious injuries decreased by 50%, whereas at mobile sites, it decreased by 35%. At camera locations, there was a 32% decrease in the number of children killed and seriously injured. At camera locations, there were 29% fewer fatalities or serious injuries among pedestrians. (RoSPA, 2018)

One of the more complex disruption options available to modern day officers is the use of Automatic Number Plate Recognition Cameras or ANPR for short. An ANPR system consists of a camera connected to a computer. The camera records an image of a passing vehicle that the computer automatically "reads" to record the vehicle registration mark. It can then be instantly checked against a database which holds a record of Vehicles of interest. (NPCC, 2016) 
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ANPR can be used in many ways when it comes to operational policing, when vehicle passes an ANPR camera, its registration number is read and instantly checked against database records of vehicles of interest. If the vehicle is listed as a vehicle of interest Police officers can intercept and stop a vehicle, check it for evidence and, where necessary, make arrests (NPCC, 2016)  

It can also be used to gather information and intelligence on vehicles of interest. If a particular vehicle carries a risk to national security or if it has been linked to organised crime. ANPR can be utilised to monitor the route of a vehicle by using the ANPR infrastructure to identify the sites in which the vehicle has had positive hits. (NPCC, 2016) 

ANPR can also be used as a toll to investigate. In the right situations, it may be possible to retrieve the records for all vehicles that pass in front of a camera, including those for vehicles that were not known to be of interest at the time the ANPR was read. This method of using ANPR has been effective in identifying numerous offenses, such as tracking down stolen automobiles, combating uninsured vehicle use, and resolving cases of terrorism, serious crime, and organized crime. (NPCC, 2016)

A study carried out by (Sidhu, Barnes, & Sherman, 2017) which looked at tracking responses of Cambridgeshire Police to “Hot” vehicle alerts through ANPR, out of 210 alerts, the police control centre dispatched police units to intercept 49 vehicles after receiving live-time alerts. A 23.33% dispatched response rate was recorded. Only 11.2% of the overall CCHI harm throughout the entire dataset was the focus of these responses. Out of the 210 alarms, 33 (67%) were intercepted by the police from the 49 dispatches, meaning that 15.71% of all alerts resulted in a vehicle being stopped. According to CCHI statistics, just 9% of the total harm was mitigated by intercept police intervention. The intercepted notifications included a wide spectrum of offenses, from violent assault to retail theft. (Sidhu, Barnes, & Sherman, 2017)

While these numbers speak for themselves many members of the public feel that they are now living in a mass monitored society and some are against the use of ANPR systems. In a paper written by (Farrier, 2013) called, what’s wrong with ANPR he states the national network of ANPR cameras serves as an automated checkpoint system that conducts random vehicle inspections on all passing vehicles. It was implemented by the police without any parliamentary or public debate. Connor's worries, among other things. While this is happening, there is hardly any media coverage of the system's indiscriminate nature, which records and stores all vehicle movements (for two years in databases that may be data mined using computer software tools), regardless of any offense, let alone innocence, guilt, or even reasonable suspicion. The fact that the cameras may achieve the stated goals used to market them to the public without the necessity for widespread surveillance is an intriguing point that is also neglected.  

In a call for evidence completed by the Department of Transport it says it is crucial that law enforcement has the necessary tools and capacities to fulfil demand and tackle any rising issues. The police need to be provided additional equipment and training in specific working methods in order to enforce the more difficult-to-detect traffic offenses. This will allow them to do their duties safely in various circumstances. Road traffic laws are being enforced more and more with the assistance of technology; newer technologies could be on the horizon which would aid in enforcing the law. (Department of Transport, 2022) Baroness Vere of Norbiton stated Our main concern is safety, but it is acknowledged that when people break traffic laws, other issues also occur. This lack of compliance can result in accidents like breakdowns and collisions, which force the closure of highways or constrict traffic. Such occurrences have the side effects of delay, interruption, and increased pollution. (Department of Transport, 2022)

In conclusion, since the beginning of roads policing, and the days of the Bow Street Runners, it would seem that the police have always been on the back foot when battling against roads related offences. It would seem as though the police have always been on the back foot when it comes to battling road traffic offences, which has led them to police the roads in a reactive manner as opposed to a proactive approach. While this is the case, having limited recourses to respond to various incidents the use of technology could step in and play the part of an officer. From the evidence gathered it is clear to see that speeding plays a major role in fatal and serious injury collisions in the United Kingdom. Since the role out of the early speed cameras the evidence suggests that it has had a major impact on not only disrupting speeder but also resulted in a declined road traffic collision fatality and serious injury rate, resulting in a safer road network for the United Kingdom.
  
The evidence also suggest that with the continued roll out of Automatic number plater recognition (ANPR) and speed cameras cross the vast road network of the United Kingdom, although it is used predominantly for the disruption of crime, there would seem to be a large number of the population that would complain that they are living in a big brother style society as highlighted by (Farrier, 2013) While that could be a fair argument with the growing number of cameras, you could also argue that without these cameras many offenders would be getting away with their crimes. On the other hand, with police resources being at an all-time low having these cameras could essentially “free up” officers to carryout proactive patrols using the various stop and search powers provided to them. The question one must ask is would they prefer to live in a state of “mass surveillance” where Police units are readily available to proactively fight crime. Or would they prefer a state where there are less officers to deal with road-based criminality leaving many of offenders to go free.     

(Words 1983)
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