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1. [bookmark: _Toc536214213]Introduction

When a project goes into development, a lot more needs to be considered than the development itself. Along comes large amount of risks, legal and ethical issues, code of conduct and quality assurance. This document will go into detail in each of these topics.

2. [bookmark: _Toc536214214]Risk Management

2.1. [bookmark: _Toc536214215]Probability Impact Matrix

A probability impact matrix was created to help prioritise each risk, based on its potential impact to the project, and the probability of it happening. A list of risks is seen below the matrix to help understand what they are, and why they are ranked as they are.
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2.2. [bookmark: _Toc536214216]Time

One of the most obvious risks of any project is the time constraint. There is a limited amount of time available for the project, going over the estimated time was given a high probability since unexpected bugs and issues often arrive with the development of any software. However, it only has a moderate impact because small extensions to the time do not massively affect the product end product.
The main way of reducing the risk of going over time is by ensuring all team leaders are keeping to their scheduled times, and that each individual part is prepared and thought through before the development goes ahead.

2.3. [bookmark: _Toc536214217]Cost

Another common risk is the cost constraint, there is a limited budget for the project. This was ranked with a moderate probability but significant impact because although it is unlikely that the project goes over budget, getting more funding would cause a big issue.
To reduce the probability of going over cost, free software will be used where available. Workers will work remotely, reducing the cost of office space. 

2.4. [bookmark: _Toc536214218]Legal Issues

Legal issues with the project could cause major setbacks and possibly a cancelation of the project should they occur and aren’t researched properly. A significant probability was given to this risk due to the nature of the project and it’s publishing of personal details, with a high impact should there be an issue.
Legal issues could be prevented by talking with lawyers and researching the law in each country that the application will be deployed/used in.

2.5. [bookmark: _Toc536214219]Scaling

It could be possible that there is scaling issues with the project, although the project prototype was developed with scalability through AWS (Amazon Web Services), it is possibly that there are factors that weren’t accounted for which could occur during the live product. Scaling was given a high probability due to the nature of the issue, and the inability to know what will happen until it happens. It was also categorised as having a significant impact as it could set the project back far as more development work would be required.
The possibility of having scaling issues can be reduced by ensuring that all parts of the project area easily scalable and compatible with AWS. The database, web server, and authentication servers could be separated to ensure that each part gets the resources it requires. AWS will automatically scale the server resources based on the load.

2.6. [bookmark: _Toc536214220]Requirements

The requirements of the project could out-weight what is realistic with the resources given. The requirements of the project capture all needs of the system, from the user experience to the backend programming. This is given a significant risk probability and impact. It is likely that requirements could be an issue with the project, making it bigger and more expensive than what was planned.
The main way to reduce the likely hood of having issues with additional requirements is to plan ahead of time and be sure exactly what needs to be done with each developmental stage before it is started.
2.7. [bookmark: _Toc536214221]Development

The development team could run into complications whilst developing the application, this could be as simple as misunderstanding what is required, ending up going in the complete wrong direction of development. The probability of this was put as significant as developers could quite easily misunderstand what is required from them, and what the end goal is. The impact of this was put to high because a setback in one part of development can massively affect the cost and time of development.
This risk can be reduced with prior planning. Developers need to be selected carefully, ensuring they are experts in the software and languages being used. Research also needs to be carried out before each part of development begins to get an understanding of the architecture and libraries that are going to be used.

2.8. [bookmark: _Toc536214222]Loss of data

Loss of data could happen during or after the development of the project. Ranked low because the nature of development techniques being used should ensure backups are taken frequently. A full loss of however could be catastrophic and set the development backs months. For this reason, it was given a low probability but a high impact.
This can be easily prevented by having all departments and leaders ensure that backups are frequently taken. Team development through GitHub will already provide cloud backups through version control, but offline backups must be taken too further reduce the risk.

2.9. [bookmark: _Toc536214223]Hackers

Hackers could cause issues with the system, stealing or deleting data, or carrying out DDoS (Distributed Denial of Service) attacks to temporarily shut down the system. The impact a hacker could have on a system is catastrophic, therefore it was given a high rating. The likelihood of this however is only moderate.
This can be mostly avoided by encrypting data such as user passwords and using HTTPS for all connections, providing an encrypted secure connection for delivering data. Strong passwords and SSH keys must also be used for any servers and accounts. A DDoS protection service such as Cloudflare could also be added to help mitigate any potential DDoS attacks.


3. [bookmark: _Toc536214224]Code of Practice


3.1. [bookmark: _Toc536214225]Sustainability

3.1.1. [bookmark: _Toc536214226]Environmental Impact

The project is planned to be deployed on AWS (Amazon Web Services) should have a relatively small environmental impact. The nature of AWS allows the application to be scaled to it needs, meaning no excess processing power will be used, allowing for a reduced carbon footprint when compared to using an in-house data centre. Amazon states that companies on the cloud “typically provision fewer than ¼ of the servers than they would on-premises.” [1]. To further decrease the carbon footprint of the servers, Amazon claim they have managed to achieve 50% renewable energy usable on AWS in 2018. [1]
Travel footprint was reduced during the development process by having everyone work from home, with frequent communication online via Discord, and Trello. This meant no carbon emissions were emitted due to travel while the prototype was being developed. Going forward, when the team numbers increase, it would be ideal to have as many employees working remotely as possible.

3.2. [bookmark: _Toc536214227]Ethical

During the initiation of the project, several ethical issues were thought of that would need attention to ensure that users of the site are protected as much as possible. One of the biggest ethical issues with the project was the idea of having people personal details and pictures publicly available, and easily available to most developers working on the project.
During the research of how to solve the issues, a few ideas were thought of to make people understand exactly what will be happening with their data and how it would be used, and some guidelines on how developers should use such information.
It was concluded that developers should not use operational data for testing or development of the software. Instead, they would be provided images and randomly generated data to use in place of real persons information. No tests were to be allowed to be carried out on the operational data and strict authorisation policies were to be put in place on the database and storage facilities. 
To ensure that all people who would be ‘put on’ the site fully understand what will happen with their information and that it would be publicly available, they would have to agree to a terms and conditions and a privacy policy. Although a lot of the data would be publicly viewable, users would need to understand exactly what will be happening with their data.


3.3. [bookmark: _Toc536214228]Legal

3.3.1. [bookmark: _Toc536214229]Data Protection

The main legal issue found with the project was found with the idea of posting peoples personal details publicly. It needs to be ensured that each person fully understand what their details will be used for before they are uploaded to the system. E.g. that their personal details and pictures will be publicly viewable. The data uploaded to the servers would have to be put under strict policy to ensure they are secure. This means ensuring passwords and connections are encrypted, and that it is not easy for rogue employees to access or steal data. This is shown in the GDPR (General Data Protection Regulation) under ‘Privacy by design’ meaning that the software must be designed with the idea of data protection in mind. [2]

The GDPR states that the request for consent must be ‘given in an intelligible and easily accessible form’ [2], meaning that when a company requests the use of data from an individual, the request must be a made in a way that they can easily understand, using clear and plain language. For example, before a person’s data is uploaded to our site, they must fully understand what will be done with their data for the consent to be legally binding. It also states that is must be easy for an individual to withdraw their consent. 

3.3.2. [bookmark: _Toc536214230]Right to Erasure

Persons within the EU are covered by the ‘right to erasure’, previously ‘the right to be forgotten’ under the GDPR [2]. This means that if a user or person shown on the site should request their data to be removed, legally the company would have to do so. Failure to comply with any of the regulations under the GDPR could carry a fine up to 4% of revenue or €20 million.
3.3.3. Post Brexit Regulations

It is currently unknown what regulations Britain will undertake once Brexit has gone through. It is possible that they will carry on under the GDPR and very little will change. However, the UK could decide that they want to entirely change the regulations, but this will not affect data that is held on citizens of the EU which will still be under the GDPR. The BCS (British Computer Society) states that they ‘want to see the UK as an exemplar and innovator in a data age, with equivalence with EU regulations as a minimum goal’ [3]. 

3.4. [bookmark: _Toc536214231]Code of Conduct

A code of conduct must be set out for developers and employees to follow when working on the project.  This will include a set of rules such as:

· Be respectful to others
· Treat people and their property with respect
· Comply with all laws where the company does business

More will be added to this list as the company develops, and an official code of conduct will go into more detail about each individual rule.
4. [bookmark: _Toc536214232]Quality Assurance

4.1. [bookmark: _Toc536214233]Meeting Requirements
To ensure the quality of the project, the requirements must be met. This means team leaders will have to check in on their respected developers and ensure that the requirements are being met. Monthly checks should also be in place to check the progress of each department and that everything is hitting what is required.

4.2. [bookmark: _Toc536214234]Code Stability
The code of the project must be, give no errors, and be able to run for long periods of time without restart. This means the code must be stable and thoroughly checked and tested before the application is deployed and before each step is moved on.
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