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[bookmark: _Toc8235793]1 Introduction
[bookmark: _GoBack]Within this report, I will be discussing the uses of the technologies and components used for the application. The report will also contain the functionality and what the application has to offer.

[bookmark: _Toc8235794]2 Application specifications
The application has several specifications and functionality such as;
· Register 
· Login 
· Browse Books
· Add books to a basket
· Add multiple books to basket
· Edit book amount in basket
· Tax, shipping
· Access level 
· Admin Panel (if admin)
· Checkout
· Editing user details
· Purchasing product
· View users, remove users (if admin)
· Create new or update books (if admin)

[bookmark: _Toc8235795]3 Data security
When posting or receiving data, all data should be encrypted if it is personal, confidential or weakens the security of the user or company in anyway. There are multiple ways to do this such as using an encryption algorithm or using an already built solution.

[bookmark: _Toc8235796]3.1 HTTPS – [1]using HTTPS is a viable way to ensure a good layer of security when communicating from a client to a server, HTTPS uses SSL to encrypt data and decrypt data back and fore from client to server. This solution has its weaknesses but stops most man in the middle attacks and attackers stealing information.
[bookmark: _Toc8235797]3.2 Encryption – Encryption is a very good way to ensure data is kept safe while going from client to server and back. Encryption will happen on client or server side and use an algorithm such as [2]AES. Encrypting data means if an attacker gets hold of the information and the data is encrypted and salted, the attacker cannot see the real content unless he/she has the salt and encryption key.
[bookmark: _Toc8235798]3.3 Server-side checks – What I mean by Server-side checks is that when a user requests to create a book for example, not only the book details should be sent however some validation that the user has the correct permission. For example, the check to see if the user has logged in should be server side, not client side.
[bookmark: _Toc8235799]4 Rest API
[3][4][5]The backend application will be using REST API as the WCF service. There is several reasons why the application backend is REST API such as;
· Simple to setup and maintain
· It uses a highly used protocol HTTP/S that can handle high loads and has good caching mechanism. 
· HTTP also supplies functionality of commands such as post, delete, get, put. So, the application knows what’s happening and is easy to consume. 
· It is secure if dealt with correctly.
· A lot of technology and uses are moving to REST API’S as they are very expandable, flexible and supplies interoperability to another level.
The methods below are the major http verbs for communication, these verbs allow both parties of the communication to understand what is happening; 
[bookmark: _Toc8235800]4.1 Post
[6]Post is the create verb to create new data within a database or on the server.
[bookmark: _Toc8235801]4.2 Delete
[6]Delete is the delete verb to delete data within a database or on a server.
[bookmark: _Toc8235802]4.3 Get
[6]Get is the read verb to get data from the server or database
[bookmark: _Toc8235803]4.4 Put
[6]Put is the Update/Replace verb to update or replace data on the server or database.
[bookmark: _Toc8235804]5 Data and data management 
For data communication between client and rest service I used json formatting. This was done by the client using [7]‘newtonsoft json’ library while the restful API already understands json. The database solution that was used is [8]MsSQL, this was done via visual studios editor solution.

[bookmark: _Toc8235805]6 Data communication 
As said above, I used json to communicate between client and server through HTTP/S. To do this I used [9]C#’s ‘HTTP CLIENT’ under Systems.Net.Http.HttpClient.
There are several built-in methods that I was able to use such as the HTTP verbs Post, Delete, Get and Put. This class being used allowed me to use async/await with methods that ran off another thread so it didn’t block the current UI thread and preformed a call ‘response’ this will be the action after submitting data (or calling) and is waiting for a reply.  The reply could be data coming back or a status code, could also contain error messages. 



[bookmark: _Toc8235806]7 Application Security
The application has several securities such as;
· The User needs to have a correct username and password before gaining access to the book store. This is verified using the username and password that is dealt with on the server side. Passwords are Hashed when account was is being created and is also contains salt.

· Due to the use of a rest API, the client connection to the server side SHOULD be using HTTPS to the encrypt data between the client and server. However, in future development, internal encryption between client and server should be done before leaving the client.

· When a user is logged in, access level is obtained from the server side and is used to determine if the user has certain privileges.

· [1]HTTPS – https (hypertext transfer protocol) is a layer of SSL/TLS. The connection between a client and server is encrypted when requests and decrypted on response. This ensures all data leaving the client is encrypted and decrypted on the server side is verified. 


[bookmark: _Toc8235807]8 Application distribution 
Due to the technology used and the design of the application, we can distribute the application to many users, where the Rest API will be able to be reached by any of the users at any time.  








[bookmark: _Toc8235808]9 Application 
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[bookmark: _Toc8235824]Login start
using System;
using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
using System.Drawing;
using System.Linq;
using System.Net.Http;
using System.Text;
using System.Threading.Tasks;
using System.Windows.Forms;
using System.Net;
using System.Net.Http.Headers;
using EshopClient.classes.Auth;
using System.Net.Http.Formatting;
using System.Threading;
using Newtonsoft.Json;
using EshopClient.classes.Routes;
using EshopClient.classes.Api;
using EshopClient.classes.Products;
using EshopClient.classes.Basket;
using EshopClient.classes.Client;
using EshopClient.classes.Checkout;
using EshopClient.classes.User;

namespace EshopClient
{
    public partial class frmLogin : Form
    {

        //User class -> obj _user.s
        //User _user = new User();
        public frmLogin()
        {
            InitializeComponent();

        }

        private void frmLogin_Load(object sender, EventArgs e)
        {
            //Couldn't find it in properties to change colour Yikes!...
            lblError.ForeColor = System.Drawing.Color.Red;
            //Set lblerror to nothing due to me wanting to see something on screen in design view... on load ("") in design view ("*")
            lblError.Text = "";

        }
        private async void btnLogin_Click(object sender, EventArgs e)
        {
            Auth auth = new Auth
            {
                emailaddress = txtUsername.Text,
                password = txtPassword.Text
            };
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass object auth.
            string uri = "http://localhost:50443/Auth.svc/authLogin";
            picLoading.Image = Properties.Resources.Loading;
            picLoading.SizeMode = PictureBoxSizeMode.StretchImage;
            string data = await client.POST(auth, uri);
            //check if data is null
            if(data == null)
            {
                //Display error if nothing came back.
                lblError.Text = "A internal error occured, please restart your client.";
                picLoading.Image = null;
                btnLogin.Enabled = true;
            } else
            {
                //Gather data from returned string and put it within dynamic from jasonConvert
                dynamic JsonUser = JsonConvert.DeserializeObject(data);
                //Call each element and input it within the correct fields.
                User.userid = JsonUser.AuthResponse.userid;
                User.emailaddress = JsonUser.AuthResponse.emailaddress;
                User.password = JsonUser.AuthResponse.password;
                User.accesslevel = JsonUser.AuthResponse.accesslevel;
                User.loggedin = JsonUser.AuthResponse.loggedin;
                //Verify User login.
                verifyCredentials();
            }
        }
        private void verifyCredentials()
        {
            //check if loggedin is true.
            if(User.loggedin == true)
            {
                //The user is authenticated.
                frmDashboard dashboard = new frmDashboard();
                //hide login form.
                this.Hide();
                //Show dashboard form (dialog)
                dashboard.ShowDialog();
                //Else if the details are not correct.
            } else if(User.loggedin == false)
            {
                picLoading.Image = null;
                //Display error username/password incorrect.
                lblError.Text = "Username / Password incorrect.";
                btnLogin.Enabled = true;
            } else
            {
                picLoading.Image = null;
                //If somehow something else comes back that isn't true or false, show a internal error...
                lblError.Text = "A internal error occured, please restart your client.";
                btnLogin.Enabled = true;
            }

        }

        private void btnRegister_Click(object sender, EventArgs e)
        {
            frmRegister register = new frmRegister();
            this.Hide();
            register.ShowDialog();
        }

        private void txtUsername_TextChanged(object sender, EventArgs e)
        {
            lblError.Text = "";

        }

        private void txtPassword_TextChanged(object sender, EventArgs e)
        {
            lblError.Text = "";
        }
    }
}

[bookmark: _Toc8235825]Login end

[bookmark: _Toc8235826]Register start
using System;
using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
using System.Drawing;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using System.Windows.Forms;
using EshopClient.classes.Api;
using EshopClient.classes.Auth;
using EshopClient.classes.ResponseClass;
using Newtonsoft.Json;
using System.Threading;

namespace EshopClient
{
    public partial class frmRegister : Form
    {
        ResponseClass responseclass = new ResponseClass();

        public frmRegister()
        {
            InitializeComponent();
        }

        private void btnLogin_Click(object sender, EventArgs e)
        {
            loadLogin();
        }

        private async void btnRegister_Click(object sender, EventArgs e)
        {
            bool emailaddresscheck = string.IsNullOrEmpty(txtUsername.Text);
            bool passwordcheck = string.IsNullOrEmpty(txtPassword.Text);
            if (emailaddresscheck || passwordcheck)
            {
                lblError.Text = "Emailaddress or password empty";
                return;
            } else
            {
                if(txtPassword.Text == txtRepeatPassword.Text)
                {

                } else
                {
                    lblError.Text = "Password doesn't match";
                    return;
                }
                lblError.Text = "";
            }
            //Create object with user credentials
            Auth auth = new Auth
            {
                emailaddress = txtUsername.Text,
                password = txtPassword.Text
            };
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass object auth.
            string uri = "http://localhost:50443/Auth.svc/register";
            string data = await client.POST(auth, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                lblError.Text = "A internal error occured, please restart your client.";
            }
            else
            {
                //Gather data from returned string and put it within dynamic from jasonConvert
                dynamic JsonUser = JsonConvert.DeserializeObject(data);
                //Call each element and input it within the correct fields.
                responseclass.message = JsonUser.RegisterResponse.message;
                responseclass.status = JsonUser.RegisterResponse.status;
                responseclass.param = JsonUser.RegisterResponse.param;
                //Verify User login.
                if(responseclass.status == true)
                {
                    lblError.ForeColor = System.Drawing.Color.Green;
                    lblError.Text = "Registered, redirecting...";
                    loadLogin();
                }
                 else
                {
                    if (responseclass.param == "exists")
                    {
                        lblError.Text = "Email already exists";
                    } else
                    {
                        lblError.Text = "An internal error occured, please restart your application.";
                    }
                }
            }

        }

        private void frmRegister_Load(object sender, EventArgs e)
        {
            //Couldn't find it in properties to change colour Yikes!...
            lblError.ForeColor = System.Drawing.Color.Red;
            //Set lblerror to nothing due to me wanting to see something on screen in design view... on load ("") in design view ("*")
            lblError.Text = "";
        }
        private void loadLogin()
        {
            frmLogin login = new frmLogin();
            this.Hide();
            login.ShowDialog();
        }
    }
}
[bookmark: _Toc8235827]Register end

[bookmark: _Toc8235828]Dashboard Start
using System;
using System.Collections.Generic;
using System.ComponentModel;
using System.Data;
using System.Drawing;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using System.Windows.Forms;
using EshopClient.classes.Routes;
using EshopClient.classes.Auth;
using EshopClient.classes.Api;
using EshopClient.classes.Products;
using EshopClient.classes.Basket;
using EshopClient.classes.Client;
using EshopClient.classes.Checkout;
using EshopClient.classes.Permissions;
using System.IO;
using EshopClient.classes.User;
using System.Drawing.Imaging;
using System.Runtime.InteropServices;
using System.Threading;
using System.Globalization;

namespace EshopClient
{
    public partial class frmDashboard : Form
    {

        ApiUser apiuser = new ApiUser();
        Checkout checkout = new Checkout();
        Admin admin = new Admin(User.accesslevel);
        static Books editbook = new Books();
        List<viewUsers> _users;


        public frmDashboard()
        {
            InitializeComponent();
        }
        private void frmDashboard_Load(object sender, EventArgs e)
        {
            loadProfile();

            //Bring the main panel to the front of screen.
            this.pnlMain.BringToFront();
            //Display Email at top of screen.

            //Load first page of products.
            getProducts(0);

            //Load first page of products.
            getClientCfg();

            //I wanna see label in view but not within client.
            txtSelectedProductID.Visible = false;
            //I wanna see the text onscreen in design mode but when running program. clear text.
            //If I have no text in design mode, I have no clue where the label is anymore...
            lblAdminSubmitBookError.Text = "";
            lblCheckoutErrors.Text = "";
            lblPaypalError.Text = "";
            lblProfileErrorAddress.Text = "";
            lblProfileErrorDetails.Text = "";

            //Load admin panel and requirements if accesslevel is met.
            bool accesslevel = string.IsNullOrEmpty(User.accesslevel.ToString());
            if (!accesslevel)
            {
                if (admin.verifyAdmin())
                {
                    btnNavAdminPanel.Visible = true;
                    pnlAdminPanel.Visible = true;
                    btnAdminUpdateProduct.Visible = true;
                    btnAdminDeleteProduct.Visible = true;

                    pnlAdminAddBook.Visible = false;
                    pnlAdminViewUsers.Visible = false;

                    admin.loadAdmin();
                } else
                {
                    btnNavAdminPanel.Visible = false;
                    pnlAdminPanel.Visible = false;
                    btnAdminUpdateProduct.Visible = false;
                    btnAdminDeleteProduct.Visible = false;

                    pnlAdminAddBook.Visible = false;
                    pnlAdminViewUsers.Visible = false;


                }
            } else
            {
                //Should really redirect user back to login due to veriable being null or empty??
                btnNavAdminPanel.Visible = false;
                pnlAdminPanel.Visible = false;
                this.Close();
            }

        }
        #region LoadConfig
        public void getClientCfg()
        {
            //Load products (books LIMIT 10)
            apiConfig apiconfig = new apiConfig();
            //Get Books

            //Verify Books -> print books into display form.
            bool result = Task.Run(async () => { return await apiconfig.getConfig(); }).Result;
            if (result)
            {
            }
            else
            {
                MessageBox.Show("An error occured setting up client, closing program...");
                Application.Exit();
            }
        }
        #endregion
        //Load Products on Products Page (10 products)
        #region LoadProducts
        public void getProducts(int padindex)
        {
            //Load products (books LIMIT 10)
            ApiProducts apiproducts = new ApiProducts();
            //Get Books

            //Verify Books -> print books into display form.
            bool result = Task.Run(async () => { return await apiproducts.getProducts(padindex); }).Result;
            if (result)
            {
                loadProducts();
            }
            else
            {
                MessageBox.Show("an Error occured connecting to the API, please restart your application.");
            }
        }
        public void loadProducts()
        {
            //BookList.books;
            Label[] labels = new Label[]{lblItem1Header, lblItem2Header, lblItem3Header, lblItem4Header, lblItem5Header, lblItem6Header, lblItem7Header, lblItem8Header, lblItem9Header, lblItem10Header };
            PictureBox[] pictures = new PictureBox[] { picItem1, picItem2, picItem3, picItem4, picItem5, picItem6, picItem7, picItem8, picItem9, picItem10 };
            Button[] buttons = new Button[] { btnItem1View, btnItem2View, btnItem3View, btnItem4View, btnItem5View, btnItem6View, btnItem7View, btnItem8View, btnItem9View, btnItem10View };
            Panel[] itemPanels = new Panel[] { pnlItem1, pnlItem2, pnlItem3, pnlItem4, pnlItem5, pnlItem6, pnlItem7, pnlItem8, pnlItem9, pnlItem10 };

            for (int i = 0; i < labels.Length; i++)
            {
                try
                {
                    labels[i].Text = BookList.books[i].bookname;
                    buttons[i].Tag = BookList.books[i].bookid;
                    buttons[i].Visible = true;
                    itemPanels[i].Visible = true;
                    try
                    {
                        pictures[i].Image = DownloadImage(BookList.books[i].bookimg);
                        pictures[i].SizeMode = PictureBoxSizeMode.StretchImage;
                    } catch
                    {
                        pictures[i].Image = Properties.Resources.generic;
                        pictures[i].SizeMode = PictureBoxSizeMode.StretchImage;
                    }

                } catch(Exception ex)
                {
                    labels[i].Text = "No more books found";
                    pictures[i].Image = Properties.Resources.generic;
                    pictures[i].SizeMode = PictureBoxSizeMode.StretchImage;
                    buttons[i].Visible = false;
                    itemPanels[i].Visible = false;
                    btnNextPadIndex.Enabled = false;

                }
            }
        }
        #endregion
        /* AUTHOR : Brian Cryer -> SOURCED FROM https://stackoverflow.com/questions/24797485/how-to-download-image-from-url */
        Image DownloadImage(string fromUrl)
        {
            using (System.Net.WebClient webClient = new System.Net.WebClient())
            {
                using (Stream stream = webClient.OpenRead(fromUrl))
                {
                    return Image.FromStream(stream);
                }
            }
        }
        private void pnlMain_Paint(object sender, PaintEventArgs e)
        {

        }

        public void loadProfile()
        {
            txtProfileUsername.Text = User.emailaddress;
            txtProfilePassword.Text = "";
            txtProfileRepeatPassword.Text = "";


            bool result = Task.Run(async () => { return await apiuser.getAddress(); }).Result;
            if (result)
            {
                loadAddress();
            }
        }
        #region DropDown Selection
        private void cboTopPanelDropdown_SelectedIndexChanged(object sender, EventArgs e)
        {
            //Get value of combo box
            string selected = cboTopPanelDropdown.Items[cboTopPanelDropdown.SelectedIndex].ToString();
            if(selected != null)
            {
                Routes route = new Routes();
                if (selected == "Profile")
                {
                    this.pnlProfile.BringToFront();
                    this.lblHeaderPanel.Text = "Dashboard -> Profile";
                    // MessageBox.Show("You clicked profile");
                }
                else if (selected == "Settings")
                {
                    this.pnlSettings.BringToFront();
                    this.lblHeaderPanel.Text = "Dashboard -> Settings";
                }
                else if (selected == "Basket")
                {
                    this.pnlBasket.BringToFront();
                    this.lblHeaderPanel.Text = "Dashboard -> Basket";
                }
                else if (selected == "Logout")
                {
                    this.pnlLogout.BringToFront();
                    this.lblHeaderPanel.Text = "Dashboard -> Logout";
                    Application.Exit();
                }
            }

        }
        #endregion
        //Load Selected product data with the panel display.
        private void viewButtons(int buttonid)
        {
            //Bring Panel to top.

            foreach (var item in BookList.books)
            {
                if(item.bookid == buttonid)
                {
                    try
                    {
                        txtSelectedBookName.Text = item.bookname;
                        txtSelectedBookAuthor.Text = item.bookauthor;
                        txtSelectedBookDescription.Text = item.bookdescription;
                        txtSelectedBookPrice.Text = item.bookprice.ToString();
                        txtSelectedProductID.Text = item.bookid.ToString();
                        txtSelectedBookPublishedDate.Text = item.bookpublished;
                        try
                        {
                            picSelectedItem.Image = DownloadImage(item.bookimg);
                            picSelectedItem.SizeMode = PictureBoxSizeMode.StretchImage;
                        }
                        catch
                        {
                            picSelectedItem.Image = Properties.Resources.generic;
                            picSelectedItem.SizeMode = PictureBoxSizeMode.StretchImage;
                        }

                    }
                    catch (Exception ex)
                    {
                        pnlProduct.SendToBack();
                        pnlProducts.BringToFront();
                        MessageBox.Show("An error occured picking this product, sorry for the inconverience.");
                    }
                }
            }
            pnlProduct.BringToFront();

        }

        //Navigation
        #region Navigation
        private void btnDashboardRoute_Click(object sender, EventArgs e)
        {
            this.pnlMain.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard";
        }

        private void btnProductsRoute_Click(object sender, EventArgs e)
        {
            this.pnlProducts.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard -> Products";
        }
        #endregion 

        private void pnlTopPanel_Paint(object sender, PaintEventArgs e)
        {

        }
        #region Pagination
        private void btnNextPadIndex_Click(object sender, EventArgs e)
        {
            int padindex = int.Parse(btnCurrentPadIndex.Text);
            padindex++;
            btnCurrentPadIndex.Text = padindex.ToString();
            padindex = padindex - 1;
            getProducts(padindex);
        }

        private void btnPreviousPadIndex_Click(object sender, EventArgs e)
        {
            btnNextPadIndex.Enabled = true;
            int padindex = int.Parse(btnCurrentPadIndex.Text);
            if(padindex == 1)
            {
                return;
            }
            padindex--;
            btnCurrentPadIndex.Text = padindex.ToString();
            padindex = padindex - 1;
            getProducts(padindex);
        }
        #endregion

        //Return to products button.
        private void btnReturnToProducts_Click(object sender, EventArgs e)
        {
            pnlProducts.BringToFront();
        }
        //View buttons to triger Tag buttonid to  viewButtons
        #region ViewButtons
        private void btnItem1View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }
        private void btnItem2View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem3View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem4View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem5View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem6View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem7View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem8View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem9View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        private void btnItem10View_Click(object sender, EventArgs e)
        {
            Button buttonid = (Button)sender;
            viewButtons((int)buttonid.Tag);
        }

        #endregion

        //Add selected item to basket.
        private void btnAddToBasket_Click(object sender, EventArgs e)
        {
            int bookid = int.Parse(txtSelectedProductID.Text);
            //Add Book to basket.
            bool response = Basket.addItem(bookid);
            //MessageBox.Show(Basket.subtotal.ToString());
            if(response)
            {
                lblAddToBasketStatus.Text = "Successfully Added Book";
                lblAddToBasketStatus.ForeColor = System.Drawing.Color.Green;
                var t = new System.Windows.Forms.Timer();
                t.Interval = 2000;
                t.Tick += (s, ev) =>
                {
                    lblAddToBasketStatus.Text = "";
                    lblAddToBasketStatus.ForeColor = System.Drawing.Color.Black;
                    t.Stop();
                };
                t.Start();
                loadBasket();
            } else
            {
                lblAddToBasketStatus.Text = "Failed adding book to basket.";
                lblAddToBasketStatus.ForeColor = System.Drawing.Color.Red;
                MessageBox.Show("An error occured adding product to basket, redirecting to Dashboard...");
                lblAddToBasketStatus.Text = "";
                lblAddToBasketStatus.ForeColor = System.Drawing.Color.Black;
                pnlMain.BringToFront();
            }
        }
        public void loadBasket()
        {
            flpnlBasketList.Controls.Clear();
            if(Basket.basket.Any())
            {
                string total = Basket.total.ToString("C", new CultureInfo("en-GB"));
                lblEmptyBasket.Visible = false;
                lblBasketPricing.Text = "\nTax: " + Basket.tax + "%\nSubtotal:  £" + Basket.subtotal + "\nTotal: " + total;
            } else
            {
                lblEmptyBasket.Visible = true;
                lblBasketPricing.Text = "\nTax:" + Basket.tax + "%\nSubtotal:  £0\nTotal:  £0";
                return;
            }
            foreach (var item in Basket.basket)
            {
                Label bookname = new Label();
                bookname.Margin = new Padding(30, 10, 30, 10);
                bookname.Text = "Book Name: " + item.bookname;

                Label bookauthor = new Label();
                bookauthor.Margin = new Padding(30, 10, 30, 10);
                bookauthor.Text = "Book Author: " + item.bookauthor;

                Label bookprice = new Label();
                bookprice.Margin = new Padding(30, 10, 30, 10);
                bookprice.Text = "£ " + item.bookprice.ToString();

                Label bookstack = new Label();
                bookstack.Width = 60;
                bookstack.Height = 30;
                bookstack.TextAlign = ContentAlignment.MiddleCenter;
                bookstack.Text = "Amount: \n" + item.itemstack;

                Button removeitem = new Button();
                removeitem.Width = 40;
                removeitem.Height = 40;
                removeitem.Text = "<";
                removeitem.Tag = item.bookid;
                removeitem.Click += (se, ev) => {
                    if (Basket.removeOneItem((int)removeitem.Tag))
                    {
                        string total = Basket.total.ToString("C", new CultureInfo("en-GB"));
                        //Didn't want to keep reloading the panel because the blinking. (it clearing and rebuilding). So more messy code :/
                        lblBasketPricing.Text = "\nTax: " + Basket.tax + "%\nSubtotal:  £" + Basket.subtotal + "\nTotal: " + total;
                        int index = Basket.basket.FindIndex(a => a.bookid == (int)removeitem.Tag);
                        bookstack.Text = "Amount: \n" + Basket.basket[index].itemstack.ToString();
                        //loadBasket();
                    }
                };



                Button additem = new Button();
                additem.Width = 40;
                additem.Height = 40;
                additem.Text = ">";
                additem.Tag = item.bookid;
                additem.Click += (se, ev) => {
                    if (Basket.addOneItem((int)additem.Tag))
                    {

                        //Didn't want to keep reloading the panel because the blinking. (it clearing and rebuilding). So more messy code :/
                        string total = Basket.total.ToString("C", new CultureInfo("en-GB"));
                        lblBasketPricing.Text = "\nTax: " + Basket.tax + "%\nSubtotal:  £" + Basket.subtotal + "\nTotal: " + total;
                        int index = Basket.basket.FindIndex(a => a.bookid == (int)removeitem.Tag);
                        bookstack.Text = "Amount: \n" + Basket.basket[index].itemstack.ToString();
                        //loadBasket();
                    }
                };

                Button remove = new Button();
                remove.Margin = new Padding(30, 10, 30, 10);
                remove.Text = "Remove Book" + item.bookname;
                remove.Tag = item.bookid;
                remove.Click += (se, ev) => {
                    if(Basket.removeItem((int)remove.Tag))
                    {
                        loadBasket();
                    }
                };


                PictureBox picture = new PictureBox();
                picture.Margin = new Padding(30, 10, 30, 10);
                picture.Height = 180;
                picture.Width = 150;

                try
                {
                    picture.Image = DownloadImage(item.bookimg);
                    picture.SizeMode = PictureBoxSizeMode.StretchImage;
                }
                catch
                {
                    picture.Image = Properties.Resources.generic;
                    picture.SizeMode = PictureBoxSizeMode.StretchImage;
                }


                flpnlBasketList.Controls.Add(bookname);
                flpnlBasketList.Controls.Add(bookauthor);
                flpnlBasketList.Controls.Add(bookprice);
                flpnlBasketList.Controls.Add(picture);
                flpnlBasketList.Controls.Add(removeitem);
                flpnlBasketList.Controls.Add(bookstack);
                flpnlBasketList.Controls.Add(additem);
                flpnlBasketList.Controls.Add(remove);
                flpnlBasketList.SetFlowBreak(remove, true);
            }
        }

        private void btnClearBasket_Click(object sender, EventArgs e)
        {
            if(Basket.clearBasket())
            {
                loadBasket();
            }
        }

        private void btnProfileEnableEditing_Click(object sender, EventArgs e)
        {
            if (Cfg.enableEditingUserDetails)
            {
                txtProfileUsername.ReadOnly = true;
                txtProfilePassword.ReadOnly = true;
                txtProfileRepeatPassword.ReadOnly = true;
                Cfg.enableEditingUserDetails = false;
                txtProfileUsername.BackColor = System.Drawing.Color.DimGray;
                txtProfilePassword.BackColor = System.Drawing.Color.DimGray;
                txtProfileRepeatPassword.BackColor = System.Drawing.Color.DimGray;
                btnProfileEnableEditing.Text = "Editing Enabled";
            } else
            {
                txtProfileUsername.ReadOnly = false;
                txtProfilePassword.ReadOnly = false;
                txtProfileRepeatPassword.ReadOnly = false;
                Cfg.enableEditingUserDetails = true;
                txtProfileUsername.BackColor = Color.White;
                txtProfilePassword.BackColor = Color.White;
                txtProfileRepeatPassword.BackColor = Color.White;
                btnProfileEnableEditing.Text = "Editing Disabled";
            }
        }
        public void loadAddress()
        {
            txtProfileHouseNumberOrName.Text = Address.AddressOne;
            txtProfileStreetname.Text = Address.AddressTwo;
            txtProfileTown.Text = Address.Town;
            txtProfileCity.Text = Address.City;
            txtProfilePostcode.Text = Address.Postcode;
        }
        #region NavBottomButtons
        private void btnProfileUpdateUser_Click(object sender, EventArgs e)
        {
            string param = apiuser.verifyUserDetails(txtProfileUsername.Text, txtProfilePassword.Text, txtProfileRepeatPassword.Text);
            if (param != "" || param != null)
            {
                if(param == "success")
                {
                    //Update view with new data.
                    txtProfileUsername.Text = User.emailaddress;
                }
                lblProfileErrorDetails.Text = param;
            }

        }
        private void btnProfileUpdateAddressDetails_Click(object sender, EventArgs e)
        {
            string param = apiuser.verifyAddressDetails(txtProfileHouseNumberOrName.Text, txtProfileStreetname.Text, txtProfileTown.Text, txtProfileCity.Text, txtProfilePostcode.Text);
            if (param != "" || param != null)
            {
                if (param == "success")
                {
                    loadAddress();
                }
                lblProfileErrorAddress.Text = param;
            }
        }
        private void btnNavProfile_Click(object sender, EventArgs e)
        {
            this.pnlProfile.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard -> Profile";
        }

        private void btnNavBasket_Click(object sender, EventArgs e)
        {
            this.pnlBasket.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard -> Basket";
        }

        private void btnNavSettings_Click(object sender, EventArgs e)
        {
            this.pnlSettings.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard -> Settings";
        }

        private void btnNavLogout_Click(object sender, EventArgs e)
        {
            this.pnlLogout.BringToFront();
            this.lblHeaderPanel.Text = "Dashboard -> Logout";
            //New instance of login form
            Application.Exit();
        }
        #endregion

        private void txtProfileUsername_TextChanged(object sender, EventArgs e)
        {
            lblProfileErrorDetails.Text = "";
        }

        private void txtProfilePassword_TextChanged(object sender, EventArgs e)
        {
            lblProfileErrorDetails.Text = "";
        }

        private void txtProfileRepeatPassword_TextChanged(object sender, EventArgs e)
        {
            lblProfileErrorDetails.Text = "";
        }

        private void pnlProfile_Paint(object sender, PaintEventArgs e)
        {

        }

        private void btnProfileEnableAddressEditing_Click(object sender, EventArgs e)
        {
            if (Cfg.enableEditingAddressDetails)
            {
                txtProfileHouseNumberOrName.ReadOnly = true;
                txtProfileStreetname.ReadOnly = true;
                txtProfileTown.ReadOnly = true;
                txtProfileCity.ReadOnly = true;
                txtProfilePostcode.ReadOnly = true;
                Cfg.enableEditingAddressDetails = false;
                txtProfileHouseNumberOrName.BackColor = System.Drawing.Color.DimGray;
                txtProfileStreetname.BackColor = System.Drawing.Color.DimGray;
                txtProfileTown.BackColor = System.Drawing.Color.DimGray;
                txtProfileCity.BackColor = System.Drawing.Color.DimGray;
                txtProfilePostcode.BackColor = System.Drawing.Color.DimGray;
                btnProfileEnableAddressEditing.Text = "Editing Enabled";
            }
            else
            {
                txtProfileHouseNumberOrName.ReadOnly = false;
                txtProfileStreetname.ReadOnly = false;
                txtProfileTown.ReadOnly = false;
                txtProfileCity.ReadOnly = false;
                txtProfilePostcode.ReadOnly = false;
                Cfg.enableEditingAddressDetails = true;
                txtProfileHouseNumberOrName.BackColor = Color.White;
                txtProfileStreetname.BackColor = Color.White;
                txtProfileTown.BackColor = Color.White;
                txtProfileCity.BackColor = Color.White;
                txtProfilePostcode.BackColor = Color.White;
                btnProfileEnableAddressEditing.Text = "Editing Disabled";
            }
        }

        private void pnlCheckoutProcess_Paint(object sender, PaintEventArgs e)
        {

        }

        private void btnBasketCheckout_Click(object sender, EventArgs e)
        {
            if(!Basket.basket.Any())
            {
                return;
            }
            pnlCheckoutProcess.BringToFront();
            if (checkout.Sumup())
            {
                string sub = Basket.total.ToString("C", new CultureInfo("en-GB"));
                string total = checkout.grandtotal.ToString("C", new CultureInfo("en-GB"));
                if (checkout.shipping == 0)
                {
                    lblCheckoutPriceCal.Text = "Sub Total: " + sub + " \nShipping/Delivery: Free \nTotal: " + total;
                } else
                {
                    lblCheckoutPriceCal.Text = "Sub Total: " + sub + " \nShipping/Delivery: £" + checkout.shipping + " \nTotal: " + total;
                }
            } else
            {
                pnlCheckoutProcess.SendToBack();
                Popups.Show("An error occured", "Please check your basket and details before trying again.");
                return;
            }
            if (checkout.verifyAddress())
            {
                txtCheckoutHouseNameNum.Text = Address.AddressOne;
                txtCheckoutStreetName.Text = Address.AddressTwo;
                txtCheckoutTown.Text = Address.Town;
                txtCheckoutCity.Text = Address.City;
                txtCheckoutPostcode.Text = Address.Postcode;
            } else
            {
                lblCheckoutErrors.Text = "Please input the desired address";

            }
        }

        private void btnCheckoutClose_Click(object sender, EventArgs e)
        {
            pnlCheckoutProcess.SendToBack();
        }

        private void btnCheckoutProcessPayment_Click(object sender, EventArgs e)
        {
            if(checkout.verifyInputAddress(txtCheckoutHouseNameNum.Text, txtCheckoutStreetName.Text, txtCheckoutTown.Text, txtCheckoutCity.Text, txtCheckoutPostcode.Text))
            {
                if(checkout.verifyAddress())
                {
                    pnlPayment.BringToFront();
                    pnlCheckoutProcess.SendToBack();
                    return;
                }
                DialogResult dialogResult = MessageBox.Show("Would you like us to save your address for next time?", "Saving Address", MessageBoxButtons.YesNo);
                if (dialogResult == DialogResult.Yes)
                {
                    string param = apiuser.verifyAddressDetails(txtCheckoutHouseNameNum.Text, txtCheckoutStreetName.Text, txtCheckoutTown.Text, txtCheckoutCity.Text, txtCheckoutPostcode.Text);
                    if (param != "" || param != null)
                    {
                        if (param == "success")
                        {
                            loadAddress();
                            pnlPayment.BringToFront();
                            pnlCheckoutProcess.SendToBack();
                        }
                        lblCheckoutErrors.Text = param;
                    }
                }
                else if (dialogResult == DialogResult.No)
                {
                    pnlPayment.BringToFront();
                    //do something else
                }

            }
        }

        private void btnPaymentPurchase_Click(object sender, EventArgs e)
        {
            bool email = string.IsNullOrEmpty(txtPaymentPaypalEmail.Text);
            bool password = string.IsNullOrEmpty(txtPaymentPaypalPassword.Text);
            if (!email && !password)
            {
                Thread.Sleep(1000);
                int PaymentRef = Popups.RandomNumber(5, 10);
                Popups.Show("Successfully Paid", "Your ref number is: #" + PaymentRef.ToString() + "\n A reciept as been sent to your email!");
                bool result = Task.Run(async () => { return await apiuser.submitInvoice(PaymentRef, checkout.grandtotal, txtPaymentPaypalEmail.Text); }).Result;
                if (result)
                {
                    Basket.clearBasket();
                    checkout.clear();
                    pnlPayment.SendToBack();
                    pnlCheckoutProcess.SendToBack();
                    pnlMain.BringToFront();
                } else
                {
                    Popups.Show("Error", "Internal Failer.... Purchase failed");
                    Thread.Sleep(4000);
                    Application.Exit();
                }
            } else
            {
                lblPaypalError.Text = "Emailaddress or password is empty or invalid";
            }
        }

        private void btnPaymentClose_Click(object sender, EventArgs e)
        {
            pnlPayment.SendToBack();
        }

        private void pnlBasket_Paint(object sender, PaintEventArgs e)
        {

        }

        private void txtCheckoutPostcode_TextChanged(object sender, EventArgs e)
        {

        }

        private void txtCheckoutCity_TextChanged(object sender, EventArgs e)
        {
            lblCheckoutErrors.Text = "";
        }

        private void txtCheckoutTown_TextChanged(object sender, EventArgs e)
        {
            lblCheckoutErrors.Text = "";
        }

        private void txtCheckoutStreetName_TextChanged(object sender, EventArgs e)
        {
            lblCheckoutErrors.Text = "";
        }

        private void txtCheckoutHouseNameNum_TextChanged(object sender, EventArgs e)
        {
            lblCheckoutErrors.Text = "";
        }

        private void txtPaymentPaypalEmail_TextChanged(object sender, EventArgs e)
        {
            lblPaypalError.Text = "";
        }

        private void txtPaymentPaypalPassword_TextChanged(object sender, EventArgs e)
        {
            lblPaypalError.Text = "";
        }

        private void btnNavAdminPanel_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {
                lblHeaderPanel.Text = "Dashboard -> AdminPanel";
                pnlAdminAddBook.Visible = false;
                pnlAdminViewUsers.Visible = false;
                pnlAdminPanel.BringToFront();
            }
        }



        #region ADMIN
        private void btnAdminDeleteProduct_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {
                admin.deleteProduct(int.Parse(txtSelectedProductID.Text));
                //Refresh page.
                int padindex = int.Parse(btnCurrentPadIndex.Text);
                padindex = padindex - 1;
                getProducts(padindex);
                pnlProducts.BringToFront();

            }

        }
        #endregion

        private void btnAdminUpdateProduct_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {
                lblHeaderPanel.Text = "Dashboard -> AdminPanel -> Edit Product";
                pnlAdminAddBook.Visible = false;
                pnlAdminViewUsers.Visible = true;
                pnlAdminPanel.BringToFront();
                pnlAdminAddBook.Visible = true;
                pnlAdminViewUsers.Visible = false;
                editbook = admin.loadBook(int.Parse(txtSelectedProductID.Text));
                txtAdminBookName.Text = editbook.bookname;
                txtAdminBookAuthor.Text = editbook.bookauthor;
                txtAdminBookDescription.Text = editbook.bookdescription;
                txtAdminBookPublished.Text = editbook.bookpublished;
                txtAdminBookPrice.Text = editbook.bookprice.ToString();
                txtAdminBookImg.Text = editbook.bookimg;

            }
        }

        private void btnAdminAddBook_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {
                lblHeaderPanel.Text = "Dashboard -> AdminPanel -> Add Product";
                pnlAdminPanel.BringToFront();
                pnlAdminAddBook.Visible = true;
                pnlAdminViewUsers.Visible = false;

            }
        }

        private void btnAdminViewUsers_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {   
                lblHeaderPanel.Text = "Dashboard -> AdminPanel -> View Users";
                pnlAdminAddBook.Visible = false;
                pnlAdminViewUsers.Visible = true;
                pnlAdminPanel.BringToFront();
                if (_users != null)
                {
                    Int32 length = _users.Count;
                    if (length == 0)
                    {
                        getUsers(0);
                    }
                } else
                {
                    getUsers(0);
                }
            }
        }
        public void getUsers(int padindex)
        {
            _users = admin.viewUsers(padindex);
            Int32 length = _users.Count;
            if (length < 10)
            {
                btnAdminUsersNextPadIndex.Enabled = false;
            }
            if (_users.Any())
            {
                fpnlAdminViewUsers.Controls.Clear();
                foreach (var item in _users)
                {
                    Label labeluserid = new Label();
                    labeluserid.Text = "Userid: " + item.userid.ToString();
                    labeluserid.Width = 100;
                    labeluserid.Margin = new Padding(30, 10, 30, 10);

                    Label labelaccesslevel = new Label();
                    labelaccesslevel.Text = "Accesslevel: " + item.accesslevel.ToString();
                    labelaccesslevel.Width = 100;
                    labelaccesslevel.Margin = new Padding(40, 10, 40, 10);

                    Label labelemailaddress = new Label();
                    labelemailaddress.Text = "Email Address: " + item.emailaddress.ToString();
                    labelaccesslevel.Margin = new Padding(30, 10, 30, 10);
                    labelemailaddress.Width = 600;

                    Button buttondeleteuser = new Button();
                    buttondeleteuser.Width = 150;
                    buttondeleteuser.Margin = new Padding(30, 10, 30, 10);
                    buttondeleteuser.Text = "Delete User";
                    buttondeleteuser.Tag = item.userid;
                    buttondeleteuser.Click += (se, ev) => {
                        if (admin.deleteUser((int)buttondeleteuser.Tag))
                        {
                            int padding = int.Parse(btnAdminUsersCurrentPadIndex.Text);
                            padding = padding - 1;
                            getUsers(padding);
                        }
                    };

                    fpnlAdminViewUsers.Controls.Add(labeluserid);
                    fpnlAdminViewUsers.Controls.Add(labelaccesslevel);
                    fpnlAdminViewUsers.Controls.Add(labelemailaddress);
                    fpnlAdminViewUsers.Controls.Add(buttondeleteuser);
                    fpnlAdminViewUsers.SetFlowBreak(buttondeleteuser, true);
                }
            }

        }

        private void btnAdminSubmitBook_Click(object sender, EventArgs e)
        {
            if (admin.verifyAdmin())
            {
                bool bookname = string.IsNullOrEmpty(txtAdminBookName.Text);
                bool bookAuthor = string.IsNullOrEmpty(txtAdminBookAuthor.Text);
                bool bookPublished = string.IsNullOrEmpty(txtAdminBookPublished.Text);
                bool bookDescription = string.IsNullOrEmpty(txtAdminBookDescription.Text);
                bool bookprice = string.IsNullOrEmpty(txtAdminBookPrice.Text);
                bool bookimg = string.IsNullOrEmpty(txtAdminBookImg.Text);

                if (!bookname || !bookAuthor || !bookPublished || !bookDescription || !bookprice || !bookimg)
                {
                    Books book = new Books();
                    book.bookname = txtAdminBookName.Text;
                    book.bookauthor = txtAdminBookAuthor.Text;
                    book.bookpublished = txtAdminBookPublished.Text;
                    book.bookdescription = txtAdminBookDescription.Text;
                    book.bookprice = decimal.Parse(txtAdminBookPrice.Text);
                    book.bookimg = txtAdminBookImg.Text;
                    int? value = editbook.bookid;
                    if (value != null && editbook.bookid != 0)
                    {
                        editbook.bookname = txtAdminBookName.Text;
                        editbook.bookauthor = txtAdminBookAuthor.Text;
                        editbook.bookpublished = txtAdminBookPublished.Text;
                        editbook.bookdescription = txtAdminBookDescription.Text;
                        editbook.bookprice = decimal.Parse(txtAdminBookPrice.Text);
                        editbook.bookimg = txtAdminBookImg.Text;
                        if (admin.editBook(editbook))
                        {
                            int padindex = int.Parse(btnCurrentPadIndex.Text);
                            padindex = padindex - 1;
                            getProducts(padindex);

                            lblAdminSubmitBookError.Text = "Successfully edited book, please go to products tab to find your product";

                            txtAdminBookName.Text = "";
                            txtAdminBookAuthor.Text = "";
                            txtAdminBookPublished.Text = "";
                            txtAdminBookDescription.Text = "";
                            txtAdminBookPrice.Text = "";
                            lblAdminSubmitBookError.Text = "";
                            pnlProducts.BringToFront();
                        }
                        return;
                    }
                    //Submit Book
                    if(admin.submitBook(book))
                    {
                        int padindex = int.Parse(btnCurrentPadIndex.Text);
                        padindex = padindex - 1;
                        getProducts(padindex);
                        lblAdminSubmitBookError.Text = "Successfully Added book, please go to products tab to find your product";

                        txtAdminBookName.Text = "";
                        txtAdminBookAuthor.Text = "";
                        txtAdminBookPublished.Text = "";
                        txtAdminBookDescription.Text = "";
                        txtAdminBookPrice.Text = "";
                        lblAdminSubmitBookError.Text = "";
                        pnlProducts.BringToFront();
                    }
                }
            }
        }

        private void lblAdminSubmitBookError_Click(object sender, EventArgs e)
        {

        }

        private void pnlProducts_Paint(object sender, PaintEventArgs e)
        {

        }

        private void pnlAdminViewUsers_Paint(object sender, PaintEventArgs e)
        {

        }

        private void btnAdminUsersNextPadIndex_Click(object sender, EventArgs e)
        {
            int padindex = int.Parse(btnAdminUsersCurrentPadIndex.Text);
            padindex++;
            btnAdminUsersCurrentPadIndex.Text = padindex.ToString();
            padindex = padindex - 1;
            getUsers(padindex);
        }

        private void btnAdminUsersPreviousPadIndex_Click(object sender, EventArgs e)
        {
            int padindex = int.Parse(btnAdminUsersCurrentPadIndex.Text);
            if (padindex == 1)
            {
                return;
            }
            btnAdminUsersNextPadIndex.Enabled = true;
            padindex--;
            btnAdminUsersCurrentPadIndex.Text = padindex.ToString();
            padindex = padindex - 1;
            getUsers(padindex);
        }

        private void pnlAdminAddBook_Paint(object sender, PaintEventArgs e)
        {

        }
    }
}
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using Newtonsoft.Json;
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.Products;
using EshopClient.classes.Auth;
using Newtonsoft.Json.Linq;
using System.Net;
using EshopClient.classes.Auth;

namespace EshopClient.classes.Api
{
    class ApiAdmin
    {
        public async Task<string> deleteProduct(int bookid)
        {
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Books.svc/deleteBook?bookid="+bookid;
            string data = await client.GET(uri);
            //check if data is null
            return data;
        }
        public async Task<string> viewUsers(int padindex)
        {
            int? value = Auth.User.userid;
            if (value == null)
            {
                return null;
            }
            int myid = Auth.User.userid;
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //KEPT HAVING METHOD NOT ALLOWED SO I USE GET INSTEAD OF DELETE :(
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Users.svc/viewUsers?myid="+myid+"&padindex="+padindex;
            string data = await client.GET(uri);
            //check if data is null
            return data;
        }
        public async Task<bool> submitProduct(object obj)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Books.svc/addBook";
            string data = await client.POST(obj, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                return true;
            }
        }
        public async Task<bool> deleteUser(object obj)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Users.svc/deleteUser";
            string data = await client.POST(obj, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                return true;
            }
        }
        public async Task<bool> editProduct(object obj)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Books.svc/editBook";
            string data = await client.POST(obj, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                return true;
            }
        }
    }
}
[bookmark: _Toc8235832]Api/ApiAdmin End 


[bookmark: _Toc8235833]Api/ApiClient Start
using System;
using System.Collections.Generic;
using System.IO;
using System.Linq;
using System.Net;
using System.Net.Http;
using System.Net.Http.Headers;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.Auth;
using EshopClient.classes;
using Newtonsoft.Json;

namespace EshopClient.classes.Api
{
    class ApiClient
    {
        private static readonly HttpClient client = new HttpClient();

        // Create a new product
        public ApiClient()
        {
            client.DefaultRequestHeaders.Accept.Clear();
            client.DefaultRequestHeaders.Accept.Add(new MediaTypeWithQualityHeaderValue("application/json"));

        }
        public async Task<string> POST(object Obj, string uri)
        {
            //Post data and get response
            HttpResponseMessage response = await client.PostAsJsonAsync(uri, Obj);
            //Make sure response is 500 (success)
            if (response.IsSuccessStatusCode)
            {
                //Get data and stick it within a string and return it.
                string data = await response.Content.ReadAsStringAsync();
                return data;
            }
            //Something went wrong!?
            return null;
            //return response.Headers.Location;
        }
        public async Task<string> GET(string uri)
        {
            HttpResponseMessage response = await client.GetAsync(uri);
            if (response.IsSuccessStatusCode)
            {
                string data = await response.Content.ReadAsStringAsync();
                return data;
            }
            return "";
        }
        public async Task<string> PUT(Object obj, string uri)
        {
            HttpResponseMessage response = await client.PutAsJsonAsync(uri, obj);
            response.EnsureSuccessStatusCode();
            // Deserialize the updated product from the response body.
            string data = await response.Content.ReadAsStringAsync();
            return data;
        }
        public async Task<HttpStatusCode> DELETE(string uri)
        {
            HttpResponseMessage response = await client.DeleteAsync(uri);
            return response.StatusCode;
        }
    }
}
[bookmark: _Toc8235834]Api/ApiClient End

[bookmark: _Toc8235835]Api/ApiConfig Start
using Newtonsoft.Json;
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.Products;
using EshopClient.classes.Auth;
using Newtonsoft.Json.Linq;
using EshopClient.classes.Basket;

namespace EshopClient.classes.Api
{
    class apiConfig
    {
        public async Task<bool> getConfig()
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/ClientCfg.svc/getCfg";
            string data = await client.POST(null, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                dynamic CfgJson = JsonConvert.DeserializeObject(data);
                Basket.Basket.tax = CfgJson.tax;
                return true;
            }
        }
    }
}
[bookmark: _Toc8235836]Api/ApiConfig End

Api/ApiProducts Start
using Newtonsoft.Json;
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.Products;
using EshopClient.classes.Auth;
using Newtonsoft.Json.Linq;

namespace EshopClient.classes.Api
{
    class ApiProducts
    {
        public async Task<bool> getProducts(int padindex)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Books.svc/getBooks?padindex="+padindex;
            string data = await client.GET(uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                BookList.books.Clear();
                dynamic dynJson = JsonConvert.DeserializeObject(data);
                foreach (var item in dynJson)
                {
                    Books book = new Books();
                    book.status = item.status;
                    book.bookid = item.bookid;
                    book.bookname = item.bookname;
                    book.bookauthor = item.bookauthor;
                    book.bookpublished = item.bookpublished;
                    book.bookdescription = item.bookdescription;
                    book.bookprice = item.bookprice;
                    book.bookimg = item.bookimg;

                    //string tesst = item.bookname;

                    BookList.books.Add(book);
                }
                return true;
            }
        }
    }
}
Api/ApiProducts End
[bookmark: _Toc8235837]Api/ApiUser Start
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using System.Windows.Forms;
using Newtonsoft.Json;
using EshopClient.classes.Auth;

namespace EshopClient.classes.Api
{
    class ApiUser
    {
        public bool updateUserDetails(string username, string password, string repeatedpassword)
        {
            bool result = Task.Run(async () => { return await updateUser(username, password); }).Result;
            MessageBox.Show("details are correct and updating.");
            return true;
        }

        public string verifyUserDetails(string username, string password, string repeatedpassword)
        {
            //Piramid if statements :O must be bad coding...
            if (password != "" && repeatedpassword != "")
            {
                if (password == repeatedpassword)
                {
                    if (username != "")
                    {
                        if(username.Length > 5 && password.Length > 5)
                        {
                            if(updateUserDetails(username, password, repeatedpassword))
                            {
                                return "success";
                            }
                        }
                        return "Your emailaddress or password must be over 5 charaters";
                    }
                    return "Emailaddress is empty";
                }
                return "password does not match repeated password";
            }
            return "Password or repeated password is empty";
        }

        public async Task<bool> updateUser(string username, string password)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            var auth = new {
                userid = Auth.User.userid,
                emailaddress = username,
                password = password
            };
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Users.svc/updateUser";
            string data = await client.POST(auth, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                //Gather data from returned string and put it within dynamic from jasonConvert
                dynamic JsonValue = JsonConvert.DeserializeObject(data);
                //Call each element and input it within the correct fields.
                Auth.User.emailaddress = JsonValue.updateUserResponse.emailaddress;
                Auth.User.password = JsonValue.updateUserResponse.password;
                return true;
            }
        }






        public bool updateAddressDetails(string NumName, string Street, string town, string city, string postcode)
        {
            bool result = Task.Run(async () => { return await updateAddress(NumName, Street, town, city, postcode); }).Result;
            MessageBox.Show("details are correct and updating.");
            return true;
        }

        public string verifyAddressDetails(string NumName, string Street, string town, string city, string postcode)
        {
            bool NumNamecheck = string.IsNullOrEmpty(NumName);
            bool Streetcheck = string.IsNullOrEmpty(Street);
            bool towncheck = string.IsNullOrEmpty(town);
            bool citycheck = string.IsNullOrEmpty(city);
            bool postcodecheck = string.IsNullOrEmpty(postcode);

            if (NumNamecheck || Streetcheck || towncheck  || citycheck || postcodecheck)
            {
                return "One of your fields is empty";
            }
            else
            {
                if (updateAddressDetails(NumName, Street, town, city, postcode))
                {
                    return "success";
                }
                return "an internal error occured, please restart your client.";
            }
        }

        public async Task<bool> updateAddress(string NumName, string Street, string town, string city, string postcode)
        {
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            var address = new
            {
                userid = Auth.User.userid,
                AddressOne = NumName,
                AddressTwo = Street,
                Town = town,
                City = city,
                Postcode = postcode
            };
            string uri = "http://localhost:50443/Users.svc/updateAddress";
            string data = await client.POST(address, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                //Gather data from returned string and put it within dynamic from jasonConvert
                dynamic JsonValue = JsonConvert.DeserializeObject(data);
                //Call each element and input it within the correct fields.
                User.Address.status = JsonValue.updateAddressResponse.status;
                User.Address.AddressOne = JsonValue.updateAddressResponse.addressOne;
                User.Address.AddressTwo = JsonValue.updateAddressResponse.addressTwo;
                User.Address.Town = JsonValue.updateAddressResponse.Town;
                User.Address.City = JsonValue.updateAddressResponse.City;
                User.Address.Postcode = JsonValue.updateAddressResponse.Postcode;
                return true;
            }
        }


        public async Task<bool> getAddress()
        {
            int userid = Auth.User.userid;
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Users.svc/getAddress?userid="+userid;
            string data = await client.GET(uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                //Gather data from returned string and put it within dynamic from jasonConvert
                dynamic JsonValue = JsonConvert.DeserializeObject(data);
                //Call each element and input it within the correct fields.
                if (JsonValue.AddressResponse.status == false)
                {
                    return false;
                }
                User.Address.status = JsonValue.AddressResponse.status;
                User.Address.AddressOne = JsonValue.AddressResponse.addressOne;
                User.Address.AddressTwo = JsonValue.AddressResponse.addressTwo;
                User.Address.Town = JsonValue.AddressResponse.Town;
                User.Address.City = JsonValue.AddressResponse.City;
                User.Address.Postcode = JsonValue.AddressResponse.Postcode;
                return true;
            }
        }

        public async Task<bool> submitInvoice(int paypalref, double grandtotal, string paypalemail)
        {
            int userid = Auth.User.userid;
            //Create instance of object ApiClient => client.
            ApiClient client = new ApiClient();
            object obj =  new
            {
                userid = userid,
                paypalref = paypalref,
                grandtotal = (float)grandtotal,
                paypalemail = paypalemail

            };
            //Data retrieved from client.   //Pass veriable index.
            string uri = "http://localhost:50443/Users.svc/submitInvoice";
            string data = await client.POST(obj, uri);
            //check if data is null
            if (data == null)
            {
                //Display error if nothing came back.
                //return value = "A internal error occured, please restart your client.";
                return false;
            }
            else
            {
                return true;
            }
        }


    }
}
[bookmark: _Toc8235838]Api/ApiUser End




[bookmark: _Toc8235839]Basket/Basket Start
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using System.Windows.Forms;
using EshopClient.classes.Auth;
using EshopClient.classes.Products;

namespace EshopClient.classes.Basket
{
    static class Basket
    {
        public static List<Books> basket = new List<Books>();
        public static string username { get; set; }
        public static string password { get; set; }
        public static decimal total { get; set; }
        public static int tax { get; set; }
        public static decimal subtotal { get; set; }
        static Basket()
        {
            tax = 0;
            subtotal = 0;
            total = 0;
        }
        public static bool addExisting(int bookid)
        {
            foreach (var items in Basket.basket)
            {
                if (items.bookid == bookid)
                {
                    int index = Basket.basket.FindIndex(a => a.bookid == bookid);
                    Basket.basket[index].itemstack++;
                    decimal itemPrice = Basket.basket[index].bookprice;
                    Pricing("adding", itemPrice);
                    return true;
                }
            }
            return false;
        }
        public static bool addItem(int bookid)
        {

            if (addExisting(bookid))
            {
                return true;
            }
            foreach (var item in BookList.books)
            {
                if (item.bookid == bookid)
                {
                    try
                    {
                        Books book = new Books();
                        book.bookid = item.bookid;
                        book.bookname = item.bookname;
                        book.bookauthor = item.bookauthor;
                        book.bookdescription = item.bookdescription;
                        book.bookprice = item.bookprice;
                        book.bookpublished = item.bookpublished;
                        book.bookimg = item.bookimg;
                        book.itemstack = 1;
                        basket.Add(book);
                        Pricing("adding", book.bookprice);
                        return true;
                    }
                    catch
                    {
                        return false;
                    }
                }

            }
            return false;
        }
        public static bool removeItem(int bookid)
        {
            int index = Basket.basket.FindIndex(a => a.bookid == bookid);
            decimal itemPrice = Basket.basket[index].bookprice * Basket.basket[index].itemstack;
            Basket.basket.RemoveAt(index);
            Pricing("removing", itemPrice);
            return true;
        }
        public static void Pricing(string param, decimal incommingsubtotal)
        {
            if(param == "removing")
            {
                subtotal -= incommingsubtotal;
                decimal addedtax = (decimal)(((float)tax / 100) * (float)incommingsubtotal);
                decimal removing = incommingsubtotal += +addedtax;
                total = total - removing;
                //TotalPrice(incommingsubtotal);

            } else if(param =="adding")
            {
                subtotal += incommingsubtotal;
                //subtotal += + incommingsubtotal;
                TotalPrice(incommingsubtotal);
            }

        }
        public static void TotalPrice(decimal incommingsubtotal)
        {
            decimal addedtax = (decimal)(((float)tax / 100) * (float)incommingsubtotal);
            total += incommingsubtotal += +addedtax;
        }
        public static bool removeOneItem(int bookid)
        {
            int index = Basket.basket.FindIndex(a => a.bookid == bookid);
            if (Basket.basket[index].itemstack > 1)
            {
                Basket.basket[index].itemstack--;
                decimal itemPrice = Basket.basket[index].bookprice;
                Pricing("removing", itemPrice);
                return true;
            }
            return false;
        }
        public static bool addOneItem(int bookid)
        {
            int index = Basket.basket.FindIndex(a => a.bookid == bookid);
            Basket.basket[index].itemstack++;
            decimal itemPrice = Basket.basket[index].bookprice;
            Pricing("adding", itemPrice);
            return true;
        }
        public static bool clearBasket()
        {
            subtotal = 0;
            total = 0;
            basket.Clear();
            return true;
        }
    }
}

[bookmark: _Toc8235840]Basket/Basket End

[bookmark: _Toc8235841]Checkout/Checkout Start
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.User;

namespace EshopClient.classes.Checkout
{
    class Checkout
    {
        public double shipping { get; set; }
        public double grandtotal { get; set; }

        public Checkout()
        {
            shipping = 0;
            grandtotal = 0;
        }
        public void clear()
        {
            shipping = 0;
            grandtotal = 0;
        }
        public bool Sumup()
        {
            double num = (double)Basket.Basket.total;
            if (num > 0)
            {
                if(num < 50.00)
                {
                    shipping = 6.00;
                } else if(num > 50  && num < 99.99)
                {
                    shipping = 4.50;
                } else if(num > 100 && num < 149.99)
                {
                    shipping = 2;
                } else if(num > 150)
                {
                    shipping = 0;
                }
                else
                {
                    return false;
                }
                grandtotal = num + shipping;
                return true;
            }
            return false;

        }

        public bool verifyAddress()
        {
            if (Address.status == true)
            {
                bool AddressOne = string.IsNullOrEmpty(Address.AddressOne);
                bool AddressTwo = string.IsNullOrEmpty(Address.AddressTwo);
                bool Town = string.IsNullOrEmpty(Address.Town);
                bool City = string.IsNullOrEmpty(Address.City);
                bool Postcode = string.IsNullOrEmpty(Address.Postcode);
                if (!AddressOne || !AddressTwo || !Town || !City || !Postcode)
                {
                    return true;
                }
                return false;
            }
            return false;
        }
        public bool verifyInputAddress(string addressone, string addresstwo, string town, string city, string postcode)
        {
                bool AddressOne = string.IsNullOrEmpty(addressone);
                bool AddressTwo = string.IsNullOrEmpty(addresstwo);
                bool Town = string.IsNullOrEmpty(town);
                bool City = string.IsNullOrEmpty(city);
                bool Postcode = string.IsNullOrEmpty(postcode);
                if (!AddressOne || !AddressTwo || !Town || !City || !Postcode)
                {
                    return true;
                }
                return false;
        }


    }
}
[bookmark: _Toc8235842]Checkout/Checkout end






[bookmark: _Toc8235843]Permissions/Admin Start
using System;
using System.Collections.Generic;
using System.Linq;
using System.Text;
using System.Threading.Tasks;
using EshopClient.classes.Api;
using System.Net;
using EshopClient.classes.Products;
using Newtonsoft.Json;

namespace EshopClient.classes.Permissions
{
    class Admin
    {
        private bool access { get; set; }
        private int accesslevel { get; set; }
        private ApiAdmin apiadmin { get; set; }
        private List<viewUsers> _viewusers = new List<viewUsers>();
        public Admin(int accesslevel)
        {
            this.accesslevel = accesslevel;
            if (this.accesslevel > 5)
            {
                this.access = true;
                this.apiadmin = new ApiAdmin();
            }
            else
            {
                this.access = false;
            }
        }
        public void loadAdmin()
        {

        }
        public bool verifyAdmin()
        {
            if(this.access)
            {
                return true;
            }

            return false;
        }

        public bool deleteProduct(int bookid)
        {
            //Verify Books -> print books into display form.
            string test = Task.Run(async () => { return await apiadmin.deleteProduct(bookid); }).Result;
            return true;
        }
        public bool submitBook(object obj)
        {
            bool test = Task.Run(async () => { return await apiadmin.submitProduct(obj); }).Result;
            if(test)
            {
                return true;
            } return false;
        }
        public bool editBook(object obj)
        {
            bool test = Task.Run(async () => { return await apiadmin.editProduct(obj); }).Result;
            if (test)
            {
                return true;
            }
            return false;
        }
        public List<viewUsers> viewUsers(int padindex)
        {
            string data = Task.Run(async () => { return await apiadmin.viewUsers(padindex); }).Result;
            if (data != null)
            {
                _viewusers.Clear();
                dynamic dynJson = JsonConvert.DeserializeObject(data);
                foreach (var item in dynJson)
                {
                    viewUsers user = new viewUsers();
                    user.userid = item.userid;
                    user.accesslevel = item.accesslevel;
                    user.emailaddress = item.emailaddress;
                    //string tesst = item.bookname;
                    _viewusers.Add(user);
                }
                return _viewusers;
                //Look through users and stick them in list.
            }
            return null;
        }
        public bool deleteUser(int userid)
        {
            object udelet = new
            {
                userid = userid
            };
            bool data = Task.Run(async () => { return await apiadmin.deleteUser(udelet); }).Result;
            if (data)
            {
                return true;
            }
            return false;
        }
        public Books loadBook(int bookid)
        {
            foreach (var item in BookList.books)
            {
                if (item.bookid == bookid)
                {
                    try
                    {
                        Products.Books book = new Products.Books();
                        book.bookid = item.bookid;
                        book.bookname = item.bookname;
                        book.bookauthor = item.bookauthor;
                        book.bookdescription = item.bookdescription;
                        book.bookprice= item.bookprice;
                        book.bookpublished = item.bookpublished;
                        book.bookimg = item.bookimg;
                        return book;
                   }
                   catch
                   {
                        return null;
                   }

                }
            }
            return null;
        }
    }
}
[bookmark: _Toc8235844]Permissions/Admin End




[bookmark: _Toc8235845]Restful API

[bookmark: _Toc8235846]Auth Start
using System;
using System.Collections.Generic;
using System.Data;
using System.Data.SqlClient;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.Text;
using EshopApi.Classes;
using Newtonsoft;
using Newtonsoft.Json.Linq;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the class name "Auth" in code, svc and config file together.
    // NOTE: In order to launch WCF Test Client for testing this service, please select Auth.svc or Auth.svc.cs at the Solution Explorer and start debugging.
    public class Auth : IAuth
    {
        HashSalt hashClass = new HashSalt();
        ResponseClass responseclass = new ResponseClass();


        string connetionString = @"Data Source = (LocalDB)\MSSQLLocalDB;AttachDbFilename=|DataDirectory|\Eshop.mdf;Integrated Security = True";
        //Query String
        string query;
        public User authLogin(string emailaddress, string password)
        {
            User user = new User();
            //Query string, check if email exists within the database.
            query = "SELECT emailaddress, password, accesslevel, salt, userid from users where emailaddress=@emailaddress";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Open Connection
                
                if (connection != null && connection.State == ConnectionState.Closed)
                {
                    //If open, close current connection and reopen a new one.
                    connection.Close();
                    connection.Open();
                } 
                //Bind Params Emailaddress
                command.Parameters.AddWithValue("@emailaddress", emailaddress);

                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //Check if table contains any rows with the emailaddress
                    if (reader.HasRows)
                    {
                        //return responseClass.returnResponse("error", "Email already exists within the database", "danger");
                        while (reader.Read())
                        {

                            int userid = (int)reader["userid"];
                            string hashedpassword = reader["password"].ToString();
                            string salt = reader["salt"].ToString();
                            int accesslevel = (int)reader["accesslevel"];

                            bool isPasswordMatched = hashClass.VerifyPassword(password, hashedpassword, salt);

                            if (isPasswordMatched)
                            {
                                user.userid = userid;
                                user.emailaddress = emailaddress;
                                user.password = hashedpassword;
                                user.Message = "Loggin in.";
                                user.loggedin = true;
                                user.accesslevel = accesslevel;
                                exitConnection(connection, command);
                                return user;
                            }
                            else
                            {
                                exitConnection(connection, command);
                                user.userid = 0;
                                user.emailaddress = "";
                                user.password = "";
                                user.Message = "";
                                user.loggedin = false;
                                return user;
                            }

                        }
                    }
                    reader.Close();
                    exitConnection(connection, command);
                    user.userid = 0;
                    user.emailaddress = "";
                    user.password = "";
                    user.Message = "";
                    user.loggedin = false;
                    user.accesslevel = 0;
                    return user;
                }
            }
        }
        public ResponseClass Register(string emailaddress, string password)
        {
            bool emailaddresscheck = string.IsNullOrEmpty(emailaddress);
            bool passwordcheck = string.IsNullOrEmpty(password);
            //Connection String
            if (emailaddresscheck || passwordcheck)
            {
                responseclass.message = "Email or password empty or incorrect.";
                responseclass.status = false;
                return responseclass;
            }

            //Query string, check if email exists within the database.
            query = "SELECT emailaddress from users where emailaddress=@emailaddress";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Bind Params Emailaddress
                command.Parameters.AddWithValue("@emailaddress", emailaddress);
                //Open Connection
                connection.Open();
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //Check if table contains any rows with the emailaddress
                    if (reader.HasRows)
                    {
                        responseclass.message = "Emailaddress already exists within the database";
                        responseclass.status = false;
                        responseclass.param = "exists";
                        exitConnection(connection, command);
                        return responseclass;
                    }
                    else
                    {
                        //Else, the emailaddress does not exist, allow user to create that account.
                        //Query for inserting register data
                        query = "INSERT INTO users (emailaddress, password, salt, accesslevel) values (@emailaddress, @password, @salt, @accesslevel)";
                        //Use SqlConnection
                        using (SqlConnection conn = new SqlConnection(connetionString))
                        {
                            //Using sqlCommand connection
                            using (SqlCommand comm = new SqlCommand())
                            {
                                comm.Connection = conn;
                                comm.CommandType = CommandType.Text;
                                comm.CommandText = query;

                                //Hash Password
                                HashSalt hashSalt = hashClass.GenerateSaltedHash(32, password);
                                //Bind Params
                                comm.Parameters.AddWithValue("@emailaddress", emailaddress);
                                comm.Parameters.AddWithValue("@password", hashSalt.Hash);
                                comm.Parameters.AddWithValue("@salt", hashSalt.Salt);
                                comm.Parameters.AddWithValue("@accesslevel", 1);
                                //Try/Catch.
                                try
                                {
                                    //Open Connection
                                    conn.Open();
                                    //Execute Insert Query
                                    comm.ExecuteNonQuery();
                                    reader.Close();
                                    responseclass.message = "Successfully Registered";
                                    responseclass.status = true;
                                    responseclass.param = "";
                                    exitConnection(connection, command);
                                    return responseclass;
                                }
                                catch (SqlException ex)
                                {
                                    reader.Close();
                                    //Error message.
                                    string DevError = ex.ToString();
                                    responseclass.message = "Error occured..." + DevError;
                                    responseclass.status = false;
                                    responseclass.param = "Error";
                                    exitConnection(connection, command);
                                    return responseclass;
                                }
                            }
                        }

                    }
                }
            }
        }
        public bool verifyCredentials(string emailaddress, string password)
        {
            return true;
        }
        public string getTest()
        {
            return "Got get test";
        }

        public void exitConnection(SqlConnection connection, SqlCommand command)
        {
            if (connection != null)
            {
                connection.Dispose();
            }
            if (command != null)
            {
                command.Dispose();
            }
        }
    }
}
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using System;
using System.Collections.Generic;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.ServiceModel.Web;
using System.Text;
using EshopApi.Classes;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the interface name "IAuth" in both code and config file together.
    [ServiceContract]
    public interface IAuth
    {
        //Login User.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/authLogin")]
        [return: MessageParameter(Name = "AuthResponse")]
        User authLogin(string emailaddress, string password);

        //Register User.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/register")]B
        [return: MessageParameter(Name = "RegisterResponse")]
        ResponseClass Register(string emailaddress, string password);

        /*
        //Verify User.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Bare, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/verifyUser")]
        [return: MessageParameter(Name = "verifyUserResponse")]
        bool verifyCredentials(string emailaddress, string password);*/

        /*
        [OperationContract]
        //Don't need to specify the method because ofd using the webget method (its for getting data)
        [WebGet(BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/GETTest")]
        [return: MessageParameter(Name = "Message")]
        string getTest();*/


    }
}
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using System;
using System.Collections.Generic;
using System.Data;
using System.Data.SqlClient;
using System.IO;
using System.Linq;
using System.Runtime.Serialization;
using System.Runtime.Serialization.Json;
using System.ServiceModel;
using System.Text;
using EshopApi.Classes;
using Newtonsoft;
using Newtonsoft.Json;
using Newtonsoft.Json.Linq;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the class name "Books" in code, svc and config file together.
    // NOTE: In order to launch WCF Test Client for testing this service, please select Books.svc or Books.svc.cs at the Solution Explorer and start debugging.
    public class Books : IBooks
    {
        string connetionString = @"Data Source = (LocalDB)\MSSQLLocalDB;AttachDbFilename=|DataDirectory|\Eshop.mdf;Integrated Security = True";
        //Query String
        string query;
        List<Book> _Books = new List<Book>();
        public List<Book> getBooks(int padindex)
        {
            int offset = 10;
            offset = offset * padindex;
            query = "SELECT * from books order by bookid OFFSET "+offset+" ROWS FETCH NEXT 10 ROWS ONLY";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Open Connection
                if (connection != null && connection.State == ConnectionState.Closed)
                {
                    //If open, close current connection and reopen a new one.
                    connection.Close();
                    connection.Open();
                }
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //check if any row exists
                    if (reader.HasRows)
                    {
                        //loop through all rows.
                        while (reader.Read())
                        {
                            int bookid = (int)reader["bookid"];
                            string bookname = reader["bookname"].ToString();
                            string bookauthor = reader["bookauthor"].ToString();
                            string bookpublished = reader["bookpublished"].ToString();
                            string bookdescription = reader["bookdescription"].ToString();
                            decimal bookprice = (decimal)reader["bookprice"];
                            string bookimg = reader["bookimg"].ToString();
                            Book book = new Book();
                            book.status = true;
                            book.bookid = bookid;
                            book.bookname = bookname;
                            book.bookauthor = bookauthor;
                            book.bookpublished = bookpublished;
                            book.bookdescription = bookdescription;
                            book.bookprice = bookprice;
                            book.bookimg = bookimg;
                            _Books.Add(book);
                        }
                    }
                    reader.Close();
                    exitConnection(connection, command);
                    return _Books;

                }
            }
        }
        public void deleteBook(int bookid)
        {
            query = "DELETE FROM books where bookid=@bookid";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Open Connection
                if (connection != null && connection.State == ConnectionState.Closed)
                {
                    //If open, close current connection and reopen a new one.
                    connection.Close();
                    connection.Open();
                }
                try
                {
                    command.Parameters.AddWithValue("@bookid", bookid);
                    command.ExecuteNonQuery();
                } catch (Exception ex)
                {
                }

            }
        }

        public bool submitBook(string bookname, string bookauthor, string bookpublished, string bookdescription, decimal bookprice, string bookimg)
        {
            //Else, the emailaddress does not exist, allow user to create that account.
            //Query for inserting register data
            query = "INSERT INTO books (bookname, bookauthor, bookpublished, bookdescription, bookprice, bookimg) values (@bookname, @bookauthor, @bookpublished, @bookdescription, @bookprice, @bookimg)";
            //Use SqlConnection
            using (SqlConnection conn = new SqlConnection(connetionString))
            {
                //Using sqlCommand connection
                using (SqlCommand comm = new SqlCommand())
                {
                    comm.Connection = conn;
                    comm.CommandType = CommandType.Text;
                    comm.CommandText = query;

                    //Bind Params
                    comm.Parameters.AddWithValue("@bookname", bookname);
                    comm.Parameters.AddWithValue("@bookauthor", bookauthor);
                    comm.Parameters.AddWithValue("@bookpublished", bookpublished);
                    comm.Parameters.AddWithValue("@bookdescription", bookdescription);
                    comm.Parameters.AddWithValue("@bookprice", bookprice);
                    comm.Parameters.AddWithValue("@bookimg", bookimg);
                    Books book = new Books();


                    //Try/Catch.
                    try
                    {
                        //Open Connection
                        conn.Open();
                        //Execute Insert Query
                        comm.ExecuteNonQuery();
                        exitConnection(conn, comm);
                        return true;
                    }
                    catch (SqlException ex)
                    {
                        exitConnection(conn, comm);
                        return false;
                    }
                }
            }
        }
        public bool editBook(int bookid, string bookname, string bookauthor, string bookpublished, string bookdescription, decimal bookprice, string bookimg)
        {
            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Bind Params Emailaddress
                //Open Connection
                connection.Open();
                //Using SqlDataReader
                //UPDATE DETAILS
                //Query string.
                query = "UPDATE books SET bookname=@bookname, bookauthor=@bookauthor, bookpublished=@bookpublished, bookdescription=@bookdescription, bookprice=@bookprice, bookimg=@bookimg WHERE bookid=@bookid";
                //Sql Connection
                //Use SqlConnection
                command.Connection = connection;
                command.CommandType = CommandType.Text;
                command.CommandText = query;
                command.Parameters.AddWithValue("@bookname", bookname);
                command.Parameters.AddWithValue("@bookauthor", bookauthor);
                command.Parameters.AddWithValue("@bookpublished", bookpublished);
                command.Parameters.AddWithValue("@bookdescription", bookdescription);
                command.Parameters.AddWithValue("@bookprice", bookprice);
                command.Parameters.AddWithValue("@bookimg", bookimg);
                command.Parameters.AddWithValue("@bookid", bookid);
                //Try/Catch.
                try
                {
                    //Execute Insert Query
                    command.ExecuteNonQuery();
                    exitConnection(connection, command);
                    return true;
                }
                catch (SqlException ex)
                {
                    exitConnection(connection, command);
                    return false;
                }
            }
            return false;
        }
        public void exitConnection(SqlConnection connection, SqlCommand command)
        {
            if (connection != null)
            {
                connection.Dispose();
            }
            if (command != null)
            {
                command.Dispose();
            }
        }
    }
}
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using System;
using System.Collections.Generic;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.ServiceModel.Web;
using System.Text;
using EshopApi.Classes;


namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the interface name "IBooks" in both code and config file together.
    [ServiceContract]
    public interface IBooks
    {
        [OperationContract]
        [WebGet(BodyStyle = WebMessageBodyStyle.Bare, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/getBooks?padindex={padindex}")]
        List<Book> getBooks(int padindex);

        [OperationContract]
        [WebGet(BodyStyle = WebMessageBodyStyle.Bare, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/deleteBook?bookid={bookid}")]
        void deleteBook(int bookid);

        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/addBook")]
        [return: MessageParameter(Name = "AddBookResponse")]
        bool submitBook(string bookname, string bookauthor, string bookpublished, string bookdescription, decimal bookprice, string bookimg);

        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/editBook")]
        [return: MessageParameter(Name = "EditBookResponse")]
        bool editBook(int bookid, string bookname, string bookauthor, string bookpublished, string bookdescription, decimal bookprice, string bookimg);
    }
}
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using System;
using System.Collections.Generic;
using System.Data;
using System.Data.SqlClient;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.Text;


namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the class name "ClientCfg" in code, svc and config file together.
    // NOTE: In order to launch WCF Test Client for testing this service, please select ClientCfg.svc or ClientCfg.svc.cs at the Solution Explorer and start debugging.
    public class ClientCfg : IClientCfg
    {
        string connetionString = @"Data Source = (LocalDB)\MSSQLLocalDB;AttachDbFilename=|DataDirectory|\Eshop.mdf;Integrated Security = True";
        //Query String
        string query;

        public Classes.ClientCfg getConfig()
        {
            Classes.ClientCfg clientcfg = new Classes.ClientCfg();

            query = "SELECT * from Tax";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Open Connection
                if (connection != null && connection.State == ConnectionState.Closed)
                {
                    //If open, close current connection and reopen a new one.
                    connection.Close();
                    connection.Open();
                }
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //check if any row exists
                    if (reader.HasRows)
                    {
                        //loop through all rows.
                        while (reader.Read())
                        {
                            int tax = (int)reader["tax"];
                            clientcfg.tax = tax;
                        }
                    }
                    reader.Close();
                    exitConnection(connection, command);
                    return clientcfg;

                }
            }
        }
        public void exitConnection(SqlConnection connection, SqlCommand command)
        {
            if (connection != null)
            {
                connection.Dispose();
            }
            if (command != null)
            {
                command.Dispose();
            }
        }
    }
}
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[bookmark: _Toc8235856]IClientCfg Start
using System;
using System.Collections.Generic;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.ServiceModel.Web;
using System.Text;
using EshopApi.Classes;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the interface name "IClientCfg" in both code and config file together.
    [ServiceContract]
    public interface IClientCfg
    {
        //Login User.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Bare, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/getCfg")]
        [return: MessageParameter(Name = "AuthResponse")]
        Classes.ClientCfg getConfig();
    }
}
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using EshopApi.Classes;
using System;
using System.Collections.Generic;
using System.Data;
using System.Data.SqlClient;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.Text;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the class name "Users" in code, svc and config file together.
    // NOTE: In order to launch WCF Test Client for testing this service, please select Users.svc or Users.svc.cs at the Solution Explorer and start debugging.
    public class Users : IUsers
    {
        HashSalt hashClass = new HashSalt();
        User user = new User();
        Address address = new Address();
        string connetionString = @"Data Source = (LocalDB)\MSSQLLocalDB;AttachDbFilename=|DataDirectory|\Eshop.mdf;Integrated Security=True;MultipleActiveResultSets=true;";
        //Query String
        string query;
        //Query string, check if email exists within the database.
        public User updateUser(int userid, string username, string password)
        {
            //Query string.
            query = "UPDATE users SET emailaddress=@emailaddress, password=@password, salt=@salt WHERE userid=@userid";
            //Sql Connection
            //Use SqlConnection
            using (SqlConnection connection = new SqlConnection(connetionString))
            {
                //Using sqlCommand connection
                using (SqlCommand command = new SqlCommand())
                {

                    //Hash password and get hashed / salted password.
                    //Hash Password
                    HashSalt hashSalt = hashClass.GenerateSaltedHash(32, password);
                    command.Connection = connection;
                    command.CommandType = CommandType.Text;
                    command.CommandText = query;
                    command.Parameters.AddWithValue("@emailaddress", username);
                    command.Parameters.AddWithValue("@salt", hashSalt.Salt);
                    command.Parameters.AddWithValue("@password", hashSalt.Hash);
                    command.Parameters.AddWithValue("@userid", userid);
                    //Try/Catch.
                    try
                    {
                        //Open Connection
                        connection.Open();
                        //Execute Insert Query
                        command.ExecuteNonQuery();

                        user.emailaddress = username;
                        user.password = hashSalt.Hash;
                        exitConnection(connection, command);
                        return user;
                    }
                    catch (SqlException ex)
                    {
                        exitConnection(connection, command);
                        user.emailaddress = "";
                        user.password = "";
                        return user;
                        //Error message.
                    }
                }
            }
        }

        public Address updateAddress(int userid, string AddressOne, string AddressTwo, string Town, string City, string Postcode)
        {
            //Query string, check if email exists within the database.
            query = "SELECT * from addresses where userid=@userid";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Bind Params Emailaddress
                command.Parameters.AddWithValue("@userid", userid);
                //Open Connection
                connection.Open();
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //Check if table contains any rows with the emailaddress
                    if (reader.HasRows)
                    {
                        reader.Close();
                        reader.Dispose();
                        //UPDATE DETAILS
                        //Query string.
                        query = "UPDATE addresses SET AddressOne=@AddressOne, AddressTwo=@AddressTwo, Town=@Town, City=@City, Postcode=@Postcode WHERE userid=@userid";
                        //Sql Connection
                        //Use SqlConnection
                        command.Connection = connection;
                        command.CommandType = CommandType.Text;
                        command.CommandText = query;
                        command.Parameters.AddWithValue("@AddressOne", AddressOne);
                        command.Parameters.AddWithValue("@AddressTwo", AddressTwo);
                        command.Parameters.AddWithValue("@Town", Town);
                        command.Parameters.AddWithValue("@City", City);
                        command.Parameters.AddWithValue("@Postcode", Postcode);
                        //Try/Catch.
                        try
                        {
                            //Execute Insert Query
                            command.ExecuteNonQuery();

                            address.status = true;
                            address.addressOne = AddressOne;
                            address.addressTwo = AddressTwo;
                            address.Town = Town;
                            address.City = City;
                            address.Postcode = Postcode;
                            exitConnection(connection, command);
                            return address;
                        }
                        catch (SqlException ex)
                        {
                            address.status = false;
                            address.addressOne = "";
                            address.addressTwo = "";
                            address.Town = "";
                            address.City = "";
                            address.Postcode = "";
                            exitConnection(connection, command);
                            return address;
                        }
                    }
                    else
                    {
                        //CREATE DETAILS
                        //Query for inserting register data
                        query = "INSERT INTO addresses (userid, AddressOne, AddressTwo, Town, City, Postcode) values (@userid, @AddressOne, @AddressTwo, @Town, @City, @Postcode)";
                        //Use SqlConnection
                        using (SqlConnection conn = new SqlConnection(connetionString))
                        {
                            //Using sqlCommand connection
                            using (SqlCommand comm = new SqlCommand())
                            {
                                comm.Connection = conn;
                                comm.CommandType = CommandType.Text;
                                comm.CommandText = query;

                                comm.Parameters.AddWithValue("@userid", userid);
                                comm.Parameters.AddWithValue("@AddressOne", AddressOne);
                                comm.Parameters.AddWithValue("@AddressTwo", AddressTwo);
                                comm.Parameters.AddWithValue("@Town", Town);
                                comm.Parameters.AddWithValue("@City", City);
                                comm.Parameters.AddWithValue("@Postcode", Postcode);
                                //Try/Catch.
                                try
                                {
                                    //Open Connection
                                    conn.Open();
                                    //Execute Insert Query
                                    comm.ExecuteNonQuery();
                                    reader.Close();
                                    exitConnection(connection, command);

                                    address.status = true;
                                    address.addressOne = AddressOne;
                                    address.addressTwo = AddressTwo;
                                    address.Town = Town;
                                    address.City = City;
                                    address.Postcode = Postcode;
                                    return address;
                                }
                                catch (SqlException ex)
                                {
                                    reader.Close();
                                    //Error message.
                                    string DevError = ex.ToString();
                                    exitConnection(connection, command);
                                    address.status = false;
                                    address.addressOne = "";
                                    address.addressTwo = "";
                                    address.Town = "";
                                    address.City = "";
                                    address.Postcode = "";
                                    return address;
                                }
                            }
                        }

                    }
                }
            }
        }

        public Address getAddress(int userid)
        {
            //Query string, check if email exists within the database.
            query = "SELECT * from addresses where userid=@userid";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Bind Params Emailaddress
                command.Parameters.AddWithValue("@userid", userid);
                //Open Connection
                connection.Open();
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //Check if table contains any rows with the emailaddress
                    if (reader.HasRows)
                    {
                        if (reader.Read())
                        {
                            // read data for first record here
                            string AddressOne = reader["AddressOne"].ToString();
                            string AddressTwo = reader["AddressTwo"].ToString();
                            string Town = reader["Town"].ToString();
                            string City = reader["City"].ToString();
                            string Postcode = reader["Postcode"].ToString();
                            //Try/Catch.
                            try
                            {
                                address.status = true;
                                address.addressOne = AddressOne;
                                address.addressTwo = AddressTwo;
                                address.Town = Town;
                                address.City = City;
                                address.Postcode = Postcode;
                                exitConnection(connection, command);
                                reader.Close();
                                return address;
                            }
                            catch (SqlException ex)
                            {
                                address.status = false;
                                address.addressOne = "";
                                address.addressTwo = "";
                                address.Town = "";
                                address.City = "";
                                address.Postcode = "";
                                exitConnection(connection, command);
                                reader.Close();
                                return address;
                            }
                        }
                    }
                    address.status = false;
                    address.addressOne = "";
                    address.addressTwo = "";
                    address.Town = "";
                    address.City = "";
                    address.Postcode = "";
                    exitConnection(connection, command);
                    return address;
                }
            }
        }
        public void submitInvoice(int userid, string paypalref, float grandtotal, string paypalemail)
        {
            //CREATE DETAILS
            //Query for inserting register data
            query = "INSERT INTO Invoices (userid, paypalref, total, paypalemail) values (@userid, @paypalref, @total, @paypalemail)";
            //Use SqlConnection
            using (SqlConnection conn = new SqlConnection(connetionString))
            {
                //Using sqlCommand connection
                using (SqlCommand comm = new SqlCommand())
                {
                    comm.Connection = conn;
                    comm.CommandType = CommandType.Text;
                    comm.CommandText = query;

                    comm.Parameters.AddWithValue("@userid", userid);
                    comm.Parameters.AddWithValue("@paypalref", paypalref);
                    comm.Parameters.AddWithValue("@total", grandtotal);
                    comm.Parameters.AddWithValue("@paypalemail", paypalemail);
                    //Try/Catch.
                    try
                    {
                        //Open Connection
                        conn.Open();
                        //Execute Insert Query
                        comm.ExecuteNonQuery();
                        exitConnection(conn, comm);
                    }
                    catch (SqlException ex)
                    {
                        exitConnection(conn, comm);
                    }
                }
            }
        }

        List<User> _users = new List<User>();
        public List<User> viewUsers(int userid, int padindex)
        {
            int accesslevel = verifyAccesslevel(userid);
            if(accesslevel > 4)
            {
                int offset = 10;
                offset = offset * padindex;
                query = "SELECT * from users order by userid OFFSET " + offset + " ROWS FETCH NEXT 11 ROWS ONLY";

                //Sql Connection
                using (SqlConnection connection = new SqlConnection(connetionString))
                //SqlCommand
                using (SqlCommand command = new SqlCommand(query, connection))
                {
                    //Open Connection
                    if (connection != null && connection.State == ConnectionState.Closed)
                    {
                        //If open, close current connection and reopen a new one.
                        connection.Close();
                        connection.Open();
                    }
                    //Using SqlDataReader
                    using (SqlDataReader reader = command.ExecuteReader())
                    {
                        //check if any row exists
                        if (reader.HasRows)
                        {
                            //loop through all rows.
                            while (reader.Read())
                            {
                                int Useruserid = (int)reader["userid"];
                                string Useremailaddress = reader["emailaddress"].ToString();
                                int Useraccesslevel = (int)reader["accesslevel"];


                                if(Useraccesslevel > accesslevel)
                                {

                                } else
                                {
                                    if (userid != Useruserid)
                                    {
                                        User user = new User();
                                        user.userid = Useruserid;
                                        user.emailaddress = Useremailaddress;
                                        user.accesslevel = Useraccesslevel;
                                        _users.Add(user);
                                    }
                                }
                            }
                        }
                        reader.Close();
                        exitConnection(connection, command);
                        return _users;
                    }
                }
            }
            return null;
        }
        public int verifyAccesslevel(int userid)
        {
            //Query string, check if email exists within the database.
            query = "SELECT accesslevel from users where userid=@userid";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Bind Params Emailaddress
                command.Parameters.AddWithValue("@userid", userid);
                //Open Connection
                connection.Open();
                //Using SqlDataReader
                using (SqlDataReader reader = command.ExecuteReader())
                {
                    //Check if table contains any rows with the emailaddress
                    if (reader.HasRows)
                    {
                        if (reader.Read())
                        {
                            // read data for first record here
                            int accesslevel = (int)reader["accesslevel"];
                            //Try/Catch.
                            try
                            {
                                exitConnection(connection, command);
                                reader.Close();
                                return accesslevel;
                            }
                            catch (SqlException ex)
                            {
                                exitConnection(connection, command);
                                reader.Close();
                                return 0;
                            }
                        }
                    }
                    address.status = false;
                    exitConnection(connection, command);
                    return 0;
                }
            }
        }

        public bool deleteUser(int userid)
        {
            query = "DELETE FROM users where userid=@userid";

            //Sql Connection
            using (SqlConnection connection = new SqlConnection(connetionString))
            //SqlCommand
            using (SqlCommand command = new SqlCommand(query, connection))
            {
                //Open Connection
                if (connection != null && connection.State == ConnectionState.Closed)
                {
                    //If open, close current connection and reopen a new one.
                    connection.Close();
                    connection.Open();
                }
                try
                {
                    command.Parameters.AddWithValue("@userid", userid);
                    command.ExecuteNonQuery();
                    exitConnection(connection, command);
                    return true;
                }
                catch (Exception ex)
                {
                    exitConnection(connection, command);
                    return false;
                }
            }
        }

        public void exitConnection(SqlConnection connection, SqlCommand command)
        {
            if (connection != null)
            {
                connection.Dispose();
            }
            if (command != null)
            {
                command.Dispose();
            }
        }
    }
}
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using EshopApi.Classes;
using System;
using System.Collections.Generic;
using System.Linq;
using System.Runtime.Serialization;
using System.ServiceModel;
using System.ServiceModel.Web;
using System.Text;

namespace EshopApi
{
    // NOTE: You can use the "Rename" command on the "Refactor" menu to change the interface name "IUsers" in both code and config file together.
    [ServiceContract]
    public interface IUsers
    {

        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/updateUser")]
        [return: MessageParameter(Name = "updateUserResponse")]
        User updateUser(int userid, string emailaddress, string password);

        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/updateAddress")]
        [return: MessageParameter(Name = "updateAddressResponse")]
        Address updateAddress(int userid, string AddressOne, string AddressTwo, string Town, string City, string Postcode);

        [OperationContract]
        [WebGet(BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/getAddress?userid={userid}")]
        [return: MessageParameter(Name = "AddressResponse")]
        Address getAddress(int userid);


        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/submitInvoice")]
        void submitInvoice(int userid, string paypalref, float grandtotal, string paypalemail);

        [OperationContract]
        [WebGet(BodyStyle = WebMessageBodyStyle.Bare, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/viewUsers?myid={userid}&padindex={padindex}")]
        List<User> viewUsers(int userid, int padindex);

        //Couldn't get 'PUT' to work sadly, so I'm using POST instead.
        [OperationContract]
        [WebInvoke(Method = "POST", BodyStyle = WebMessageBodyStyle.Wrapped, RequestFormat = WebMessageFormat.Json, ResponseFormat = WebMessageFormat.Json, UriTemplate = "/deleteUser")]
        bool deleteUser(int userid);
    }

}

[bookmark: _Toc8235861]IUser End
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