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Introduction 
1.1 Hybrid Working
Hybrid working has become a widely adopted model across many organisations. In the UK, more than 28% of working adults were working remotely in 2025[1][2], showing that the flexible work practices introduced during the pandemic have continued into the modern workplace. Hybrid working allows employees to work from various locations such as their homes or cafes, which also help reducing daily commuting tine and travel costs. [3]
Commuting is a significant part of the working day for many people. The average UK daily commute is around 59 minutes per day, according to the national travel data. [4]remote and hybrid work can therefore help improve work life balance by reducing travel time. It can also lower personal travel expenses which can be use toward things like household budget [5]. For organisations, hybrid working offers additional benefits like lower costs on utilities and on-site resources. 
However, despite these advantages, hybrid working also increases an organisation’s exposure to data security risks. When employees work outside the office, they are no longer protected by the company’s secure internet network. Instead, they often rely on home WI-FI or public WI-FI, which often lack strong security controls[6]. personal devices used for work purposes can also be more vulnerable to malware, catching virus and unauthorised access. These factors create opportunities for cybercriminals to gain access to sensitive information within the company. [7]
To prevent that company should adopt modern security strategies that protect data regardless of where employees are working. this report will focus on key technologies that help support secure hybrid working environments such as zero trust network access (ZTNA), secure access service edge(SASE) and data loss prevention (DLP) [8]. As well as explores how the growing use of digital tools and cloud services can affect 
Hybrid working allows employees to work from various locations, offering greater flexibility that traditional office-based environment[3]. Organisations typically given a schedule which combine remote and in office work, allowing employees to work from home on certain days while attending the workplace when required.  To do that, many organisations rely on cloud-based tools such as zoom, Microsoft team, google drive and OneDrive.[9]
1.2 Hybrid Working and Security Needs
Those tools allow employees to communicate, share files and access system without needing to be physically present in the office. For example, shared documents can be stored in google drive or OneDrive so that employees can edit files in real time from different locations, while Microsoft team and zoom allow meetings and daily communication to be carried out. This help enhance efficiency and supports collaboration within the team. 
However, the increase usage of cloud-based tools introduces us to more security risks, in 2025 it is one of the leading causes of data breaches. With the increase of AI, 68% of organisations don’t have enough policies to address and protect the system[10]. 
To reduce these risks, company should implement clear policies and strong security controls. Many companies provide work devices equipped with security measures such as antivirus software, encryption, restricted installation permissions and sometime system monitoring. These software controls help ensure that devices meet minimum security standards and reduce the likelihood of malware or unauthorised access. 
To ensure the safety of the system, employees also play an important role in maintaining security for their devices as well. They are expected to follow policies like avoiding download suspicious software, not opening unknown email attachment, change password often and report any unusual activity immediately to ensure that their information and the system is safe and secure. [11]
1.3 Security Risk of Hybrid Working 
When employees work outside the office, it is harder for organisations manage how network and devices are used. Home wi-fi networks are often poorly secured, most of the time relying on weak or default passwords and outdated encryption. Public wi-fi networks in cafes, hotels and libraries have even greater risks because they are shared, unencrypted and can be easily exploited by attackers[12]. These insecure environments create opportunities for cybercriminals to launch targeted attacks against remote [12]workers. 
Human error is also a major factor in data breaches. Attacker often use techniques like phishing emails, fake login page and malicious link to trick employees into enter they information. Even when organisation implement security measures like multi factor authentication, human error can still happen. 
A well know example of human error is the Uber breach in 2022. It happens when attacker have access to an employee’s login details and repeatedly sent MFA push notification until the employee approved one. This technique is known as MFA fatigue, it allowed the attacker to gain unauthorised access to Uber’s internal system and sensitive data. The breach show that although MFA can be used to make the system is secure, it is not fully effective without proper user awareness and secure policy. [13]
This highlights the risks that come with hybrid working, as remote employees may be distracted, isolated or lack immediate IT support, making them more vulnerable to cyberattacks. To reduce these risks, organisations should combine technical security controls with proper training of awareness programmes to help ensure that employees understand how to recognise suspicious activity, respond correctly to security prompts and avoid activity that could put the system at risk. 
1.4 Zero Trust Network Access (ZTNA)
Zero trust network access is a security model based on the principle of assuming that threats are present both inside and outside a network. [14] instead of trusting users once they log in, ZTNA continue to verify user identity, device and location before granting access. This approach work well in hybrid working environments because it adds an extra layer of security for employees who work from multiple location Unlike traditional VPN which often grant access to internal network after authentication. ZTNA restricts access to only the specific application or data required by the user. This helps prevent attackers from moving across the network if an account is locked. 
A well-known example of ZTNA is Google’s Beyond Corp model. Instead of granting access based on whether a user’s is connected to a trusted network, Beyond Corp continuously evaluates multiple factors such as user identity, device security and behavioural activity. This approach like ZTNA principles as both remove implicit trust and enforce access decisions through continuous verification.[15]
ZTNA also helps protect against phishing and stolen password by adding extra security steps like multi factor authentication and continuous checks on whether the user and device are still safe. It is very effective to use for hybrid working because it makes sure every access request is properly verified. This reduces the risk of cyberattacks. It recommended by the national institutes of standards and technology. However, ZTNA can be expensive to set up and may require organisations to change parts of their existing system which can be difficult for smaller companies. [16]
An example of ZTNA is if an employee attempts to access an HR folders or system while working from a café, a normal VPN may allow access once the login is successfully. But with ZTNA it verifies the employee’s identity, check whether the device meets the requirements and only grants access to the to user that on the HR application. If the device fails to login or the attempt is suspicious, access will be denied even if the correct details are entered. [16]
While ZTNA provides strong access control for hybrid workers, it does not address all aspects of network and cloud security on its own, as it mainly focuses on verifying user identity and granting access to authorised devices. As organisations reply more on cloud-based services and remote working models, new security is required ti protect network and cloud applications. Secure access service edge has become a solution, as it extends protection beyond access control by securing connectivity cloud usage and network traffic in hybrid working environments. [17]
1.5 Secure Access Service Edge (SASE) 
Secure access service edge is a cloud-based security architecture that combines both networking and security services into a single platform[18]. Instead of using multiple tools to manage systems, SASE delivers service such as zero trust network access (ZTNA), secure web gateway, cloud access security and firewall service through the cloud[18]. By ensuring that network traffic is verified before access to data is granted, SASE help organisations protect users, devices and applications from one central system no matter where the employees are working. [19]
Secure access service edge is effective for hybrid working environments because it provides the same security controls for user no matter where they ate connecting from. Instead of sending all traffic back to the office network, employees will be connected to the nearest cloud service point, where security checks are carried out before access is allowed[19]. Many SASE platforms also include sd- wan or also known as software defined wide area network, it acts as a traffic controller for internet connections; use to manage and optimise the connections between data centres and cloud environments, which helps improve speed and reliability for remote and hybrid users. Not only that, SASE also makes managing security become much easier as organisations can set and enforce policies from one central place instead of using separate tools for each task. Plus, it is cloud based; it can also scale quickly as the organisation grown or have more remote workers. 
An example usage of SASE is with Cisco’s secure access platform, as it combines zero trust network access, as it combines zero trust network access, secure web filtering and cloud-based firewall into a single service[20]. Many organisations use cisco secure access to support remote employees by providing secure access to applications without relying on office-based networks.  By having multiple security functions implemented into one platform, cisco’s SASE software helps reduce security gaps while maintaining control over user activity. cisco’s identity-based access control ensure that users can only access the application and resources they are authorised to access. moreover, because the platform is cloud based, organisations can also easily provide the needed tools for employees work remotely or add new applications if needed. 
Another leading SASE provider is Zscaler, they use zero trust exchange platform lead users’ traffic through the nearest cloud service points similar to cisco. Before allowing access to data, Zscaler will applies a range of security checks such as identity verification, device posture assessment and content inspection. This not only protects hybrid workers from threats such as malware and phishing but also improve performance because it reduces network latency. 
The software design also ensures that most efficient path to cloud applications is chosen, which is important for remote workers using tools such as Microsoft or teams. Using Zscaler, organisation can support remote and hybrid worker while maintaining a strong system security this is because the platform is fully cloud based, it can be easily expanded or add more remote users without requiring many upgrades.
However, despite its benefits, SASE also have its limitations. Implementing SASE can be costly, especially for smaller organisations and may require changes to existing networks system. Not only that, but there is also a risk of an outage or a security issue as organisations must rely heavily on a single provider. Nevertheless, despite these challenges, SASE remain a popular and effective solution for organisations with mixed of remote and hybrid working model, as it fit well with modern cloud based and zero security strategies. 
1.6 Data Loss Prevention (DLP)
ZTNA, SASE and DLP each have their own advantages in hybrid working environments; however, these technologies are most effective when working together.
With data loss prevention or DLP, refer to a set of tools used to stop sensitive information from being shared by accident or accessed by unauthorised individuals. The system will monitor data across different software such as emails, cloud storage, media and work devices to identify suspicious activity. it uses method such as keyword detection, patten matching and machine learning techniques to recognise sensitive data, including personal information or confidential documents. It also ensuing that sensitive files are not uploaded or shared through unmanaged cloud services. 
DLP play an important role in hybrid working environments, where data is often accessed outside office networks. In the UK, the average costs of a data breach exceed £3 million related to remote working as it typically take longer to detect and contain[10]. this proves how the operational risks organisations can face when sensitive information is not properly secured. DLP helps reduce those risks by preventing unauthorised sharing of personal or sensitive information and supports regulatory check-up like GDPR by ensuing that sensitive information is handled appropriately. 
An example usage of DLP in real practice is Microsoft Purview DLP, it can automatically block emails containing sensitive information from being sent outside the organisation. It can also help detect insider threats by identifying unusual behaviour such as large files downloads or attempts to copy confidential data to personal devices. 
Moreover, DLP supports zero trust principles by ensuring that sensitive data can only be accessed by authorised users and remains within approved systems. However, DLP still needs to be carefully managed as false alerts can sometimes occurs which can interrupt normal work tasks and consistency need to be monitoring to ensure policies remain effective. Although with these challenges, DLP still payas an important role in protecting sensitive organisation data especially in hybrid working environments. 
1.7 Best Practices 
To effectively secure hybrid working environment, organisations should be using layered security approach often known as defence in depth. What it means is that a layered of recognising security control to detect a threat in the system as most of the tine a single security control is not enough on its own to catch those threats. With defence in depth, different security measures work together to reduce both chances of an attacker and the damage it could cause. [11]
An example is if employees’ login details are leak through a phishing attack, multi factor authentication can prevent attackers from accessing system[12]. Then ZTNA then can limit what the attacker is able to access[14], while DLP can stop sensitive data from being shared or downloaded. This ensuing that only secure and up to date devices are allowed to access the information this helps reduce the risk of malware and unauthorised access. together with technical controls, employee training also can help improve awareness and reduce human error[12]. 
Plus, with continuous monitoring and clear policies response plan organisations can quickly detect and respond to suspicious activity. regular software patching, updated, strong password policies can further strengthen security. When used together it will create a strong and resilient security posture that is well suited to hybrid working environments. [11]
1.8 Conclusion 
Hybrid working environments has improved how organisations operate as it allows company to offer a greater flexibility, improve work life balance and reduced operational costs. Even though, it has also introduced us to a new security challenge, many organizations face with increased risks to data security. 
Technologies such as zero trust network access, secure access service edge and data loss prevention play a crucial role in securing hybrid working environments by strengthening access control, improving visibility and protecting sensitive information. When combined with clear security policies, employee awareness and strong operational practices, these technologies can enhance the overall security and effectiveness of security in hybrid working environments. 

Part 2 – Case Scenario
2.1 Organisation Overview
This case scenario focuses on a medium sized healthcare organisation that provides private healthcare using administrative services. The organisation has approximately 200 staff, including clinical administrators, IT personnel, human resources and management teams. During the pandemic, the organisation adopted a hybrid working model to improve flexibility and productivity.[1][3]
Using hybrid working models, employees usually work remotely for two to three days per week and attend the office when required for meeting or access to on site systems. Clinical administration staff handles sensitive patient information such as personal details, appointments records and medical records, so data security is number one priority for them. as an organisation we must follow GDPR and the UK fata protection act to help emphasising the importance of strong data protection measures. 
as some one the employees are working hybrid and relies on cloud based system to support daily operations. Software like Microsoft is used for email communication document storage. Patient record and internal documents are accessed through secure cloud platform using company’s laptop, although some employees sometime use personal device when working remotely. Staff also sometime access system from home through wi-fi network or public internet connection when working outside the office.[6][7]
While hybrid working has provided clear benefits such as improved work life balance and reduced costs[3], it has also increased the organisation's exposure to data security risks[7]. Sensitive health information is now accessed, shared and stored outside the organisation space, insecure home network can create vulnerabilities to sensitive information and more prone to phishing attacks or cyberattack. These challenges highlight the need for strong security controls to protect patient information and ensure that the policies follow with data protection requirement. 
2.2 Hybrid Working Risk
In a hybrid working environment, healthcare organisation faces increased data security risks because of how employees accessing system and sensitive information from different locations and networks. One of the main risks for we need to look out for is unauthorised access to patient information when staff work remotely using home wi-fi networks which often lack strong security controls.[6. 6. 7]
Phishing attack is one of the big risks for us, especially for clinical administration staff who receive emails containing patient information, appointment requests and internal communication. Attackers can use fake emails or malicious links to steal login details which could then be used to access the system like email accounts or patient records[12].
The use of cloud-based services and remote access also includes the likelihood of data exposure caused by human error. Sensitive patient records may be accidentally shared with unauthorised individuals through incorrect file permissions; emails can be sent to the wrong person or the personal devices that may not meet the organisation's security standards. These risks are especially concerning in healthcare settings, where data breaches can have serious legal, financial and reputational consequences. 
To protect patients’ information, if they data is not properly protected, following the GDPR and the UK data protection, the organisation can face long term massive damage repercussions and loss of patient trust. Showing how important it is for strong technical controls and clear security policies to protect sensitive information in a hybrid working environment.[12]
Risk Assessment
	Risk
	Description 
	Impact 
	Likelihood 
	Minimising method 

	Phishing 
	Staff targeted via email
	High 
	High 
	MFA, Staff training


	Misuse BYOD
	Unsecured personal devices 
	medium
	Medium 
	BYOD policy


	Cloud misconfiguration
	Incorrect access setting
	High
	Medium
	CSPM

	
	
	
	
	

	
	
	
	
	


The risk table shows the main cybersecurity risks introduced by hybrid healthcare environment and the controls method that can be used to reduce the impact.

2.3 Technical Controls 
To handle with the security risks in hybrid healthcare environments, organisations need to have a clear technical control in place, policies that protect system access, secure network connections and policy that prevent sensitive patient data from being lost or misused[8][12]. To do that we can use technology like zero trust network access, secure access service edge and data loss prevention are most effective when use together with each one cover different area of risk. 
Secure access service edge 
Zero trust network access can be used to control how employees access health and patients’ information. Rather than allowing all staff to have access to all information once they log in, the system will continue to check user identity and ensure that they have permission to access this information before allowing access. For example, administrators staff working remotely would only be able to access only specific information related to their work such as receptionist will only be able to access appointments recode but not patients’ privet records. If sensitive information is stolen through a phishing attack, ZTNA limits the attacker’ s ability to move across system[14] [12].
Secure access service edge can help strengthen security by protecting network traffic and cloud access for remote and hybrid workers. Because it ensures that all traffic is routed through secure cloud-based security controls where it is been inspected before access is granted. We can use this in our organisation to help ensure we have secure and reliable access to cloud platforms used for email, document storage and internal systems. When use with continuous monitoring it can supports early detection of unusual or suspicious activity. 
Data loss prevention is essential for protecting sensitive patient data once access has been given. DLP tools can be use for monitoring emails, cloud storage and device to prevent patient information from being shared outside the organisation or downloaded onto unsecured devices, for example, DLP policies can automatically block emails containing personal or medical data from being sent to external recipients or it will also send an alert to an admin if large amounts of patient record are accessed. This helps reduce the impact of human error and insider threats, which are the most common type of data breaches in hybrid working environments. 
2.4 Policies Procedures 
Clear policies and procedures are essential for managing security risks in a hybrid environment. Policies help guide employee’s behaviour, reduce the risk of human error and ensure that security measures are each system have appropriate policies. Policies such as AI usage, secure saas configuration and BYOD policies are most common when working with hybrid environments[21]. 
AI usage policy
Purpose: The reasons why we need AI usage policies is to ensure that AI tools are used in a responsible way that protect sensitive information and patient data. when use correctly AI can be super useful, it can be used to support decision making and data analysis. However, a clear guideline is needed to reduce the risk of data leakage. [22]
Scope: the policy should apply to all employees, contractors and third part users who use AI tools as part of their work including cloud-based AI services access. [22]
Key controls: 
· Data restriction: sensitive or personal data should not be uploaded into unauthorised AI tools
· Tool approval: AI tools should be reviewed and approved before use.
· third party software: external AI software or tools should meet with organisations security standards 
why we need it: as most employees work from different locations and networks, without a clear rule, there is a higher risk of sensitive partient or organisation data being uploaded into unauthorised AI platforms. This policy will help reduce the risk of data leakage and ensures AI tools are used safely regardless of where it used. [22]

Secure SAAS Policy 
purpose: the purpose of this is to ensure that all software applications used by the organisation are configured securely and manages appropriately to protect sensitive patient information as a misconfiguration can lead to leakage of confidential information.[23]
Scope: this policy applies to all cloud-based software applications used by the organisation including email, patient record and collaboration tools. It should cover all employees who can access organisations data. [23]
Key controls:
· identity and access management: ensuring that multi factor authentication are enforce for every employee
· data protection controls: ensure encryption is in place and organisation have data lose prevention rules 
why we need it: hybrid working environment relies heavily on cloud based applications which increases the risk of unauthorised access if applications are not configured security. This policy helps ensure that the system remain protected when staff work remotely.[23]
Bring your own device policy 
Purpose: the reason why we need a policy for this is because to manage the security risk related with personal devices are used for work in a hybrid working setting. As it can increase the risk of data breaches if device is not properly secured. [24]
Scope: this policy should apply to all employees who use personal data such as laptops, tablets and smartphones to access information within the organisation. [24]
Key controls:
· remote data removal: organisations should be able to remotely remove any related data from device in case of devices lost, stolen or no longer in use
· device approval: personal devices should only be use after been approved by the organisation
why we need it: personal devices often access to unsecured network such as home wi-fi and public wi-fi which increase the risk of unauthorised access if the device got stolen. This policy ensure information remains protected [24]

2.5 Governance and Strategy (NIST CSF 2.0)
while policies and procedures help control specific risks that can happen in a hybrid environment, they should be supported by a governance and strategic to ensure we have the most consistent and effective policy across the organisation. To do this, organisations need a risk management and security controls. This can be done by using the NIST Cybersecurity framework or CSF2.0. [25]
NIST CSF 2.0 is a six core functions including: Govern, identify, protect, detect, respond and recover. These functions given organisation a clear method for managing cybersecurity risks which can be highly useful in a healthcare setting. [25]
Govern 
The first function, govern, focuses on setting clear security policies, roles and responsibilities across the organisation. By implement this into our healthcare organisation, it can help establish a clear rule for data protection. Strong governance will ensure everyone in the organisation shared responsibility when it comes to protecting sensitive data. [25]
Identify
The next function is the identify function which focuses on understanding assets, system, data and risks that already exist within the organisation. When know what needs to be protect and where potential risks are, the organisation can focus on that area to ensure that no data is leaks. [25]
Protect
Moving on to protect function, this function focuses on implementing security controls in place to prevent cyberattacks. when use in healthcare organisation, tools such as multi factor authentication, zero trust networks access, secure SaaS configuration and data loss prevention can be used to help restrict access to sensitive data, even when employees are working remotely.[25]
Detect
However, even with strong policies and security controls in place, security issues can still occur. This is where the detect function comes into play, as it focuses on identifying cybersecurity threats as quickly as possible. this is done by monitoring cloud services, user activity and network traffic for any suspicious behaviour. The detect function supports zero trust principles by assuming that breaches can happen at any time and by continuously monitoring they system can act as quickly as possible when threats detect. [25]
Respond 
Once the incident is detected, the respond function work on how the organisation should take action. To do that, organisations mush has a clear response plan, define roles and responsibilities for each possible incident. So that if the threats were to happen, organisations can act as quick as possible to stop it. This supports zero trust principles by ensuring immediate action is taken when suspicious activity is found. 
Recover
The recover function mainly focuses on restoring system and data after an attack. This function is important in a healthcare organisation, in cases like system downtime or data loss such as patient information can impact on organisations reputation and trust. Recovery function will restore from secure backups, ensuring systems brought back online safely. After the incident, it will review the threats and learn from it to further improve the security and resilience. [25]
The NIST functions given a clear approach to manage the system from risks in a hybrid healthcare system. By implementing the 6 functions along with zero trust strategy we can be sure that sensitive patient data remains secure during the cyberattacks. 
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