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1. Review complex types of internet-dependent crimes. (2000 words)
A review of complex types of internet- dependent crimes will be conducted by firstly providing a definition of what these types of crimes are. Secondly, there will be a breakdown of the crimes that are described as being internet-dependent and what they entail as well as emphasising on their impact on businesses, government and the public. Lastly, investigative procedures used for complex digital investigations will be reviewed and the specialist assistance available to the police force to tackle digital crimes and to aid in the retrieval of lost data.

Any crime that can only be perpetrated via computers, computer networks, or other types of information transmission technology is considered cyber-dependent. In principle, these crimes could not be perpetrated without the internet (Europol, 2022). It includes activities like as virus development and distribution, hacking to steal sensitive personal or industry data, and denial of service assaults to create financial or reputational harm (Ibid.).

Hacking is the attempt to access digital devices such as computers, phones, tablets, as well as sometimes whole networks (Malwarebytes, 2022). Whilst hacking is not exclusively for malicious motives, most allusions to hacking and hackers presently depicts it as an illegal action by cybercriminals. Cybercriminals may be motivated by monetary benefit, protest or intelligence collection (Ibid.).

Malware is the umbrella term for a variety of malicious software versions such as viruses, ransomware, and spyware. Malware, short for malicious software, is code written by cyber-attackers that is intended to trigger substantial damage to systems and data or to gain unauthorised access to a network. Malware is delivered via email as a link or file, and the user must follow the link or upload the file to implement the malware (Forcepoint, 2022). Viruses are a type of malware. A virus is malicious software that is connected to a document or file that allows it to execute its code and propagate from host to host. The virus will remain dormant once downloaded until the file is opened and used. Viruses are meant to interfere with a system's capacity to function. As a result, viruses can disrupt operations and cause data loss (UMassAmherst, 2020). Worms are harmful programmes that rapidly multiply and propagate over a network. Worms, unlike viruses, do not require host programmes to spread. A worm infects a system via a downloaded file or a network connection before rapidly multiplying and dispersing. Worms, like viruses, may significantly interrupt device functions and cause data loss (Fortinet, 2021).
Trojan infections masquerade as useful software packages. However, once downloaded, the Trojan virus has access to sensitive data and may edit, block, or erase it. This can be incredibly detrimental to the device's functioning. Trojan viruses, unlike conventional viruses and worms, are not meant to multiply themselves  (Cisco, 2022). Spyware is malicious software that operates in the background of a computer and sends information to a remote user. Rather from just interfering with a device's functionality, spyware targets sensitive data and even enable predators remote access. Spyware is frequently used to steal financial or personal data. A key logger is a sort of malware that captures your keystrokes in order to divulge passwords and personal information (Ibid.).

Ransomware is a type of malicious software used mostly by dishonest hackers to extract funds from victims. This category of virtual aggression is amongst the most common criminal enterprise concepts presently. Ransomware attacks can cost an industry billions of pounds and countless hours to restore the systems and recover the data that was disrupted during the invasion. Organizations frequently discover about a cyber-attack once users obtain an alert from an affected computer that their personal information has been targeted (Which, 2022). A traditional ransomware attack consists of multiple phases. To download the malware, the platform or control server must first be affected. The malware then takes over the device by encrypting data with ransomware. The compromised device then notifies the user with the "ransom note" containing the perpetrator's desires for the individual or organization, informing them that their encrypted documents will be unavailable until the ransom is paid (Ibid.).

Ransomware can infiltrate your computer or platform in a variety of ways. Email phishing and spam are two of the most common, with messages containing a malicious attachment or a link to a compromised webpage. When a user launches an attachment or clicks on a link, ransomware can often harm the computer and disperse throughout the network  (IBM, 2022). There are two types of ransomware, and both are designed to disrupt business operations in order for the attackers to profit financially. Crypto ransomware inhibits access to documents or data by encrypting each document with a unique randomly produced symmetric key. The symmetric key is therefore encoded with a public asymmetric key, and the perpetrators demand a ransom from the victim to gain access to the asymmetric key (FBI, 2019). Doxware is a type of crypto ransomware which the victims are threatened not just with losing access to their documents, but also with having their personal documents and information publicly disclosed via "doxing." Locker ransomware prevents users from logging in, effectively locking the computer or device; a contaminated device may exhibit an official-looking notification alerting the user. This type of malware does not encrypt the device's files (Ibid.).

A Russian hacker ring launched an unprecedented cyberattack against the Costa Rican government, paralysing tax collection and export infrastructure for more than a month and prompting the government to declare a state of emergency  (Conger, 2022). Conti, a Russian ransomware group, claims responsibility for the assault, which began on April 12, 2022, and has pledged to release the stolen data unless it is paid $20 million. Experts who follow Conti's actions say the organisation has lately began to turn its attention away from the United States and Europe and toward Central and South America, possibly in retaliation for countries that have backed Ukraine (Ibid.).

DDoS Attack is a cybercrime in which the attacker floods a server with internet traffic to prevent people from accessing linked online services and sites (Fortinet, 2022). The Computer Misuse Act 1990 prohibits intentionally impairing a computer’s operation or restricting access to a programme or data on an electronic device unless you have permission to do so (National Crime Agency, 2022).

The motivations for carrying out a DDoS vary greatly, as do the sorts of people and institutions willing to carry out this style of cyberattack. Some cyberattacks are conducted out by frustrated individuals and hacktivists that aim to knock down a company's servers just to express a declaration, have fun by utilising cyber vulnerability, or show dissatisfaction (Fortinet, 2022). Other distributed denial-of-service attacks are financially motivated, such as a rival interrupting or shutting down another firm's online activities to steal business in the meantime (Ibid.).

The government has identified cybercrime as a Tier 1 national security concern and is investing £1.9 billion to combat it as part of the UK's outstanding National Cyber Security Strategy and Programme. Improved institutions, increased resources, and new capacity and competence for law enforcement have resulted in significant gains in dealing with the danger at the international, national, and regional levels  (BCS, 2018). The National Police Chiefs' Council agreed in October 2017 that all forces in England and Wales will create cybercrime teams. The government has made funds available to assist in the funding of these teams at the local level. This programme will create specialised cybercrime units to enable local cybercrime response. The emphasis is on a better victim experience, an effective investigative response, focused local cybercrime prevention messages, and efforts to detect and redirect susceptible young people from cybercrime. Forces will also collaborate with companies to create and test efficient incident response strategies. They will also serve as centres of excellence for the larger force, such as in the Dark Web and cryptocurrencies, assisting in the mainstreaming of cyber skills and knowledge into other sectors of police and the larger workforce (Ibid.). According to preliminary statistics from the Action Fraud data rollout period, 7,427 crimes and occurrences involving computer abuse and extortion was recorded by Action Fraud between January and December 2012. The most often reported incidence was the illegal distribution of viruses, spyware, or other malware equalled to 3,949 complaints, followed by breaches into social media and email accounts which totalled 1,603 incidents. Action Fraud began with five units in January 2012, expanding to 24 forces by December 2012 and all forces by April 2013 (McGuire & Dowling, 2013).

The Digital Policing Portfolio (DPP) is a national delivery organisation that will help police forces react to and adjust to the evolving digital environment we live in. It is in charge of implementing the Policing Vision 2025 via the development of nationally standard services and capacities facilitated by technology  (National Police Chief's Council, 2020). The solutions created will allow police to better address the changing needs of the public, prevent and investigate crime more efficiently, and handle digital evidence. Three important national programmes will build the services and capabilities: Digital Public Contact (DPC), Digital Intelligence and Investigation (DII), and Digital First (DF) (Ibid.). 

The DPC's goal is to establish a simple, well-known, and dependable digital contact tool between both the public and the authorities, ensuring that the community is educated and technologically equipped. DPC permits for the online reporting and monitoring of cybercrimes, hence improving police response and victim care  (National Police Chief's Council, 2020). The DII helps police to safeguard the public by deterring and identifying crime in an expanding digital environment. This is accomplished through increasing frontline officers' and staff's knowledge and skills in dealing with digital crime, as well as ensuring the specialised expertise to respond to cybercrime by developing and sustaining capabilities in the fast-paced digital world (Ibid.). The DF aims to integrate digital policing into the Criminal Justice System (CJS), offering the highest level of care to the community by supplying all case file evidence and information such as multimedia which is applicable to criminal prosecution, which is captured, stored and secured digitally. The DF also focuses on demand accessibility to all criminal justice partner (Ibid.).

The Police Digital Service offers cyber and cloud security services such as strategy, architecture, design, implementation, support, and assurance. This includes the National Management Centre (NMC), a cyber-security protection facility for police forces across England and Wales that is funded centrally  (Police Digital Service, 2020). They have a unique understanding and knowledge in policing, as well as essential strategic alliances, to help UK policing achieve on its capabilities and cloud objectives in accordance with the National Policing Digital Strategy (Ibid.).

The Police ICT Company services are intended to assist police forces in all elements of cyber security and maturity, regardless of where they are on their path to the cloud. This comprises gathering requirements and planning, developing, implementing, and providing operational support (Gov.uk, 2022). Their goal is to assist national police forces at various phases of their journey of moving from on-premise to cloud through strategy, road maps, cloud architecture, migration planning, and execution. Through a combination of professional service initiatives that cater to various phases of evaluation, adoption, and migration maturity, their services assist expedite planned cloud adoption (Ibid.).

The Policing Vision 2025 outlines how it will simplify the communication between the public and police authorities, improve intelligence and investigations with regards to modern internet crimes and digitally transfer all information with the CJS (National Police Chief's Council, 2020).

The High Tech Crime Unit was established to pool collective expertise and investigative capabilities in digital media across Law Enforcement agencies. It enables the battle of both "Digital & Cybercrime" aspects that are now routinely faced in day-to-day policing. Digital Forensic Examiners who specialise in the collecting, processing, and interpretation of data collected through digital devices make up the unit  (Guernsey Police, 2022). These personnel are subject matter experts who have been trained in the use of a number of forensic software tools to guarantee that the best evidence is found and provided in compliance with existing rules. As well as police officers who have received specialised training in digital media investigation (Ibid.). These officers serve as a single point of contact for all cyber and digital policing inquiries, from providing dedicated investigative assistance for Severe Offences in providing advice and direction to investigations where the involvement of a digital investigator expertise would be beneficial. Network investigators aid in investigations where the internet or the web could be used to conduct crime (Ibid.).

Hacking is the unwanted use of or access to systems or networks by exploiting security flaws or circumventing standard security measures. Criminals may hack into systems or networks in order to steal money or information, or merely to disrupt operations (CPS, 2019). Malware may be transferred across computers and disrupt computer functions. It can be harmful, crashing systems or erasing files, or it can be used to steal personal information. Malware includes viruses, worms, Trojans, spyware, and ransomware (Ibid.). DDOS attacks occur when many distinct IP addresses, typically thousands, are used to overwhelm an internet server with so many requests that it is unable to react rapidly enough. This can overburden a server, causing it to stop or crash, rendering websites and web-based services inaccessible (Ibid.).
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2. Critically examine the investigation of volume crime (2000 words)
Investigations carried out for the purpose of volume crimes will be critically examined. Firstly a definition will be provided for volume crimes and priority crime and the differences between the two crimes will be explored. Secondly there will be some information on the effects of forensic science in identifying suspects in volume crimes. Thirdly, use of other intelligence sources that can be gathered throughout a difficult inquiry. The impact of the idea of memory on interview methods and processes will be examined. As well as what effect personal views, values, and prejudices may have on an inquiry. Complex interviewing situations will be handled, with an emphasis on urgent interviews. Finally, guidance and processes related to international and European enquiries/investigations will be examined before finishing this component of the assignment by summarising all results.

The Association of Chief Police Officers (ACPO 2009) defines volume crime as “any crime which, through its sheer volume, has significant impact on the community and the ability of the local police to tackle it. Volume crime often includes priority crimes such as street robbery, burglary and vehicle- related criminality, but can also apply to criminal damage and assaults.” (ACPO, 2009). Priority crimes are those declared by particular law enforcement as being of significant gravity to them and their communities to warrant action against them and their offenders. Priority crimes include incidents such as robbery, burglary, and vehicle-related offences, but they may also include criminal damage or assaults. The types of offences categorised as volume and/or priority crimes by South Wales Police include Terrorism, Cyber security, public order offences, domestic violence, Child sexual exploitation and racially aggravated hate crimes (Michael, 2022).

Traditionally, forensic science techniques have been used to investigate more serious crimes such as rape and murder. Nevertheless, forensic techniques are now being employed frequently to help in the investigation of high-volume crimes such as burglary and motor crimes. The current study seeks to bring together UK and worldwide sociological studies on the use of forensic tools in large-scale criminal investigations (Bradbury & Feist, 2005). Historically, the proportion of volume criminal offences identified using forensic evidence has been modest, accounting for fewer than 10% of all detections. However, the rise of automated searches, as well as new forensic techniques such as DNA and measures to enhance attendance rates, has boosted the proportion of high-volume crimes caught using forensic evidence. In the United Kingdom, it is believed that forensic evidence was the primary evidence ensuring the detection in more than one-quarter of cases involving directly detected volume offences (Ibid.).

The Code of Practice to the Criminal Procedure and Investigations Act 1996 CPIA) defines a criminal investigation as “An investigation conducted by police officers with a view to it being ascertained whether a person should be charged with an offence, or whether a person charged with an offence is guilty of it.” (Ministry of Justice, 2015).  All police officers and certain police employees are investigators, with the obligation to investigate crimes based on their degree of learning and growth. The Professionalising Investigation Programme (PIP) categorises investigators into four categories based on the severity of the crime and offers a comprehensive training program for each function within the four levels (College of Policing, 2022). Investigators, sometimes known as detectives, who have undertaken substantial and sophisticated PIP 2 training will explore all reasonable lines of inquiry to obtain evidence which will indicate either towards or away from a suspect. This procedure may lead to the accused being convicted in court, an out-of-court settlement, community resolution, or even no subsequent action being taken (Ibid.).

Throughout an investigation, investigators should use all available intelligence sources. Developing intellect will be a priority for some. The investigator has access to a wide range of intelligence sources. Some of these are readily accessible, while others are restricted by legislation such as the Regulation of Investigatory Powers Act of 2000. (RIPA). As a consequence, deployment is determined by the type and complexity of the inquiry, as well as the necessity and proportionality of their use (College of Policing, 2013). The types of additional intelligence sources available to law enforcement could include searches using the Police National Computer (PNC), the Police National Database (PND), Local intelligence databases such as NICHE, covert listening devices, covert human intelligence sources (CHIS), telephone downloads, CCTV and other human intelligence sources such as victims and witnesses (Ibid.).

The Police and Criminal Evidence Act 1984 governs the Police National Computer (PNC), which is a computer system used by Law enforcement and the justice service in England and Wales (Unlock, 2011). It is utilized to document convictions, warnings, disciplinary actions, and cautions for every crime liable to imprisonment as well as any other offence defined under regulations. The PNC has been overseen by the Home Office which was formerly known as the National Policing Improvement Agency since 2013, for the use of all policing local authorities In England (Ibid.).

Following the recommendations of the Bichard Inquiry, the Police National Database (PND) was implemented, allowing police agencies throughout the United Kingdom to rapidly exchange intelligence and information on a national basis. The PND compiles local police data collected by numerous police forces (Unlock, 2011). An informal conclusion of a criminal situation, a conviction for a crime, a penalty charge notice, an arrest that resulted in no further action, and even an unproven complaint that the police never followed can all be considered police intelligence. The PND stores intelligence compiled by law enforcements and justice service as well as data held in relation to crimes committed, custodial records, domestic abuse, and child abuse records and allows users to search all UK forces' data records in connection to individuals, items, places, and events. It enables named users to search entire data records for all UK forces, including People, Objects, Locations, and Events (POLE) (Ibid.).

Human intelligence forms an integral part of intelligence used for complex investigations. Human intelligence can be gathered from many different sources such as victims, witnesses or CHIS (McNeff, 2016).  It is argued that it is a superior form of information as they are present at the time of the incident and can normally provide the most information on the related topic as opposed to stored data which may on times only provide limited information on previous incidents which occur. Human intelligence provides a picture of the incident being investigated at the time and not only past events which may not be of any relevance to the investigation (Ibid.).

The psychological processes of obtaining, retaining, maintaining, and retrieval of information are referred to as memory. Memory comprises three fundamental stages: encoding, storage, and retrieval (Cherry, 2022). To build a new memory, information must be converted into a useable format, which is accomplished through the encoding process. After correctly encoding the data, it must be saved in memory for subsequent use. The data which has been encoded into memory must first be recovered before it can be used. This process is influenced by a variety of elements, including the type of information utilised and the recall cues which are available (Ibid.). Law enforcement investigators rely substantially on eyewitness accounts to solve crimes; nevertheless, trying to recall the occurrence in its entirety or key facts in particular might be difficult at times. This is somewhat uncontrollable, such as when events transpire rapidly or in poor ambient light. Nonetheless, the police have some influence over witness recall, notably in the manner in which interviews are conducted (Fisher & R, 1992). Numerous police investigators perform interviews instinctively and make preventable mistakes because they have no instruction on ways to execute investigative interviews with witnesses. The more frequently witnesses examine their memory of the incident, the more additional facts they may remember. This idea may be used by interviewers by asking witnesses to recount the important event numerous times during the interview and questioning eyewitnesses on several instances. If individuals seek to remember the specific episode many times, they may be led to think about it in different ways, because diverse recollection will trigger different components of a multifaceted event (Ibid.).

Individuals are somewhat defined by their experiences, attitudes, and beliefs. They have an impact on how people think, what they chose to do and how they execute their actions. Background, upbringing, experiences, and connections will all have an influence on how people perceive things (Active Social Care, 2022). At times, attitudes and ideas might drive people to make incorrect or unfair assumptions about others. It is critical that individuals recognise this and acquire self-awareness in order to understand how to prevent this from happening. To deal with individuals in a way that takes their attitudes and beliefs into consideration, effort should be spent learning about and understanding their various attitudes and views (Ibid.). Investigators must constantly analyse any biases that may unintentionally influence their thinking and make conscious efforts to address them. People tend to attach bias unfairly, thus when alternative results are reached, they frequently identify one another as prejudiced while perceiving themselves as correct and neutral. During an inquiry, competent investigators will recognize and reflect on these biases on a regular basis (Media Sonar, 2021)
All those arrested and detained at a police station possess the lawful right to seek legal representation. This conforms to the rights provided by Article 6 of the European Convention on Human Rights. The Police and Criminal Evidence Act of 1984 (PACE) states that once a detained individual requests legal assistance, they may not be interrogated or proceed to be examined until they have obtained legal advice, unless specific specified conditions apply (Dyke, 2012). One such justification is where an officer of the level of superintendent or above has substantial reasons to believe that delay may interfere with or harm evidence related to an offence, or will interfere with or hurt other individuals. However, a person interrogated without the help of legal counsel has important safeguards. No unfavourable implications may be formed from a decision to remain silent during an interview at a later trial. To reflect this, at the start of each interview, a revised caution "You do not have to say anything, but anything you do say will be given in evidence" must be read to the detained individual. This warning states unequivocally that the imprisoned individual has the right to stay silent and may use that right without fear of repercussions in any later trial (Ibid.).

PACE was created in order to impose tougher statutory rules on appropriate interviewer behaviour during interviews. PACE established detention timeframes, tape recording of interviews with suspects, and stronger regulations on interviewer behaviour, which are still in use today with minimal changes (Armstrong, 2020). The Home Office established a steering group in 1991 to study interrogation procedures. The PEACE model was created by this group. PEACE is an acronym that stands for Plan and Prepare, Engage and Explain, Account, Closure, and Evaluation (Ibid.).

It is critical that law enforcement authorities have the necessary skills, expertise, and information to investigate cross-border crime. This covers foreign legislation, regulations, procedures, and processes, along with data about the persons involved, whether they be criminals, victims, or witnesses. Such skills and expertise are required by UK law enforcement agencies in order to successfully collaborate with overseas authorities and partners (ACPO, 2012). Using mutual legal assistance (MLA), prosecutors may receive information from abroad. This is done by the issuance of a formal International Letter of Request (ILOR) by law authorities, a recognised prosecution entity or a Court. The proper process for obtaining evidence from abroad is often determined by the sort of help requested as well as the domestic legislation of the nation from where the aid is sought (CPS, 2019). 

Based on the facts provided, determining the success of activities in terms of investigation outcomes is challenging. Victim and witness interviews are more likely to produce information that will aid in the identification of the suspect since they are carried out in the majority of instances, whereas other acts are carried out less frequently (Jansson, 2005). This might represent the acceptability of particular actions in specific offending scenarios. When the chance of collecting evidence from certain activities is taken into account, actions other than witness testimonies appear to be beneficial in creating information. The initial contact and police reaction is the first stage in the investigative process, and it gives the police the first opportunity to gather information about the incident and respond to it quickly (Ibid.). According to research, this step of the investigation is very context-specific and significantly reliant on the quality and timeliness of information supplied by the public. Arresting criminals close or at the scene contributes significantly towards overall detections for volume crimes. However, the duration of time between the offence being perpetrated and then being reported is the most important element in deciding whether a perpetrator is captured at the scene. Offences that are reported in progress and reacted to quickly have a considerably better likelihood of being solved (Ibid.).
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	25
	

	





	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
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