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1. [bookmark: _Toc229605331]Introduction
Cyber security has emerged as a concern among financial services organisations due to its reliance on technology, making such organisations attractive targets for cybercriminals. International bodies such as the Bank for International Settlements regard cyber risk as a major threat to financial stability [1].
In recent times, Vigilant Trust & Asset Management (VTAM), a medium-sized financial services organisation, has faced phishing and ransomware attacks, indicating weaknesses in its current security measures. This report proposes a Zero Trust approach aligned with the NIST Cybersecurity Framework and ISO 27001 to strengthen VTAM’s cyber security posture.

2. [bookmark: _Toc229605332]Modern Threat Landscape
2.1 [bookmark: _Toc229605333] External Threats

In recent years, the landscape of external threats towards financial institutions has shifted. The growing popularity of scalable ransomware solutions poses a threat, with ransomware software now available through Ransomware-as-a-Service (RaaS) platforms [2]. Financial services remain a prime target due to the highly sensitive and valuable nature of their data. Supporting statistics are provided in Appendix A.
Combined with this, artificial intelligence provides several advantages to social engineering campaigns such as phishing and vishing, allowing attackers to create realistic emails and impersonate individuals using voice cloning technology [4]. The National Cyber Security Centre states that AI lowers the barrier to entry for cybercriminals and increases the scalability of attacks.
Supply chain attacks are also becoming a significant challenge, as demonstrated by the MOVEit breach in 2023 [5]. Further supporting statistics are included in Appendix A.
Finally, increasing reliance on cloud services and hybrid working has introduced additional cloud-related vulnerabilities. Misconfigured cloud storage, insecure APIs and weak access controls can allow sensitive data to become publicly accessible or available to unauthorised users.


2.2 [bookmark: _Toc229605334] Internal Threats
Internal threats can stem from malicious activity or human error. Employees may fall victim to phishing emails or fail to protect sensitive information. Research conducted by the Department for Science, Innovation and Technology identified human error as one of the primary causes of security breaches [7]. Further supporting statistics are included in Appendix A.
Where inadequate access controls exist within the organisation, this problem becomes more severe. Excessive user privileges can allow attackers to move more easily through systems once access has been gained. For a financial organisation like VTAM, this creates a high level of risk due to the sensitivity of its systems and data.

2.3 [bookmark: _Toc229605335] Threats to VTAM
These threats represent a risk to VTAM due to the organisation’s reliance on sensitive financial data and digital services. Ransomware attacks could cause operational disruption and financial loss, while phishing, vishing and supply chain attacks may lead to unauthorised access or data breaches. Human error and excessive access privileges further increase the risk by giving attackers an easier path once inside. These threats highlight the need for a more structured and proactive approach to cyber security.


3. [bookmark: _Toc229605336] Security Frameworks & Policies
Zero Trust architecture can be used as a starting point in addressing the identified risks to VTAM. The Zero Trust model works under the assumption “never trust, always verify” [8]. This means continual authentication and validation of users, devices and applications. This approach reduces the likelihood of unauthorised access, especially in scenarios involving compromised credentials, by enforcing least privilege access.
To support this approach, VTAM’s policies should align with recognised frameworks such as the NIST Cybersecurity Framework (CSF) and ISO 27001. The NIST CSF provides a structured model through its core functions; Govern, Identify, Protect, Detect, Respond and Recover [9]. ISO 27001 complements this by establishing formal requirements for an Information Security Management System (ISMS) [10].
Based on these principles, VTAM should implement core security policies. An access control policy should define how user access is granted, reviewed and removed in line with the least privilege concept. A data governance policy should outline how sensitive data is handled and classified. Lastly, an incident response policy should provide guidance on procedures for managing security events. Together, these policies support the Zero Trust approach and ensure consistent security practices across the organisation.


4. [bookmark: _Toc229605337]Technical Mitigation Measures

4.1 [bookmark: _Toc229605338]Identity and Access Security
Effective identity and access management is vital in reducing the risk of unauthorised access, especially with the risk of phishing and vishing attacks. The implementation of multi-factor authentication (MFA) across all user accounts will limit the effectiveness of compromised credentials. For VTAM, this should be enforced for high-risk systems such as remote access, privileged accounts and systems handling sensitive financial data.
Role-based access control (RBAC) should also ensure that users are only granted access to the systems required for their role. This reduces the risk associated with excessive privileges, particularly if an account is compromised or misused internally. Access rights should also be reviewed periodically to ensure they remain appropriate as users and roles change. Together, these controls support a Zero Trust approach.


4.2 [bookmark: _Toc229605339] Network and Infrastructure Security
Adopting a Zero Trust Network Access (ZTNA) approach would strengthen VTAM’s network security by removing assumed trust within the network. Users would only be granted access to specific applications following authentication checks.
This can be reinforced through network segmentation, separating the network into zones and restricting communication between systems or workloads [11].
For VTAM, this could be implemented through secure access gateways that check user identity and device status before allowing access [12]. Combined with segmentation, these controls would limit lateral movement if a system was compromised.








4.3 [bookmark: _Toc229605340] Endpoint & Device Security

Devices such as laptops and workstations are common targets in phishing and malware attacks. VTAM should deploy Endpoint Detection and Response solutions to monitor device behaviour and detect activity that could indicate a threat to the network [13].
VTAM should also ensure that only compliant and updated devices are permitted to access the corporate network, reducing the likelihood of unauthorised access from insecure devices.

4.4 [bookmark: _Toc229605341] Cloud Security
Since VTAM is adopting more cloud computing resources, ensuring the security of these environments is crucial in preventing data leakage. One of the main security risks within cloud environments is the misconfiguration of cloud services, which could allow them to become publicly accessible. To reduce this risk, VTAM should invest in Cloud Security Posture Management (CSPM) tools to monitor cloud configurations [14].
In addition to CSPM tools, Identity and Access Management (IAM) controls must be considered when implementing cloud-based services. The National Institute of Standards and Technology (NIST) describes identity management as enabling organisations to “manage digital identities” [15] and control access to resources. Combined with encryption and regular backups, these controls would help protect sensitive data from breaches.









5. [bookmark: _Toc229605342]Monitoring & Incident Response
5.1 [bookmark: _Toc229605343]Monitoring Strategy
The identification and resolution of incidents and risks need to be performed continuously. To achieve this, VTAM should deploy a Security Information and Event Management (SIEM) platform. The SIEM should combine data on employee activity, network traffic and endpoint behaviour. Using advanced algorithms, the platform can identify suspicious activity or deviations from normal operation and notify stakeholders about incidents [16].
VTAM should also implement a 24-hour Security Operations Centre (SOC) to monitor and respond to alerts generated by the SIEM. In the case of a significant SIEM alert, VTAM’s SOC should investigate the incident and take appropriate mitigation actions. Automated alerting and prioritisation tools could also assist with timely response [17].
Security Orchestration, Automation and Response (SOAR) tools can further enhance the SOC’s ability to respond to incidents. SOAR tools automate routine actions, such as responding to phishing email reports, and allow multiple security tools to work together through a single platform [18].

5.2 [bookmark: _Toc229605344] Incident Response Plan
In combination with continuous monitoring, VTAM should develop an effective approach to managing incidents. An Incident Response Plan (IRP) must outline the incident process and lifecycle stages. The NIST Incident Response Recommendations and Considerations for Cybersecurity Risk Management lists these stages as “preparation”, “detection and analysis”, “containment, eradication and recovery” and “Post-incident activity” [19]. In the case of a ransomware incident, VTAM should isolate infected devices, remove malicious files and restore systems from backups.
Roles and responsibilities should also be clearly defined to ensure a coordinated response, with teams responsible for investigation, communication and recovery. VTAM should also schedule regular tests of the IRP, such as simulated attack scenarios, ensuring staff remain prepared to respond effectively under pressure.


[image: ]
Figure 1

Further explanation of Figure 1 is provided in Appendix B.


6. [bookmark: _Toc229605345]Training & Awareness
In addition to implementing technical controls, raising user awareness is also important in reducing security risks, especially phishing and social engineering attacks. VTAM should introduce a continuous security awareness programme rather than occasional training sessions. This could include phishing simulations to help users identify suspicious emails and respond appropriately when necessary.


7. [bookmark: _Toc229605346]Conclusion

A cyber attack poses major operational, monetary, and reputation risks to VTAM. Utilising the Zero Trust model and implementing continuous monitoring, proper access management, and user education will enhance VTAM’s ability to resist modern-day attacks. Implementing security measures in accordance with internationally renowned guidelines, such as the National Institute of Standards and Technology Cybersecurity Framework (NIST CSF) and International Organization for Standardization Information Security Management Systems (ISO 27001), is recommended.
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8. [bookmark: _Toc229605348]Appendices
[bookmark: _Toc229605349]Appendix A – Supporting Threat Statistics

[bookmark: _Toc229605350]Ransomware Statistics
· 55% of financial services organisations surveyed by Sophos experienced ransomware attacks in 2022.
· 52% of affected organisations paid the ransom.
· Average recovery costs reached approximately $1.59 million [3].

[bookmark: _Toc229605351]Supply Chain Statistics
· Orange Cyberdefense reported that 44% of financial institutions only assess supplier risk during onboarding.
· Only 14% continuously assess third-party risk using dedicated tools [6].

[bookmark: _Toc229605352]Internal Threat Statistics
Research conducted by the Department for Science, Innovation and Technology identified human error as one of the leading causes of cyber security breaches within organisations [7].


[bookmark: _Toc229605353]Appendix B – Figure 1 Explanation

Figure 1 illustrates the proposed monitoring and incident response flow for VTAM, showing how SIEM is used to detect and analyse events, SOAR enables automated review, triage and response, and the SOC performs further investigation before declaring an incident. Once declared, the flow continues to containment, eradication and recovery. At this stage the incident can be closed and a full debrief and lessons learned scheduled.  

[bookmark: _Toc229605354]Appendix C – Presentation
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