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@ 1

o - ERTIFICATE
(high) Application vulnerable to Janus Vulnerability ¢ =

L . L CERTIFICATE
Certificate algorithm vulnerable to hash collision
App can be installed on a vulnerable unpatched Android version MANIFEST
(high) Clear text traffic is Enabled For App MANIFEST
Malicious domain found - cdsa.xyz

- MANIFEST
(medium ] Application Data can be Backed up s
TaskAffinity is set for activity MANIFEST
Broadcast Receiver (com.example.vpnner.StartActivityOnBootReceiver) is not Protected. MANIFEST
Broadcast Receiver (com.example.vpnner.NotificationReceiver) is not Protected. MANIFEST
Service (de.blinkt.openvpn.core.OpenVPNService) is Protected by a permission, but the protection level of the permission should be
checked.

Service (com.example.vpnner.MyJoblntentService) is Protected by a permission, but the protection level of the permission should be

checked.

SHA-1 is a weak hash known to have hash collisions. CODE
IP Address disclosure CODE

. . e . . CODE
Files may contain hardcoded sensitive information like usernames, passwords, keys etc.

. . CODE
App can read/write to External Storage. Any App can read data written to External Storage.
This app may contain hardcoded secrets SECRETS
. . L . CODE
The App logs information. Sensitive information should never be logged.
. . . . . . L . CODE
This App copies data to clipboard. Sensitive data should not be copied to clipboard as other applications can access it.

. L . TRACKERS
(secure ] This application has no privacy trackers TRACKERS
Found 14 critical permission(s) PERMISSIONS
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