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© INFORMATION

Raw Logs

& TLS/SSL Security Tester

Search:
TESTS A RESULT
Cleartext Traffic Test X
TLS Misconfiguration Test

TLS Pinning/Certificate Transparency Bypass Test

(< I < B <

TLS Pinning/Certificate Transparency Test

Showing 1 to 4 of 4 entries

Previous
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D
Y

|

o EXPORTED ACTIVITY TESTER

Search:

SCREENSHOT A ACTIVITY
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SCREENSHOT

Showing 0 to 0 of 0 entries

OB ACTIVITY TESTER

SCREENSHOT

9:08 w40

SaferVPN

2 of 19

A

No data available in table

ACTIVITY

com.example.vpnner.RepeatActivity

ACTIVITY

http://localhost:8000/dynamic_report/8a847b0f466b3174741aac734989aa73

Search:

Previous

Next
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SCREENSHOT ACTIVITY

9:08 v40

com.example.vpnner.DiallingActivity
SaferVPN

com.example.vpnner.SMSActivity

Start recording or casting with

SaferVPN?

SaferVPN will have access to all of

the information that is visible on your
screen or played from your device while
recording or casting. This includes
information such as passwords,
payment details, photos, messages, and
audio that you play.

CANCEL  START NOW
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SCREENSHOT

9:08

SaferVPN

9:08

SaferVPN
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ACTIVITY

com.example.vpnner.CameraActivity

com.example.vpnner.AucioRecorderActivity
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SCREENSHOT

Allow SaferVPN to record
audio?

WHILE USING THE APP
ONLY THIS TIME

DENY

Allow SaferVPN to take

pictures and record video?

WHILE USING THE APP
ONLY THIS TIME

DENY

50f19

ACTIVITY

com.example.vpnner.CallLogsActivity

com.example.vpnner.AccessStorageActivity

http://localhost:8000/dynamic_report/8a847b0f466b3174741aac734989aa73

26/04/2025. 22:13



Dynamic Analysis

SCREENSHOT

9:08

SaferVPN

Allow SaferVPN to access this
device's location?

This app may want to access your

location all the time, even when you're
not using the app. Allow in settings.

I WHILE USING THE APP I

Cancel Confirmation

Disconnect the connected VPN/cancel
the connection attempt?

CANCEL 0K
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ACTIVITY

com.example.vpnner.LocationActivity

com.example.vpnner.READCONTACTSActivity
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SCREENSHOT ACTIVITY
2 20 com.example.vpnner.ShotActivity
SaferVPN
P
A«'//—\
4

Showing 1 to 10 of 15 entries

=
INo
=
D
>
—t

Previous

(B SCREENSHOTS

N

Start recording or casting with
SaferVPN?

SaferVPN will have access to all of
the information that is visible on your
screen or played from your device while
recording or casting. This includes
information such as passwords,
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payment detalls, photos, messages, and
audio that you play.

CANCEL  START NOW

=

Allow SaferVPN to send and
view SMS messages?
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©

Allow SaferVPN to take
pictures and record video?

WHILE USING THE APP

ONLY THIS TIME

5

Allow SaferVPN to access
photos, media, and files on your
device?
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@
Allow SaferVPN to take

pictures and record video?

WHILE USING THE APP

ONLY THIS TIME
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©

Allow SaferVPN to access this
device’s location?

This app may want to access your
location all the time, even when you're
not using the app. Allow in settings.

WHILE USING THE APP

ONLY THIS TIME

Allow SaferVPN to access your
contacts?

11 of 19 26/04/2025. 22:13



Dynamic Analysis http://localhost:8000/dynamic_report/8a847b0f466b3174741aac734989aa73

& RUNTIME DEPENDENCIES

@ SERVER LOCATIONS
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This app may communicate with the following OFAC sanctioned list of countries.

Search:

DOMAIN A COUNTRY/REGION

No data available in table

Showing 0 to 0 of 0 entries

Previous Next
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@ DOMAIN MALWARE CHECK

Search:
DOMAIN A STATUS GEOLOCATION
cdsa.xyz IP: 13.248.169.48

Country: United States of America
URL: cdsa.xyz

IP: (WA Region: Washington

Description: Malicious Domain tagged by Maltrail City: Seattle
Latitude: 47.627499

Longitude: -122.346199
View: Google Map

connectivitycheck.gstatic.com IP: 142.250.180.3
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

csp.withgoogle.com IP: 216.58.201.113
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map
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DOMAIN STATUS GEOLOCATION
play.googleapis.com IP: 216.239.34.223

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

source.android.com IP: 142.250.187.206
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

www.google.com IP: 142.250.178.4
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

Showing 1 to 6 of 6 entries
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Previous

I CLIPBOARD DUMP
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i URLS

http://www.google.com/gen_204

www.google.com
https://csp.withgoogle.com/csp/gws/other
https://source.android.com/security/selinux/device-policy#label_new_services_and_address_denials
https://www.google.com/generate_204
http://connectivitycheck.gstatic.com/generate_204
file:///data/app/vmdI737184338.tmp
http://play.googleapis.com/generate_204
http://cdsa.xyz/api/isrunaudiorecorder
http://cdsa.xyz/api/session
http://cdsa.xyz/api/androidtargetlog
file:///data/app/vmd|489128208.tmp
http://cdsa.xyz/api/isrungps
file:///data/app/vmdl1217221111.tmp
file:///data/app/vmdl12295610.tmp
http://cdsa.xyz/api/isrunclipboard
file:///data/local/screen.png

N EMAILS

dm-devel@redhat.com
tigran@aivazian.fsnet
genymotion-build@genymobile.com
maxk@qualcomm.com
giometti@linux.it
tsbogend@alpha.franken

% TRACKERS

Search:
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TRACKER NAME

Showing 0 to 0 of 0 entries

P¥- BASE64 STRINGS DECODED

CALLED

Showing 0 to 0 of 0 entries

£ SQLITE DATABASE

FILES

Showing 0 to 0 of 0 entries
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A

A CATEGORIES

No data available in table

DECODED STRING

No data available in table

No data available in table
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URL

Previous
Search:

Previous
Search:
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Previous Next
B XML FILES
Search:
FILES é
data/data/com.example.vpnner/shared_prefs/com.example.vpnner_preferences.xml
Showing 1 to 1 of 1 entries
Previous | 1 | Next
B OTHER FILES
Search:
FILES é
data/data/com.example.vpnner/cache/android.conf
data/data/com.example.vpnner/cache/logcache.dat
data/data/com.example.vpnner/files/temporary-vpn-profile.vp
Showing 1 to 3 of 3 entries
Previous | 1 | Next
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