Dynamic Analysis

© INFORMATION

& TLS/SSL Security Tester

TESTS

Cleartext Traffic Test

TLS Misconfiguration Test

TLS Pinning/Certificate Transparency Bypass Test

TLS Pinning/Certificate Transparency Test

Showing 1 to 4 of 4 entries

o EXPORTED ACTIVITY TESTER

SCREENSHOT
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Raw Logs

http://localhost:8000/dynamic_report/015893103a16ab984c491180a53e¢7319

Search:

A RESULT

Not Tested

Not Tested
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SCREENSHOT ACTIVITY

No data available in table

Showing 0 to 0 of 0 entries

Previous Next

OB ACTIVITY TESTER

Search:

SCREENSHOT A ACTIVITY

No data available in table

Showing 0 to 0 of 0 entries

Previous Next

(B] SCREENSHOTS

X RUNTIME DEPENDENCIES

@ SERVER LOCATIONS
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This app may communicate with the following OFAC sanctioned list of countries.

Search:

DOMAIN A COUNTRY/REGION

No data available in table

Showing 0 to 0 of 0 entries

Previous Next
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@ DOMAIN MALWARE CHECK

Search:
DOMAIN A STATUS GEOLOCATION
cdsa.xyz IP: 13.248.169.48

Country: United States of America
URL: cdsa.xyz

IP: (WA Region: Washington

Description: Malicious Domain tagged by Maltrail City: Seattle
Latitude: 47.627499

Longitude: -122.346199
View: Google Map

clientservices.googleapis.com IP: 216.58.201.99
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

connectivitycheck.gstatic.com IP: 142.250.187.227
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map
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DOMAIN STATUS GEOLOCATION
play.googleapis.com IP: 216.239.36.223

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

source.android.com IP: 172.217.169.46
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

www.google.com IP:172.217.169.36
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

Showing 1 to 6 of 6 entries
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& URLS

https://www.google.com/generate_204

http://cdsa.xyz/api/session

http://play.googleapis.com/generate_204
https://source.android.com/security/selinux/device-policy#label_new_services_and_address_denials
file:///storage/emulated/0

http://connectivitycheck.gstatic.com/generate_204
https://clientservices.googleapis.com/chrome-variations/seed?osname=android_webview&milestone=83
www.google.com

http://www.google.com/gen_204

& EMAILS

dm-devel@redhat.com
giometti@linux.it
maxk@qualcomm.com
tigran@aivazian.fsnet
tsbogend@alpha.franken
genymotion-build@genymobile.com

% TRACKERS

Search:

TRACKER NAME A CATEGORIES URL

No data available in table

Showing 0 to 0 of 0 entries

Previous Next

6 of 9 27/04/2025. 15:16



Dynamic Analysis http://localhost:8000/dynamic_report/015893103a16ab984c491180a53e¢7319

P¥- BASE64 STRINGS DECODED

Search:
CALLED A DECODED STRING
No data available in table
Showing 0 to 0 of 0 entries
Previous  Next
5 SQLITE DATABASE
Search:

FILES ¢
data/data/com.free.powerline.batterydoctor/app_webview/Default/Cookies
data/data/com.free.powerline.batterydoctor/app_webview/Default/Web Data
Showing 1 to 2 of 2 entries
Previous | 1 | Next

B XML FILES
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Search:

FILES

data/data/com.free.powerline.batterydoctor/shared_prefs/com.free.powerline.batterydoctor_preferences.xml

data/data/com.free.powerline.batterydoctor/shared_prefs/tip.xml

data/data/com.free.powerline.batterydoctor/shared_prefs/WebViewChromiumPrefs.xml

Showing 1 to 3 of 3 entries
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B OTHER FILES

Search:

FILES A

data/data/com.free.powerline.batterydoctor/app_webview/Default/Cookies-journal

data/data/com.free.powerline.batterydoctor/app_webview/pref_store

data/data/com.free.powerline.batterydoctor/app_webview/variations_seed
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FILES

data/data/com.free.powerline.batterydoctor/app_webview/variations_seed_new

o

ata/data/com.free.powerline.batterydoctor/app_webview/variations_stamp

ata/data/com.free.powerline.batterydoctor/app_webview/webview data.lock

o

data/data/com.free.powerline.batterydoctor/cache/oat/fridal1177591184140410233.dex.cur.prof

Showing 1 to 10 of 34 entries
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