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[bookmark: _Toc34823471][bookmark: _Toc34823621]Packet Tracer Labs-
[bookmark: _Toc34823472][bookmark: _Toc34823622]Lab 1 
Why would a user be able to browse to an IP address but not a FQDN?
The IP address is accessible while a HTML link isn’t when not connected or configured properly. 
Why does the Email service require both SMTP and POP3 to be activated?
They are emailing services. There are protocols for emailing and it needs to be activated/configued to allow emails to get to the correct location.
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[bookmark: _Toc34823473][bookmark: _Toc34823623]Lab 2
What protocol was used to retrieve the email from the email server?
POP3
[image: ]
Why is FTP considered an insecure protocol for moving files?
It stands for File Tranfer Protocol and it Is used mostly. It does not use encryption 

What information is displayed in clear text from the FTP header?
[image: ]
1. On the left, click the 2nd FTP packet available to select it. Then scroll down to the bottom of the window displayed on the right. Do this again for the 3rd FTP packet.
1. Besides the username, what other sensitive information is displayed in clear text from the FTP header?
[image: ]
Why is Telnet considered an insecure protocol for remotely managing a device?
Anyone can type
[image: ]

[bookmark: _Toc34823474][bookmark: _Toc34823624]Lab 3-
What is the IP address for the default gateway?
0.0.0.0 / 10.44.3.100
WEP and the key 0123456789 are not secure. Why is WEP not recommended for use in securing wireless networks?
0.0.1.0 
When considering a large organization, why is WPA2 RADIUS more beneficial than WPA2 PSK?
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[bookmark: _Toc34823475][bookmark: _Toc34823625]Lab 4
What information is displayed in clear text?
User cisco
Pass public key
What is the Client IP for the client-to-site VPN connection?
10.44.2.200
What extra IP address is now shown that was not shown before in Part 1 Step 2c?
Tunnel interface ip address
Are there any FTP messages displaying the password of internal or the file upload of PrivateInfo.txt? Explain.
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[bookmark: _Toc34823476][bookmark: _Toc34823626]LAB 5
Click the FTP messages displayed on the sniffer and scroll to the bottom of each one. What information is displayed in clear text?
The username and password in the two FTPS.
Are there any FTP messages sourced from the IP of Sally’s computer? Explain.
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[bookmark: _Toc34823477][bookmark: _Toc34823627]LAB 6
What are the IP addresses of the devices that the traffic from Phil’s laptop is crossing to reach the External Web server?

Comparing the output of the tracert command to the Addressing Table at the beginning of this lab, which router is operating as the current default gateway?
[image: ]

What are the IP addresses of the devices that the traffic from Phil’s laptop is crossing to reach the external web server?
[image: ]
The first address of the tracert output is the default gateway (exit point) of the network.
Which router is now operating as the current default gateway?

Which cable was the data crossing during the successful ping replies before the “Request timed out” messaged occurred?
____________________________________________________________________________________
Which cable was the data crossing during the successful ping replies after the “Request timed out” messaged occurred?
____________________________________________________________________________________
What does this scenario prove about switch failover redundancy when a Gigabit Ethernet port is shutdown all of a sudden?
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[bookmark: _Toc34823478][bookmark: _Toc34823628]Lab 7
a. Were you prompted with any warning message preventing unauthorized users from accessing the HQ_Router?
No it did not

Were you prompted with any additional text/information when you connected successfully to the HQ_Router? What is shown?
[image: ]
What is the name of the current .bin file in flash?
C2900-UNIVERSALK9-MZ.SPA.151-4.M4.BIN	
Are there any IOS.bin file listed? No
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[bookmark: _Toc34823479][bookmark: _Toc34823629]LAB 8
Why would a user be concerned when submitting information using this website?
The password is visible, and so is security identifier
Why would a user be less concerned when submitting information using this website?
Is Sally’s computer able to access the HQ Internet Web Server using HTTP?
Is Sally’s computer able to access the HQ Internet Web Server using HTTPs?
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[bookmark: _Toc34823481][bookmark: _Toc34823631]Lab 1-
Open the terminal application. Type the command ip address at the prompt to determine the IP address of your virtual machine.
What are the IP addresses assigned to your virtual machine?
127.0.0.1/8
10.0.2.15/24
Locate and launch the web browser application. Can you navigate to your favorite search engine? Yes, I can access using firefox to access google 
Press the right ctrl key to release the cursor from the virtual machine. Now go to the menu at the top of the virtual machine window and choose File > Close to close the virtual machine. What options are available?
It brings up a information box – telling you. The options that are available are 
· Start the machine state
· Send the shutdown signal
· Power off machine
Reflection
What are the advantages and disadvantages of using a virtual machine?
Advantages
· Does not affect the main PC if VM crashes
· Using another OS
· Experiment 
Disadvantages
· Depends of the host PC 

[bookmark: _Toc34823482][bookmark: _Toc34823632]LAB 2 
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[bookmark: _Toc34823483][bookmark: _Toc34823633]Lab 3

What TCP ports are open?
22/tcp open ssh
23/tcp open telnet
[image: ]

What UDP ports are open?
68/UDP DHCPC
631/UDP IPP
5353/UDP ZEROCONF
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What is the message in the secret.odt?
The secret document
[image: ]
Open the files, secret.odt and keyboard.jpg. Did these files change? No
You have extracted the file. Open the extracted secret.odt file with LibreOffice.
Could you open the file? Is the secret message the same as before?
Yes exactly the same

[bookmark: _Toc34823485][bookmark: _Toc34823635]Lab 5 – not done

[bookmark: _Toc34823486][bookmark: _Toc34823636]Lab 6
How many passwords were cracked?
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[bookmark: _Toc34823488][bookmark: _Toc34823638]LAB 8-
How many Warnings did you receive? 5
How many Suggestions did you receive? 6
1. Scroll through the suggestions and select one. You will research a suggestion that you can implement to address the issue.
Which suggestion are you addressing?	
[image: ]

[bookmark: _GoBack]What is your suggested solution?
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C:\>ping 205.165.201.10

Pinging 205.165.201.10 with 32 byres of data:

Reply from 205.165.201.10: byces=32 vime=Séms TTL=125
Reply from 205 165 201 10: byves=32 vime=déms TTL=125
Reply from 205 165 201 10 byves=32 vime=43ms TTL=125
Reply from 205 165 201 10: byves=32 vime=43ms TTL=125

Ping scavistics for 20.165.201.1
Packets: Sent = 3, Received = 3, Lost = 0 (0% loss),
Bpprosimate round trip times in milli-seconds
Minimm = 43ms, Maximm = Sems, Average = 47ms
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Invalid Command.
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Trace complete.
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C:\>ssh -1 admin 10.44.1.1
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Terminal 3 B o 352aM %

root@ubuntu: /home/cisco
_ Search your computer

e

128:cisco Clipboard

Bob:x:1002:
Eve:x:1003:
Eric:x:1004:
HR:x:1005: jenny

jenny:x:1006:
joe:x:1007
root@ubuntu: /home/cisco# nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-02-19 ©3:52 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0000020s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

DD Ome

Nmap done: 1 IP address (1 host up) scanned in 1.83 seconds
root@ubuntu: /home/cisco# fI

e o f

ERECF EOE
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cisco@ubuntu:~$ sudo nmap -sU localhost
[sudo] password for cisco:

Starting Nmap 7.01 ( https://nmap.org ) at 2016-06-03 22:47 PDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.0000030s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.72 seconds
cisco@ubuntu:~$ I
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Terminal

©®© root@ubuntu: /home/cisco
root@ubuntu: /home/cisco# nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-02-19 ©3:52 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0000020s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 1.83 seconds
root@ubuntu:/home/cisco# sudo nmap -sU localhost

starting Nmap 7.01 ( https://nmap.org ) at 2020-62-19 03:53 CST
Nmap scan report for localhost (127.0.6.1)

Host is up (0.600011s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.91 seconds
root@ubuntu: /home/cisco# fI

]
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©® @ cisco@ubuntu: ~/Downloads/john-1.8.0/run

cisco@ubuntu:~$ cd Downloads/john-1.8.6/run
cisco@ubuntu:~/Downloads/john-1.8.0/run$ ./john --show mypasswd
cisco:password:1600:1600:Cisco, ,,:/home/cisco: /bin/bash
Alice:123456:1001:1601: : /hone/Alice:

2345:1002:1002: : /hone/Bob:

assword:1003:1003: : /home /Eve:

Eric:password1:1004:1004: : /home/Eric

5 password hashes cracked, 3 left
cisco@ubuntu:~/Downloads/john-1.8.0/run$ [l
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X eCagubuntu-/Dounlosds John-1.8.0/runs /John --show mypassud
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o password hashes cracked, 0 leit
CtSconubuntu:-/Dounlosds, John-1.8.0/run$ sudo . /unshadow [etc/passud [etc/shadon
Scopubuntu:~/Downloads, John-1

nypassud --fornat-crypt

[3aded & patcuord hathes with & different sslts (crypt, genertc crype(3) [2/64])

o CLIL-C to sbort, alnost any other key for stetus
(Erie)
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©®© cisco@ubuntu: ~

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:9098 errors:0 dropped:@ overruns:@ frame:@
TX packets:9098 errors:@ dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:1

RX bytes:414403 (414.4 KB) TX bytes:414403 (414.4 KB)

ciscogubuntu:~$ ssh 192.168.0.96

The authenticity of host '192.168.0.96 (192.168.0.96)' can't be established.
ECDSA key fingerprint is SHA256:kpkilxw74kd3Kw6+pjQuuSWXXrfUtnoviss/7zAdabg.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.96' (ECDSA) to the list of known hosts.
c15c0@192.168.0.96's password:

Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/

773 packages can be updated.
499 updates are security updates.

New release '18.04.4 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

Last login: Wed Feb 19 ©3:48:04 2020 from 127.0.0.1
cisco@ubuntu:~S

yremoving unused program
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cisco@ubuntu: ~

New release '18.04.4 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

Last login: Wed Feb 19 03:48:04 2020 from 127.0.0.1

ciscogubuntu:~$ telnet 192.168.0.96

Trying 192.168.0.96...

Connected to 192.168.0.96.

Escape character is 'A]'

Ubuntu 16.04 LTS

ubuntu login: cisco

Password:

Last login: Wed Feb 19 03:49:45 CST 2020 from 192.168.0.95 on pts/3
Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/

773 packages can be updated.
499 updates are security updates.

New release '18.04.4 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

cisco@ubuntu:~S

oving unu:

& v

E
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Checking sudoers file

- check sudoers file permissions
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Receiving mail from POP3 Server email.cisco.corp.
NS resolving. Resolving name: emalcisco.corp by querying to DNS Server:
10.44.1.253 DNS resolved ip address: 10.44.1.253
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