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[bookmark: _Toc87659129]Abstract 
In recent years, biometric recognition has been widely used in various fields due to its high efficiency, convenience, and resistance to forgery. While people enjoy the convenience brought by biometric recognition, the risks of privacy leakage are also becoming increasingly prominent. The importance of recognition privacy protection has gradually received widespread attention. Compared with other biometric, iris has the characteristics of stability, individual uniqueness, and non-heredity, which enables iris recognition to improve the security and reliability of the system to a greater extent. At present, many privacy protection iris recognition schemes have been proposed, but most of the schemes have been proved to have security vulnerabilities, and it is difficult to meet the irreversibility, revocability and unlinkability required by international standards at the same time.
In this project, a safe iris recognition system has been designed. Using a method which is based on simulated annealing algorithm and negative database to transform iris data into templates. Negative database is used to design the evaluation function, which provide the privacy protection for hidden solution of simulated annealing algorithm. The generated templates are used for storage and recognition, and they cannot be inversed to get the original plaintext information, the leak of plaintext data is avoided to the greatest extent. 
Theoretical analysis and experimental analysis are conducted to prove the security and recognition accuracy of this system with different parameters at the same time. Observe the security and recognition accuracy as parameters change. Extension strategy, shifting strategy are used to improve the recognition accuracy.
Experimental results show that, this scheme can achieve a better recognition effect on the premise of meeting the three requirements of international standards. Even if the recognition has not reached a very ideal state, but this scheme is the combination of simulated annealing algorithm and iris recognition privacy protection, it is more innovative. 
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[bookmark: _Toc87659130]1. Introduction
[bookmark: _Toc87659131]1.1 Background of Biometric system
Biometric system means the recognition system which uses biometric information to recognition. Biometric information mainly includes fingerprint, face, iris, gait and so on.
The most differences between biometric recognition system and traditional password system are:
1) biometric does not need to be remembered as traditional way of using password for recognition. It provides maximize convenience for users.
2) Passwords or keys can be easily stolen, but most biometric information requires a high-quality collection process.
3) Compared to password or key, biometric is stable through life, it is less easy to change in whole life, leaks can have lifelong effects, so it's important to protect biometrics from the start.
Because of the fast and high accuracy of biometric recognition, it has a lot of applications scenarios in modern society. For example, when using a banking device, people are asked to look at the camera, and the system performs facial recognition to ensure the operator’s identity; mobile phones are loaded with facial recognition and fingerprint recognition. 
But there still exists some biometric information leakages, in 2019, a database belonging to suprema exposed to the public internet[1], the biometric data within the database involving millions of citizens, involving the organizations including the metropolitan police, governments, multinational companies and Banks, the researchers found that these biological information in the store did not have any privacy protection, directly stored in the form of plaintext. Although, the harm of data leakage problems was not immediately available, but hidden dangers will exist a lifetime.
Biometrics have a very important feature that it is stable for most part in a person’s life, it means that troubles will be caused that once the biometric directly leaks, the information is irrevocable. 
[bookmark: _Toc87659132]1.2 Background of Iris recognition system
There are many kinds of biometric information, such as face, fingerprint, iris and so on. Compared to other biometrics, iris has a lower rate of misidentification and less easy to change in whole life because of its non-contact nature. In addition to this, iris is less easy to be stolen by attackers, because iris images’ acquisition needs sophisticated equipment and stable environment. Here is an example of iris (Figure 1 is derived from [2]): 
[image: ]
Figure1 Iris Image
From the image, three part of eye is introduced, they are iris, pupil and sclera. The iris is the ring between sclera and the pupil of the eye, there are many textures in iris, which contain a lot of characteristic data. Iris recognition has lower error rate because of these texture features.
The iris image was captured using a high-precision camera, the original dataset of iris is image-formatted. Before the register and recognition phases, it needs iris image pre-processing. Iris image pre-processing mainly includes localization, normalization, feature extraction and coding. Their respective functions are as follows:
1) Localization: Distinguish the outer ring between the iris and sclera, and the inner ring between iris and pupil.
2) Normalization: In the previous step, a circular iris was extracted, and now it needs to be standardized with normalization, that is, stretching the circular iris into a rectangle. This can compress images and facilitate feature extraction.
3) Feature extraction and coding: For example, Daugman[8] used Gabor filter to get the feature and code it to 2-D Gabor wavelet coefficient sequence, in order to enhance the Universality of the system, the exclusive OR between binary strings is used for recognition for the low cost. 
[bookmark: _Toc87659133]1.3 Security requirements in biometrics
 In recent years, many researchers have devoted themselves to the research of iris recognition privacy protection. In order to have a unified standard to evaluate the merits and demerits of these programs, ISO/IEC 24745[3] has been proposed. According to the international standard, biometric template protection must meet three requirements: 
(1) Irreversibility: it means that the plaintext of biometric must cannot be reversed from template;
(2) Revocability: it means that once the template is leaked, a new template can be created to replace the old one, the server can delete the old template;
(3) Unlinkability: it needs the method to defend the cross-matching attacks from attackers, in that case, if attackers get the template from two or more database, they still cannot determine which templates come from the same user. In that case, even if attackers get the templates from server databases, they still cannot get the original information of users.
[bookmark: _Toc87659134]1.4 Accuracy evaluation indicators
The mainstream method for calculating experimental accuracy is using FAR, FRR and EER[6]. FAR means False Accept Rate. Probability of treating iris that should not be matched as legal user. We hope that the FAR can be as small as possible.

GAR means the probability of treating iris from the same person as true. It is the opposite of FRR.

FRR means False Rejection Rate. It means the probability that the system recognizes the legal user as illegal one, the smaller of FRR value means better, the calculation formula is as follows:

EER means Equal Error Rate, Ut is the number when, the smaller the number, the better. The example of EER plot is shown below (Figure 2):
[image: ]
Figure2 FAR-FRR Diagram
[bookmark: _Toc87659135]1.5 Problems existing in existing iris recognition schemes
At present, with the widespread application of iris recognition privacy protection and attention to security, many iris template protection schemes have been proposed. 
But most of them have been proven to have security vulnerabilities either fail to simultaneously meet the features required by international standards or are vulnerable to certain attack methods. 
The first attack is mainly to prove that it does not satisfy one or more of irreversibility, revocability and unlinkability at the same time.
Second is, cancelable biometric types are vulnerable in the following ways[10]:
(1) FAR Attack
If attackers can access to the database which have large amounts of templates, FAR attack can be used. In the researches of iris template protection, FAR, FRR and EER are used to evaluate the biometric system, even if the FAR is 0.01%, there still have 1 can pass the system verification. 
(2) Linkage Attack
Cancelable biometric is designed to solve cross matching problem between different applications, this method makes the templates in different applications much different from each other. However, for the biometric salting process, helper data is used to generate translated templates. The set of features that generate transformation templates can be limited, the choice of the most reliable bits depends on the statistical properties of individuals. Therefore, we can find the relationship between templates stored in different applications. Attackers can use the correlation talked before to generate an approximation of the original template.
(3) Hill Climbing Attack
In cancelable biometric, there always have a comparison score between the templates store in the database and the template used to making a request. So, the differences between existing and stored templates can be known. In hill climbing attack, attackers use an initial template as a start, then, the initial template will be modified continuously by calculate the difference between target until a good comparison score can be obtained. As a result, the score will decrease gradually, the attacker can perform hill climbing attack for cancelable biometric.  
(4) Substitution attack
In this type of attack, the attacker can intercept the feature module, can replace the feature set with his own feature to let the system accept his own template. In the salting process of cancelable biometric, if the attacker can access to victim’s user key, it will be easier to execute the attack. In the same way, if the transformed parameters are known by the intruder, the irreversible transformation can also be recovered.
(5) [bookmark: OLE_LINK5]Attack via Record Multiplicity
If attackers can get access to multiple different templates, information between templates can be found. Therefore, the original biometric template can be generated from the existing correlation among multiple templates. If the information of each variable transformation and transformation method and template transformation are stored in the database, attack via record multiplicity can be executed.
(6) Masquerade Attacks
If the attacker can get access to the templates database, hill climbing attack can be executed by conducting the process talking before, then, masquerade attack can be performed to hack the system. In salting approach, if the process is invertible, then using masquerade attack the original template can be reconstructed.
(7) Overwriting Final Decision
Like the traditional biometric system, the biometric system which can eliminate the biometric system is also vulnerable to this attack. After the last decision, the comparison score can be overwritten, and the cancelable biometric system cannot avoid this attack.
(8) Stolen tokens
In biometric salting process, the helper data for a specific user will be used to generate the template. Because tokens processed by users, they are easy to break. Therefore, in the process of biometric recognition, the ability of resist stolen token attack is generally evaluated.
[bookmark: _Toc87659136]1.6 Negative database
Imagine a scenario, a medical company wants to produce a specific medicine for a certain disease, and in order to maximize the company's profits, they need to determine which disease has the largest number of people currently suffering from it, they need to do market research in the population. If people are directly asked what illness they have in a survey, people may want to protect their privacy, refuse to answer or give a fake answer, which will waste time and be ineffective. Using a negative survey does not allow users to choose their true situation, but to select parts of the situation that do not fit them to represent their true choice. Then through a large number of questionnaires, statistics of the distribution of answers can get the same effect as the investigation.
The negative survey here shows the concept of "negative", which has a similar meaning to the negative database. The negative representation of information not only achieves the same effect as the normal database but also achieves the effect of privacy protection
	As it literally means, negative database is the negative form of a normal database. Note that, negative databases are operating on binary strings. For example, there is a binary string- “000” need to store, a three bits binary string have 8 values, the other side of “000” are “001”, “010”, “100”, “011”, “101”, “110” and “111”. Next, the normally represented bits are denoted as determine-bit, others need to be replaced by “*”. Thus, the difference in the determinate bit will result in a different negative database being rendered. The generation process of a negative database is shown below (figure 3):
[image: ]
Figure 3 Negative database
	As the figure shows, the number “1” in column 3 is the determine-bit, Other “*” is the uncertain position, “*” is used to do fuzzy processing of negative database information, to avoid too much information leakage resulting in privacy leakage. 
There are several parameters that needs to use in negative database generation, such as  and .  is the parameter which is used to control the size of the generated negative database. The probability parameters  and  are used to control the distribution of different types of data in a negative database. 
For example, in p-Hidden algorithm, there are three types of records, type 1 is the record which has one-bit difference from the hidden binary string on determination bit; and so on, type 2 is the record which has two bits difference from the hidden binary string on determination bit; type 3 is the record which has three bits difference from the hidden binary string on determination bit. In short, none of the records are exactly the same as the hidden binary string. 
	The parameters are not random, and their Settings can greatly affect security and identification performance. According to reference [40], the parameters need to satisfy  At this point, the negative database generated by p-Hidden is generally difficult to reverse or solve.

[bookmark: _Toc87659137]1.7 Aim and Objectives
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]Many existing iris recognition privacy protection schemes have security problems, some of them cannot meet the three requirements of International Standard at the same time, new schemes need to be proposed. The aim of this project is exploring new ways in this field, a new method which combines intelligence optimization algorithm and negative database is proposed. 
The more detailed objectives are as follows:
(1) [bookmark: OLE_LINK10]Literatures investigating: A large number of literatures in the field of safe iris recognition are going to investigated. The main purpose of literature research is to get familiar with biometric identification, iris feature recognition, iris recognition privacy protection, security and identification accuracy evaluation criteria, common attack means. In addition to this, several commonly used iris datasets will be selected. 
(2) Scheme Designing: Combine literature reading with algorithm learning experience, simulate annealing (SA) algorithm is a suitable searching algorithm which can automatically provide randomness to templates; in the meanwhile, negative database is a privacy protecting technology for binary string which is the hidden solution of SA.
(3) Implement: According to the scheme to implement the code, run the program and collect experimental results and intermediate data.
(4) Accuracy analyzing: The experimental data and experimental scheme were analyzed according to the analysis method mentioned in the literatures proposed in this field. Adjust the algorithm parameters to observe the change of experimental results.
(5) Security analyzing: The irreversibility, revocability and unlinkability of the scheme were analyzed theoretically and experimentally. Draw conclusions based on the analysis results.
(6) Extension Strategy: The extended strategy is applied to optimize the recognition accuracy of the scheme and compare it with other schemes.
[bookmark: _Toc87659138]1.8 Article structure
I will introduce my project as follows: in next section, Literature in related fields will be investigated, critical thinking will be given; in chapter 3 the research method will be introduced; in next chapter, the experimental scheme will be described in details; in chapter 5, experimental results and security analysis will be demonstrated, large amount of data, charts and theoretical analysis will be carried out in this chapter; chapter 6 gives out the conclusion and future work and chapter 7 is the reflection of this project.
[bookmark: OLE_LINK6][bookmark: OLE_LINK9]

[bookmark: _Toc87659139]2. Literature Review
[bookmark: _Toc87659140]2.1 Overview
This project mainly focusing on iris privacy protection. In order to know better about this field, the existing literatures are reviewed in the following perspective.
(1) Existing iris recognition systems;
(2) The challenges of iris privacy protection systems;
(3) Existing privacy protection methods for iris recognition;
(4) Simulated annealing algorithm and its application;
(5) Negative database technology.
The literatures collected here mainly focuses on the period between 1983 and 2021, the earliest paper is talking about how the simulated annealing algorithm is proposed and its specific applications, large amount of papers mainly introduces the development of iris recognition privacy protection in recent years. The research of new approaches of generating cancelable template of iris recognition privacy protection is mainly concentrated in the last two years. 
[bookmark: _Toc87659141]2.2 IRIS Recognition Systems
	In iris recognition systems, the iris images are usually converted to binary string or real-valued feature vector, because binary string has better adaptability and can be combined with many algorithms. 
Iris recognition system was first proposed by ophthalmologists[6], Aran Safir and Leonard Florm. They propose that the structure of the iris varies slightly from person to person which can be used to identification. 
In 1991, Johnson proposed the earliest iris recognition system recorded in literature. Later, Daugman[8] introduced a new iris recognition system, which used Gabor filter to obtain the iris structure, coded the iris into multi-scale orthogonal 2-D Gabor wavelet coefficient sequence, converted it into binary string, shows excellent recognition performance
Accuracy of this iris recognition system is obtained by calculating Hamming Distance (HD). Experimental results show that there was zero error in millions of matches, it means this iris recognition system has excellent recognition effect. 
In addition, using Daugman 's method can greatly reduce the iris recognition time. Because in this way, the Hamming distance between iris binary strings is calculated by exclusive OR operation. Computing between binary numbers is the fastest for a computer. So binary iris recognition can be used on any computer, even one that is not so well configured.
Except for Daugman, Boles[6] used wavelet transform to iris recognition system which overcome the limitation of angel and noisy. 
Lim et al.[9] used two-dimensional wavelet transform to encode iris, which reduced the feature dimension and improved the classification and recognition effect, and proposed an iris feature represented by 87 bits
In 2000, Institute of Automation, Chinese Academy of Science proposed a multi-channel Gabor filter is proposed to extract iris features[4], the results show that iris recognition has made great progress in China.
[bookmark: _Toc87659142]2.3 Existing privacy protection methods for iris recognition
In order to solve the problems existing in the field of privacy protection iris recognition, researchers have made many efforts to find more secure iris recognition solutions. These methods mainly adopt fuzzy commitment, fuzzy vault, fuzzy extractor, Bloom filter, Non-invertible Transformation and so on. The existing methods can be divided in to two parts: Biometric Cryptosystems and Cancellable Biometric[10]. 
[bookmark: _Toc87659143]2.3.1 Biometric Cryptosystems
Biometric Cryptosystems can be further divided to key-generation cryptosystem, key-binding cryptosystem. Key-binding means the key which participates in the privacy protection process is independent of biometric data, and the key is generated by the application. Key-generation means that the generation of the key is generated based on the biometric information and other auxiliary data. 
Fuzzy commitment is a kind of Key-binding methods, Juels et al.[12] proposed it for the first time. To be specific, this method uses an application-specific key to generate error-correcting code, and combining error-correcting code and biometric data. Then, Rathgeb et al.[13] applied fuzzy commitment to iris recognition. The use of double-layer error correction technology provide the ability of fuzzy recognition; it also can improve the ability of error correction to get better recognition performance; analyzing the error of iris coding can better deal with a small number of changes in the iris collected at different times. 
However, in 2010, Ignatenko et al.[14] proved that the fuzzy commitment system is unsafe against violent attacks. Rathgeb et al.[15] proposed a method to attack the fuzzy commitment system in another paper, which can recover the original iris data by recovering the key; therefore, irreversibility cannot be satisfied. The research on fuzzy commitment seems to have fallen into a bottleneck. In recent years, no good method to improve fuzzy commitment has been proposed, so it is difficult to continue the research. 
Juels et al.[16] proposed a fuzzy vault scheme for the first time, which is one of the classic schemes in the field of biometric encryption. However, in 2007, Scheirer et al.[17] proposed effective attacks on fuzzy vault system and biometric cryptosystem, which are record multiplicity attack, secret key inversion attack and new mixed permutation attack respectively.
In addition to these methods, fully homomorphic encryption can also be used to protect iris recognition system. Mahesh et al.[18] improves the recognition accuracy by generating rotation invariant iris codes and reduces the computational time by using the batching scheme.
[bookmark: _Toc87659144]2.3.2 Cancelable Biometric
Cancelable Biometric is another branch of biometric recognition method. This method can be further divided to salting and Non-invertible Transformation. 
Non-invertible Transformation refers to the conversion of biometric input in the authentication process, the registration and verification process only compares the converted template, and the biometric plaintext information does not participate in the transmission and comparison, to improve the security of biometric information. 
The biometric salting technology refers to the conversion of biometric input in the recognition process. By combining user-specific data (password or a random number) with biometric data extracted, the biometric template is adaptive to distortion. Since the biometric salting process is completely dependent on external auxiliary data, this method is revocable by simply changing the password. 
Currently, most biometric recognition methods use irreversible template generation.
Zhao et al.[18] proposed an iris template protection scheme based on local ranking. This method uses the rank value between adjacent blocks to replace the original iris feature data for storage and recognition. To be specific, XOR calculation is performed between the plaintext information of iris and the binary string unique to the application, the results are divided into blocks, then decimal values are calculated in the block, decimal values in the group are sorted according to the size, then decimal values sorting results are recorded to generate iris template.
Lai et al.[19] proposed a new irreversible transformation, "indexing-first-one" (IFO) hashing and introduced Hadamard product and modular thresholding function. 
Zhao et al.[20] Proposed an iris template protection method based on random response technology and aggregated block information. This method stores summary information in each block instead of original iris data, so as to achieve the effect of privacy. 
Rathgeb et al. [21] proposed a revocable iris information recognition scheme using adaptive bloom filter, the scheme does not require iris calibration and alignment.
Dwivedi et al.[22] proposed an irreversible transformation scheme based on decimal coding and random lookup mapping table. Irreversibility, revocability and unlinkability of the scheme were analyzed, and mountain climbing attack was carried out, it further proves the high security of the scheme.
With the further development of iris recognition, in recent years, many new iris template protection schemes have been proposed. Rajasekar et al.[23] proposed an irreversible transformation, the prime objective of this research is to create a transformed cancellable biometric template through an encryption function and a one-way transformation function. In this paper, many attacking methods have been carried out, such as brute force attack, record multiplicity attack, stolen key attack, doppelganger threat and privacy violation attack, the scheme is proved to have high security from many aspects.
 Although many methods have been proposed these years, many of them have been proved to be unsafe and unable to satisfy irreversibility, revocability and unlinkability at the same time after. Raja et al.[24] proposed a novel approach relies on creating a multi-bucket based protected template derived from single iris codes. The approach achieves a high degree of unlinkability, but it didn’t give out the proving processes of irreversibility, revocability. Salting approach is introduced by
Asaker et al.[25]. It depends on mixing the original binary iris code with a synthetic pattern using XOR operation. In this article, only unlinkability has been proved, revocability and irreversibility were not mentioned. 
Nandakumar et al.[26] further pointed out that a large number of current methods cannot satisfy irreversibility, revocability and unlinkability at the same time, and all of them have vulnerabilities in security.
It can be seen from the above literature that in the past decades, many biometric template protection schemes have been proposed, but many schemes have been proved to have the problems of security and inefficiency. Therefore, it is of great significance to introduce new iris recognition schemes that are more secure and effective.
[bookmark: _Toc87659145]2.4 IRIS Recognition Privacy Protection Challenges
	Iris recognition privacy protection faces two main challenges, security problems and accuracy rate. Sometimes, the scheme with high security will reduce the recognition accuracy to a certain extent, but a high accuracy system sometimes has some potential security issues. It is very difficult to come up with solutions with high precision and high security in this field. 
The existing method is mainly on the premise of proving its security, the precision will be discussed. This section mainly discusses the security problems exist in the existing schemes of iris recognition.
	Osama et al.[27] questioned the security of negative iris recognition proposed by previous researchers, this Osama demonstrates that more than 75% of the original iris-code bits can be recovered using a single protected template. This paper represented that negative iris recognition is vulnerable to attacks via record multiplicity where an adversary can combine several transformed templates to recover more proportion of the original iris-code.
Soliman et al.[28] proposed a method based on comb filter, but in this paper, the author only explains the revocability of his scheme, and does not elaborate on its irreversibility and unlinkability. The revocability of this scheme is provided by the variation of the comb filter order. The security of this scheme is not comprehensive enough.
Raja et al.[29] proposed a method based on Morton Filter, this novel approach relies on creating a multi-bucket based protected template derived from single iris codes. The approach being antagonistic to various configurations (block size and bit lengths), achieves a high degree of unlinkability deeming it practical for iris recognition systems. But it didn’t give out the proving processes of irreversibility, revocability.
The three methods mentioned above that may have security problems are all papers published in 2020, which proves that there are still some security loopholes in the iris recognition privacy protection field, and a more comprehensive security analysis is required when new schemes are proposed in the future.
[bookmark: _Toc87659146]2.5 Intelligent optimization algorithm
The development of information technology in recent decades has produced many brilliant algorithms. Ojha et al.[27] sorted them to single-solution based algorithms and population-based algorithms. The meaning of single-solution based algorithms is this kind of algorithm only run one solution a time, the representatives are Simulated Annealing Algorithm and Tabu[28]. Population-based algorithms will run multiple solution at the same time. 
Simulated Annealing Algorithm was proposed by Gelatt in 1983[5], which is derived from the principle of solid annealing. By slowly cooling down, the internal particles of solids change from disorder to ordered state to achieve equilibrium, internal energy becomes the lowest. Simulated Annealing Algorithm is an intelligent optimization algorithm, which has strong randomness, it can guarantee the irreversibility of iris template generation processes. 
Population-based algorithm can be further divided into two subclasses: evolutionary algorithm and swarm intelligence algorithm. Evolutionary algorithms are based on evolutionary theory, including genetic algorithm[29], DE difference algorithm[30], etc. 
Population-based algorithm usually keeps the solutions with better fitness values and removes the solutions with poor fitness values by guiding the solutions to carry on the constant selection, crossover, mutation and other changes. 
Swarm intelligence algorithms are simulating animal populations hunting in nature, particle swarm algorithm[31], the ant colony algorithm[32] and the Wolf optimization algorithm[33] are the representatives of such algorithm. 
These algorithms in recent years spawned many new algorithms is roughly same, but generally speaking process by search the global optimal and local optimal search. In global optimization, different probability distribution and existing information are used to generate new local search scope. In local optimization, strengthening local search to find the optimal solution is the main idea of this algorithm.
Particle swarm search algorithm[34] is similar to genetic algorithm, inspired by the foraging behavior of birds in the biological world. It is assumed that a group of birds are randomly searching for food, and there is only one piece of food in the search area. At the beginning, all the birds do not know the location of the food, but they can know how far they are from the food. They can also remember where they were closest to the food in the area they flew over, and they can also know where all the birds in the flock were closest to the food in the distance they traveled, and then decide where to go next based on their own history and the experience of the group. 
1.6 [bookmark: _Toc87659147]Negative database
Negative information representation is a privacy protection technology which is proposed by researchers in the 1960s. Thereafter, Esponda[35] proposed negative surveys based on the negative representation of information. 
Esponda et al.[36] proposed that negative database is a storage form of negative information representation, which is inspired by the self-non-ego discrimination theory in biological immune system. In the biological immune system, immune cells carry out systematic protection by matching and recognizing the invading object (non-self), so as to achieve the purpose of protecting the body cells and tissues (self).
	Negative database technology is a form of compression of the complement of the original positive database. Recovering the hidden data according to the content of negative database is proved to be an NP hard problem (Esponda et al.[36]). Compared with traditional encryption and decryption algorithms, negative database has some unique properties. It can perform some computation and database operations, such as union, insert and query, without "decryption". More on negative databases has been introduced in section 1.6.
At present, some negative database generation algorithms have been proposed, such as q-Hidden, p-Hidden, k-Hidden and QK-Hidden. 
q-hidden algorithm was first proposed by Jia et al in literature [37] to generate difficult SAT instance. Since any SAT instance can be converted into a binary negative database, Esponda et al.[38] used q-hidden algorithm to generate unsolvable negative database. Negative database is generated according to parameter q and r which can be used to control the distribution of negative database records and the size of negative database. In each iteration, the record will be randomly selected from k position, regard other bits as the uncertain orientation, and statistics the throne with hidden bunch of different digits, and the record to  probability acceptance, the generated negative database records are exactly sure with K. Due to the nature of the q-Hidden algorithm, it can only be used to generate a negative database for a DB containing only one string.
	 Liu et al.[39] proposed p-hidden algorithm, which can be used to generate a negative database from a hidden string that is difficult to solve relative to the local search strategy. p-hidden algorithm adopts two parameters P1 and P2 to control the generation probability of records of type 1, 2 and 3 in the negative database. Record X takes probability p1, p2 and p3 = 1- p1- p2 as records of type 1, 2 and 3 respectively. Type 1 differs from 1 bit on the hidden string, type 2 differs from 2 bits on the hidden string, and type 3 differs from 3 bits on the hidden string. Compared with q-Hidden algorithm, p-Hidden can control the insolvability of the negative database generated more fine-grained. When K=3, q-hidden algorithm can be regarded as a special case of p-hidden algorithm. Experimental results show that p-Hidden algorithm is more difficult to solve than q-Hidden algorithm.
	Zhao et al.[40] proposed the K-hidden algorithm, which uses K-1 parameters to control the distribution of different types of records. When using K-hidden algorithm, the number of probability parameters can be easily controlled, the granularity of the algorithm can be set by the user.
Compared with p-Hidden and q-Hidden algorithm, K-Hidden algorithm can control the generation of NDB in finer granularity, and the experiment also proves that the generated negative database is more difficult to reverse. 
On this basis, Zhao et al.[41] further proposed the QK-hidden algorithm. Based on this negative database generation algorithm, they also proposed a k-means algorithm for privacy protection.
[bookmark: _Toc87659148]2.7 Extension strategy
After understanding the security issues of iris recognition privacy protection, improving the recognition accuracy is also a key point to ensure the efficiency of our scheme. In the process of researching the literature, it is found that many iris recognition privacy protection fields adopt the same strategy to improve the identification accuracy.
In reference [15], two extended strategies are used for iris recognition, shifting strategy and masking strategy. These two strategies can improve the recognition accuracy. 
[bookmark: OLE_LINK13][bookmark: OLE_LINK14]The shifting strategy[42] is an extended strategy which be used to solve the recognition error caused by the head Angle deviation in collecting the iris different times. To be specific, the original iris feature data is cyclically shifted with a fixed step size, templates are generated for the shifted strings respectively, and the minimum Hamming distance calculated in the recognition process is taken as the final recognition similarity to test the recognition performance. The formula of shifting strategy is: 

When applying shifting strategy, the data in the server should be kept unchanged while the iris feature data submitted by the user should be shifted and changed.
If there is eyelid or eyelash occlusion when collecting iris feature data, these data will affect the recognition effect when matching, then masking strategy[42] can be used to solve this problem, the part has been covered is recorded as the noise bits, and the corresponding mask value is' 1 '. When using the masking strategy for distance estimation, these occluded parts are ignored. The formula of masking strategy is as follows:

 and  are compared only when the mask value of the Kth bit of the string x and y is' 0 ', that is, only the distance of the string X and y on the valid bit is compared. After the distance of significant bits is calculated, a corresponding multiple is extended, namely m/m1, as the final distance result.
Based on the literature research, it is found that the use of the mask strategy and the shift strategy can only improve the recognition accuracy by a small margin, and the use of the shift strategy can improve the recognition accuracy to a greater extent than the use of the mask strategy.
[bookmark: _Toc87659149]3. Methodology
[bookmark: _Toc87659150]3.1 Research Approach 
This paper is mainly an engineering experimental type project, the purpose is to propose a new method to meet the international standards of irreversibility, revocability and unlinkability under the premise of a desired recognition accuracy. The feasibility of the whole scheme is mainly proved by the intermediate data generated by the experiment and the experimental results after statistical calculation, as well as the output chart. 
Before the experiment, a theoretical analysis will be conducted on the new scheme combining intelligent optimization algorithm and iris recognition privacy protection, and the possibility of this scheme will be judged from a mathematical perspective. If the experiment is proved to be valid in theory, the reasonable hypotheses will be carried out before the experiment, experimental results and intermediate data from the experiment will be observed carefully. Then the experimental data obtained are compared with the expected results before the experiment to see if they meet the hypotheses.
For experimental data that is different from the expected results, carefully check the source of experimental data, statistical process, etc., to see if there is any human error. If there is no error in the process of implementing the experiment, then analyze the specific causes of the error in detail and whether there are problems that were not considered before the experiment was carried out.
If the experimental results are consistent with the hypothesis before the experiment, it is proved that our theoretical analysis has a preliminary effect, and the experimental results are summarized and analyzed.
In the next two sections, what data will be collected and what data will be analyzed will be described in detail.
[bookmark: _Toc87659151]3.1.1 Data collecting
Raw dataset
[bookmark: _Hlk86170215]In the process of converting an iris image into a binary iris string, many technics need further research, such as iris localization, nonlinear normalization, occlusion segmentation, liveness detection, large-scale recognition and many other research issues. Institute of Automation, Chinese Academy of Science tries to provide a carefully designed iris image databases of sufficient size. The dataset was called CASIA-IrisV3[4].
CASIA-IrisV3 includes three subsets which are labeled as CASIA-IrisV3-Interval, CASIA-IrisV3-Lamp, CASIA-IrisV3-Twins. CASIA-IrisV3 contains a total of 22,051 iris images from more than 700 subjects. All iris images are 8 bit gray-level JPEG files, collected under near infrared illumination. Almost all subjects are Chinese except a few in CASIA-IrisV3-Interval. They described in their website that the feature of CASIA-IrisV3-Interval is “Very good image quality with extremely clear iris texture details”. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: _Hlk86170232]Because of the good quality, the dataset used in this article names CASIA-IrisV3-Interval[4]. This dataset has been downloaded by more than 3000 researchers from more than 70 countries. Many fabulous works have been proposed based on this dataset. In this dataset, 2639 iris images from 249 people have been transformed to binary format. So, what need to be done is focusing on the processes of doing irreversible transformation. 
experimental data
This project will transform plaintext of iris to a template for an equal-length binary string, the first intermediate data going to get are basically are the information about the individuals in population. They are: (1) the time of generate a template, (2) the best fitness value in the population, (3) the distance between individuals and hidden string and so on.
(1) The time it takes to generate templates represents the efficiency of the overall system, improving the efficiency of the system by optimizing the scheme is also an important objective of the experiment. Although this project is now in a research phase, but if it is to be applied to real life, the efficiency is an important thing to take into consider. 
(2) The best fitness value can roughly reflect the solving ability of the intelligent optimization algorithm under such parameters, which can help estimate the experimental effect in the middle of the experiment.
(3) In the experiment phase, the hidden string can be used to estimate the Hamming distance between individuals in population. If the Hamming distance between hidden string and individuals is too close, the system runs the risk of exposing hidden strings. If the distance is too far, the recognition accuracy will not as accurate as we expected.
All the above are the intermediate data of the experiment. The data after template transformation, final recognition result data that will be used in the analysis the accuracy and security is mainly obtained by calculating and make statistical analysis of the Hamming distance between templates. 
[bookmark: _Toc87659152]3.1.2 Data analysis methods
This part is evaluating the security level and accuracy of this method. The evaluation criteria are required according to the introduction of international standards and papers by previous researchers who have made outstanding contributions in this field. The evaluation criteria were documented in detail as early as 2004 and have been widely used in subsequent biometric recognition studies
Security analysis
By reading researchers’ articles, the methods to prove the safety of the scheme from the perspective of theory or experiment. In 2011, in order to standardize existing biometric privacy protection methods, International Organization for Standardization “provides guidance for the protection of biometric information under various requirements for confidentiality, integrity and renewability/revocability during storage and transfer”. 
The Security analysis part mainly include irreversibility, revocability and unlinkability. When the irreversibility of the scheme is analysed, in theory, the theoretical mathematical analysis is going to do. For example, the randomness in generating the template in this scheme is an important part of irreversibility which to be analysed carefully. Analysis of irreversibility can also be done by some means of attack, such as multiple record attacks, brute force attacks, etc. But in this project, attacks are not going to use in safety analysis.
In many literatures, analysis of revocability part is always done by other researchers by analysing the process of the system replaces the leaked template, mainly theoretical analysis. 
The analysis of unlinkability can be illustrated mainly through figures, cross-matching figures and normal matching figure; the distribution of Hamming distance of intraclass and interclass users can be put separately on a graph to judge the Hamming distance distribution of users of intraclass and interclass classes. In addition to this, in reference [41], a general framework to evaluate unlinkability has been proposed by Gomez-Barrero, the authors applied to assess the unlinkability of the four state-of-the art techniques for biometric templates protection: biometric salting, bloom filters, homomorphic encryption, and block remapping. 
Accuracy Analysis
	There are 249 subjects in the dataset CASIA-IrisV3-Interval, the individual among them has a dozen iris binary string at largest. When calculating the Hamming distance between intraclass users, the experiment will select a random data from one subject, and use this data as the register data, the rest of the template data is used as recognition data. When calculating the Hamming distance between intraclass users, the registration template is to select a random template in an individual, and then calculate the Hamming distance of the templates not owned by the same individual.
After obtaining the accuracy value in the previous experiments, the recognition accuracy will be compared to other methods, such as original method without privacy protection, and methods proposed by other researchers.

[bookmark: _Toc87659153]3.2 Research Methodology
[bookmark: _Toc87659154]3.2.1 Research method and Analysis
This project is an experimental project, and it also can be classified as hypothesis testing. By reading literatures and what have learned about algorithms in the past, possible effective privacy protection schemes for iris recognition were explored. 
In the past learning algorithm experience to understand the self-heuristic algorithm, which is a solution space based on the distance between the current position and the target location, as well as past experience to get close to the target location of an algorithm. 
Based on the scheme proposed in this project, only proposing a program cannot guarantee the effectiveness of the program, the following perspectives need to be analysed from the proposal to the completion of the program:
1) The template generation process was theoretically analysed before the experiment.
2) Collect experimental intermediate data during the experiment, understand the distance between the current solution and the target position in real time, and judge the position change in the search process.
3) After the template is obtained, the real registration process is simulated, the identification accuracy is calculated according to the experimental design, and the correlation between the identification accuracy and algorithm parameters is analysed.
[bookmark: _Toc87659155]3.2.2 Evaluation Criteria
The evaluation criteria of this project are mainly the evaluation of scheme recognition accuracy and security. These evaluation criteria are mainly from the evaluation criteria commonly used by researchers in the field of iris recognition privacy protection in recent years.
Evaluation criteria for system accuracy. Through learning the literatures proposed in iris recognition privacy protection recent years, the researchers for precision test, the method of simulation in real scene using this scheme for the recognition of iris registration.
1. False Accept Rate. Randomly select one random data from N objects in the data set to register as a template, and store the template. In the process of recognition, the rest N-1 objects other than the registered object all the iris data as object recognition. The total number of comparisons and the recognition pass rate under different distance thresholds were counted. By calculating the pass rate of different objects at different thresholds, it can help to calculate the false accept rate.
2. Genuine Accept Rate. Randomly select one objects, and register one of his or her iris data to generate the template to store. In the process of recognition, the rest iris data of the same objects will be transformed to templates, and they will be regarded as recognition templates. By calculating the pass rate of the templates which belong to objects at different thresholds, it can help to calculate the genuine accept rate.
Evaluation criteria for security of scheme. In the literature survey, it is found that the evaluation method for scheme safety can be carried out mainly from two aspects, the angle of the defender and the angle of the attacker.
1. From the defender perspective. The defender should calculate the minimum possible amount of original iris information inferred from the template. This figure is largely a mathematical extrapolation. By the standard of irreversibility, if the number of possible inversions of this is greater than , the system will be regarded as irreversible.
2. From the attacker perspective. When investigating the literatures, many authors conducted several attacks to the schemes they proposed in order to prove that their solution to be extremely safe. These attacks mainly include: Hill climbing, Linkage Attack, Attack via Record Multiplicity and so on. 
Due to time constraints, the project did not plan time in advance to apply attack means to prove the security of the scheme. From the perspective of defenders, the scheme was proved to be irreversibility, revocation and unlinkability from theory to experiment.  
[bookmark: _Toc87659156]3.2.3 Materials & Tools
1. Hardware devices: 
This project was planned to carried out on an HP computer. Because the iris templates take a long time to generate and there are a lot of parameters need to do the experiments, it cannot be completed in a computer on time, the other two devices were used as supplementary devices in subsequent experiments. One device is from the laboratory of Wuhan University of Technology, another is provided by the IT service of UWTSD.
The configuration of my own laptop:
CPU: Intel(R) Core (TM) i7-7700HQ CPU @2.80GHz
Memory: 16GB
Operating system: Windows 11
Computer brand: HP
2. Software: 
The main software used in the experiment are MATLAB and Excel. MATLAB is tool which is specializing in numerical analysis, matrix calculation, scientific data visualization. It can be used to implement the experiment and visualize the data I expected to intuitively see the effect of the scheme. 
Compared to other platform, MATLAB is stronger in presentation and observation of data, many of the intermediate data used in our experiments are very clear and easy to present in the MATLAB workspace.
For data statistics software, Excel is a powerful data processing software. The data used in this project is mainly some digital data. Some other data processing software were also investigated, and some of them may have powerful functions that can be used to process advanced data processing software including map data and geographic information, but they seem not to be used in this project.
[bookmark: _Toc87659157]3.3 Experimental Design
[bookmark: _Toc87659158]3.3.1 Overall scheme framework
In the field of iris recognition, it will have two phases separately, register phase and recognition phase. 
In register phase, users need to submit his or her own iris data firstly; then, the algorithm will transform the plaintext of iris to a template; and then, the template will be submitted to the server and the server will store it. 
In recognition phase, a user will have to submit his or her real-time iris data, the algorithm will transform it to template as before; after the user submit the real-time template to the server, the server will compare the real-time template with those templates record in the server database. If the hamming distance is greater than the threshold C, the user will be recognized as illegal user and the system will reject the user. If the hamming distance is less than the threshold C, it will be recognized as legal user and allow them to access to the data in the server. 
The flow chart of the system is as follow (figure 4):
[image: ]
Figure 4 the processes of iris recognition system
The transform from users’ iris data to template mainly including two algorithms, Simulated Annealing Algorithm and negative database generation algorithm, and they will be introduced in following sections.
[bookmark: _Toc87659159]3.3.2 Negative database
In literature review part, the origin and development of negative databases are introduced; the purpose of negative database and its applicable target are also introduced in more detail. 
The characteristics of these algorithms are introduced in the literature. Many of the negative database algorithms proposed later are also improved on the premise of the previous negative database algorithm.
The differences between these algorithms can be illustrated in the following tables:

	
	QK-Hidden
	K-Hidden
	q-Hidden
	p-Hidden

	fine-grained
	√
	√
	
	

	unsolvable
	√
	√
	√
	√

	Easy to control
	
	
	√
	√


[bookmark: _GoBack]The degree of negative database irreversibility is QK-HiddenK-Hiddenq-Hiddenp-Hidden. Degree of fine-grained of the algorithm is QK-HiddenK-Hiddenq-Hiddenp-Hidden.
However, algorithms like QK-Hidden and K-Hidden are too fine-grained and the probability parameters are too complicated to control, which will cause great difficulties to the parameter adjustment experiment in this project.
p-Hidden is a suitable algorithm which use 2 parameters to control the distribution of different types of records. And this algorithm also provides enough complexity to satisfy the privacy protection for binary strings.
From what has been discussed above, this project will combine p-Hidden to the scheme, it will be used to protect the privacy of hidden binary string, which is used to evaluate the fitness value of individuals in population.
[bookmark: _Toc87659160]3.3.3 Irreversible transformation
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]In order to achieve the requirements of irreversibility, the key point of algorithm design is how to introduce an irreversible transformation method. Intelligent optimization algorithm is a good method of random searching. To be specific, this kind of method usually takes an initial solution as the start, then use the search process to operate on the initial solution. By iterating on the solution, counting the fitness value of solution, a global optimal solution will be gotten. 
The algorithms described in section 2.5, they are all intelligent optimization algorithms, but each algorithm has its own advantages.
Many literatures show that compared with genetic algorithm, particle swarm optimization algorithm has stronger randomness, lower computational complexity and can converge to find a better solution in a shorter time. In addition to this, because of the different information sharing mechanisms within the population, genetic algorithm will make the population more evenly move to a better solution.
The single-solution algorithm such as simulated annealing algorithm is not necessarily less effective than the multi-solution algorithm.
Simulated Annealing Algorithm is a typical single-solution algorithm, the computational process is simple, universal and robust, which is suitable for parallel processing and can be used to solve complex nonlinear optimization problems. Considering that this scheme is easy to implement, and can get better solution results under the condition of setting appropriate parameters
Simulated Annealing Algorithm is a single solution-based optimization algorithm, it will start with an initial temperature  and an initial solution , the specific steps is as follows:
(1) A new solution  will be generated based on initial solution;
(2) Calculate the fitness value of  and , and record the difference between them, the formula will be:;
(3) If  less than 0, the system will accept the new solution; but if  is larger than 0, the system will accept the new solution with probability  ;
(4) Compare the iteration number with maximum iteration number, if the number if smaller than the max number, continue the cycle, repeat the steps (2) to (4); in another situation, compare the temperature now and the minimum temperature.
(5) If the temperature now has higher value, reduce the temperature and reset the number of iterations, go back to step (2);
(6) If the temperature is lower than the minimum value, give out the best solution.
The flow char is as below (figure 5):
[image: ]
Figure 5 Simulated Annealing Algorithm
In the iterative process, the negative database generated based on a random binary string will be used to calculate the fitness value of each individual. The fitness function is designed to compare individuals with different numbers of negative database records. To be specific, the negative database generated has  records, if the individual is the same as hidden string which was used to generate the negative database, the fitness value will be at its maximum . 
[bookmark: _Toc87659161][bookmark: _Hlk85653557]3.3.4 Extension strategy
After comparing the effect of shifting strategy and masking strategy, the shifting strategy can improve the recognition accuracy to a greater extent, therefore, this project will use the shift strategy to improve the recognition accuracy
Shifting strategy in this project will be like this:
1) In the register phase, the process of generate the template is the same as basic method, only one template will be stored in the server database. The purpose of this is to reduce the amount of information exposed to attackers.
2) In recognition phase, collect real-time iris data from users; then shift the iris data according to the step we set; According to the result of the shift, multiple templates are generated and sent to the server for comparison.
3) The templates are separately compared to the templates in the server database, the lowest Hamming distance is calculated as the final recognition result.
3.4 [bookmark: _Toc87659162]Research Hypotheses
Since this project is an experimental study, it is very important to put forward the hypothesis before the experiment and verify whether the experimental results are consistent with the hypothesis.
Therefore, the following hypotheses are proposed for the experiment:
1. The higher the initial temperature is set in simulated annealing, the higher the scheme identification accuracy is.
2. The slower the cooling rate, the higher the identification accuracy.
3. At each temperature, the higher the number of iterations, the higher the identification accuracy will be. However, when the number of iterations increases to a certain extent, increasing the number of iterations will not have a great influence on the experimental accuracy.
4. The Hamming distance between the current solution and the target solution gets closer and closer as the number of iterations increases.
5. It is expected that the recognition accuracy will decrease greatly when the shift strategy is not applied, and will be improved significantly after the shift strategy is applied.


[bookmark: _Toc87659163]4. Design and Implement
[bookmark: _Toc87659164]4.1 Scheme Design 
	Because this project is to propose a new privacy protection method for iris recognition, the design of this project focuses on the new algorithm design part. It is important to pay attention to which algorithm can bring privacy protection effect to our recognition process while ensuring the accuracy of recognition.
In the process of literature research, most of the schemes would adopt mathematical transformation and make the schemes irreversibility through a process similar to hash function. 
This project is mainly to consider which mathematical transformation or algorithm can bring randomness to the process of iris template generation so as to make the whole process irreversible. In many years of learning algorithms, come into contact with many types of algorithms, is one kind of heuristic algorithm, this kind of algorithm can be according to the current position and target position gap determine their movement is close to the target location or principles, the main movement direction is based on historical experience, or the current optimization rate level to the change.
Therefore, the differences between intelligent optimization algorithms are mainly considered, and the similarities and differences between algorithms are analyzed. Because of the limitation of time, we can not take all the algorithms into account, choose a suitable and possible algorithm can also play a preliminary experimental effect, if the experimental effect is not particularly good, there is room for further improvement.
Experiments with one possible effective scheme are more appropriate currently. If there is sufficient time, choosing more intelligent optimization algorithms to conduct experiments can help us to better compare these algorithms in the field of iris recognition privacy protection.
The simulated annealing algorithm is a single-solution intelligent optimization algorithm. For the project that combines the intelligent optimization algorithm with the iris recognition privacy protection process for the first time, the single-solution algorithm can more clearly see the movement of the solution and the change of adaptability and better help to judge that how to optimize the plan can get better experimental results.
The original information of the iris is input as the initial solution, and the hidden solution is a randomly generated binary string. Because the registration and recognition process of this scheme requires the same binary string to guide the change of the solution, this binary string needs to be stored in the server. But if this binary string is stored directly, according to the experimental plan, even if the original iris information is not directly exposed, some privacy will be leaked. After multiple recording attacks, the original iris plaintext information may be directly leaked. Therefore, this binary string needs to be protected for privacy as well.
Choosing negative database is because that the negative database can be used to operated on binary string which is the same type of our hidden solution. In the literatures which introduce the feature of negative database, the negative database can achieve high recognition accuracy and achieve a high degree of irreversibility. Of course, the parameters of the negative database must be carefully designed to ensure that the recognition accuracy and security are in a controllable range.
[bookmark: _Toc87659165]4.2 Experiment design
There are many parameters in this scheme, such as initial temperature, annealing rate and number of iterations at each temperature. Different combinations of parameters will lead to different recognition accuracy and solving speed, then, the experiment was designed according to the following steps:
(1) Experiment 1: Set the initial temperature as 5000, annealing rate equals 0.8, varying the iteration number from 100 to 1000
(2) Experiment 2: Set the number of iterations as the number of iterations with the highest recognition accuracy in experiment 1. Varying the initial temperature from 1000 to 5000, set the annealing rate as 0.8;
(3) Experiment 3: Set the number of iterations and initial temperature equals the value of them with the highest recognition accuracy in Experiment 1 and Experiment 2. 
After performing precision experiments, you can further apply the shifting strategy to observe whether the shift strategy is effective for this scheme, and how much the recognition accuracy is improved after the shift strategy is applied.
The specific steps of the experiment using the shift strategy are as follows:
(1) In order to avoid the information leakage of original iris data, the register phase will not use the shifting strategy, only one template of register data will be stored in server database; multiple templates will be transformed in recognition phase. 
(2) In recognition phase, according to the steps we set of generating shifting templates, multiple templates will be generated, by calculating the Hamming distance between the templates stored in server database and multiple templates generated in recognition phase, the minimum number of Hamming distances will be regarded as the recognition Hamming distance.
Safety analysis experiment. Safety analysis experiments are mainly explained by mathematical reasoning and figures. 
Irreversibility. The analysis of irreversibility is mainly analyzed by mathematical calculations. By calculating the number of possible inversions to justify whether the system of generating the templates is irreversible. Using Hill climbing algorithm and greedy algorithm to reverse original iris data can also prove the irreversibility of the scheme.
Revocability. This part mainly uses theoretical analysis to analyze the process of normal registration recognition and template re-registration recognition in the case of template leakage.
Unlinkability. Two different experiments will be carried out in this part, they are normal matching and cross matching.
In normal matching, the matching procedures be built on the scenario of register and recognition phase in the same system. In this system, the hidden solution using in register and recognition phase will be the same. In this case, the distribution of Hamming distance between users of interclass and intraclass is a complete simulation of the real iris recognition system to judge legitimate users and illegal users
In cross matching, the experiment will use two different hidden solution, because the hidden solution is generated by the applications themselves randomly. In this case, simulate the scenario of cross matching, 
The distributions of Hamming distance of interclass and intraclass users will be demonstrated in one figure, 



[bookmark: _Toc87659166]5. Experiment Results and Analysis
[bookmark: _Toc87659167]5.1 Security Analysis
[bookmark: _Toc87659168]5.1.1 Irreversibility
	In order to analyze the irreversibility of the scheme, this can be done by analyzing the template generation and the process of being attacked and inverse. When applying simulated annealing algorithm to this scheme, the irreversibility is automatically provided by optimization intelligence algorithm. 
According to the parameters, the experiment will have different iteration times, in each iteration, the mutation of solution and acceptance of the new solution with probability will introduce the new possibilities for global optimal solutions. Assume that the maximum temperature is 5000 degrees, and the cooling rate of each time is 0.85. Iterate 500 times at each temperature, and the termination condition of the algorithm is when the temperature is less than 100. The cooling formula will be like this (n means the times the system needs to cooling):

	 The result is the system need to cooling down 25 times. So, there are  times to iterate. In each iteration, the solutions all vibrate randomly in the range to find a better solution and accept the new solution according to the rules. Because the probability of solution variation increases with the number of iterations and the temperature decreases, an average value is estimated, each mutation reverses 30 bits, accepting the new solution 50% of the time, there are  combinations. Transform the formula:

	When the probability of solving is greater than , this scheme can be proved to be insoluble. Over 7,500 iterations, we could not determine which parts were flipped, therefore, the security of our solution is much higher than that mentioned above. This shows that our scheme has high security.
[bookmark: _Toc87659169]5.1.2 Revocability 
	In order to analyze the revocability of the scheme, consider a template leak scenario. Once the template is leaked or the company find the database has been attacked, the leaked templates will be deleted from the database, and inform the user he or she has to resubmit the template again.
	At this time, the server will generate another random binary string, and use this string to generate a new negative database. The new negative database is the new evaluation function, using the new evaluation function to lead the user’s iris data to search will generate a totally different solution.
	Then the server will send new negative database to user as a new evaluation function. Locally, the user generates the template using an evolutionary algorithm combined with the new evaluation function and sends it to the server side for storage. Through the above steps, the scheme can meet the revocability, invalidate the leaked template, and replace it with a new template. It is important to note that in order to avoid double registration, only leaking the template requires generating a new template with a new evaluation function.
[bookmark: _Toc87659170]5.1.3 Unlinkability
To analyze the unlinkability of a system, cross matching and normal matching should be done. Cross matching experiment should use different negative databases, which were generated by different hidden strings, as evaluation functions. So now simulate two applications using this scheme as iris recognition system respectively. Register all left iris data in both systems separately. At this time, both systems will store 1332 templates, and normal matching and cross matching can be done. The relevant theoretical knowledge has been introduced, now introduce the concrete implementation details
1) Normal matching. In each system, normal matching is performed separately. The few iris data of 249 individuals were collected in the dataset, and a random one of the iris data was used as the registration template and the others as the recognition template. Interclass and intraclass matching should be done in two experiments. 
a) Interclass matching should determine whether iris data of different people can be misidentified as information of the same person. So, in this situation, register one person’s one iris data, and use all of the other person’s iris data as recognition data. 
b) Intraclass matching is determining whether iris data of the same people can be misidentified as different person. So, in this situation, register one person’s one iris data, and use the rest of his other iris data as recognition data. 
The experimental result is shown in figure 6: 
[image: ]
Figure 6 Normal matching
	We can see from the result that, in normal matching experiment, the distribution of Hamming distance of interclass and intraclass is totally different, only a tiny fraction of them overlap. It means that the system can effectively determine which users are real and which are impostors.
2) Cross matching. When doing cross matching, Intraclass cross matching and interclass cross matching are two experiments carried out respectively. Assume that there are two applications A and B. The scenarios are as follows:
a) Intraclass matching. Select a person’s iris information to register in Application A, and calculate the Hamming distance between it and the template of the same people in application B, and calculate their distribution, then the result will be demonstrated in a figure.
b) Interclass matching. Select a person’s iris information to register in Application A, and calculate the Hamming distance between it and the template of different people in application B, and calculate their distribution, then the result will be demonstrated in the same figure mentioned before.
The result of cross matching is shown below (figure 7):
[image: ]
Figure 7 Cross matching
As the result shown in the figure above, it can be seen that when cross-matching is carried out, the hemming distance distribution diagram of users within and between classes almost completely overlaps. If an attacker has access to iris template information from multiple application databases, he cannot determine which templates are from the same person.
To sum up, this scheme can effectively meet the requirements of the international standard of unlinkability.
[bookmark: _Toc87659171]5.2 Recognition Accuracy
	Many parameters have been added into the design of this scheme, it is mainly divided into negative database parameters and simulated annealing algorithm parameters. In order to reduce the difficulty of parameter adjustment, the parameters of negative database are fixed. According to the literature [39], set the negative database parameter to . There are  records in the negative database, the negative database under this parameter can ensure that it contains more original data information as far as possible under the premise of ensuring security, so as to achieve the purpose of better guiding the solution movement process in the algorithm. 
	The parameter tuning experiment of simulated annealing algorithm will be divided into several parts, adjust the initial temperature parameters, adjust the cooling rate parameters and adjust the number of iterations at each temperature and the particle oscillates at each temperature.
[bookmark: _Toc87659172]5.2.1 Experiments to vary the iteration number of each temperature
	In this experiment, the iteration number is varying from 100 to 1000, fixed initial temperature at 5000 and cooling rate at 0.8. The recognition accuracy is shown below:
Table 1 The GAR value with different iteration number
	FAR
	Varying iteration number

	
	100
	200
	500
	1000

	0.01%
	18.21%
	21.75%
	39.74%
	46.12%

	0.1%
	22.23%
	29.73%
	43.19%
	52.32%

	1%
	28.54%
	35.18%
	50.88%
	61.26%


As the experiment shows that, when increasing the number of iterations, the genuine accept rate will be increased gradually, it means that, at each temperature, if the solution has enough time and space to oscillate, then it has a better chance of finding a better solution. When the iteration number is 100 and 200, the recognition accuracy is very low. By analyzing, if the iteration number is low, under the premise of the current temperature, the solution directly cools down if the search process is not sufficient, and it may miss the descent path of the optimal solution, thus falling to a local optimal solution and unable to jump out. 
In the previous hypotheses, with the increase of iteration times, the recognition accuracy will increase to a certain extent. Experimental data show that the previous conjecture is correct. This experiment can also prove the difference of recognition effect under different parameters.
In the meanwhile, the template generation time for each different parameter is also counted, the following table shows the statistical results:
Table 2 Template generation time
	
	Varying iteration number

	
	100
	200
	500
	1000

	Times
	68.765s
	134.278s
	370.953s
	677.758s

	Fitness value
	9210
	9244
	9394
	9464


	From the tables above, it can be seen that the time required to generate a template increases significantly as the number of iterations increases. Recognition accuracy and time efficiency are not guaranteed at the same time, so choosing a proper balance point is very important. 
	The second row represent the fitness value of best solution. Fitness value is an experimental intermediate data that can also prove the accuracy of recognition, when iteration number is 100, 200, 500, 1000, the fitness value is 9210, 9244, 9394 and 9464. When the number of iterations is between 100 and 200 and between 500 and 1000, the fitness is not improved very much. When the number of iterations is increased to 500, the fitness is improved quickly. Therefore, the number of iterations is set to 500 in the following experiments.
[bookmark: _Toc87659173]5.2.2 Experiments to vary initial temperature
In this experiment, the initial temperature is varying from 1000 to 5000, fixed the times of iterations at 500 and cooling rate at 0.8. 500 is the balance between time and efficiency in the previous experiment.
The recognition accuracy is shown below:
	Table 3 The GAR value with different initial temperature
	FAR
	Varying initial temperature

	
	1000
	2000
	3000
	5000

	0.01%
	40.56%
	38.21%
	39.98%
	41.12%

	0.1%
	45.23%
	43.58%
	43.12%
	47.94%

	1%
	52.78%
	49.12%
	50.12%
	53.42%


	From the results shown in the tables 2, we can see that the recognition accuracy is gradually increasing except the situation when initial temperature was set as 1000, the results of this experiment are almost the same as in our hypothesis. But why do abnormal data occur. By analyzing the process of finding solutions, there is an important function which helps the solution to vary within a certain range. The formula of this function is m=0.001*the current temperature/40, which indicates the probabilities of each bit flips in the solution. 
It is possible that when the initial temperature is too high, the solution will always vibrate in a large range, leading to invalid solutions. After cooling down, the current solution will oscillate to a local optimal solution and cannot jump out, resulting in bad solutions.
This result is similar to that of simulated annealing algorithm, the simulated annealing algorithm simulates a state in which the particles vibrate continuously during the slow cooling process of high temperature solid and gradually reach equilibrium during the cooling process. The higher the initial temperature is, the particles can reach a better state.
In the meanwhile, the template generation time for each different parameter is also counted, the following table shows the statistical results:
Table 4 Template generation time
	
	Varying initial temperature

	
	1000
	2000
	3000
	5000

	Times
	200.71s
	269.109s
	294.85s
	335.56s

	Fitness value
	9411
	9361
	9398
	9409


	In the experiment, the template generation time and fitness shown above are the average values of multiple template generation processes. Occasionally, data with very good results will appear in the data, and very high fitness will be obtained in a short time with fewer iterations. 
	This is caused by the random search process of the intelligent optimization algorithm. Sometimes the search process just falls into the descending channel of the optimal solution, and it has a very good optimization effect in a short time.
Overall, with the increase of initial temperature, the identification accuracy and fitness of the optimal individual did not improve much, but took a lot of time. Therefore, the initial temperature was selected as 1000 in the following experiments to observe the experimental effect.
[bookmark: _Toc87659174]5.2.3 Experiments to vary annealing rate
In this experiment, the annealing rate is varying from 0.8 to 0.95, fixed the times of iterations at 500 and initial temperature at 1000. The recognition accuracy is shown below:
	Table 5 The GAR value with different annealing rate 
	FAR
	Varying annealing rate

	
	0.8
	0.85
	0.9
	0.95

	0.01%
	39.23%
	44.92%
	47.64%
	56.83%

	0.1%
	45.78%
	50.13%
	53.27%
	61.72%

	1%
	52.12%
	57.34%
	60.78%
	68.48%


	From the results shown in the tables 5, we can see that the recognition accuracy is gradually increasing, the results of this experiment are the same as in our hypothesis. This result is similar to that of simulated annealing algorithm, the simulated annealing algorithm simulates a state in which the particles vibrate continuously during the slow cooling process of high temperature solid and gradually reach equilibrium during the cooling process. When the cooling rate is decreasing slowly, the particles in the cooling process will be more likely to reach an equilibrium state at the current temperature and continue to cool down, which will make the obtained solid state more stable.
In the meanwhile, the template generation time for each different parameter is also counted, the following table shows the statistical results:
Table 6 Template generation time
	
	Varying annealing rate

	
	0.8
	0.85
	0.9
	0.95

	Times
	324.65s
	386.96s
	543.38s
	1040.61s

	Fitness value
	9385
	9438
	9468
	9528


It can be seen from the table 6, the time cost is rising sharply when the annealing rate increase, when annealing rate equals 0.95, the time of generating template is unacceptably long. Although the fitness of the optimal individual found by the algorithm reached the highest value in the whole experiment, but compared to the cooling rate of 0.9, it took twice as long, recognition accuracy improved by 9%.
[bookmark: _Toc87659175]5.2.4 Shifting strategy
	In the shifting strategy experiment, the parameters are set as the most suitable parameters, to be specific, the iteration number of each temperature is set as 500; the initial temperature is set as 1000; the cooling rate is set as 0.95. Applying shifting strategy to the iris recognition system based on simulated annealing algorithm to see whether the shift strategy is effective and how well it works.
Table 7 The GAR values when applying shifting strategy
	FAR
	Basic Method
	Shifting Strategy

	0.01%
	56.83%
	73.68%

	0.1%
	61.72%
	79.38%

	1%
	68.48%
	85.35%


It can be seen from the table that the recognition accuracy, there is a big improvement after using the shifting strategy, it can prove that the shifting strategy is effective for the scheme proposed in this project. 
[bookmark: _Toc87659176]5.2.5 Comparative Experiment
	The comparative experiment conducted in this article is mainly to compare the basic scheme of iris recognition privacy protection without iris recognition privacy protection and some of the iris recognition privacy protection schemes that have been published in recent years.
Table 8 Comparative experimental results
	FAR
	OSIRIS-V4.1
	Basic Method
	Shifting Strategy

	0.01%
	76.27%
	56.83%
	73.68%

	0.1%
	79.61%
	61.72%
	79.38%

	1%
	83.12%
	68.48%
	85.35%


Compared with the scheme without privacy protection, our scheme does have a certain degree of accuracy decline. But our scheme meets the three requirements of international standard, and the OSIRIS-V4.1 is processing plaintext data which is extremely unsafe.
In addition to this, after applying the shifting strategy, the recognition accuracy has been greatly improved, and the accuracy decline has been greatly reduced. Some values exceed the original scheme with no privacy protection effect.
[bookmark: _Toc87659177]5.2.6 Experiment conclusion
	Through the above experiments, I found a place that had been neglected before, it is the solution searching range at different temperatures, When I implemented the scheme, I fixed it as a function. m=0.001*current_temperature/40, m is the probability of each possible variation in the solution.
In future experiments, it may be necessary to conduct experiments on the influence of different mutation probability functions on the experiment. 
In the case that the initial temperature of this scheme is 1000, the experimental effect is good, which can be regarded as an abnormal situation. The analysis may be due to the setting of the mutation probability function, the experimental results do not meet our expectations. There may be a variation function more suitable for this scheme, which can make the solution faster and better, but it needs the experiment to prove it. 


[bookmark: _Toc87659178]6. Conclusion and Future work
This project aims to propose a new scheme that can meet the irreversibility, revocability and unlinkability required by the international standards for biosafety recognition in view of the shortage of security schemes in the field of iris recognition privacy protection. On the premise of meeting the security requirements, the parameter optimization scheme is adjusted to improve the identification accuracy.      
Although from the experimental results, the recognition accuracy has not achieved a very satisfactory effect, but after preliminary investigation, this scheme is the first time to combine the intelligent optimization algorithm simulated annealing algorithm and iris recognition privacy protection field. This new combination is a very interesting attempt to introduce some new ideas into the field, because the scheme is quite innovative.
In terms of experimental identification accuracy, it is the same as our expectations and the characteristics of simulated annealing algorithm. With the slowing down of cooling rate and the increase of iterations at each temperature, the algorithm is more likely to find a better solution, which will bring higher identification accuracy.
By reviewing the entire project, we found that our project had the following limitations.
First, the dataset limitations, in this project, experiments will only be carried out on CASIA-IrisV3-Interval. As you read through the literature, you can actually see that there are many datasets that are often used in the iris recognition field. For example, CASIA-IrisV4-Lamp, UBIRIS-V1-S1, and MMU-V1 are also typical iris datasets. Experiments on these datasets proved that the method proposed in this project is suitable for all datasets or suitable for only the dataset this project used.
Second, the security verification methods are not comprehensive enough. For example, in reference [43], the author applied Single Hash Attack, Multi-Hash Attack, Attack via record multiplicity and Pre-image attack on the method proposed by him; in reference [22], the author attacked his method by Correlation attack and Hill-climbing attack.
At last, this approach can be applied to a wider variety of biometric recognition to test the accuracy and analyze the security of it.  
In the future, in order to achieve better recognition accuracy and higher template generation efficiency, we can continue to optimize parameters and template generation scheme, conduct more fine-grained parameter tuning experiments, observe and analyze the change of recognition accuracy to obtain more experimental data. If better experimental results are obtained on this iris data set, the scheme can be extended to more iris data sets to test whether the scheme is still effective under different iris data lengths and data representation methods. To test the validity of the scheme for other biometric data, other biometric data sets, such as fingerprint, face and gait data, can be used as input to test the security and recognition accuracy of the scheme.


[bookmark: _Toc87659179]7. Reflection
This whole project lasted for about five or six months, from the previous literature research, reading, and put forward own project theme, to the realization of the late and the experimental results, and analysis of experimental results, the overall time is relatively good, but I spent more time at the early stage of the project for the literature reading, The experimental part in the middle also lasted a long time, which resulted in the time of document sorting and writing being compressed to a certain extent. There was not enough time.
Before the experiment, I did not make an estimate of the overall operation time of the experiment, so the time of running the experiment far exceeded the expected time, and more equipment was needed to carry out the experiment at the same time. I also applied to the IT Service of the school to make use of the information resources of the school.
Looking back on the progress of the whole project, I think I would have made a more detailed assessment of the whole project at the beginning, planned the time more accurately and implemented the project more strictly according to the steps. Scheduling of project time and content progress, risk assessment and time reserve are all very important, and I will pay more attention to these when I do my own projects or work as a project manager in the future.
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