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Introduction
Primary software is the operating systems that help the computer hardware, software, and the user to ensure that the computer is enabled to perform well. They coordinate significant activities like running computer programs, accessing memory, manipulating files, controlling devices, offering security, and managing the network connection. In the absence of an operating system, the smooth execution of applications, storage of files, and the use of hardware devices would be challenging.
The two common operating systems that are used today in personal, learning, and work environments are Windows and Linux. Windows enjoys popularity because of its simple and straightforward graphical interface and easy to use in comparison to Linux, which is simple, flexible, and powerful command line. The importance of command-line tools is important in both systems since it assists users in doing tasks more quickly, troubleshooting, understanding the performance of the system, and controlling the system.
This report explains the overall mechanism of operating systems and exhibits the usage of Windows and Linux command-line programs in a practical way. It also includes no complicated Batch and Bash code to show how time and burden of handling systems can be saved through automation.


[bookmark: _Toc226988394]1. Key Functions of General Operating Systems
Operating systems that facilitate the smooth and efficient functioning of the computer have lots of jobs to do.
[bookmark: _Toc226988395]1.1 Process Management
One of the tasks of an operating system is managing its processes. This means that it controls all the programs, background services, and activities within the computer. It orders how much time different applications will grant to the CPU at any particular time so that all the applications may have room to perform at their best [1]. Non-responsive or frozen programs can be stopped using it as well. It can be seen in Windows, in the task manager, or through the tasklist command, and is commonly used in Linux to also see the running processes and to monitor usage of resources on the system.
Windows practical command:
Tasklist
[image: ]
[bookmark: _Toc226989205]Figure 1: Task List
Linux practical command:
ps aux
[image: ]
[bookmark: _Toc226989206]Figure 2: ps aux Command
[bookmark: _Toc226988396]1.2 Memory Management
The operating system is also another key activity, and it is concerned with memory management [2]. It manages the usage of RAM for running programs and tasks in the system. An application is opened, which assigns some memory to it. This is once again freed by closing the program when freeing the memory and allowing other programs to utilize it. This will avert memory problems that may be experienced by the computer, enabling it to run efficiently. In Windows, memory utilisation is monitored under the Performance tab in the Task Manager. With the help of the free -m this command, one can observe how much memory is used and how much is available in Linux [3].
Windows: Task Manager - Performance tab
[image: ]
[bookmark: _Toc226989207]Figure 3: Performance tab

Linux command:
free –m
[image: ]
[bookmark: _Toc226989208]Figure 4: free –m Command
[bookmark: _Toc226988397]1.3 File System Management
The file management feature will help users to organize files and folders, permissions, and storage drives. This eases work every day and makes it more organized. It would be used in the File Explorer feature of the Dir command in Windows [3]. Linux commands such as ls -la are used to see the files and folders, or a command such as df -h is used to see the available storage space on the system.
Windows: File Explorer, dir
[image: ]
[bookmark: _Toc226989209]Figure 5: Dir Command
Linux: ls -la, df –h
[image: ]
[bookmark: _Toc226989210]Figure 6: ls Command
[bookmark: _Toc226988398]1.4 Device Management
The devices are managed to make sure that all hardware elements, such as printers, USB devices, keyboards, screens, and network adapters, are functioning properly. The working system interrelates the hardware and the software through drivers, and thus both can be harmonized. This allows the computer to detect and use the devices it is connected to in a manner suitable for it. 
Windows: Device Manager
[image: ]
[bookmark: _Toc226989211]Figure 7: Device Manager
Linux command:
Lsusb
[image: ]
[bookmark: _Toc226989212]Figure 8: Lsusb Command
[bookmark: _Toc226988399]1.5 Security and User Management
Important functions of an operating system are security and user account management [5]. The system authenticates user logins and determines authorization access to files, applications, and system settings. This will help in safeguarding precious data and deny unauthorized individuals access to thousands of computers. It also enables varying users to possess their accounts and privileges. Windows has the net user command, which is utilized to manage user accounts. In Linux, we may know who we are by sudoing such a command whoami, and also make a new user account using sudo adduser.
Windows: net user
[image: ]
[bookmark: _Toc226989213]Figure 9: net user Command
Linux: whoami, sudo adduser
[image: ]
[bookmark: _Toc226989214]Figure 10: whoami command
[bookmark: _Toc226988400]1.6 Task Scheduling
The task scheduling assists the operating system automation of repetitive tasks like backups, updates, and routine maintenance [6]. This is time-saving and manpower saving. Users can have a specific time or date that something has to run, and it will automatically run. In Windows, it can be achieved with the assistance of Task Scheduler, but in Linux, cron jobs are normally used to schedule tasks and run them at particular periods.
Windows: Task Scheduler, schtasks
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[bookmark: _Toc226989215]Figure 11: schtasks Command
Linux: cron, crontab –e
[image: ]
[bookmark: _Toc226989216]Figure 12: crontab –e Command
[bookmark: _Toc226988401]2. Use of Windows OS CLI Commands
Windows command-line tool is a fast and effective tool of operating the machine and to be able to find the solution to the most technical issues. In this part, running processes were handled with the help of various commands, files and folders were handled, network connection checked, user accounts managed, as well as scheduled activities. The commands simplified the processes of watching ongoing programs, halting unnecessary applications, establishing or deleting folders, testing the internet connection, and assessing the local users. Regular activities were also made to be automated through the use of task scheduling, thus saving time and enhancing system performance. These commands in practice enhanced the knowledge on the working of the command lines in Windows and demonstrated how the resources in real IT working environments can be effectively handled by the system administrators.
[bookmark: _Toc226988402]2.1 Process Management
The command-line programs that are present in Windows are handy in controlling the running applications and processes [7]. Tasklist and Get-Process are some of the applications that could be used to show the list of all applications and background processes the computer is in the process of running. These commands will enable users and administrators to view the programs consuming a lot of either high CPU or memory easily. This enables them to search for unnecessary applications, monitor performance, and act accordingly when any program is causing the computer to burn up.
tasklist
taskkill /IM notepad.exe /F
Get-Process
Stop-Process -Name chrome
[image: ]
[bookmark: _Toc226989217]Figure 13: Task List
[image: ]
[bookmark: _Toc226989218]Figure 14: Task Kill
[image: ]
[bookmark: _Toc226989219]Figure 15: Get-Process Command
[bookmark: _Toc226988403]2.2 File and Directory Management
Files and folders can also easily and quickly be dealt with in Windows CLI commands. The dir command displays all files and folders in the present location, which assists users in checking stored data easily. The Markdir TestFolder command is to make a new folder, and the copy report.txt backup.txt makes a copy of a file to backup it. Also, unnecessary files can be deleted with the help of del backup.txt. These commands can be a mile long with the daily administration tasks, such as the deployment of project files, backup, and storage on track.
dir
mkdir TestFolder
copy report.txt backup.txt
del backup.txt
[image: ]
[bookmark: _Toc226989220]Figure 16: Directory
[bookmark: _Toc226988404]2.3 Network Monitoring
ipconfig
ping google.com
netstat -ano
Test-NetConnection google.com
[image: ]
[bookmark: _Toc226989221]Figure 17: Network Monitoring
[image: ]
[bookmark: _Toc226989222]Figure 18: Network Monitoring Command
[bookmark: _Toc226988405]2.4 User Management
whoami
net user
Get-LocalUser
[image: ]
[bookmark: _Toc226988406]2.5 Task Scheduling
schtasks /query
schtasks /create /tn BackupTask /tr notepad.exe /sc daily /st 10:00
[image: ]
[bookmark: _Toc226989223]Figure 19: schtasks /query Command
[bookmark: _Toc226988407]3. Use of Linux OS CLI Commands
The Linux command-line tools are often resorted to in order to perform quick and efficient system administration/automation. Several Bash commands were used so as to manage the processes which are running in the background, organize files, track network traffic, manage user accounts, and make the automatic execution. With these commands, administrators can take shorter times than they could with a graphical interface to accomplish tasks. Practical activities included following the running processes, creating and deleting folders, copying files, verifying network connections, and accessing controls. Task scheduling was also used to automate regular tasks such as backups [8]. Overall, this assignment's practical use of Linux CLI helped to understand more about administration using the terminal, and proved the diversity of Linux systems administration.
[bookmark: _Toc226988408]3.1 Process Management
ps aux
top
kill -9 1234
[image: ]
[bookmark: _Toc226989224]Figure 20: Process Management
[image: ]
[bookmark: _Toc226989225]Figure 21: Top Command
[bookmark: _Toc226988409]3.2 File Management
ls -la
mkdir project
cp file1.txt file2.txt
rm -rf project
[image: ]
[bookmark: _Toc226989226]Figure 22: File Management
[bookmark: _Toc226988410]3.3 Network Monitoring
ping google.com
ifconfig
ss -tuln
netstat –tulpn
[image: ]
[bookmark: _Toc226989227]Figure 23: Ping Command
[image: ]
[bookmark: _Toc226989228]Figure 24: Network Monitoring
[bookmark: _Toc226988411]3.4 User Management
whoami
sudo adduser student
passwd student
[image: ]
[bookmark: _Toc226989229]Figure 25: User Management
[bookmark: _Toc226988412]3.5 Task Scheduling
crontab -e
Add this cron job:
0 9 * * * echo "Backup started"
[image: ]
[bookmark: _Toc226989230]Figure 26: Task Scheduling
[bookmark: _Toc226988413]4. Use of Windows OS Scripts
Two Simple Batch scripts were developed to illustrate how automation can be accomplished in Windows. The first script is an addition calculator through which the user enters two numbers, and the script will automatically add the numbers using the variables and arithmetical operations. The second one is a loop counter, which automatically shows the numbers 15 sequentially. These are quite illustrative since they show that Batch scripting allows the use of variables, user input, repetitions, and automatic output to support simple repetitive tasks within a single day. The practical exercise facilitated the knowledge of how straightforward scripts could save time and bring efficiency in the management of Windows systems.
[bookmark: _Toc226988414]4.1 Script 1 - Addition Calculator
@echo off
set /p num1=Enter first number:
set /p num2=Enter second number:
set /a sum=%num1%+%num2%
echo Total = %sum%
pause
Features used
· Variables
· User input
· Arithmetic
[image: ]
[bookmark: _Toc226989231]Figure 27: Script
[image: ]
[bookmark: _Toc226989232]Figure 28: Output Screen
[bookmark: _Toc226988415]4.2 Script 2 - Loop Counter
@echo off
for /L %%i in (1,1,5) do (
 echo Count %%i
)
Pause
[image: ]
[bookmark: _Toc226989233]Figure 29: Loop Counter Script
[image: ]
[bookmark: _Toc226989234]Figure 30: Output Screen
Features used
· Loop
· Iteration
· Output automation
[bookmark: _Toc226988416]5. Use of Linux OS Scripts
Two basic Bash scripts demonstrated automation in Linux. The first script will make the user type in his/her name, and the next one will have a welcome message and demonstrate how to use the variables and user input. The second script will be to test even numbers/odd numbers through a mixture of arithmetic and condition statement. A few Bash scripts could make it easier and faster. This practice helped to narrow down on the knowledge of Linux automation and also showed how scripts may prove useful to save time and increase the performance of the system administration processes.
[bookmark: _Toc226988417]5.1 Script 1 - User Greeting
#!/bin/bash
echo "Enter your name:"
read name
echo "Welcome $name"
Features
· Variable
· User input
[image: ]
[bookmark: _Toc226989235]Figure 31: Bash script in nano editor 
[image: ]
[bookmark: _Toc226989236]Figure 32: Bash user greeting script
[bookmark: _Toc226988418]5.2 Script 2 - Even or Odd Checker
#!/bin/bash
echo "Enter number:"
read num
if (( $num % 2 == 0 ))
then
 echo "Even"
else
 echo "Odd"
fi
Features
· Variable
· Arithmetic
· Conditional statement
[image: ]
[bookmark: _Toc226989237]Figure 33: script in nano editor
[image: ]
[bookmark: _Toc226989238]Figure 34: terminal execution result


[bookmark: _Toc226988419]Conclusion
 The operating systems are extremely critical to the management of computer resources, software applications, and user activities. Real-life implementation of Windows and Linux command line was even capable of illustrating how processes, files, user accounts, network services, and scheduled task management could also easily be administered by an administrator. The scripting section also indicated that with the help of variables, loops, conditions, and arithmetical operations, you can make things easy, which are repetition. Practical served the purpose of developing a sound understanding of the system management, commanding, and automation practices. They are very relevant skills in any practical IT support, system administration, and cybersecurity jobs.
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44 2 276 172 a4 243 smss
348 15 3208 2692 50 388 spoolsy
isa 37 11600 6700 83 484 suchost
354 14 3776 4160 50 536 svchost
336 5 299 349 30 576 svchost
613 24 13652 10724 75 736 svchost
1445 54 16572 13476 158 772 svchost
453 23 se6s Se12 84 824 svchost
388 18 13488 10192 74 884 svchost
536 33 osse 13180 1131 972 svchost
103 0 1076 645 21 1388 svchost
272 19 253 4108 71 1716 svchost
3 s 1% 4996 33 3432 svchost
654 o 51040 1892 55 4 System
104 5 1308 4644 30 3880 taskeng
231 24 3088 3976 239  0.38 1888 taskhostex
74 s 776 384 40 376 wininit
145 s 139 852 53 212 winlogon
17 10 6% 5480 30 3680 WriPrVSE
E 16 3060 5160 76 1548 WUDFHost

S C:\Users\vboxuser> Stop-Process -Name chrome
PS C:\Users\vboxusers _
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:\Users\uboxuserydir

Uolune in drive C has no label.

Uolune Serial Number is GCDB-BiC8

Directory of C:\Users\uhoxuser

04/13/2026
04/1372026
09,25,2025
09,25,2025
09,/25,2025
117282024
63/13/2026
117282024
}12/02,/2025
11282024
11282024
117282024
09,/25,2025
1128 /2024
11282024
11282024
j11/28/2024

16 Dirds>

<DIR>
<DIR>
<DIR>
<DIR>

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

cesoft

“opengfx

36,178 _pdfbox.cache
Contacts
Desktop
Docunents
Dounloads
Favorites
Links
Music
New Case
Pictures
Saved Ganes
Searches
Uideos

36,178 bytes

7.812,157,448 hytes free

\Users\whoxuserdnkdir TestFolder

\Users\uboxuser>copy report.txt backuw

txt
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:\Users\whoxuser>ipconf ig

indous IP Configuration

[Echernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPu6 Address . . .
IPud Address. . . - . .
Subnet Mask . . . . . .
Default Gateway - - . .

192.168.1.6
2552552550
192.168.1.2600

unnel adapter isatap.hgu_lan:

Media State .

PR Media disconnected
Connection-specific DN§ Suffix’ .

hgu_lan

:\Users\hoxuser)ping googly.com
Fing request could not Find host googlg.com. Please check the name and try again|

\Users\vhoxuser>ping google.com

nging google.con [142. 251
ply From 1421258192386
ply from 14212581192 1286
ply from 14212581192 1286
IReply From 1421258192 206

IPing statistics for 142.250.192.206:
Packets: Sent = 4, Received = 4, Lost

fpproxinate round trip times in milli-seconds:
Minimum = 13ms. Maximum = 15ms. Average

13ns
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\Users\uboxuser>

:\Users\uboxuserdnetstat —ano
ctive Connections

Proto
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
1CP
upP
upp
upp
upp
upp
upp
upp
upp
upp
upp
upp

2
g
H

EERARKXRAAARK

upp 18F:9079:0898:0a5731:1900  *:x

upp 18F:9079:0898:0a5731:57767  x:x

state
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

PID
5%

3%
736
772
388
a72
1388
480

3%

1388

1716
1716
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:\Users\uhoxuser>uhoani
indous\uboxuser.

N

ser accounts for \\WINDOUS

fdninistrator Guest Uhox

hoxuser.
he conmand completed successfully.

:\Users\uhoxuser>Get-Locallser
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Next Run
4/14/2026 12:3
N/

N/

Next R

N

\Microsof t\Windous\Certif icateServicesClient
Next Run Time

o1der: \Microsof é\Hindous\Chkdsk

N

1der: \Microsoft\Windous\Custoner Experience Improvement Program
Next Run Time Status

N
47142026
N/
N/
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[(venn)~(vagrant® kali)-[~]

5 ps aux

USER PID %CPU XMEM  VSZ  RSS TTY STAT START COMMAND

root 1 0.2 0.5 26544 10672 ? :05 /sbin/init spla
root 2 0.0 0.0 o 02 05 [kthreadd]
root 3 0.0 0.0 o 02 05 [rcu_gp]

root 4 0.0 0.0 o 02 :05 [rcu_par_gp]
root 6 0.0 0.0 o 02 05 [kworker/0:0H-e
root 9 0.0 0.0 o 02 05 [mn_percpu_wq]
' root 10 0.0 0.0 o 02 :05 [rcu_tasks_kthr
root 11 0.0 0.0 o 02 05 [rcu_tasks_rude
root 12 0.0 0.0 o 02 05 [rcu_tasks_trac
root 13 0.4 0.0 o 02 :05 [ksoftirqd/e]
root 1% 0.3 0.0 o 02 05 [rcu_preempt]
root 15 0.0 0.0 o 02 05 [migration/e]
root 16 0.0 0.0 [ :05 [cpuhp/0]

root 17 0.0 0.0 o 02 (5 [cpuhp/1]

root 18 0.0 0.0 o 02 05 [migration/1]
root 19 0.1 0.0 o 02 :05 [ksoftirgd/1]
root 21 0.0 0.0 o 02 05 [kworker/1:0H-e
root 23 0.2 0.0 o 02 05 [kworker/u4:1-F
root 2 0.0 0.0 o 02 :05 [kdevtmpfs]
root 25 0.0 0.0 ] 0 05 [netns]

root 26 0.0 0.0 o 02 05 [inet_frag wq]
root 27 0.0 0.0 o 02 :05 [kauditd]

root 28 0.0 0.0 o 02 05 [khungtaskd]
root 29 0.0 0.0 o 02 05 [oom_reaper]
root 30 0.0 0.0 o 02 :05 [writeback]
root 31 0.3 0.0 o 02 05 [kcompactdo]
root 32 0.0 0.0 0 02 05 [ksnd]
root 33 0.0 0.0 o 02 :05 [khugepaged]
root 3% 0.0 0.0 o 02 05 [kintegrityd]
root 35 0.0 0.0 o 02 05 [kblockd]

root 36 0.0 0.0 0 02 :05 [blkcg_punt_bio
root 37 0.0 0.0 o 02 05 [tpn_dev_wq]
root 38 0.0 0.0 o 02 05 [edac-poller]
root 39 0.0 0.0 o 02 :05 [devfreq_wq]
root 41 4.3 0.0 o 02 05 [kworker/1:1H-k
root 42 1.0 0.0 o 02 05 [kswapdo]

root 43 0.0 0.0 o 02 :05 [kthrotld]
root 45 0.0 0.0 o 02 05 [acpi_thermal_p
root 46 0.0 0.0 o 02 05 [mld]

root 47 0.0 0.0 o 02 :05 [ipv6_addrconf]
oot 59 0.0 0.0 o 02 05 [kstrp]
root. 64 0.0 0.0 o 02 05 [zswap-shrink]
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(venv)vagrant@kali: ~

File Actions Edit View Help

(venv)—(vagrant® kali)-[~]
Lo

top - 19:01:40 up 56 min, 1 user, load averag
Tasks: 172 total, 10 running, 162 sleeping
%Cpu(s): 50.8 us, 42.2 sy, 0.0 ni, 0.0 id, O

5.98, 4.39, 3.66
stopped, zombie
wa, 0.0 hi, 7.

si, o

MiB Mem :  1981.4 total, 85.8 free,  770.0 used, 1125.5 buff/cache
MiB Swap:  975.0 total,  200.3 free,  774.7 used. 1024.6 avail Mem
942 root 2 2405256 308480 7440 R 98.4 15 nessusd
17041 vagrant 20 © 7160 4044 3052 R 90.3 0. nano
975 root 20 0 369960 51912 9336 R 2.2 2. Xorg
1334 vagrant 20 0 209404 8584 6216 R 0.9 0. panel-13-+
1776 vagrant 20 0 2484352 33812 16540 S 0.7 1. Privilege+
17070 vagrant 20 0 583232 94724 76236 S 0.7 4. qterninal
41 root 0 -20 ] 0 01 0.5 0. kuorker/1+
119 root 0 -20 0 [ 01 0.4 0. kuorker/0+
1411 vagrant 20 0 3005860 94712 23132 S 0.4 4. firefox-e+
1 root 20 0 26544 10672 7560 5 0.2 0 systend
14 root 20 o ° ° oR 0.2 o rcu_preemt
457 message+ 20 0 8232 4024 29205 0.2 © dbus-daen+
934 redis 20 0 83296 12812 3844 R 0.2 0. redis-ser+
1285 vagrant 20 @ 606144 11488 7812 S 0.2 0. xFumé
1506 vagrant 20 @ 192348 5344 4960 S 0.2 0. polkit-gn+
1930 root 2 o ] 0 01 0.2 0. kuorker/u+
15209 root 2 o 0 0 01 0.2 0. kuorker/1+
15357 root 20 o 0 0 01 0.2 0. kuorker/0+
16083 root 20 o 0 0 01 0.2 0. kuorker/u+
2 root 20 o 0 0 os 0.0 o. kthreadd
3 root 0 -20 0 0 01 0.0 o. reu_gp
4 root 0 -20 0 0 01 0.0 0. rcu_par_gp
6 root 0 -20 0 0 01 0.0 0. kuorker/0+
9 root 0 -20 0 0 01 0.0 0. mm_percpus
10 root 20 o 0 0 os 0.0 o. rcu_tasks+
11 root 20 o 0 0 os 0.0 o. reu_tasks+
12 root 20 o 0 0 0s 0.0 o reu_tasks+
13 root 20 o ° ° oR 0.0 o ksoftirqd+
15 root rt o 0 0 os 0.0 o. migrations
16 root 20 o 0 0 os 0.0 o. cpuhp/0
17 root 20 o 0 0 os 0.0 0. cpuhp/1
18 root rt o 0 0 os 0.0 o. migrations
19 root 2 o 0 0 os 0.0 o. ksoftirqd+
21 root 0 -20 0 0 01 0.0 0. kuorker/1+
23 root 20 o 0 [ 01 0.0 0. kuorker/u+
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druxr-xr-x 10 vagrant vagrant 4096 Nov 2 16:20 .msf4
druxr-xr-x 2 vagrant vagrant 4096 Aug 25 2024 Music
-rw-r—r— 1 vagrant vagrant 3690/Mar 25' 2022 packages-microsoft-prod.deb
druxr-xr-x 2 vagrant vagrant 4096 Aug 25 2024 Pictures
~rw-r—-r— 1 vagrant vagrant 807 May 17 2022 .profile
druxr-xr-x 2 vagrant vagrant 4096 Aug 25 2024 Public
-rw-r—-r— 1 vagrant vagrant python_process. txt
-rw-r--r— 1 vagrant vagrant python_process. txt.save
~rw-r--r— 1 vagrant vagrant .selected_editor
- drux: 2 vagrant vagrant .ssh
-rw-r—-r— 1 vagrant vagrant .sudo_as_admin_successful
druxr-xr-x 2 vagrant vagrant Templates
~rw-r. 1 vagrant vagrant .vboxclient-clipboard.pid
Tu-r 1 vagrant vagrant .vboxclient-display-svga-x11.
pid
ru-r- 1 vagrant vagrant .vboxclient-draganddrop. pid
—rw-r. 1 vagrant vagrant .vboxclient-sealess.pid
druxr-xr-x 4 vagrant vagrant 4096 Jul 4 2022 venv
druxr-xr-x 2 vagrant vagrant 4096 Aug 25 2024 Videos
~rw-r—-r— 1 vagrant vagrant .uget-hsts
-rw 1 vagrant vagrant .Xauthority
-rw 1 vagrant vagrant .xsession-errors
-rw 1 vagrant vagrant .xsession-errors.old
druxr-xr-x 2 vagrant vagrant ~zenmap
- 1 vagrant vagrant .zsh_history
~rw-r— 1 vagrant vagrant 10904 Jul 4 2022 .zshrc

[(veny)~(vagrant® kali)-[~]
$ mkdir project

| [(ven)~(vagrant® kali)-[~]
$ cp filel.txt file2.txt
cp: cannot stat 'filel.txt': No such file or directory

[olveny)~(vagrant® kali)-[~]
4 cd Desktop

[o(veny)~(vagrant® kali)- [~/Desktop]
4 cp filel.txt file2.txt

[o(veny)~(vagrant® kali)-[~/Desktop]
$ rm -rf project

| [{yenv)-(vagrant® kali)-[~/Desktop]
Bl |
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[(veny)~(vagrant® kali)-[~/Desktop]
5 ping google.com
PING google.com (142.250.192.206) 56(84) bytes of data.

64 bytes from tzdela-bg-in-f14.1e100.net (142.250.192.206): icmp_seq=1 ttl=118 tim
e=15.6 ms

64 bytes from tzdela-bg-in-f14.1e100.net (142.250.192.206): icmp_seq=2 ttl=118 tim
e=15.2 ms

64 bytes from tzdela-bg-in-f14.1e100.net (142.250.192.206): icmp_seq=3 ttl=118 tim
e=14.1 ms

64 bytes from del11s12-in-f14.1e100.net (142.250.192.206): icmp_seq=6 ttl-118 time
3.5 ms

64 bytes from tzdela-bg-in-f14.1e100.net (142.250.192.206): icmp_seq=5 ttl=118 tim
e=14.1 ms

64 bytes from tzdela-bg-in-f14.1e100.net (142.250.192.206): icmp_seq=6 ttl=118 tim
e=13.3 ms

“c

— google.com ping statistics —

6 packets transmitted, 6 received, 0% packet loss, time 5158ms

rtt min/avg/max/mdev = 13.273/14.287/15.568/0.836 ms

[L(ven)~(vagrant® kali)-[~/Desktop]
$ ifconfig
etho: flags-4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 192.168.1.9 netmask 255.255.255.0 broadcast 192.168.1.255

inet6 fes0::a00:27ff:fed7:153e prefixlen 64 scopeid 0x20<link>

ether 08:00:27:d7:15:3e txqueuelen 1000 (Ethernet)

RX packets 401148 bytes 579553116 (552.7 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 16098 bytes 1202324 (1.1 MiB)

TX errors 0 dropped 0 overruns o carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 172.16.1.34 netmask 255.255.255.0 broadcast 172.16.1.255
inet6 fes0::a00:27ff:fe41:31d2 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:41:31:d2 txqueuelen 1000 (Ethernet)

RX packets 1 bytes 60 (60.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 25 bytes 3653 (3.5 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flag

3<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
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[ (venv)~(vagrant® kali)-[~/Desktop]
$ ss -tuln
Netid State Recv-Q Send-Q Local Address:

Peer Address:Port Process

udp  UNCONN 0 0 0.0.0.0 0.0.0.0:%
tcp  LISTEN 0 128 0.0.0. 0.0.0.0:%

tcp  LISTEN 0 100 127.0.0.1 0.0.0.0:%

tcp  LISTEN 0 1024 0.0.0 0.0.0.0:%

tcp  LISTEN 0 128 NS

tcp  LISTEN 0 100 L L'z 1%

tcp  LISTEN © 1024 S
[o(veny)~(vagrant® kali)-[~/Desktop]

$ netstat —tulpn

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address state

tep ) 0 192.168.1.9:53688 93.243.107.34.bc. :https ESTABLISHED
Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type state I-Node Path

unix 3 [1 STREAM  CONNECTED 14058  @955c442b937f9703/bus/s
ystend-logind/system

unix 2 L1 DGRAM 17837 /run/user/1000/systemd/
notify

unix 3 L1 STREAM  CONNECTED 18941  @598271205fc7189b/bus/s
ystend/bus-api-user

unix 3 i1 DGRAM CONNECTED 10023 /run/systemd/notify
unix 2 L1 DGRAM 10045 /run/systemd/journal/sy
slog

unix 13 L1 DGRAM CONNECTED 10047  /run/systemd/journal/de
v-log

unix 6 L1 DGRAM CONNECTED 10048 /run/systemd/journal/so
cket

unix 3 L1 STREAM  CONNECTED 14021  @280c96032a63e48e/bus/s
ystend/bus-api-systen

unix 3 L1 STREAM  CONNECTED 17843  @4424d19a4069af23/bus/s
ystend/bus-system

unix 3 1 STREAM 'CONNECTED 19615

unix 3 1 STREAM 'CONNECTED 18085

unix 3 [ STREAM  CONNECTED 19321  @/tmp/.X11-unix/Xo
unix 3 [1 SEQPACKET CONNECTED 21366

unix 3 1 STREAM 'CONNECTED 20668

unix 3 L1 STREAM  CONNECTED 20702  /run/systemd/journal/st
dout

unix 2 1 DGRAM 18990
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[(ven)—(vagrant® kali)-[~/Desktop]
-$ whoami
vagrant

[o(veny)~(vagrant® kali)-[~/Desktop]

-$ sudo adduser student

Adding user “student’ .

Adding new group “student' (1008) ...

| Adding new user “student' (1008) with group “student’ ...

Creating home directory °/home/student’ ..

Copying files from “/etc/skel’ ...

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for student

Enter the new value, or press ENTER for the default
Full Name []:
Room Number [
Work Phone [1:
Home Phone [1:
other [

Is the information correct? [¥/n] n

Changing the user information for student

Enter the new value, or press ENTER for the default
Full Name []:
Room Number [
Work Phone []
Home Phone [1:

\ other [1:

Is the information correct? [v/n]

[ (genv)-(vagrant® iali)-[~/Desktop]
ol |
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Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any’).

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
05 % * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(s) and cron(8)

h dom mon dow command
* % * echo "Backup started’

Snnnnnnnnnnnnnnsnssssaes

m
9

Help write out [ where Ts [ cut Execute Location
Exit Read File Y Replace paste Justify Go To Line
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@echo off
set /p numl-Enter first number:
set /p num2-Enter second number:
set /a sum-%numl%+%nun2%

echo Total = %sum%

pausel
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[Enter first number:3d
[Enter second numbex:66

otal = 100

[Press any key to continue . . . -
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@echo off

for /L %%i in (1,1,5) do (
echo Count %%i

)

pause]
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! /bin/bash

echo "Enter your name:"
read name

echo "Welcome $name”
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[(veny)~(vagrant® kali)-[~/Desktop]
$ nano greeting.sh

E( venv)—(vagrant® kali)-[~/Desktop]
S nano greeting.sh

E( venv)—(vagrant® kali)-[~/Desktop]
S chnod +x greeting.sh

[(veny)-(vagrant® kali)-[~/Desktop]
$ . /greeting.sh

Enter your name:

Harry

Welcome Harry

o

env)-(vagrant® kali)-[~/Desktop]
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#!/bin/bash

echo "Enter number:"
read num

if (( $num % 2
then

0))

echo "Even”
else
echo "0dd"

i |
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[ )-(vagrant® kali)-[~/Desktop]

$ nano evenodd.sh

[ )-(vagrant® kali)-[~/Desktop]
$ chmod +x evenodd.sh

[(ven)~(vagrant® kali)-[~/Desktop]
$ ./evenodd.sh
Enter number:

3

odd

[(veny)~(vagrant® kali)-[~/Desktop]
$ ./evenodd.sh
Enter number:

2

Even

[ (yenv)~(vagrant® kali)-[~/Desktop]
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Key functions of general Operating Systems

opERATING
« oo -— RO 0 s
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FUNCTIONS OF
OPERATING SYSTEM .

An operating system (OS) acts as an intermediary between user software and
hardware, primarily managing system resources, providing user interfaces (GUI/CLI),
and coordinating application execution. Key functions include processor, memory,
device, and file management, along with security and error handling, ensuring
efficient system performance. o GeeksforGeeks +5

Main Functions of an Operating System (with Usage Examples)

ing): Manages application execution,
CPU scheduling, and termination, ensuring multiple applications (like a browser and
music player) can run simultaneously. Example: The OS ensures that your web
browser doesn't freeze when you open a new tab, balancing CPU time between

apps.

* Memory Management: Allocates, tracks, and manages RAM usage for running
processes, allocating memory when programs start and freeing it when they end.
Example: The system manages the space for a video game to operate and ensures
no other application overrides that memory area.

rganizes, creates, updates, and deletes files and directories
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Use of Windows OS CLI commands
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Windows Command-Line Interface (CLI) commands allow users to interact with the
operating system via text-based instructions rather than a graphical interface. The
primary environments for these commands are Command Prompt (CMD) and
PowerShell. @ Amazon Web Services +3

Essential Command Categories

1. File and Directory Management ¢

« dir:Lists files and subdirectories in the current folder.

cd : Changes the current working directory (e.g., cd Documents ). Use cd .. to
move up one level.

* mkdir (or md): Creates a new folder.

* copy : Copies files from one location to another.
« del : Deletes one or more files.

+ ren:Renames a file or directory.

« type : Displays the text content of a file directly in the terminal. @ ninjzone +8

2. System Information and Maintenance
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Linux OS Command Line Interface (CLI) commands allow users to interact directly
with the operating system through text-based instructions rather than a graphical
interface. They provide greater efficiency, precise control over system resources, and
are essential for managing remote servers. ® Ubuntu +3

Essential Command Categories

+ Navigation & File Inspection:

o

1s : Lists files and directories in the current location.

o

cd : Changes the current working directory.

o

pwd : Displays the full path of the current directory.

o

cat : Outputs the entire content of a text file.

o

less / more :Views file content one page at a time for easier reading.

« File & Directory Management:

o mkdir : Creates a new directory.
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Windows OS scripts, primarily using PowerShell (.ps1) and Batch (.bat/.cmd),
automate system administration, configuration management, and repetitive tasks.
They enhance efficiency by automating user management, file operations, software

installations, and registry changes. Scripts are executed via command-line shells
(PowerShell, Command Prompt) or Windows Script Host. ¢

Key Uses of Windows OS Scripts:

« System Administration: Create/manage Active Directory users, groups, and device
configurations on Windows Server.

» Task Automation: Automate routine tasks like data backups, log file deletions, and
software installations to reduce human error.

« File Management: Perform bulk operations, such as creating, deleting, moving, or
renaming files and folders.

« Configuration & Monitoring: Set environment variables, edit registry keys, manage
services, and generate system health reports.

» Network Management: Map network drives and manage printer connections using
WshNetwork objects. © reddit +4
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Linux OS scripts, primarily known as shell scripts, are text files containing a sequence
of commands that a shell (like Bash or Zsh) executes line-by-line. They serve as a

powerful tool for automating repetitive tasks and managing complex system
operations with a single command. @ freeCodeCamp +3

Primary Uses of Linux Scripts

+ Task Automation: Routine jobs like file backups, system updates, and log cleaning
can be turned into automated, one-click actions.

» System Administration: Admins use scripts to manage user accounts, monitor
system resources (CPU/disk usage), and configure server settings.

+ DevOps and Deployment: Scripts automate software installation, code
compilation, and application deployment across multiple servers.

» Batch Data Processing: They are used to manipulate large amounts of data, such
as finding and replacing text across thousands of files or extracting specific fields
from logs.

« Custom Tools: Users can create custom commands to simplify complex workflows,




image1.png
Prifysgol Cymru
¥ Drindod Dewi Sant

University of Wales
Trinity Saint David




image2.png
File Options View

Processes | Perrmance | App sty | St | Uses | et Serviees]

- 3% 27% 3% 0%
Name staue 0| Memoy| Dk Newor
Apps (1) B
P — - omes v
Background processes (9)
25 Google Crash Handler 0% OMB/s  OMbps
£ Google Crash Handier (32 bt) 0% OMB/s  OMbps
£ Google Installer (32 bit) 0% OMB/s  OMbps
£ Host Process for Windows Tasks 0% OMB/s  OMbps
£ Microsoft Windows Search Fie. o OME/E  OMbps
5 &) Microsoft Windows Search Ide. o OME/E  OMbps
£ Microsoft Windows Search Prot... o OME/E  OMbps
> Spooler SubSystem App. 0% 0sMB  OMBs  OMbps
&7 Windows Driver Foundation - U, 0% OMB/s  OMbps
Windows processes (22)

® Feverdetis





image3.png
(venv)vagrant @kali:

File Actions Edit View Help

[(ven)~(vagrant® kali)-[~]
5 ps aux
USER PID
root 1
Toot 2
Toot 3
Toot 4
6
7
i
9

VSZ  RSS TTY STAT START
:05

COMMAND
/sbin/init spla
[kthreadd]
[rcu_gp]
[rcu_par_gp]
[kworker/0:0H-e
[kworker/0:1-ev
[kworker/u4:0-e
[mn_percpu_wq]
[rcu_tasks_kthr
[rcu_tasks_rude
[rcu_tasks_trac
[ksoftirqd/e]
[rcu_preempt]
[migration/e]
[cpuhp/0]
[cpuhp/1]
[migration/1]
[ksoftirgd/1]
[kworker/1:0H-e
[kworker/u4:
[kdevtmpfs]
[netns]
[inet_frag wq]
[kauditd]
[khungtaskd]
[oom_reaper]
[writeback]
[kcompactdo]
[ksnd]
[khugepaged]
[kintegrityd]
[kblockd]
[blkcg_punt_bio
[tpm_dev_wq]
[edac-poller]
[devfreq_wq]

[kworker/1:1-ev
L RS O eart.

26544 9360
0

root
root
root

u
0.4
0.0
0.0
0.0
0.0
0.3
0.0

root 0.0

root 10 0.0

root 1 0.0

root 12 0.0

root 13 1.9

root 1% 0.3

root 15 0.0

root 16 0.0

root 17 0.0

root 18 0.0

root 19 0.1

root 21 0.0

1.5
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.8
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
4 a

root 23
root 2
root 25
root 26
root 27
root 28
root 29
root 30
root 31
root 32
root 33
root 34
root 35
root 36
root 37
root 38
root 39
root 40
piry PP





image4.png
File Options View

Processes] Perormance | App histry | Strtup | Uses | Dt | Senviees]

Py
% 2.1 GHe CPU  intel(R) Core(TM) i7-8650U CPU @ 1.90GHz
% Utization 100%
Memory
0.5/2.0 GB (25%)
Disk 0 (C)
1%
A
Ethernet
S.0R: OKbps
&0 seconas 0
Utiization  Speed Masimum speed: 211 Gz

6% 2.11 GHz Sockets:

Virtual processors:
Processes  Threads  Handles  Vitual machine:

32 400 11446 Ui
Up time

0:00:07:25

(®) Feverdetis | © Open ResourceMorior





