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Synthesize a solution to a potential real life scenario

1.0 
 pg. 13
2.0 [bookmark: _Toc38029895]Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
In this report the items requested by CoffeeCapulus have been provided, these include logical network topologies, an overview of recommended mobile device management software for staff, and the implementation of the discussed topics by providing a network policy. 



3.0 [bookmark: _Toc38029896]Introduction
“The  field  of  network  and  Internet  security  consists  of  measures  to  deter,  prevent,  detect,  and  correct  security  violations  that  involve  the  transmission  of  information.” [1] Throughout this report, different aspects of internet security will be touched upon and discussed, with the objective of producing a comprehensive Bring Your Own Device policy for the company CoffeeCapulus. This will include problem formulation to discover what is needed, design overview to provide a logical network topology, and a network policy to guide employees on how to correctly use the BYOD scheme. 



















4.0 
5.0 [bookmark: _Toc38029897]Related work
[bookmark: _Toc38029898]3.1 The University of Sheffield  
The University of Sheffield require students to use a VPN to access services or files, this can show that other companies will also use the same methods to allow staff to safely access work files on their own devices. “University storage is available remotely. For accessing small numbers of files we recommend using UniDrive (available via MUSE). If you need sustained access to University Storage then you will need to connect to the University VPN (Virtual Private Network) and configure your computer as described on the Storage pages.” [2] Additionally, the Sheffield University offer laptops to rent and take home. It may be a good idea for a company to do the same. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
3.2 [bookmark: _Toc38029899]What is BYOD?
Bring your own device refers to the policy of allowing students or employees to use their own device to access company data. [3]
[bookmark: _Toc38029900]3.2.1 Positives of BYOD
BYOD allows a user to use their own device to access the resources of their organisation. This can allow for work from home, or a user can work on their device within a company building. This allows for flexibility and allows the user the comfort of using their own device. BYOD can also shift costs to the user, saving the corporation some money they would’ve spent on devices. 
3.2.2 [bookmark: _Toc38029901]Downsides of BYOD
BYOD introduces a plethora of security issues and concerns, each of these require investigation from the IT field to prevent company data leaking. User’s devices can also be stolen, or accidentally left in a public space, this could compromise company security.  
[bookmark: _Toc38029902]3.3 Brief overview of network devices
When developing network related solutions, it is imperative to know and be able to explain the basics to a client to justify actions and expenses. 
[bookmark: _Toc38029903]3.3.1 Hub 
A hub connects each household network device together via an internal network. A hub has many ports that accepts Ethernet connections. It is a basic device as it does not filter any data automatically and does not know where data is meant to be sent. 
[bookmark: _Toc38029904]3.3.2 Switch
A switch also has many ports that will accept connections from other devices via Ethernet. They are considered intelligent as they can learn and store the Media Access Control (MAC) addresses of devices connected to it, this allows them to make accurate forwarding and filtering decisions. [4] 
[bookmark: _Toc38029905]3.3.3 Router
To route data to a network outside of a Local Area Network (LAN), a device must be able to read I.P. addresses. Typically, data goes from a PC to a switch, to a router, to another switch and then to the destination PC.  









[bookmark: _Toc38029906]4.0 Problem formulation and design overview
CoffeeCapulus have requested a Bring Your Own Device (BYOD) solution. This solution will be provided by producing documentation that guides users on what they should and shouldn’t do on a company network, along with providing a solution built within Cisco Packet Tracer to demonstrate the network layout. Additionally, information surrounding the devices used to build a network will be discussed. Recommended mobile device management software for staff and attacks the company should look out for will be noted. 
[bookmark: _Toc38029907]4.1 Recommended Mobile Device Management Software for Staff
Staff will likely wish to access business resources from their mobile device to do additional work from home, which will often require them to have access to the main company infrastructure that is often not accessible from the outside world (the internet).
Many companies tend to offer access to internal resources without staff needing to be on-location, which is achieved through the use of web applications, file sharing protocols such as FTPS and SSHFS and network tunnels such as a VPN (OpenVPN, IPSec, L2TP...) or SSH tunnelling. [5]
Being able to access such sensitive systems from a mobile device poses many risks, especially when using mobile devices since they are generally used in public places where people are more susceptible to Man-in-the-Middle (MiTM) attacks. 
The Mobile Device Management Software chosen is MaaS360. It allows for powerful manageability and security and can run on Ios, macOS, Android and Windows. It offers extensive iOS support due to the popularity of Apple products, while still supporting Android which offers more flexibility. It also allows management to grant access to specific data for different employees while also granting the IT department control over aspects of a personal device, such as apps and data. [6]
[bookmark: _Toc38029908]4.1.1 OpenVPN
OpenVPN is an open-source VPN server and client. It utilises end-to-end TLS encryption to ensure data integrity and makes use of the standardised OpenSSL library.
Because OpenVPN is open-source, it’s free to deploy and it has a lot of support, offering applications for desktop (Windows, Linux and macOS) and mobile devices (iOS and Android).
The open-source nature of this program also means that the code is reviewed on a regular basis, so security holes and bugs can be found and fixed efficiently by the community. [7]
Using a VPN is crucial for any business that aims to provide secure access to internal resources, as it can prevent malicious individuals from sniffing traffic through the means of a Man-in-the-Middle (MiTM) attack and extract information such as login credentials and sensitive documents. This is an absolute essential, especially when using public access points. [8]
Since OpenVPN takes advantage of OpenSSL, it has support for various ciphers which are used for encrypting data, such as AES-128-GCM, AES-256, TLS, RSA and Blowfish. It is generally good practice to use more than one cipher when configuring an OpenVPN service, to provide high entropy. This is called the rule of two.
[bookmark: _Toc38029909]4.2 How can a MiTM attack be established?

There are a few ways in which an attacker can create such attack, with the end goal being to intercept device traffic on the network.
[bookmark: _Toc38029910]4.2.1 ARP Spoofing
A common technique used is ARP (Address Resolution Protocol) spoofing, which is the act of the attacker crafting false ARP packets and broadcasting them on the network, telling all devices that the attackers device is the default gateway. The attacker’s device’s MAC address is then stored in the victims ARP table and all traffic is directed to the illegitimate gateway. [8]
This attack vector requires minimal effort, as it can be performed on any legitimate shared access point (in this case, a public hotspot) from a device such as an Android smartphone or laptop. In the case of Android, there are apps such as WiFiKill [9] and dSploit [10] which provide a simple user interface and only require the device to have root access (not available on stock consumer devices).
[bookmark: _Toc38029911]4.2.2 Honey pots
A honey pot is the process of setting up an access point that appears as legitimate but is controlled by an individual who has the intentions of intercepting data or infecting devices using known vulnerabilities (commonly related to the web browser engine or operating system, such as libstagefreight in the case of Android to achieve privilege escalation).
In the penetration testing community, this form of attack is often achieved using specialised hardware such as the Hak5 WiFi Pineapple [11] as it offers an intuitive interface and software suite to streamline the process. Similar functionality can be obtained via any device that features a Wi-Fi chipset and open-source tools such as hostapd and airodump-ng [12], though the process is more involved.
The core purpose of a honey pot is to host multiple access points that devices are known to openly connect to automatically and trick users into entering credentials into fake login pages or to save all network traffic to a file for later analysis.
A WiFi Pineapple or airodump-ng is often used to intercept probe requests from devices that are looking for access points, which in turn is used to host access points with SSID (Service-Set Identifier) that devices are probing for. This significantly increases the likelihood of an unsuspecting user connecting to the honey pot.
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5.0 [bookmark: _Toc38029912]Implementation
5.1 [bookmark: _Toc38029913]Network Policy
To start using Bring Your Own Device (BYOD), you will be required to submit your first and last name, email address, phone number, and employee ID. 
Your created ID will be stored in a company database and will allow your device to be logged on to the companies’ network. All created passwords must consist of over six characters, one upper case letter, and three numbers. This is to prevent brute force password cracking. 
The BYOD program currently supports Ios, macOS, Android and Windows. The Mobile Device Management software used by CoffeeCapulus is MaaS360 which will be installed on devices of your choosing. This will enable you to access data related to your role in the company from home or at work. 
Company information stored on a personal device will be encrypted within a directory within the device. This data will not be accessible unless connected to CoffeeCapulus’ network either on-site or off-site. Some data will not be available off-site if considered too sensitive, however all other data will be accessible. 
If your device is stolen you should report it to CoffeeCapulus, and immediately remotely locate or selectively wipe your device which only removes sensitive data related to CoffeeCapulus. This prevents Data leakage and a selective wipe will also occur when leaving the employment of CoffeeCapulus.  
CoffeeCapulus also has rules in place that as an employee you have agreed to follow, and breaking those risks disciplinary action.
Critical network policy breaches include:
1. The use of a Virtual Private Network (VPN) to circumvent blocks the company has in place to access banned websites that contain subjects such as: Violence, pornography, and piracy websites. [13] 
2. Accessing social media such as Facebook, Twitter, and YouTube while not on break or without your role at the company requiring use these websites. 
3. Using software or hacking tools designed to breach network security to access company data, or using them to tamper with company software. 

All activity conducted within the network will be logged and if an employee is discovered to be breaching the network policy they will be temporarily removed from the network and will be investigated, pending further disciplinary actions which may lead to losing employment, fines, or prosecution. 
CoffeeCapulus reserve the right to retain certain data from the mobile devices connecting to the network, such as employee ID and network activity. 
By signing this document, I accept the policies and procedures laid out in CoffeeCapulus’ network policy and I acknowledge the penalties and consequences breaking any of these policies may incur.

Signed: 

5.2 
[bookmark: _Toc38029914]5.2 Logical network topology for CoffeeCapulus & Cloud based topology
It is being assumed that CoffeeCapulus have a few branches throughout the world, each needing a few computers/laptops to be on location for stock updating and ordering, along with recording sales. These can belong to CoffeeCapulus or the employees. Therefore, a tree topology is a good consideration as it is a star network interconnected via bus networks, this allows computers on site to communicate with eachother and CoffeeCapulus computers in other locations. [14]
However, devices sharing the same link is bad for traffic congestion. Multiple star networks connected to each other would alleviate this pressure while giving the same result. The connection should be established over the internet using a VPN as learned in section 3.0. This takes more time and wouldn’t be worth it for a smaller company. [15] As there is the possibility for the internet to go down on one location, each location has its own router as all locations are connected via a dedicated line and could use the router of another location to get online. This follows the rule of five nines and ensures high internet availability for employees. 
The switches have been configured to utilise SSH security, and unused ports are down. Plaintext passwords have been encrypted. A message of the day banner has been created to warn anyone accessing the network who is not an employee of CoffeeCapulus.
Additionally, employees will be able to work from home if need be or a natural disaster occurs. These instances are highlighted in red. 

[image: ]Figure 1 Logical network topology for CoffeeCapulus















5.3 [bookmark: _Toc38029915][image: C:\Users\Kallum\Desktop\University\Professional Development\Internet Technology and Security (Carlene)\Assignment 1\CoffeeCapulus DFD.png]BYOD DFDFigure 2 CoffeeCapulus Network Data Flow Diagram




























5.4 [bookmark: _Toc38029916]Management Hierarchy

Figure 3 CoffeeCapulus Management Hierarchy
6 
7 [bookmark: _Toc38029917]Results, findings and discussions
There are three main objectives that are covered by network security to ensure the integrity of data. These are confidentiality, integrity, and availability. These concepts form the CIA triad.
· Confidentiality
· Data confidentiality ensures private information such as messages are not made available to users it was not intended for.

· Privacy ensures that people can control and influence the information on their person that may be collected and stored and by whom, and whom that information may be disclosed to. 

· 
· Integrity
· Data integrity ensures that information is only changed in a specified and authorised manner. 

· System integrity ensures that a system performs the functions it was intended to in an uninterrupted manner, safe from the possibility of deliberate or inadvertent unauthorised manipulation of the system. 
· Availability ensures a system will work promptly and service is not denied to users who are authorised. [1] 
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9 [bookmark: _Toc38029918]Conclusion, recommendation and future work
A network policy has been formulated for CoffeeCapulus, along with the appropriate Logical network topology developed in Cisco Packet Tracer, and data flow diagrams have been produced. 
Future work could include further expanding the network topology by extending the amount and types of devices within the layout. A VPN could also be investigated further to provide additional security. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Avoid using too many websites for your referencing. More updated credible sources should be used.  You should use academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  (Grade mark: 53.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]8

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated the underlying understanding and knowledge.  See comment above. You have used the IEEE format to written up your report.  (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed MDM, DFD, policy and your design.   A very detailed flow diagram was done. See report for more feedback about your abstract.  (Grade mark: 65.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]26

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design work and relevant countermeasures applied.  Note a layer 2 switch is not ideal for the core of the network but should use as edge switches. (Grade mark: 65.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]13

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your work requre formatting to make it look professional.  See report for other feedback. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]61%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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