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[bookmark: _Toc220894266]Introduction
For this assignment, a security plan will be created to fit the needs of NatureGreen. 
As the plan will reference and take inspiration from various security frameworks, the first step for creating this plan will be to thoroughly research and detail the features and policies of various existing security frameworks, particularly focusing on industry standard frameworks such as Information Technology Infrastructure Library and ISO 27000.
This research will then be used as a basis to determine a plan that fits the needs of NatureGreen, which would protect sensitive data, and prevent unauthorised access to NatureGreen’s network, with a particular focus on NatureGreen’s cloud services, and addressing the creation of a resilient policy concerning outside access to the network without compromising the network’s security. Protections of NatureGreen’s intellectual properties are also a major concern. 
Once this plan is laid out, a comprehensive breakdown will be made of the necessity of consistent updates of security policies, in the face of constantly evolving threats and technology.












[bookmark: _Toc220894267]Security Frameworks
Security frameworks are a set of standards and practises that are employed in data security, in order to protect an organisation against potential threats. Such frameworks set out guidelines to aid organisations in preventing such threats, whether they originate from malicious attackers, lack of employee awareness in threat prevention or natural causes. These frameworks exist to ensure a company is fully prepared for any threat that may appear; without these comprehensive frameworks, organisations not have contingencies in place for a threat, misjudge the risk a threat poses, or accidentally contravene data protection laws through the mishandling of sensitive data.
[bookmark: _Toc220894268]Information Technology Infrastructure Library
The information technology infrastructure library (ITIL) is a security framework that determines the best practises to support an IT service with a focus on improving overall product value and fostering collaboration between teams and departments, outlining how a service or product is created, maintained, and improved, defining roles and responsibilities. It is employed by 82% of Fortune 500 companies [6] and has been in use for 30+ years with consistent updates to ensure it does not become outdated. This can be used by an organisation to help determine the best way to develop their service, assign roles and responsibilities to their staff and ensure different teams work efficiently with each other, using proven methods.
[bookmark: _Toc220894269]ISO 27000
The ISO 27000 series is a set of security standards to help organisations determine the best practises for their security policies and planning, using the CIA triad of confidentiality, integrity and availability as guidelines and determining factors for the protection of information. The ISO 27000 makes use of the creation of security policies, defining roles within an organisation and determining the responsibilities of those roles, assessing risks and determining solutions and contingencies for those risks and continuously improving these policies to ensure they are robust and adaptable for any potential issues.
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[bookmark: _Toc220894271]Company Security
NatureGreen has no established security policy, which requires a full security plan to be created. As a result, each aspect of a security framework needs to be considered. In particular, the company makes extensive use of cloud services and social media, has intellectual property that needs to be protected, and is under pressure to allow remote access to the company network from personal devices, posing a serious security risk.  The proposed solution would therefore need to focus on these aspects when considering the essential components that need to be considered in this plan.
The general security policies will be laid out, explaining essential policies that need to be adopted to ensure the network remains secure. This will involve strategic planning to lay out long term security goals and establish relevant roles and resources. With these policies laid out, laws relevant to NatureGreen will be covered, such as copyright protection laws and particularly data protection laws, as staff and client data is stored by the company. Once these steps have been covered, risk planning and contingency planning will begin, to identify threats, determine their severity and create a contingency to respond in the event one of these threats arise, which would include protection mechanisms required to protect against such threats. Finally, a service level agreement will be created to set out terms and conditions with third party providers, which is essential due to NatureGreen’s cloud-based services.
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Several security policies need to be set out in regards to accessing the network; Firstly, remote access to the company network needs to be secure. Due to the use of personal devices when accessing the network, this connection cannot be guaranteed, so any data sent to the network needs to be verified to check for malicious code or files that could compromise the network’s security. Additionally, as the network handles sensitive data, steps need to be taken to ensure this data is secure. Data should therefore be encrypted when the network sends or receives information. 
Staff accounts could also be vulnerable and exploited by malicious actors to gain access to sensitive data. Passwords should be forced to include some conditions, such as a number, special character or uppercase letters, as well as be a certain length, to ensure these passwords are complex and difficult to crack. Additionally, these passwords should be regularly reset so old passwords cannot be learnt and exploited later. Two factor authentication can also be employed to ensure a member of staff can detect an unauthorised user accessing the network via their account and deny them access. A final consideration is the removal of inactive accounts; the removal of accounts of former staff is essential to prevent unauthorised access from staff that no longer work for NatureGreen, ensuring they cannot access sensitive data.
As the ISO 27000 is an industry standard that helps determine the best practise for the creation of security plans and policies, it will be used as a standard to compare the proposed security plan against. Particularly, the aspects of security policies and risk assessment will be considered and compared against ISO 27000 standards to ensure these solutions are robust and suitable for the problems these policies are intended to defend against. 
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As the organisation handles sensitive data, this data needs to follow data protection laws, which detail how this data should be collected, used and handled. This data should be limited to only the data required by the company and that such data should not be kept longer than is necessary, often necessitating the deletion of data from old clients that no longer use the company’s services. An important aspect of these laws is that this sensitive data is stored and processed securely, as an individual’s data being stolen or leaked could cause that individual to be greatly negatively impacted. The main laws for data protection are the General Data Protection Regulation (GDPR) [1], and the Data Protection Act [2].
As NatureGreen also maintains copyrighted intellectual property, this needs to be accounted for, in the event of the theft of NatureGreen’s intellectual property. This could potentially cost NatureGreen billions, as the theft of trade secrets and unauthorised use of their property could cause the intellectual property to greatly decrease in value. This intellectual property is protected by the Intellectual Property Act of 2014 [3], which covers patents, trademarks and trade secrets, and ensures that in the event of the theft of this property, it is legally protected.
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The creation of a comprehensive data security policy requires the identification and assessment of several risks that the organisation can face. Once identified, the severity of the threat must be determined by comparing the chance of the threat occurring against the damage the threat could deal to the organisation, which will then allow for an appropriate contingency plan to be made for this threat. These assessments are often carried out with the use of a Risk Assessment matrix [4].
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One such risk that the organisation faces is from unauthorised access. This could come from several sources, from malicious actors outside of the company, to former staff that retain access to their accounts, to existing staff. Each of these sources have different likelihoods of occurring but have the same severity; unauthorised access could lead to harmful code being uploaded to the network, or the theft or deletion of data. These malicious attacks could force network to be taken offline while repairs are ongoing, costing the company in lost revenue, or place the company at risk of being sued from data protection laws, such as the Data Protection Act [1] or GDPR [2]. Due to the different methods of gaining access to the network, a general likelihood of occurrence is difficult to predict, however the severity of these threats are still high, leading to a medium to high risk of this kind of threat.
Another risk is a cloud network disruption. Due to NatureGreen’s reliance on Cloud based technologies, disruption from a provider could cripple the network and make it inaccessible until the issue is resolved. The likelihood of this kind of threat is very unlikely, however if this issue occurs, a large amount of potential revenue could be lost, as the organisation would be unable to complete and coordinate most tasks, leading to a significant severity and an overall rating of medium risk on the Risk Assessment matrix.
[bookmark: _Toc220894275]Contingencies Planning and Protection Mechanisms
Contingencies refer to a plan of action that is created in response to the discovery of a threat; these aim to resolve or mitigate the impact of a threat as quickly as possible after it happens, through backups, recovery plans and response plans. Protection Mechanisms refer to the mechanisms used to prevent such threats, and often aim to negate the chance of a threat occurring before it happens, using methods such as monitoring the network for suspicious activity, controlling who can access the network through access control lists, encrypting sensitive data, and employing firewalls to control what can enter and exit the network.
Using the risks identified in the Risk Planning section, contingencies can be created and relevant protection mechanisms can be discussed. To protect against unauthorised access, as a contingency, an incident response plan can be created that trains staff how to respond to the incident, isolate and contain the unauthorised user and remove them from the network, before conducting an investigation to determine if any sensitive data has been breached. Protection Mechanisms that could be employed in this situation could be the use of access control lists to limit what users can access in the network, the removal of inactive accounts from former staff to prevent their access, security monitoring tools could be employed to ensure staff are not accessing data they do not need to access, and data can be encrypted so attackers cannot read the data.
If cloud services are disrupted, a business continuity plan could be created to determine how the organisation can continue to operate while the outage is occurring, what essential parts of the organisation must keep running, and arrange for a backup cloud service provider so the organisation can continue working while the outage is occurring. In this event protection mechanisms cannot be directly applied to this threat; instead, the mechanisms must cover the emergency measures covered in the business continuity plan, such as ensuring data is encrypted, backups are in place to prevent data loss, and employees are trained to follow the business continuity plan.
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A service level agreement determines the expected services between a client and a service provider, determining factors such as how a client’s data is handled and protected, when this service will be available, informing clients of planned maintenance where they cannot access the service and how they will inform clients of potential data breaches. 
For NatureGreen, this will disclose to a client how they collect, store and use the data required to access their services. It will also be used to inform clients of maintenance windows where services are updated, and vulnerabilities fixed, as week as to inform clients if an issue arises, such as with a cloud service disruption, data breach, or to inform users of inactive accounts (and associated data) that their information will be deleted.
This agreement is created to ensure transparency with clients and ensure that such clients are informed of important information. This also ensures that the organisation follows the Consumer Rights Act of 2015 [5], which ensures customers are protected from poor services.
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As technology and services evolve, it is essential that the security policy associated with these services evolves and updates consistently. Hardware and software can become outdated, leading to security vulnerabilities, especially on discontinued software that may not receive updates, that could place an organisation at risk. Additionally, new technologies could lead to new methods of malicious actors gaining access to restricted sections of a network. 
For example, as AI technologies become more advanced, it will become easier to impersonate a client and make use of social engineering to gain access to sensitive data. A security policy would therefore need to be updated to account for this, determine the risk of such a threat, create contingencies or apply existing relevant contingencies to this threat (such as applying an updated unauthorised access contingency), and determine what protection mechanisms would be required to prevent this kind of threat from causing damage (through confirmation emails in order to access sensitive data, and training staff to be aware of the threat).
The consequences of not having an up to date security policy would be that the company would be unable to respond to new threats, causing them to be at severe risk of suffering from the consequences of such threats, and be liable to lawsuits from affected customers that may be affected. Additionally, as laws evolve, a security policy would also need to evolve to ensure that the organisation does not contravene these new laws. Organisational policy changes should also be followed with an updated security policy regarding such a change; if NatureGreen decided most employees can work using their own devices, under the condition the devices are connected to a USB hardware key that allows them to access the network, the security policy would need to evolve to determine, for example, the course of action that would need to be taken if a this key was lost or stolen. The security policy would also need to determine factors such as whether the key can only work on a single device, or if the key would be able to work on any device, and plan relevant risks, contingencies and protection mechanisms to account for this.
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Risk Matrix Example

Severity
Negligible Minor Moderate | Significant Severe
Very Likely Low Med Medium Med Hi
Likely Low Med Medium Med Hi
Possible Low Med Medium Med Hi Med Hi
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Likelihood X Severity = Risk Level





