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Task 1
[bookmark: _Toc177925379]Introduction
Programmable Logic Controllers (PLCs), a form of microprocessor-based controller (Lashin, 2014), have been fundamental in the transformation of industrial automation and control systems since their inception. The PLC controls Input/Output functions in a range of systems in various industries (Bartelt, 2006). This review examines the history of the PLC, its key technological advancements, and its impact on industrial practices.
[bookmark: _Toc177925380]Historical Context
The inception of the PLC was driven by Oldsmobile arm of General Motors (GM), which had to meet the production requirements of increasing consumer demand for quantity and variation. The hard-wired relay logic control systems used were blighted by downtime from extensive fault-finding procedures for simplistic repairs. The phrase “five hours to find it, five minutes to fix it” originated from this difficulty Pollard (2022). The lengthy fault-finding procedure, compounded by the high frequency of breakdowns, attributed to the large number of mechanical switching components (Kumar et al., 2017; Rullán, 1997). This lead GM and Dick Morley’s company Bedford Associates to create the first PLC, the Modicon 084 in 1968 (Alphonsus and Abdullah, 2016; Love, 2007).
Prior to the PLC, to allow for yearly model changes and assembly line growth, the inflexible relay-based machine controls were entirely replaced (Mashhadany, 2012). Therefore, the design requirements of the PLC needed simplistic programming, adaptability to different processes, and reduced repair and configuration downtime (Killian, 2006). The introduction of PLCs met this criterion, utilising the programming language: Ladder Logic (LL). LL resembles that of electrical relay logic diagrams (Figure 1), which made it easier for technicians to program the new technology.

[image: Ladder Logic vs. Relay Logic]
[bookmark: _Toc177873771]Figure 1: Ladder Logic Vs. Relay Logic (Ashtari, 2023)


[bookmark: _Toc177925381]Technological Advancements
PLCs have undergone continual technological advancements that have enhanced their functionality and ease of integration into industrial control systems. These developments are broadly categorised into hardware improvements, software evolution, and connectivity enhancements:
[bookmark: _Toc177925382]Hardware Improvements
The standard configuration on PLCs contain: The rack assembly, the external programming device, the power supply, the Central Processing Unit (CPU), the input output section and the communication interface as highlighted in Figure 2. Technological improvements over the years in these areas have led to the evolution of the PLC.
For example, early PLCs were limited to discrete input/output (I/O) functions, akin to their predecessor the relay switch. Development of the I/O modules allowed them to control continuous processes therefore a fuller range of control processes (Petruzella, 2011). Additionally, early PLCs were bulky and lacked processing power (Peterson, 2022). However, advances in microprocessor technology and memory capacity have reduced the size of modern PLCs whilst increasing their processing power (Sharma et al., 2022).
Furthermore, the programming devices that were used on early PLC systems, were small handheld devices, which are used today dependent on technician preference. These devices require programming the PLC using Boolean logic, or binary. Today, the PLC can be programmed using display monitors with graphical coding interfaces that are more intuitive and user friendly than the handheld devices. (Herman & Sparkman, 2010)
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[bookmark: _Toc177873772]Figure 2: (PLC hardware: A detailed overview with component examples, 2023)


[bookmark: _Toc177925383]Software Evolution 
Early PLCs relied heavily on proprietary programming languages, which limited their interoperability. Over time, standardisation efforts as defined in IEC 61131-3, have highlighted the programming languages: Ladder Logic, Function Block Diagram, Structured Text, and Sequential Function Chart (Fronchetti et al., 2022; Maesschalck et al., 2023; Sehr et al., 2021), to enable system flexibility and user adoption. Furthermore, modern PLC software benefits from diagnostics and simulation tools allowing for easier performance monitoring and troubleshooting.
Though there have been multiple software improvements for the PLC in its development, its prevalence and popularity gained interest from multiple manufacturers. This competition improved PLC prices thus accessibility. However, some PLCs incur high software and subscriptions costs, specific to that manufacturer (Siddig et al., 2007). Therefore, to deviate from a brand will incur additional costs from multiple sources therefore limiting interoperability and accessibility of PLCs by financial means.
[bookmark: _Toc177925384]Interoperation Enhancements
As the range of industries using PLC control systems increased, interconnectivity between the varying equipment was required. Therefore, PLCs were developed to include a range of communication protocols such as: Ethernet/IP, Modbus, Profibus, and OPC UA (Nagda, 2023). These enhancements have enabled integration of sensors, actuators and processes. The integration of Supervisory Control and Data Acquisition (SCADA) systems were used to monitor the real-time feedback of multiple PLCs and control systems and feed it to a Human Machine Interface (HMI) where I/O conditions can be monitored and adjusted. (Daneels & Salter, 1999) As PLC and SCADA systems grow into more critical fields, such as power generation and water distribution, new challenges from a security perspective became apparent as the systems are vulnerable to cyber-attack (Yang et al., 2022). The increased interconnectivity via the internet leaves them vulnerable to threats (Yadav & Paul, 2021) whereas early PLC systems were not as susceptible as they operated on local networks.


[bookmark: _Toc177925385]Impact on Industrial Practice

The reliability, interconnectivity and flexibility of the PLCs has increased productivity by reducing downtime from changing production setups, minimising breakdowns and aiding fault location thanks to I/O condition monitoring. These attributes have integrated the PLC into Industry 4.0. This shift in industrial practice, is weighted on Cyber-Physical Systems (CPS) where physical machines and digital systems interact seamlessly which the PLC facilitates, and the Internet of Things (IoT) which requires communication and visibility of all system components via the internet, facilitated by SCADA systems (Mellado & Núñez, 2022; Sehr et al., 2021).
PLCs are considered a simplistic method to control automated assembly lines (Lashin, 2014). This sentiment is surmised in the statement: “even an electrician with limited knowledge of programming would be able to understand and program a PLC base on his knowledge of electrical system” Alphonsus & Abdullah (2016). Although, Ladder Logic is simplistic compared to that of other programming languages. PLC advancement and the increased system complexities within a wider range of fields (Vogel-Heuser et al., 2015) has resulted in increased knowledge requirements for PLC programming (Akparibo et al., 2016). This has impacted industrial practice by producing hiring bottlenecks. Continual staff programming training is difficult even for those with prior PLC programming experience (Fronchetti et al., 2022), therefore increasing staffing costs and limiting the accessibility of this technology to larger, affluent companies.

[bookmark: _Toc177925386]Conclusion

The PLCs evolution has played a vital role in the transformation of industrial automation, enabling greater efficiency, flexibility, and productivity. From its origin in the 1960s to its integration into Industry 4.0, PLCs have advanced significantly in hardware, software, and interconnectivity. Though these advancements have enhanced manufacturing processes by reducing downtime and improving fault detection, they have also introduced new cybersecurity risks and increased workforce skill requirements. 

[bookmark: _Toc177925387]Task 2
[bookmark: _Toc177925388]Introduction
A Functional Design Specification (FDS) is an overviewing document that follows a structured, sequential process to ensure that the design and implementation aspects of the PLC control system are thoroughly planned and documented with all success factors being agreed upon by all key stakeholders at the outset to ensure the success. 
As the FDS approach is not standardised, many different sources have variation in their approach. Some differences are due to individual project requirements and others are due to time-based development of the FDS. Additionally, many companies specialise in providing FDS services, therefore omitting the semantics of the FDS protocol helps justify other companies outsourcing their FDS consulting to them. However, most methodologies found, (Engineering Institute of Technology, 2020; Langran, 1985; Instrumentation Tools, 2023; Positive Engineering, 2023; Tupeli, 2020; Wiegers & Beatty, 2013) all follow a similar approach. The critical, sequential steps are listed as follows: 
[bookmark: _Toc177925389]Essential Stages in Developing a Functional Design Specification for a PLC Control System
[bookmark: _Toc177925390]Project Definition
This initial stage involves understanding the overall goals and objectives of the control system. This includes identifying the process to be controlled, its performance metrics, safety requirements, and compliance with industry codes and standards. With all relevant interdepartmental stakeholders being present, to avoid a siloed approach and ensuring that the ideal system requirements are suitable for all members. Though it is likely that the design changes may differ throughout the project (Tupeli, 2020), with all key stakeholders input from the outset, it will limit time consuming and costly design and coding changes (Crimmins, 2020; Manning, 2018).
[bookmark: _Toc177925391]System Architecture or Topology
This stage is to determine the functional requirements of the control systems and what elements are required, using process diagrams and detailing operations and constraints are commonplace at this stage. System detail including the hardware requirements to achieve processing speed, memory capacity, environmental conditions, and future scalability requirements of the system. Such as PLC type, I/O configuration, communication interfaces and power supplies. 
Then to generate a software design, outlining the control logic, selecting a programming language as defined in IEC 61131-3 and outlining HMI requirements such as SCADA or Distributed Control Systems (DCS). This step includes defining the data flow, control sequences, and the overall architecture of the software. Should the Project Definition stage be rushed without key stakeholders involved, it is at this stage that additional scope recommendations begin to interfere with the project (Wiegers & Beatty, 2013) as genuine consideration of software requirements have occurred after the fact.


[bookmark: _Toc177925392]Detailed Functional Design
This is a deeper evaluation of the System Architecture. Such as evaluating if Ethernet/IP, Modbus or Profibus communication protocols are best suited to the PLC system in question. The HMI requirements will be defined at this stage and the specific logic sequences, algorithms, and control loops can be seen then listed and prepared into an I/O list, “a key deliverable document of the CSI (Control System and Instrumentation) discipline” CSI Engineering, (2023). The I/O list will map sensors and actuators detailing their types (discrete or continuous), their conditions, such as normally open or closed, and their sequencing and timings within the control system. Typically, a feasibility study is recommended at this point to ensure that the Functional Design will perform as expected and will not cause processing issues. (Curran et al., 1971).
Regarding processing issues, data transmission and storage, over the timeline of the FDS sources observed, there is increasing awareness and considerations for the processing as data. Wherein, some of the earlier documents (Langran, 1985) it is seldom mentioned, moving to more recent studies (Design of industrial automation functional specifications for PLCS, DCSS and SCADA systems, 2012) there is a marked increase in considerations for safe transfer and storage of large packets of data.
[bookmark: _Toc177925393]Safety and Compliance 
Due to the likelihood that the PLC control system that has the potential to cause harm if malfunctioned, a thorough Risk Assessment should take place to identify potential hazards and design the system to mitigate these risks. This may involve incorporating safety relays, emergency stop circuits, fail-safe mechanisms, and compliance with relevant safety standards. Due to the number of safety standards to comply with, considering that the Project Management of Safety Instrumental Systems (SIS) requires a high level of knowledge, a specialist Health and Safety representative would be pertinent to utilise at this stage to ensure compliance (Instrumentation Tools, 2023).
[bookmark: _Toc177925394]Testing Requirements
To develop detailed testing procedures to validate the functionality, performance, and safety of the control system before it is launched (IACS Engineering, 2024; Langran, 1985). This should be led by several competent programmers, to simulate various scenarios to debug and identify issues earlier. A single lead programmer will be responsible for feeding this information back to the project team and defining Internal Acceptance Tests (IAT), Site Acceptance Tests (SAT), commissioning activities and writing the user manual (McKay et al., 1977; Tupeli, 2020).
[bookmark: _Toc177925395]Sustaining
Many of the sources differed via their final steps. However, they were all centred around the same aspects of, completion, review and approval of the control system. Where a review of the final control system with all stakeholders and final signoff of the FDS, as to ascertain if all agree on the project scope and deliverables.
Some of which then included details of how to maintain the finalised control system and how to train the operators that will use it. System sustaining or maintenance can be controlled via documentation. I.e., requirements and specifications on the IAT and SAT forms, Standard Operating Procedures (SOPs) and training matrices can all ensure longevity and scalability of the control system by ensuring its performance.


[bookmark: _Toc177925396]
Critical Evaluation Using Real-World Examples

Based on the critical factors and essential stages as described in the prior section. The critical evaluation of case studies involving PLC implementation against the FDS framework will be conducted. Where the initial methodology was to review academic case studies by the likes of Papoutsidakis et al. (2017) and Thepmanee et al. (2022) due to their increased trustworthiness and reliability. It was found that such sources approached control system implementation in small teams, in controlled environments in a critical and analytical method. Which, although were fundamentally successful in their efforts, the reports are more descriptive pieces and do not represent real-world implementation. Therefore, genuine, industrial case studies were used. Although their reliability can be called into question as they are used for advertising purposes by the companies describing their work, so are unlikely to detail any failings, they are more inciteful in detailing their approach to genuine problems.
[bookmark: _Toc177925397]Case Study 1: SCADA and PLC Control System for Building Management

In this case study by Applied Industrial Systems (2022), a PLC and SCADA control system was designed and delivered for Deutche Bank and Google Data Centre to replace the existing system. It was recommended that to ensure adequate control of their Building Management Systems, such as air conditioning (heating and cooling), air quality monitoring and gas and fire detection and extinguishing systems. Due to the size of the building and the multiple individuals needing access to the variety of equipment. A PLC based SCADA system to control all actuators using a Modbus communication protocol was developed.
Though AIS posted this on their website, as to promote their expertise as control system integrators. However, they make a statement that clarifies that no FDS system was used. The statement is as follows: “Flexible approach to delivery – based on rapid application development – where software is developed, tested and refined in a series of stages in parallel with the development of the BMS requirements and systems”. Applied Industrial Systems (2022). Though this flexible approach seems advantageous, not clearly defining the system requirements with all relevant stakeholders at the outset will subject the process to scope creep (Wiegers & Beatty, 2013).
Though, the case study overview does adhere to the FDS step of final approval with all the relevant stakeholders, in this case, the operator being trained on control system usage. This iterative methodology, will burden the onsite installers with potential rework, altering system parameters based on the operator’s feedback. Furthermore, the customer may not like this iterative method, as it is not a clearly defined roadmap of how and when the final control system will be completed and what will be delivered. Where both the installer burden and clear customer requirement issues will be remedied by use of an FDS (Crimmins, 2020; Design of industrial automation functional specifications for PLCS, DCSS and SCADA systems, 2012).



[bookmark: _Toc177925398]Case Study 2: Upgrading Industrial Refrigeration with Danfoss PLC Controls

The case study by Danfoss (2024), describes a food manufacturer, Jack Link’s Snacks, who wish to double the size of their refrigeration system. The company, Danfoss, undertook the expansion that involved a complete replacement of the original control system, sensors and actuators including condensers, pumps and compressors all controlled via PLC means and had an undisclosed HMI system running alongside.
It is inferred that the initial control system installation company did not abide by the FDS step of Sustaining when the manufacturing lines control system was first created. As a fundamental part of this step is incorporating contingencies to allow of the growth of production lines (Instrumentation Tools, 2023). Considering that Danfoss conducted a complete replacement of the entire control system, it suggests this step had not been completed.
Danfoss are potentially utilising the FDS methodology for their installation by anticipating growth, by using open communication protocols and non-proprietary hardware in their system design. Whereby, anticipating further expansion in the future, regardless of the PLC or HMI systems installed they can integrate additional sensors, actuators or other associated pieces of plant more easily, compared to completely overhauling the system as in this instance.
There is further evidence that Danfoss utilised the FDS methodology for their installation, as they conducted Factory Acceptance Tests of outgoing PLC control panels to ensure seamless integration to minimise commissioning time. Furthermore, Danfoss also considered the Safety and Compliance requirements of Jack Link’s Snacks, by increasing safety control with ammonia leak detection to give early indication of the release of refrigerant, concurring the point that an FDS was utilised by Danfoss, and not in the original installation, as refrigerant leaks have always been harmful, and this issue was not headed upon the original installation.
[bookmark: _Toc177925399]Case Study 3: Expansion of Constellation Brands Incorporated Beer Production Facility

The third case study by Siemens (2019), describes the acquisition and expansion of the Nava brewery by Constellation Brands Incorporated (CBI). It does not specifically state an FDS methodology was used but follows a similar approach. 
To start, the project is defined by concise goals and Key Performance Indicators of increasing output capacity to 20 million hectolitres by June 2016. Some key stakeholders are mentioned and the admission that the “the project was 100 percent schedule-driven”, suggests that CBI would have been open to a clear solution strategy, or an FDS.
Although, this case study conducted by Siemens is for advertisement purposes, based on its own performance metrics, it states the exceeding of the goals, and the expectations set. The system architecture is defined with the type of hardware being included, PLC type, I/O configuration and communication interfaces (Figure 3). It also describes the hardware quantities, Software Type, the requirements for the standardised network and its communication protocols (Detailed Functional Requirements), Testing Requirements of 95% process efficiency, and training of staff and sustaining of processes, all of which are critical factors in the FDS. In fact, the only consideration not mentioned was Safety and Compliance, however, this is anticipated as to not draw attention to potential process issues. Though these targets were achieved alongside the adherence of a rigorous and stringent process development approach. Considering the scale and the finances involved in the project, the successes of the project cannot be solely attributed to said approach.
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[bookmark: _Toc177873773]Figure 3: Case Study Hardware Types
Scalability has been a factor in all case studies, where the introduction of new systems have considered future growth. Though this case study outlines a commitment to scalability and growth Siemens provided a complete solution, and their software is notoriously proprietary in nature and does not interlink with other brands of control systems, sensors, actuators and displays without the need for conversion systems (Wright, 2023). Therefore, limiting expansion potential by making other brand integration more difficult.

[bookmark: _Toc177925400]Conclusion

The development and implementation of a Functional Design Specification (FDS) for Programmable Logic Controller (PLC) control systems ensures project success by aligning all stakeholders and clarifying system requirements upfront. This structured approach, which includes project definition, system architecture, detailed functional design, safety compliance, testing, and sustaining, can mitigate common challenges like scope creep, rework, and miscommunication. 
Real-world examples demonstrate both the benefits of adhering to this methodology, such as the successful expansion of industrial refrigeration systems, and the consequences of neglecting it, as seen in iterative approaches that led to installation inefficiencies. Incorporating best practices from these examples, such as early stakeholder engagement, scalability planning, and comprehensive safety assessments, can significantly improve the design and long-term sustainability of PLC control systems. The FDS, when properly applied, minimises risks, reduces implementation time, and ensures smoother integration and future scalability.
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Within those rings are three layers: A floor-level access
network with SCALANCE XC-200 managed switches inter-
connects the plant’s Siemens SIMATIC §7-200, §7-300, and
57-400 PLCs, ET2005P remote 110, and WinCC servers and
HMIs. In turn, the rings connect via SCALANCE X307-3LD
‘managed switches to a higher-level data distribution layer.
These layers then connect to a core layer that uses a
SCALANCE XM-408-8C Layer 3 managed switch to link
securely to the CBI plant wide industrial core network.
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